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 Network Management
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 information extracted from managed entities

Page 7
						
						

7
 Managed Entities - Agent
 • Network Elements such as Hosts, bridges, hubs, routers equipped with agent software
 • Allowed to be managed from management station
 • Respond to requests for information• Respond to requests for action• Asynchronously supply unsolicited information
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 Management Information Base
 • Representation of network resources as objects• Each object represents one aspect of managed
 object• MIB is collection of objects (access points) at
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 Network Management Protocol
 Link between management station and agent
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 SNMP Protocol Architecture
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 event that affects MIB and underlying managed entities – Port 162
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 Security Threats and Attacks
 • A threat is a potential violation of security.– Flaws in design, implementation, and
 operation.• An attack is any action that violates security.– Active adversary
 • Common threats:– Snooping/eavesdropping, alteration, spoofing,
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 Types of Attacks
 Passive Threats Active Threats
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 Traffic Analysis
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 Denial of Service
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 • Using this model requires us to: – select appropriate gatekeeper functions to
 identify users – implement security controls to ensure only
 authorised users access designated information or resources
 • Trusted computer systems can be used to implement this model
 Network Access Security
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 • This model requires us to: – design a suitable algorithm for the security
 transformation – generate the secret information (keys) used by
 the algorithm – develop methods to distribute and share the
 secret information – specify a protocol enabling the principals to
 use the transformation and secret information for a security service
 Model for Network Security
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 Methods of Defence
 • Encryption• Software Controls – Access limitations in a data base– In operating system protect each user
 from other users• Hardware Controls– Smartcard, biometric
 • Policies– Frequent changes of passwords
 • Physical Controls
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