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 Today’s lecture
 • Windows 2000 Access (Windows Server)
 • Privacy II – Later…
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 This Week
 • Read WS 9, 10• Windows Readings Online
 • Windows Task (before Final)
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 Access• User and Group Access Rights is the Basis
 for Unix Security AND Windows 2000 Security!
 – Read, Write, Execute on a file/directory/device
 • The biggest TCO (total cost of ownership) in a computer system is administering and working with access control.
 – Because things just don’t work until you get the access rights working properly
 – People think it is something wrong with the program when it is really just the security environment that is set wrong.
 • A GREAT REASON to REALLY LEARN YOUR ACCESS CONTROL SYSTEM!
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 Unix Access Control Model
 FileFilerw(x/s)rwxrw(x/t)rw(x/s)rwxrw(x/t)
 DirectoryDirectorydrwxrw(x/s)rwxdrwxrw(x/s)rwx
 DevicesDevicesSome-other-time..Some-other-time..
 YOU!YOU!
 User aUser a
 Group aGroup a
 Group b..Group b..
 Access Control List/VectorAccess Control List/Vector
 umask 022umask 022
 77SpecialSpecial sstsst
 77UserUser
 uurwxrwx
 77GroupGroup
 ggrwxrwx
 77OtherOther
 oorwxrwx
 User aUser a
 Group bGroup b
 Create Or Create Or Execute xExecute x
 User aUser a
 Group bGroup b
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 Special Unix Users
 • Root can do anything except when he has protected himself, but he can change the self protections
 • User -> can do what he is allowed to do by his who he is, his group memberships, and the file/directory/device ACLs
 • Special Groups -> wheel
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 Some Peso default user-groups/etc/group
 • GROUP : passwd : GID : user list
 • root:*:0:maint,operator,root,sync
 • bin:*:1:bin,anon,daemon,root
 • daemon:*:2:bin,daemon,root
 • sys:*:3:bin,adm,root
 • adm:*:4:adm,daemon,root
 • lp:*:7:lp,daemon
 • wheel:*:10:root
 • mail:*:12:mail,mmdf
 • opr:*:13:halt,opr,reboot,shutdown,news
 • news:*:13:halt,opr,reboot,shutdown,news
 • uucp:*:14:uucp
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 Windows 2000 Access
 • Much richer (more complicated) model– Grown out of Unix– Much more complicated ACL system, 32 Bit, not 12 Bit– Many more “special user” types with magic capabilities– Intention : more fine grained control– Faulty Intention? : less subject to error
 Unix
 Windows
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 Why does complexity win?
 • You have to learn so much you can’t attend to the competition’s offering
 • It enforces one way to do things at the microscopic level
 • It allows splitting out of tasks to low level work
 • It decreases the likelihood of a security hole because of system misconfiguration (Your organization)
 • It increases the likelihood of a security hole because of bloated code (Microsoft)
 • Actual source of complexity? Trying to patch problems in earlier versions that were never thought through!!
 • Ultimately, there should be elegance: Very simple system with very rigid and detailed expression.
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 Learning Windows 2000
 • MSDN Subscription (Universal)– Documentation Free at http://msdn.microsoft.com – CMU Student about $700 yr. (all OS’s SDKs)– Corporate about $2500 yr.– Check into the “MSDN Library”– Infinitely better than “TechNet” which is generally
 worthless.
 • Books– MS : Very useless for the manager– Pop Press : Not good at telling you what actually
 happens
 • MSDN Library– The RFCs of Microsoftland!– A Better Understanding of what is really going on
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 Internet Articles (skip $700)
 • Active Directory www.microsoft.com/windows2000/guide/server/features/activedirectory.asp
 • Group Policy www.microsoft.com/windows2000/library/howitworks/management/grouppolicy.asp
 • Microsoft Windows Installer Service www.microsoft.com/windows2000/guide/server/features/management.asp
 • Software Installation and Maintenance www.microsoft.com/windows2000/library/planning/default.asp
 • Remote OS Installation Service www.microsoft.com/SYSPRO/cdonline/rmosinst.htm
 • User Documents and Settings www.microsoft.com/windows2000/library/planning/default.asp
 • Windows Management Instrumentation (WMI) www.microsoft.com/ntserve management/Techdetails/
 • Implementing Profiles and Policies for Windows NT 4.0 www.microsoft.com/ntserver/management/deployment/planguide/prof_policies.asp
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 Characters in the “Play”Characters in the “Play”
 Comparison of Windows and Unix Access Control
 User Group OtherUser Group Other User Group Local Domain User Group Local Domain UniverseUniverse
 OperationsOperations
 read write executeread write execute read write modify execute and moreread write modify execute and more
 Objects in the “Play”Objects in the “Play”
 Files Directories DevicesFiles Directories Devices Files Directories Devices - Active_DirectoryFiles Directories Devices - Active_Directory
 Masks (“in the Login Script or Login Profile”)Masks (“in the Login Script or Login Profile”)
 Special bits & umaskSpecial bits & umask Group/Domain/Special rights and moreGroup/Domain/Special rights and more
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 Unix Access Control Model
 FileFilerw(x/s)rwxrw(x/t)rw(x/s)rwxrw(x/t)
 DirectoryDirectorydrwxrw(x/s)rwxdrwxrw(x/s)rwx
 DevicesDevicesSome-other-time..Some-other-time..
 YOU!YOU!
 User aUser a
 Group aGroup a
 Group b..Group b..
 Access Control ListAccess Control List12 Bits12 Bits
 umask 022umask 022
 77SpecialSpecial sstsst
 77UserUser
 uurwxrwx
 77GroupGroup
 ggrwxrwx
 77OtherOther
 oorwxrwx
 User aUser a
 Group bGroup b
 Create Or Create Or Execute xExecute x
 User aUser a
 Group bGroup b
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 Windows Access Control Model
 FileFile
 DirectoryDirectory
 All ObjectsAll ObjectsPermissions DifferPermissions Differ
 ByByWhat you AreWhat you Are
 YOU!YOU!
 User aUser a
 Group aGroup a
 Group b..Group b..
 Access Control List (ACL)Access Control List (ACL)32 Bits RIGHTS32 Bits RIGHTS
 UserUser permissionspermissions
 GroupGroup permissionspermissions
 User aUser a
 Group bGroup b
 User aUser a
 Group bGroup b
 DomainDomain
 Local (System)Local (System)
 UniverseUniverse
 RightsRightsUserUser
 GroupGroupLocalLocal
 DomainDomainUniverseUniverse
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 Windows Access Control ModelRights and Permissions
 FileFile
 DirectoryDirectory
 All ObjectsAll ObjectsPermissions DifferPermissions Differ
 ByByWhat you AreWhat you Are
 YOU!YOU!
 User aUser a
 Group aGroup a
 Group b..Group b..
 Access Control List (ACL)Access Control List (ACL)32 Bits RIGHTS32 Bits RIGHTS
 UserUser permissionspermissions
 GroupGroup permissionspermissions
 User a, b ..User a, b ..
 Group a, b..Group a, b..
 User a, b ..User a, b ..
 Group a, b..Group a, b..
 DomainDomain
 Local (System)Local (System)
 UniverseUniverse
 RightsRightsUserUser
 GroupGroupLocalLocal
 DomainDomainUniverseUniverse
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 Break!
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 Windows Server versus Professional
 • Windows 2000 Professional IS Windows 2000 Server except the only DOMAIN is the local domain (your machine).
 • In Server you can create a DOMAIN that can manage many machines in the same way you manage one.
 • Consequence, learn Professional and you will understand much of the core of Server.
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 Features of Win 2000
 • Multiple methods of authenticating internal and external users
 • Protection of files through easy to use encryption• Protection across network through transparent
 encryption• Per-property access control for objects (many more
 detailed uses than read, write, and execute)• Smart card support for authentication and hiding
 private keys• Transitive trust relationships between domains• Public Key Infrastructure (PKI – Certs handled
 transparently).• Code itself is routinely authenticated as to its source
 using PKI.
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 Features of Win 2000• Multiple methods of authenticating internal and external
 users– Kerberos, Smart Card, and Old NTLM Win NT System
 • Protection of files through easy to use encryption– Drag a file into a folder that has the encryption property ON
 • Protection across network through transparent encryption– IP Sec is supported
 • Per-property access control for objects (many more detailed uses than read, write, and execute)
 – Active Directory gives very fine grained permissioning
 • Smart card support for authentication and hiding private keys
 – You can hide a secret (invaluable in security PKI)
 • Transitive trust relationships between domains– Kerberos (previous was two way pairs)
 • Public Key Infrastructure (PKI – Certs handled transparently).– PKI throughout for authenticating and authorizing actions
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 Win 2000 is Strong and Weak• A properly built system used with care uses
 cryptographically very strong elements of IPAAA– Integrity : PKI– Privacy : File Encryption, Network Encryption– Authentication : PKI– Authorization : PKI & Kerberos for Access Control & Detailed
 ACLs– Auditing : Very fine tuned logging (and you can log encrypted)
 • The default system is full of holes and it is very difficult as a practical matter to set up the full-blown Windows environment
 – You have to completely replace your computing infrastructure – any old element removes many Win 2000 advantages– Consequence : you have to buy Microsoft!
 • Positive Side : They REALLY addressed the usability issues of security
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 Win 2000
 • Remote administration is very strong
 • If you an crack it (using older versions of Windows, Unix, Macs on the Network), you may gain access to the strong system
 • Result, you can suck the blood out without getting caught (e.g., you can completely encrypt data on the disk that only you can see!).
 • Problem: In RAM things are NOT PROTECTED! This is for Windows 2004 :->
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 Network Security Plan
 • Security group strategies– Local, Global (Domain), and Universal (new)
 – Group policies
 • Access Control, Auditing, … (security policy)
 • Network logon & Authentication
 • Info Security (encryption)
 • Primary Domain Controller First then Backups
 • You can’t back out : You can’t add new (old) NT into system in Win 2000
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 Domain Security
 • Each domain is a security boundary.
 • This means that security policies and settings (such as administrative rights, security policies, and ACLs) do not cross from one domain to another.
 • The administrator of a domain has absolute rights to set policies within that domain only.
 • “Trust” is a magic MS word that means an explicit trust relation between a pair of Domains (Access Priviledge for a Trusted Domain).
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 NT/2000 Domains
 • Introduced with NT (Win 2000 essentially NT)
 • Organizes Access Control across Local Machines
 • Centralized User Accounts
 • Centralized Group Accounts
 • Primary Domain Controller (PDC)– Multiple Backup Domain Controllers (BDCs)
 • Because access is centrally controlled : everything is controlled -> software configuration
 • W2000 Server can be a Domain Controller
 • W2000 Professional can be only when Local = Domain
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 Universe – domain trees
 • You can combine multiple domains into structures called domain trees.
 – The first domain in a tree is called the root of the tree, and– additional domains in the same tree are called child domains. – A domain immediately above another domain in the same tree is
 referred to as the parent of the child domain.
 • All domains within a single domain tree share a hierarchical naming structure.
 – Domains that share a common root share a contiguous namespace.
 – Domains in a tree are joined together through two-way, transitive trust relationships.
 – These trust relationships are two-way and transitive, therefore, a domain joining a tree immediately has trust relationships established with every domain in the tree.
 • A set of domain trees can be also managed as a single “forest” in an active directory
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 What Is the Active Directory?
 • The Active Directory is THE directory service included with Windows Server (like the File System on Unix or Andrew).
 • It extends the features of previous Windows-based directory services and adds entirely new features.
 • The Active Directory is secure, distributed, partitioned, and replicated.
 • It is designed to work well in any size installation, from a single server with a few hundred objects to thousands of servers and millions of objects.
 • The Active Directory adds many new features that make it easy to navigate and manage large amounts of information, generating time savings for both administrators and end users.
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 Objects, Containers, Trees
 • Object– An object is a distinct, named set of attributes that represents something
 concrete, such as a file, user, a printer, or an application. The attributes hold data describing the subject that is identified by the directory object. Attributes of a user might include the user's given name, surname, and e-mail address.
 • Container– A container is like an object in that it has attributes and is part of the Active
 Directory namespace. However, unlike an object, it does not represent something concrete. It is a container for a group of objects and other containers.
 – A simple directory is a container. – A computer network or domain is also a container.
 • Tree– Tree is used to describe a hierarchy of objects and containers. Endpoints on the
 tree are usually objects. Nodes in the tree (points at which the tree branches) are containers. A tree shows how objects are connected or the path from one object to another.
 – A contiguous subtree is any unbroken path in the tree, including all members of any container in that path.
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 Object Naming
 • An object has exactly one name, the distinguished name (DN). – The DN uniquely identifies the object and contains sufficient information for a
 client to retrieve the object from the directory. The DN of an object may be quite long and difficult to remember. Moreover, the DN of an object may change. Since the DN of an object is composed of the RDN of the object and its ancestors, a rename of the object itself or any ancestor will change the DN.
 • Object globally unique identifier (GUID)– A 128-bit number, guaranteed to be unique. Objects have a GUID assigned when
 they are created. The GUID is never changed, even if the object is moved or renamed. Applications can store the GUID of an object and be assured of retrieving that object no matter what the current DN is.
 • User Principal Name—Security Principals (users and groups) each have a "friendly" name, the User Principal Name (UPN), which is shorter than the DN and easier to remember.
 – The User Principal Name is composed of a "shorthand" name for the user and the DNS name of the domain tree where the user object resides. For example, user James Smith in the microsoft.com tree might have a UPN of "[email protected]."
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 More on Names
 • Uniqueness of Names– Distinguished names are guaranteed to be unique. The Active
 Directory does not permit two objects with the same RDN under the same parent. DNs are composed of RDNs and are therefore unique. GUIDs are unique by definition; an algorithm that ensures uniqueness generates GUIDs. Uniqueness is not enforced for any other attributes.
 • Access to the Active Directory– Access to the Active Directory is via wire protocols. Wire
 protocols define the formats of messages and interactions of client and server. Various application-programming interfaces (APIs) give developers access to these protocols.
 • Protocol Support– LDAP—The Active Directory core protocol is the Lightweight
 Directory Access Protocol (LDAP). LDAP version 2 and version 3 are supported.
 – Also MAPI (homework if you want to find out..)– NOT OSI!
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 Everything’s in the Tree!Technically, in the “Forest”
 • Files
 • Registry of local system settings
 • Groups and Hierarchies of Groups
 • Users
 • Domains and Hierarchies of Domains
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 If there is a forest, will there be civilization?
 • Forest fires?
 • Gates humor: beggar joke
 • .25,comdex,oracle,…
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 Registry Lingo
 • registry– A database in which Windows NT internal configuration
 information and computer- and user-specific settings are stored.
 – It is a tree
 • registry hive– A section of the registry that is saved as a file. The
 registry subtree is divided into hives (named for their resemblance to the cellular structure of a beehive??). A hive is a discrete body of keys, subkeys, and values.
 – The cellular structure of a behive is hexagonal ….where are the hexagons!?!
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 Unix Access Permission Model
 OTHER
 GROUP B
 FILE / DIRECTORY / DEVICE / INODE
 GROUP A
 USER AGroup A
 User A - Group A
 User Read
 4
 User Write 2
 User Execute 1
 Group Read 4
 Group Write 2
 Group Execute
 1
 Other Read 4
 Other Write 2
 Other Execute
 1
 GROUP C
 USER BGroup B
 Set UserID 4
 Set GUID 2
 Set Sticky 1
 USER CGroup A
 2
 4 2 1
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 Rights and PermissionsThink Lots and Lots
 • Every Group can define what kinds of Objects it has what Kinds of Rights over for anybody:
 – Administrators
 – Users
 – Power Users
 – Network
 – Interactive
 – And anything you can program….
 » Except that certain rights and certain objects cannot be touched for system/domain security reasons
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 Remember in Unix the Special Bits?
 • 4 Set User ID : causes an executable file (a program) to go into the access permissions of the owner of the file (note, group or OTHER could execute it!) not the person executing it.
 • 2 Set Group ID : causes a new file that is being created in a directory to have the group ID of the directory, not the person (User) that is creating the file.
 • 1 Sticky Bit : Causes a new file that is being created in a directory to not be deletable by just anybody in that directory but by the user who created the file. The file is ‘sticky’ because not-just-anybody can delete it.
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 PermissionsThink a LOT OF SPECIAL BITS
 • 32 to be precise– http://msdn.microsoft.com/library/psdk/winbase/accctrl_1vci.htm
 • Meaning depends on kind of Object – E.g., are you a file or a directory?
 • ACL (Every Object has an Access Control List)– Every ACL has many ACEs– http://msdn.microsoft.com/library/psdk/winbase/
 accctrl_4h6a.htm – http://msdn.microsoft.com/library/psdk/winbase/
 accctrl_7bhu.htm – Typical Access Control Entries
 » Read» Write» Modify» Execute
 – And as many more as you want to define…
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 Object Protection• All objects in the Active Directory are protected by Access Control
 Lists (ACLs). – ACLs determine who can see the object and what actions each user can perform
 on the object. The existence of an object is never revealed to a user who is not allowed to see it.
 • An ACL is a list of Access Control Entries – (ACEs) stored with the object it protects. – In Windows, an ACL is stored as a binary value called a Security Descriptor. Each
 ACE contains a Security Identifier (SID), which identifies the principal (user or group) to whom the ACE applies and information on what type of access the ACE grants or denies.
 • ACLs on directory objects contain ACEs that apply to the object as a whole and ACEs that apply to the individual attributes of the object.
 – This allows an administrator to control not just which users can see an object, but what properties those users can see. For example, all users might be granted read access to the e-mail and telephone number attributes for all other users, but security properties of users might be denied to all but members of a special security administrators group. Individual users might be granted write access to personal attributes such as the telephone and mailing addresses on their own user objects.
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 Windows Access Control Model
 FileFile
 DirectoryDirectory
 All ObjectsAll ObjectsPermissions DifferPermissions Differ
 ByByWhat you AreWhat you Are
 YOU!YOU!
 User aUser a
 Group aGroup a
 Group b..Group b..
 Access Control List (ACL)Access Control List (ACL)32 Bits RIGHTS32 Bits RIGHTS
 UserUser permissionspermissions
 GroupGroup permissionspermissions
 User aUser a
 Group a, b..Group a, b..
 User aUser a
 Group a, b..Group a, b..
 DomainDomain
 Local (System)Local (System)
 UniverseUniverse
 RightsRightsUserUser
 GroupGroupLocalLocal
 DomainDomainUniverseUniverse
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 security descriptor
 • http://msdn.microsoft.com/library/psdk/winbase/accctrl_6i5u.htm
 • A set of access control information attached to every container and object on the network.
 – A security descriptor controls the type of access allowed to users and groups.
 – Administrators assign security descriptors to objects stored in the Active Directory to control access to resources or objects on the network.
 • A security descriptor – lists the users and groups that are granted access to an object (a
 file, printer, or service, for example), and
 – the specific permissions assigned to those users and groups.
 – See also discretionary access control list and system access control list.
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 discretionary access control list (DACL)
 • A part of the security descriptor that specifies the groups or users that can access an object,
 • as well as the types of access (permissions) granted to those groups or users.
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 system access control list (SACL)
 • Part of a security descriptor that specifies which user accounts or groups to audit when
 – accessing an object,
 – the access events to be audited for each group or user, and
 – a Success or Failure attribute for each access event, based on the permissions granted in the object's DACL
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 Example of Rights ComplexityPower User
 • rwdx his own files/directories
 • rwdx new system applications but not system services (rx)
 • rm system settings such as shares, printers, system time, and power management
 • rwd new user accounts (except administrators)
 • rwd new group accounts
 • W98/2000Prof : By default any user is a power user
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 Standard 2000 Groups
 • Local– Administrators
 (same as root in unix)
 – Backup Operators
 – Replicator
 – Power Users
 – Users
 • Local (incl. Local Domain)
 • Global (Domain)
 • Universal (Nesting Domains)
 • Domain (adds)– Account Operators
 – Server Operators
 – Print Operators
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 Special Identities
 • System (only the OS of Local) : restricted root for SUID type actions.
 • Creator Owner (like “self group” in unix : only a directory!)
 – Users get permissions of CreatorOwner (like Special Bits)
 • Everyone (an automatic group assignment for all users including guests)
 • Network (an automatic group assignment for users/guests that are not Local and who have been granted remote access)
 • Interactive (Local users/guests who have been granted access)
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 Permissions
 • For a directory– Allow : (User Or Group Member) What Apply-To Where
 – What
 » Full Control
 » Modify
 » Read & Execute
 » List Folder Contents
 » Read
 » Write
 – Where
 » This folder
 » Subfolders
 » Files
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 Fine Grained Permissions• Give meaning to “full”, “modify”, etc.
 • Built-ins1. Traverse folder/ execute file
 2. List folder/ read data
 3. Read attributes
 4. Read extended attributes
 5. Create files/ write data
 6. Create folders/ append data
 7. Write attributes
 8. Write extended attributes
 9. Delete subfolders and files
 10.Delete
 11.Read permissions
 12.Change permissions
 13.Take ownership
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 First Time Manager Mistake
 • Something doesn’t work
 • You make yourself “everything”
 • Still doesn’t work.
 • Problem : NT/2000 Security looks at you and makes you the MINIMUM capable of your groups
 • A Users group is pretty powerless
 • Select your groups very carefully to have the power you need
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 Features of Win 2000
 • Multiple methods of authenticating internal and external users
 • Protection of files through easy to use encryption• Protection across network through transparent
 encryption• Per-property access control for objects (many more
 detailed uses than read, write, and execute)• Smart card support for authentication and hiding
 private keys• Transitive trust relationships between domains• Public Key Infrastructure (PKI – Certs handled
 transparently).• Code itself is routinely authenticated as to its source
 using PKI.
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