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22
 Recall Servlet InvocationRecall Servlet Invocation
 Servlet operates on Servlet operates on Request/Response.Request/Response.
 WebBrowser service(request,response)
 MyServlet
 (HTTP)request
 (HTTP)response
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33
 Client Request DataClient Request Data
 When a user submits a browser request to When a user submits a browser request to a web server, it sends two categories of a web server, it sends two categories of data:data:• HTTP Request Header Data: Data that is HTTP Request Header Data: Data that is
 automatically appended to the HTTP Request automatically appended to the HTTP Request from the client.from the client.
 For example: cookies, browser type, etc,For example: cookies, browser type, etc,
 • Data: Data sent by client. Example: the user Data: Data sent by client. Example: the user explicitly typed into an HTML form.explicitly typed into an HTML form.
 i.e.: login and passwordi.e.: login and password
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44
 An HTTP Header Request An HTTP Header Request ExampleExample
 GETGET /default.asp HTTP/1.0 /default.asp HTTP/1.0
 Accept:Accept: image/gif, image/x-xbitmap, image/jpeg, image/png, */* image/gif, image/x-xbitmap, image/jpeg, image/png, */*
 Accept-Language:Accept-Language: en en
 Connection:Connection: Keep-Alive Keep-Alive
 Host:Host: magni.grainger.uiuc.edumagni.grainger.uiuc.edu
 User-Agent:User-Agent: Mozilla/4.04 [en] (WinNT; I ;Nav)Mozilla/4.04 [en] (WinNT; I ;Nav)
 Cookie:Cookie:SITESERVER=ID=8dac8e0455f4890da220ada8b76f; SITESERVER=ID=8dac8e0455f4890da220ada8b76f; ASPSESSIONIDGGQGGGAF=JLKHAEICGAHEPPMJKMLDEMASPSESSIONIDGGQGGGAF=JLKHAEICGAHEPPMJKMLDEM
 Accept-Charset:Accept-Charset: iso-8859-1,*,utf-8 iso-8859-1,*,utf-8
 See also class website module for further examples/information
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55
 Reading HTTP Request Reading HTTP Request HeadersHeaders

Page 6
						

66
 Sample HTTP RequestSample HTTP Request
 Example of a HTTP Request to Example of a HTTP Request to Yahoo.comYahoo.com
 GET / HTTP/1.1GET / HTTP/1.1Accept: */*Accept: */*Accept-Language: en-usAccept-Language: en-usAccept-Encoding: gzip, deflateAccept-Encoding: gzip, deflateUser-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Windows NT; DigExt)User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Windows NT; DigExt)Host: www.yahoo.comHost: www.yahoo.comConnection: Keep-AliveConnection: Keep-AliveCookie: B=2td79o0sjlf5r&b=2Cookie: B=2td79o0sjlf5r&b=2
 Tip: Check out: http://www.web-sniffer.net
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77
 Accessing HTTP HeadersAccessing HTTP Headers
 To access any of these Headers, the use the To access any of these Headers, the use the HTTPServletRequest HTTPServletRequest getHeader()getHeader() method. method.
 For example:For example:• String connection = String connection =
 req.getHeader(“Connection”);req.getHeader(“Connection”); To retrieve a list of all the Header Names, To retrieve a list of all the Header Names,
 use the use the getHeaderNames()getHeaderNames() method. method.• getHeaderNames()getHeaderNames() returns an Enumeration returns an Enumeration
 object.object. For example:For example:
 • Enumeration enum = req.getHeaderNames();Enumeration enum = req.getHeaderNames();
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88
 Additional HTTP InformationAdditional HTTP Information getMethod()getMethod()
 • Indicates the request method, e.g. GET or POST.Indicates the request method, e.g. GET or POST. getRequestURI()getRequestURI()
 • Returns the part of the URL that comes after the host Returns the part of the URL that comes after the host and port. For example, for the URL: and port. For example, for the URL: http://randomhost.com/servlet/searchhttp://randomhost.com/servlet/search, the request URI , the request URI would be /servlet/search.would be /servlet/search.
 getProtocol()getProtocol()• Returns the protocol version, e.g. HTTP/1.0 or HTTP/1.1Returns the protocol version, e.g. HTTP/1.0 or HTTP/1.1
 Methods for specific request information: Methods for specific request information: getCookiesgetCookies, , getContentLengthgetContentLength, , getContentTypegetContentType, , getMethodgetMethod, , getProtocolgetProtocol, etc. See api and class , etc. See api and class website for morewebsite for more
 http://randomhost.com/servlet/search
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99
 Example 1Example 1
 Our first example echoes all of the HTTP Our first example echoes all of the HTTP Request Information.Request Information.
 First, it outputs:First, it outputs:• MethodMethod• RequestURIRequestURI• Protocol VersionProtocol Version
 Then, it calls getHeaderNames() to Then, it calls getHeaderNames() to retrieve a list of all HTTP Header Names.retrieve a list of all HTTP Header Names.
 For each header name, it then calls For each header name, it then calls getHeader()getHeader()
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1010
 package coreservlets;
 import java.io.*;import javax.servlet.*;import javax.servlet.http.*;import java.util.*;
 public class ShowRequestHeaders extends HttpServlet { public void doGet(HttpServletRequest request, HttpServletResponse response) throws ServletException, IOException { response.setContentType("text/html"); PrintWriter out = response.getWriter(); String title = "Servlet Example: Showing Request Headers"; out.println(ServletUtilities.headWithTitle(title) + "<BODY BGCOLOR=\"#FDF5E6\">\n" + "<H1 ALIGN=CENTER>" + title + "</H1>\n" + "<B>Request Method: </B>" + request.getMethod() + "<BR>\n" + "<B>Request URI: </B>" + request.getRequestURI() + "<BR>\n" + "<B>Request Protocol: </B>" + request.getProtocol() + "<BR><BR>\n" + "<TABLE BORDER=1 ALIGN=CENTER>\n" + "<TR BGCOLOR=\"#FFAD00\">\n" + "<TH>Header Name<TH>Header Value"); Continued….
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1111
 Enumeration headerNames = request.getHeaderNames(); while(headerNames.hasMoreElements()) { String headerName = (String)headerNames.nextElement(); out.println("<TR><TD>" + headerName); out.println(" <TD>" + request.getHeader(headerName)); } out.println("</TABLE>\n</BODY></HTML>"); }
 /** Let the same servlet handle both GET and POST. */ public void doPost(HttpServletRequest request, HttpServletResponse response) throws ServletException, IOException { doGet(request, response); }}
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1212
 Reading Browser TypesReading Browser Types
 The User-Agent HTTP header The User-Agent HTTP header indicates the browser and operating indicates the browser and operating system.system.
 For example:For example:• user-agent Mozilla/4.0 (compatible; MSIE user-agent Mozilla/4.0 (compatible; MSIE
 6.0; Windows NT 5.1)6.0; Windows NT 5.1) You can use this header to You can use this header to
 differentiate browser types or simply differentiate browser types or simply log browser requests.log browser requests.
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1313
 Example User-AgentsExample User-Agents
 Internet Explorer:Internet Explorer:• user-agent Mozilla/4.0 (compatible; MSIE 6.0; user-agent Mozilla/4.0 (compatible; MSIE 6.0;
 Windows NT 5.1) Windows NT 5.1) MozillaMozilla
 • Mozilla/5.0 (Windows; U; Windows NT 5.1; en-Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.4) Gecko/20030624 US; rv:1.4) Gecko/20030624
 For strange historical reasons, IE identifies For strange historical reasons, IE identifies itself as “Mozilla”itself as “Mozilla”
 To differentiate between the two, use To differentiate between the two, use “MSIE”, not “Mozilla”.“MSIE”, not “Mozilla”.
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1414
 CGI VariablesCGI Variables
 In addition to HTTP Request headers, you In addition to HTTP Request headers, you can also determine additional information can also determine additional information about both the client and the server:about both the client and the server:• IP Address of ClientIP Address of Client• Host Name of ClientHost Name of Client• Server NameServer Name• Server PortServer Port• Server ProtocolServer Protocol• Server SoftwareServer Software
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1515
 Getting Request DataGetting Request Data
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 Data from HTML formData from HTML form Using HTML forms, we can pass Using HTML forms, we can pass
 parameters to Web applicationsparameters to Web applications <form action=… method=…> …</form><form action=… method=…> …</form>
 comprises a single form comprises a single form • action:action: the address of the application to the address of the application to
 which the form data is sentwhich the form data is sent• method:method: the HTTP method to use when the HTTP method to use when
 passing parameters to the application passing parameters to the application (e.g.(e.g. getget or or postpost))
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1717
 The The <input><input> Tag Tag
 Inside a form, INPUT tags define fields Inside a form, INPUT tags define fields for data entryfor data entry
 Standard input types include: Standard input types include: buttonsbuttons, , checkboxescheckboxes, , password fieldspassword fields, , radio radio buttonsbuttons, , text fieldstext fields, , image-buttonsimage-buttons, , text text areasareas, , hidden fieldshidden fields, etc., etc.
 They all associate a single (string) value They all associate a single (string) value with a named parameterwith a named parameter
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 GET ExampleGET Example<form method="get" action="http://www.google.com/search"> <p><input name="q" type="text" /> <input type="submit" /> <input type="reset" /> </p></form>
 http://www.google.com/search?q=servlets
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1919
 Getting the Parameter ValuesGetting the Parameter Values To get the value of a parameter named To get the value of a parameter named xx::
 • req.getParameter("req.getParameter("xx")")
 where where reqreq is the service request is the service request argumentargument
 If there can be multiple values for the If there can be multiple values for the parameter: parameter: • req.getParameterValues("req.getParameterValues("xx")")
 To get parameter names: To get parameter names: • req.getParameterNames()req.getParameterNames()

Page 20
						

2020
 ExampleExample
 HTML Form that asks users for colors, HTML Form that asks users for colors, etc. etc.
 Uses these colors to control the Uses these colors to control the response’s background and response’s background and foreground colors.foreground colors.
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2121
 <html><head><title>Sending Parameters</title> <style type="text/css"> p{display:table-row} span{display:table-cell; padding:0.2em} </style></head><body>
 <h1>Please enter the parameters</h1> <form action="SetColors" method="get"> <p>Background color: <span><input type="text" name="bgcolor"/></span></p> <p>Font color: <span><input type="text" name="fgcolor"/> </span> </p> <p>Font size: <span><input type="text" name="size"/></span></p> <h2> <input type="submit" value="Submit Parameters"/></h2> </form>
 </body></html>parameters.html
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2222
 public class SetColors extends HttpServlet { public void doGet(HttpServletRequest request,HttpServletResponse response) throws ServletException, IOException {
 response.setContentType("text/html"); PrintWriter out = response.getWriter(); String bg = request.getParameter("bgcolor"); String fg = request.getParameter("fgcolor"); String size = request.getParameter("size");
 An Example (cont)An Example (cont)
 SetColors.java

Page 23
						

2323
 out.println("<html><head><title>Set Colors Example" +"</title></head>");
 out.println("<body style=\"color:" + fg + ";background-color:" + bg + ";font-size:"+ size + "px\">"); out.println("<h1>Set Colors Example</h1>"); out.println("<p>You requested a background color " + bg + "</p>"); out.println("<p>You requested a font color " + fg + "</p>"); out.println("<p>You requested a font size " + size + "</p>");
 out.println("</body></html>");}
 An Example (cont)An Example (cont)
 SetColors.java
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2424
 Servlet ResponseServlet Response
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2525
 HTTP ResponseHTTP Response The response includes:The response includes:
 Status lineStatus line: : version, status code, status version, status code, status messagemessage
 Response headersResponse headers Empty lineEmpty line ContentContent
 HTTP/1.1 200 OKContent-Type: text/htmlContent-Length: 89Server: Apache-Coyote/1.1
 >HTML><HEAD><TITLE>HELLO WORLD</TITLE></HEAD<
 >BODY><H1>Hello World </H1></BODY></HTML<
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2626
 Sample HTTP ResponseSample HTTP Response
 Another exampleAnother example
 HTTP/1.1 200 OKHTTP/1.1 200 OKDate: Mon, 06 Dec 1999 20:54:26 GMTDate: Mon, 06 Dec 1999 20:54:26 GMTServer: Apache/1.3.6 (Unix)Server: Apache/1.3.6 (Unix)Last-Modified: Fri, 04 Oct 1996 14:06:11 GMTLast-Modified: Fri, 04 Oct 1996 14:06:11 GMTContent-length: 327Content-length: 327Connection: closeConnection: closeContent-type: text/html Content-type: text/html <title>Sample Homepage</title><title>Sample Homepage</title><img src="/images/oreilly_mast.gif"><img src="/images/oreilly_mast.gif"><h1>Welcome</h2>Hi there, this is a simple web page. <h1>Welcome</h2>Hi there, this is a simple web page.
 Granted, it may… Granted, it may…
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2727
 Generating ResponsesGenerating Responses
 Servlets can return any HTTP Servlets can return any HTTP response they want.response they want.
 Useful for lots of scenarios:Useful for lots of scenarios:• Redirecting to another web site.Redirecting to another web site.• Restricting access to approved users.Restricting access to approved users.• Specifying content-type other than Specifying content-type other than
 text/html.text/html.• Return images instead of HTML.Return images instead of HTML.
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2828
 Setting the Response StatusSetting the Response Status See other class material for details.See other class material for details. Use the following Use the following HttpServletResponse HttpServletResponse
 methods to set the response status:methods to set the response status:- setStatus(int sc) setStatus(int sc)
 Use Use when there is no errorwhen there is no error, like 201 , like 201 (created) (created)
 - sendError(sc), sendError(sc, message) sendError(sc), sendError(sc, message) Use in erroneous situations, like 400 (bad Use in erroneous situations, like 400 (bad
 request)request) ThThe server may return a formatted messagee server may return a formatted message
 - sendRedirect(String location)sendRedirect(String location) Redirect to the new location Redirect to the new location
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2929
 Setting the HTTP Status CodeSetting the HTTP Status Code
 Be sure to set the status code Be sure to set the status code beforebefore sending any document content to the sending any document content to the client.client.
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3030
 Using setStatus()Using setStatus() setStatus takes an integer value. But, it’s best to use the setStatus takes an integer value. But, it’s best to use the
 predefined integers in the HttpServletResponse. Here are a predefined integers in the HttpServletResponse. Here are a few:few:
 SC_BAD_REQUESTSC_BAD_REQUEST • Status code (400) indicating the request sent by the client Status code (400) indicating the request sent by the client
 was syntactically incorrect.was syntactically incorrect. SC_FORBIDDENSC_FORBIDDEN
 • Status code (403) indicating the server understood the Status code (403) indicating the server understood the request but refused to fulfill it.request but refused to fulfill it.
 SC_INTERNAL_SERVER_ERRORSC_INTERNAL_SERVER_ERROR • Status code (500) indicating an error inside the HTTP Status code (500) indicating an error inside the HTTP
 server which prevented it from fulfilling the request. server which prevented it from fulfilling the request. SC_NOT_FOUNDSC_NOT_FOUND
 • Status code (404) indicating that the requested resource Status code (404) indicating that the requested resource is not available. is not available.
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3131
 Sending RedirectsSending Redirects You can redirect the browser to a different URL by You can redirect the browser to a different URL by
 issuing a Moved Temporarily Status Code:issuing a Moved Temporarily Status Code:• SC_MOVED_TEMPORARILYSC_MOVED_TEMPORARILY: : Status code Status code
 (302) indicating that the resource has (302) indicating that the resource has temporarily moved to another location.temporarily moved to another location.
 Because this is so common, the Because this is so common, the HttpServletResponse interface also has a HttpServletResponse interface also has a sendRedirect() method.sendRedirect() method.• Example: Example: res.sendRedirect( “res.sendRedirect( “http://www.yahoo.comhttp://www.yahoo.com”);”);
 
 http://www.yahoo.com/
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3232
 package coreservlets;
 import java.io.*;import javax.servlet.*;import javax.servlet.http.*;
 public class WrongDestination extends HttpServlet { public void doGet(HttpServletRequest request, HttpServletResponse response) throws ServletException, IOException { String userAgent = request.getHeader("User-Agent"); if ((userAgent != null) && (userAgent.indexOf("MSIE") != -1)) { response.sendRedirect("http://home.netscape.com"); } else { response.sendRedirect("http://www.microsoft.com"); } }}

Page 33
						

3333
 Setting Response HeadersSetting Response Headers Use the following Use the following
 HTTPServletResponseHTTPServletResponse methods to set methods to set the response headers:the response headers:- setHeader(String hdr, String value), setHeader(String hdr, String value),
 setIntHeader(String hdr, int value)setIntHeader(String hdr, int value) Override existing header value Override existing header value
 - addHeader(String hdr, String value), addHeader(String hdr, String value), addIntHeader(String hdr, int value)addIntHeader(String hdr, int value)
 The header is added even if another The header is added even if another header with the same name existsheader with the same name exists

Page 34
						

3434
 Specific Response HeadersSpecific Response Headers Class Class HTTPServletResponseHTTPServletResponse provides provides
 setters for some specific headers:setters for some specific headers:- setContentTypesetContentType
 - setContentLengthsetContentLength automatically set if the entire automatically set if the entire
 response fits inside the response response fits inside the response bufferbuffer
 - setDateHeadersetDateHeader
 - setCharacterEncodingsetCharacterEncoding
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3535
 More Header MethodsMore Header Methods
 • containsHeader(String header)containsHeader(String header)• Check existence of a header in the Check existence of a header in the
 responseresponse• addCookie(Cookie)addCookie(Cookie)• sendRedirect(String url)sendRedirect(String url)
 • automatically sets the automatically sets the LocationLocation header header Do not write into the response after Do not write into the response after
 sendErrorsendError or or sendRedirectsendRedirect
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