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About This Document

This document is a quick start guide that you can use to set up
a Microsoft Windows Server 2003 public

key infrastructure (PKI). It provides all the information that
you need to deploy a viable PKI that is based on

Windows Server 2003 technology.

The document outlines a proven PKI architecture that is
applicable for the majority of organizations. It includes

tips and decision best practices that have been obtained from
customer experiences.

To ensure that configuration steps have been implemented
correctly, this document also includes useful

verification steps. Where possible, information regarding the
configuration and installation of a server running a

member of the Windows 2000 Server family is provided for
comparison.

Document Structure

This document is based on Designing a Public Key Infrastructure,
in the Microsoft Windows Server 2003

Deployment Kit that is listed in the "Related Information"
section in this document. Some issues are addressed

only in the Microsoft Windows Server 2003 Deployment Kit
chapter, while other issues are described only in

this document. The similar structure provides easier navigation
through the planning and deployment phase if

you work with all of these documents.

Important This document refers to features included with Windows
Server 2003, Standard Edition, and

Windows Server 2003, Enterprise Edition. These features are not
included on computers running

Windows Server 2003, Web Edition.

Scope

This document provides implementation guidelines for
administrators who are deploying a Windows

Server 2003 PKI in their organization.

This white paper is not an introduction to public key
technologies, certification authorities, or certificates. It

assumes that the reader has a good understanding of PKI and
Active Directory concepts.

Because this white paper is focused on technology, it does not
outline organizational guidelines and rules that

are mandatory for a successful PKI implementation. You should
apply organizational requirements and best

practices in conjunction with the recommendations in this white
paper to ensure a successful deployment.

A number of detailed best practices that are combined with
real-world field experience from Microsoft and

Hewlett Packard Consulting Services have been incorporated into
this white paper.

Related Information

This documentation extends the Designing a Public Key
Infrastructure chapter in the Microsoft Windows

Server 2003 Deployment Kit, which contains overall PKI planning
and design, and the Windows Server 2003

Help topics, which contains checklists and configuration
information. The chapter in the Microsoft Windows

Server 2003 Deployment Guide focuses on broad deployment
considerations.

Overview of the PKI Design Process

Designing a PKI involves the following steps which may or may
not be performed in this order:

Outline the business scenario

Define the application certificate requirements

Create certificate policies and practices statements

Best Practices for Implementing a Microsoft Windows Server 2003
Public Key

Infrastructure

Windows Server 2003
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Design the certification authority (CA) infrastructure

Create a certificate renewal strategy

Develop a CA management plan

Integration Into Existing Environments

When you combine client computers running Microsoft Windows 2000
Professional or Microsoft Windows XP

Professional and computers running a member of the Windows
Server 2003 family, you have a range of PKI

enhancements that let you securely extend your network to
employees, partners, customers, and services. It

enhances the management and performance features of the Windows
2000 security infrastructure. Windows XP

Professional and the Windows Server 2003 family offer many
PKI-specific business benefits to organizations

that require secure business processes and IT
infrastructures.

The base set of features is provided in the Windows Server 2003
family, and enhanced certification authority

functionality is provided in Windows Server 2003 Server,
Enterprise Edition, and Windows Server 2003 Server,

Datacenter Edition. The PKI that is part of the Windows Server
2003 release is an improved version of the

Windows 2000 PKI functionality. Nevertheless, you can combine a
Windows Server 2003-driven PKI with an

existing Windows 2000 Active Directory environment and
certification authority (CA) infrastructure.

Client computers running either the Windows 2000 or Windows XP
operating systems will benefit the most

from a Windows Server 2003 PKI deployment, along with hardware
devices that support the Windows

environment. For more information on the capabilities of each
client, see the Windows Server 2003 Help.

Determining Secure Application Requirements

The Windows Server 2003 Standard and Enterprise Editions include
a full-featured PKI that delivers the

business benefits of current public key cryptography. Users,
computers, and services benefit from encryption

and signing capabilities.

The Windows Server 2003 PKI supports a broad range of
applications, including:

Secure logon with smart cards

Confidential and secure e-mail

Secure code

Trusted, on-demand access to network resources for remote users
and trusted, permanent network

connectivity for remote offices with network security, including
remote access, virtual private networks

(VPN) and wireless authentication

File protection in the event of stolen or lost portable
computers and other storage devices

Access control and single-identity authorization across a range
of Web and application servers

Digital signatures that enable tamper-proof, legally-binding
transactions

Scalable technology to support millions of users and high-volume
digital signature transactions

For more information about how the Windows PKI supports these
applications, see the following articles on the

Microsoft Web site:

How PKI Works on the Microsoft TechNet Web site

Microsoft Windows 2000 Public Key Infrastructure Introduction on
the Microsoft TechNet Web site

Applications Overview on the Microsoft TechNet Web site

The Windows Server 2003 PKI solution has several advantages over
commercial third-party PKIs that are not

part of the operating system and must be purchased separately.
Users and access control are managed

centrally through Active Directory, which simplifies the overall
PKI management burden. Further, a Windows

Server 2003 PKI does not require either per-certificate or
per-user license fees that would raise the total cost

of ownership (TCO) of the system. The PKI functionality in the
Windows Server 2003 family integrates very

well with many other features of the operating system.

Windows Server 2003 PKI and Dependencies

From a technical perspective, a Windows Server 2003 PKI has some
requirements before you can deploy it.

This section describes fundamental process information and
installation details for a successful Windows

Server 2003 PKI implementation.

New Features of a Windows Server 2003 CA

Windows XP and Windows Server 2003 environments can benefit the
most from all of the features of the

Windows Server 2003 certification authority (CA), but mixed
configurations with earlier versions of Windows

are also supported, with a little less functionality.
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The following table lists the features that are described later
in this section. These features are available

through the CA if the CA is installed on a specific version of
the operating system.

Table 1 PKI feature support with a CA that is installed on
different versions of the operating

system

Note Windows Server 2003, Web Edition does not include
certification authority functionality, but may

be used as a PKI client.

The following table lists the features that can be used at the
client with a given CA infrastructure:

Table 2 PKI features that are available to clients

If your browser does not support inline frames, click here to
view on a separate page.

For additional information, see the following articles:

PKI Enhancements in Windows XP Professional and Windows .NET
Server on the Microsoft Web site

What's New in Security for Windows XP Professional and Windows
XP Home Edition on the Microsoft Web

site

Data Protection and Recovery in Windows XP on the Microsoft Web
site

Windows Server 2003,

Enterprise Edition or

Datacenter Edition

Windows

Server 2003,

Standard Edition

Windows 2000

Server

V2 templates Enterprise CA only Not supported Not supported

Key archival and recovery Supported Not supported Not
supported

Auto-enrollment Both user and computer

certificates supported

Computer

certificates

supported

Computer certificates

supported

Delta certificate revocation

lists (CRLs)

Supported Supported Not supported

Qualified subordination Supported Supported Not supported

Role separation Supported Not supported Not supported
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Version 2 Templates

Templates are the building plan for certificates. A template
turns a certificate request into a certificate signed

with the CAs private key. For example, a template defines the
validity time of a certificate and the certificate's

subject name.

The most significant difference between the version 1 (V1) and
version 2 (V2) templates is that V1 templates

are predefined and unchangeable. With V2 templates, a CA
administrator is able to configure a wide range of

settings that apply during certificate enrollment, such as
minimum key length, subject name definition,

enrollment requirements like enrollment agent signature, and so
on.

V2 templates are available only with an enterprise CA that is
running Windows Server 2003, Enterprise Edition

or Datacenter Edition. An enterprise CA that is running Windows
Server 2003, Standard Edition does not

support V2 templates.

Generally, templates are stored in the Active Directory
configuration naming context and are usable with any

CA in an Active Directory forest if they are assigned to the CA.
A single set of templates are available for use

by all CAs in the forest. However, V2 templates can only be
utilized with Windows Server 2003, Enterprise

Edition or Datacenter Edition CAs.

To use V2 templates, the Active Directory schema must be
extended to the Windows Server 2003 schema in

the forest. If the Active Directory environment consists of
Windows Server 2003 domain controllers only, no

action is required to benefit from a Windows Server 2003 PKI. If
all domain controllers of a forest that hosts

the Windows Server 2003 CAs are running Windows 2000 Server, you
must also install Microsoft Windows

2000 Service Pack 3 (SP3) or later on all domain controllers, in
addition to the new Windows Server 2003

schema definitions. For more information on how to upgrade the
schema, see Prepare the Active Directory

environment in this document.

For more detailed information about certificate templates, their
usage, and their definition capabilities, see

"Certificates" in the Windows Server 2003 Family Help.

For more information about Web enrollment support, see The
Step-by-Step Guide to Certificate Services

Web Pages on the Microsoft TechNet Web site.

For more information about certificate enrollment, see
"Certificate Enrollment" in the MS Windows 2000

Public Key Infrastructure Introduction white paper on the
Microsoft TechNet Web site.

For more information about extending the schema for V2
templates, see the Windows Server 2003 Help

topics regarding certificate templates.

Certificate Enrollment

You can enroll V2 templates with any computer running Windows XP
or later through the default enrollment

methods, including the Certificates Microsoft Management Console
(MMC), the built-in auto-enrollment

mechanism, Web enrollment support, or command-line tools.

A computer running Windows 2000 cannot use the Certificates MMC
to enroll a V2 template. However, any

client that is running Microsoft Internet Explorer 5.01 or later
can use a V2 template to enroll certificates

through the Web enrollment methods and a downloaded ActiveX
control. To download the ActiveX control on a

client computer, it is necessary to log on as an Administrator
or Power User on the local computer. In addition,

clients running Windows 2000 can enroll V2 templates through a
Terminal Server connection running on an

appropriate member of the Windows Server 2003 family.

Note An enrollment agent that enrolls certificates that are
based on V2 templates requires either a

Windows XP or Windows Server 2003 enrollment station. There is
no support to enroll V2 templates with

an enrollment agent on a Windows 2000 enrollment station.
Nevertheless, certificates that are based on

V2 templates that have been enrolled through an enrollment agent
on either a Windows XP or Windows

Server 2003 enrollment station can be used on a Windows 2000
client computer.

If certificates have been enrolled with a Windows 2000 PKI where
only V1 templates were available, there is no

immediate need to re-enroll or renew these certificates with V2
templates.

The following table lists different enrollment methods that are
supported on computers that are running

Windows 2000, Windows XP, or the Windows Server 2003 family. You
can use scripted enrollment with support

of CAPICOM and Xenroll. (CAPICOM and Xenroll documentation,
including samples, can be found on the

Microsoft Developer Network (MSDN) Web site.)

Table 3 Certificate Enrollment

Certificates MMC Web-enrollment Scripted enrollment

Self enrollment on a

Windows 2000

workstation

V1 template: Yes

V2 template: No

V1 template: Yes

V2 template: Yes

V1 template: Yes

V2 template: Yes
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Note Because a PKI is a forest resource, the Active Directory
site structure is not taken into account

when any kind of certificate is requested and issued. An Active
Directoryintegrated certificate requester

enumerates all registered enrollment services in Active
Directory and sends its request to a CA that can

enroll the certificate type that the user wants. The client does
not necessarily choose the closest CA,

from a network perspective. Because of this, you should verify
that the CA deployment ensures that any

client has reliable network connectivity with a CA.

User Certificate Autoenrollment

Autoenrollment provides a quick and simple way to issue user
certificates and to benefit from applications that

can use PKI. User autoenrollment also minimizes PKI deployment
costs.

Certificate autoenrollment also works in a Terminal Server
session if you use a Windows Remote Display

Protocol (RDP) 5.1 client.

When you use a computer that is running Windows XP, you can
automatically enroll users and computers for

certificates, including smart card-based certificates. In
contrast, the Windows 2000 Server family only supports

certificate autoenrollment for computer certificates. User
certificate auto-enrollment builds on the standard

Windows security model for domain authentication and
authorization. This model may not be suitable for all

certificate issuance or scenarios.

Using the new autoenrollment feature, organizations can manage
the certificate lifecycle through V2 templates

for users. This includes:

Certificate renewal

Superseding of certificates

Multiple signature requirements

Depending on the configuration of the template that is used for
autoenrollment, the user can be notified when

a certificate enrollment or renewal is performed.

Certificate autoenrollment is based on the combination of Group
Policy settings and V2 certificate templates.

This combination allows certificate enrollment and renewal in
the background for computers and users at any

time when you apply Group Policy.

To perform autoenrollment, the certificate requester must be
registered and authenticated as either a user or

computer in Active Directory.

For more information, see Certificate Autoenrollment in Windows
Server 2003 on the Microsoft TechNet Web

site.

Certificate Renewal

When a certificate comes to the end of its lifetime, it must be
renewed or replaced to ensure that the certificate

owner is able to continue with the certificates purpose.

In certificate renewal, the renewal requester already owns a
certificate. The renewal takes the information of

the existing certificate into account when the renewal request
is submitted. A certificate can either be renewed

with a new key or the existing key can be used for the renewed
certificate.

If a certificate was enrolled with a V2 template, it cannot be
renewed if it was based on a V1 template.

However, a certificate that was enrolled with a V1 template can
be renewed with a certificate that was made

from a V2 template.

Table 4 Certificate Renewal

Self enrollment

through a Windows

Server 2003 Terminal

Server session

V1 template: Yes

V2 template: Yes

V1 template: Yes

V2 template: Yes

V1 template: Yes

V2 template: Yes

Enrollment agent on a

Windows 2000

workstation

V1 template: No

V2 template: No

V1 template: Yes

V2 template: No

V1 template: No

V2 template: No

Enrollment agent

through a Windows

Server 2003 Terminal

Server session

V1 template: No

V2 template: No

V1 template: Yes

V2 template: Yes

V1 template: No

V2 template: No

Certificates MMC Web-enrollment Scripted enrollment

Self renewal on V1 template: Yes V1 template: No V1 template:
Yes
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Key Archival and Recovery

Key archival and recovery is only available for encryption
certificates by V2 templates, because the archival

option must be individually set for each template. Key archival
is most often used for encryption keys that are

used to protect persisted data.

Private keys that are associated with certificates that are used
only for digital signature are not archived and

are blocked by the certification authority. The archival and
recovery function that is available with the Microsoft

Exchange 2000 Key Management Server (KMS) has been replaced by
the enterprise CA running Windows

Server 2003, Enterprise Edition.

The enterprise certification authority on a computer that is
running Windows Server 2003, Enterprise Edition,

supports migration of the archive database from the Exchange
2000 KMS to ensure a smooth transition of

technologies.

Encrypting File System (EFS) will continue to support
decentralized data recovery methods as well as key

archival on clients that are running Windows XP.

Delta CRLs

Delta certificate revocation lists (CRLs) decrease the network
traffic that is caused when a new certificate

revocation list needs to be downloaded. Without delta CRLs, a
client must receive the base CRL that contains

all certificates that are revoked by a CA. To decrease the CRL's
size and make more frequent updates valuable,

delta CRLs only retain the certificates that have been revoked
since the last publication of the base CRL.

Some limitations apply to delta CRLs:

Delta CRLs are issued by Windows Server 2003 stand-alone and
enterprise CAs.

Only clients that are running Windows XP Professional and later
are able to check the validity of certificates

against delta CRLs.

For more information on this topic, see Troubleshooting
Certificate Status and Revocation on the Microsoft

TechNet Web site.

Qualified Subordination

Qualified subordination allows cross-certification of CA
certificates with name constraints and provides for more

precise control of certificate trusts. With qualified
subordination, an administrator can also include or exclude

certificate purposes. For example, qualified subordination might
reject Internet Protocol security (IPSec) usage

with a third-party certificate, but allows secure e-mail with
the same certificate, even if the certificates key

usage would allow IPSec and secure e-mail.

Qualified subordination requires a Windows XP or Windows Server
2003 operating system as the certificate

requester and a Windows Server 2003, Enterprise Edition CA.

Simple Certificate Enrollment Protocol

You can implement secure networking with the Simple Certificate
Enrollment Protocol (SCEP), which is

provided as an add-on component in the Windows Server 2003
Resource Kit. The Microsoft SCEP (MSCEP)

Windows 2000

workstationV2 template: No V2 template: No V2 template: Yes

Self renewal on

Windows 2000

workstation with

Windows Server 2003

Terminal Server

session

V1 template: Yes

V2 template: Yes

V1 template: No

V2 template: No

V1 template: Yes

V2 template: Yes

Renewal with

enrollment agent on

Windows 2000

workstation

V1 template: No

V2 template: No

V1 template: No

V2 template: No

V1 template: No

V2 template: No

Renewal with

enrollment agent on

Windows 2000

workstation with

Windows Server 2003

Terminal Server

session

V1 template: No

V2 template: No

V1 template: No

V2 template: No

V1 template: No

V2 template: No
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component is an Internet Server Application Programming
Interface (ISAPI) filter that uses Microsoft Internet

Information Services (IIS) and is installed directly on a CA to
support the SCEP enrollment protocol with

network devices.

For more information, see article 249125, Using Certificates for
Windows 2000 and Cisco IOS Interoperation,

in the Microsoft Knowledge Base.

Role Separation

There are a number of tasks in the PKI process that you should
understand:

Certificate enrollment. Sends a certificate request to the CA,
and then the CA issues the certificate and

then deploys a certificate to the certificate holder.

Certificate renewal. Sends a request to renew an existing
certificate to the CA, the CA issues the

certificate, and then the CA deploys a certificate to the
certificate holder.

Certificate revocation. Revokes certificates and publishes the
certificate revocation list (CRL).

Recovery. Provides the certificate holder with both a
certificate and a key that are stored in the CA

database.

There are also a number of roles that are related to a Windows
Server 2003 CA, although you may not need all

of these roles:

The CA manager maintains the CA and its configuration.

The CA administrator delegates certificate-management
permissions to Certificate Managers.

The certificate manager issues and revokes certificates.

The enrollment agent requests and deploys certificates.

The certificate holder requests self-maintained certificates and
is able to use the certificate.

The recovery agent recovers certificates for specific
applications, such as EFS.

The following table shows which role can perform a particular
task and what permissions are required to

perform that function. The top row lists various roles, and the
left column lists the tasks. The table text

describes the permission that is required to perform each
task.

Table 5 Certificate Roles and Tasks

CA Permissions

Certificate

Holder

Enrollment

Agent Recovery Agent

Certificate

Manager CA Manager

Maintain Not applicable Not applicable Not applicable Not
applicable Requires CA

Manager

permissions on

the CA object

Request Requires

certificate holders

membership on

the certificates

template ACL

Requires

certificate holders

membership on

the certificates

template ACL

Not applicable Not applicable Not applicable

Renew Requires

certificate holders

membership on

the certificates

template ACL

Requires

certificate holders

membership on

the certificates

template ACL

Not applicable Not applicable Not applicable

Issue Not applicable Not applicable Not applicable
Certificate

Manager

permission on a

template

Not applicable

Revoke Not applicable Not applicable Not applicable
Certificate

manager

permission

Not applicable

Recover Not applicable Not applicable Key recovery

agent certificate

Not applicable Not applicable
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For a Windows Server 2003 stand-alone CA that is installed on a
server that is not a member of an Active

Directory domain, local administrator permissions are mandatory
to manage the CA functions.

On a server that is a domain member, the user who installs an
enterprise CA must be a member of the Active

Directory Root Domain Admins and Enterprise Admins security
group. You should ensure that the installation

account is a member of both security groups. This set of
permissions is required for any enterprise CA

installation, and it assumes that the Enterprise Admins group or
Domain Admins group also is a member of the

local server Administrators group. To install a stand-alone CA,
only local administrator privileges are required.

During setup, containers and objects that contain enrollment and
CA information are created as part of the

configuration container of Active Directory. For a list of
object default permissions that are used by a CA, see

article 239706, "Default Permission Settings for Enterprise
Certificate Authority," in the Microsoft Knowledge

Base.

It is recommended that you use only the Certification Authority
MMC to change security permissions for the CA.

If you use other mechanisms, such as the Active Directory Sites
and Services MMC, you may cause an

unsupported environment due to a configuration mismatch between
Active Directory and the local CA registry.

The Certificate Templates MMC ensures consistency in the ACLs.
If ACLs are changed manually, specific

permissions may be missing and the CA will not function as
expected.

Command-line Administration Tools

Command-line administration tools are part of the Windows Server
2003 family and may be installed on

computers running Windows XP and later through the Windows
Server 2003 Administration Tools Pack, which

is available on the Windows Server 2003 installation media.
Command-line tools that are required for CA

administration on Windows 2000 operating systems are only
installed with Windows 2000 Certificate Services.

For more information about Certutil.exe and Certreq.exe,
including a description and the necessary syntax,

see the Windows Server 2003 Help.

CA Fault Tolerance

Generally, you should use certification authority fault
tolerance because:

For online CAs, it provides certificate issuance services.

For both online and offline CAs, it provides certificate
revocation information.

Neither Windows 2000 nor Windows Server 2003 technology supports
native clustering of the CA database or

certificate services. Only one CA instance can be installed at a
time on a server running a Windows

Server 2003 operating system.

An enterprise CA is designed to provide natural fault tolerance
in an Active Directory environment. If one

enterprise CA does not work or is not available, client services
will automatically attempt enrollment with the

next available enterprise CA in the forest. No errors are
generated and no user interaction is required. For

more information, see "Online Enterprise Issuing CAs" later in
this document.

If a CA is not available because of a hardware failure, for
example, it might still be necessary to publish the

CRL on a regular basis. The CRL publication interval depends on
the CA configuration. If the CA does not

publish the CRL in time, clients cannot verify certificates
against the latest version of the CRL.

To publish a CRL on behalf of a CA, you must own the CA private
key. If the CA private key has been exported

to a file, it is technically possible to resign a CRL on behalf
of the CA and extend the lifetime of the CRL.

Note Exporting the CA private key could raise a security risk
because the owner of the CA's private key

is able to act on behalf of the CA. The CA private key must be
maintained very carefully and must be

stored in a secure vault that is protected through secure and
audited processes.

Deployment Planning

Before you can deploy a PKI, you should go through a
well-defined planning phase. If you do not do this, the

PKI can become valueless after only a short time in operation.
To avoid this issue, make sure that the

deployment planning covers the following areas.

Table 6 PKI Planning Considerations

Planning area Possible considerations

Business requirements Defining application requirement

Defining solutions goals

Choosing appropriate technology

CA requirements Insource the CA infrastructure
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Designing the CA Infrastructure

For more information about how to decide what services are
provided by the CA types, see the articles on the

following Microsoft Web sites:

"MS Windows 2000 Public Key Infrastructure Introduction" on the
Microsoft TechNet Web site

"An Introduction to the Windows 2000 Public-Key Infrastructure"
on the Microsoft Web site

"Cryptography and Microsoft Public Key Infrastructure" on the
Microsoft TechNet Web site

"Planning Your Public Key Infrastructure" on the Microsoft
TechNet Web site

Considerations

There are some important parameters that help when a
organization starts its PKI planning. From a technical

viewpoint, there are a number of key factors that can give you
rough estimates:

The number of CAs that you need can be estimated by:

The size and the geographical spread of the deployment

The required trust relationship between certificate holders and
the CA

Requirements for different certificate practice statements
(CPS)

Technical requirements based on application demands

Partner relationships and trust model requirements

Security requirements, availability, and service levels indicate
the depth of the hierarchy and the CA

locations.

Defining CA Types and Roles

To plan your CA infrastructure, you need to understand the
different types of CAs that are available and the

roles that the CAs can take.

The following section supplies the most important planning
information.

Choosing Enterprise or Stand-alone CAs

Certificate Services offers two types of CAs that have different
feature sets: enterprise CAs and stand-alone

CAs. A Windows Server 2003 PKI may consist of both types of CAs,
which is often recommended for the

enterprise environment. A comparison of strengths of the
stand-alone CA and the enterprise CA may help you

decide what CA type is required for which role.

A stand-alone CA should be used if:

It is an offline root or offline intermediate CA.

Support of templates that you can customize is not required.

A strong security and approval model is required.

Fewer certificates are enrolled and the manual work that you
must do to issue certificates is acceptable.

Clients are heterogeneous and cannot benefit from Active
Directory.

It is combined with a third party Registration Authority
solution in a multi-forest or heterogeneous

environment

Outsource the CA infrastructure

Interoperability with application requirements

PKI trust model

Enrollment policy Certificate practice statements

Users and computers

Use of certificate templates

Service level requirements

Revocation policy CRLs, delta CRLs, Online Certificate Status
Protocol (OCSP)

Replication latency

Disaster recovery procedures
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It issues certificates to routers through the SCEP protocol

An enterprise CA should be used if:

A large number of certificates should be enrolled and approved
automatically.

Availability and redundancy is mandatory.

Clients need the benefits of Active Directory integration.

Features such as autoenrollment or modifiable V2 templates are
required.

Key archival and recovery is required to escrow encryption
keys

The following table is an overview about the preferred roles for
both CA types. Depending on the CA topology,

these roles can be taken by a smaller or larger number of
CAs.

Table 7 CA Types and CA Roles

Table 8 Comparison of Stand-alone and Enterprise CAs

CA type 3 tier 2 tier 1 tier

Offline root CA Stand-alone CA Stand-alone CA Enterprise CA

Offline intermediate CA Stand-alone CA

Issuing CA Enterprise CA Enterprise CA

Windows Server 2003 Stand-alone CA Windows Server 2003
Enterprise CA

CA configuration can be published into Active

Directory.

CA configuration is always published into Active

Directory.

CRL and CA certificate must be manually published

into Active Directory.

CRL, Delta CRL, CA certificate, and cross certificates

are automatically published to the forest where the

CA configuration was registered.

Certificates are automatically published into a

directory service if this is specified on a per template

level. Certificate publishing may be defined as an

attribute on the template in Active Directory.

By default, certificate enrollment is available only by

using Web enrollment support.

By default, certificate enrollment is possible by using

Web enrollment or the Certificates MMC.

Certificate request processing is done by using

Hypertext Transfer Protocol (HTTP) or Secure

Hypertext Transfer Protocol (HTTPS).

Certificate request processing is done primarily by

using RPC/Distributed Component Object Model

(DCOM) or HTTP and HTTPS protocol.

Certificate is based on V1 templates with custom

object identifier (also known as OID).

Also issues certificates that can be modified and

duplicated, based on V2 templates .

User must manually type identification information

when the certificate is requested.

User identification information is always

automatically retrieved from Active Directory,

regardless of whether it is requested through Web

enrollment or the Certificates MMC.

Enrollment method (automatic or pending) is valid

for all templates. You cannot apply a configuration to

individual templates.

You can individually set the enrollment method on

each template.

Certificates are manually approved. Certificates are manually
approved or they are

approved through Active Directory authentication

and access control.

Certificates are not published to a directory location,

but to the client or the CA. without a custom-

developed policy module.

Depending on the type of certificate, certificate is

automatically enrolled into the requesters certificate

store and published to Active Directory, based on

template definition.

Does not support certificate publishing and object

management based on Active Directory.

Supports certificate publishing and object

management based on Active Directory.

Can be installed on a domain controller, member Can be installed
on a domain controller or member
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Authentication and Authorization

Stand-alone CAs use local authentication for certificate
requests, mainly through the Web enrollment interface.

Stand-alone CAs provide an ideal service provider or commercial
PKI provider platform for issuing certificates

to users outside of an Active Directory environment where the
user identity is separately verified and examined

before the request is submitted to the CA.

A CA running Windows Server 2003, Enterprise Edition, uses DCOM
and Kerberos impersonation for

authenticating requesters. It compares the client token against
an access control list (ACL) set on the

certificate template, as well as the DCOM enrollment interface
on the CA itself, when a certificate is requested.

A Windows 2000 Server CA uses remote procedure call (RPC)
instead of DCOM to authenticate a requester.

After the user is authenticated and authorized to gain access to
the requested template, the CA can

immediately process the request, as long as the user has the
appropriate enrollment permissions on the

template and if the CAs configuration is set to autoenroll.

Certificate Request Approval

When a certificate request reaches a CA that is running a member
of the Windows Server 2003 family, both CA

types (enterprise and stand-alone) can immediately issue the
certificate or put it into a pending state. It is the

responsibility of the CA administrator to configure the
enrollment method globally for a CA or on a per-

template basis. On a Windows 2000 Server CA, the enrollment
method setting is valid only on a CA level: all

certificates that are issued take this configuration into
account. For a Windows Server 2003, Enterprise Edition

enterprise CA, the enrollment method can be set individually for
a V2 template.

On a Windows 2000 Server enterprise CA, there is no choice for
the enrollment method because it immediately

approves and issues certificates. On a Windows 2000 Server
stand-alone CA, the enrollment method is applied

on the CA level and cannot be set on the template level This
occurs because a Windows 2000 CA works only

with V1 certificates, which cannot maintain enrollment
permissions.

Default configurations of stand-alone CAs rely on administrative
action both to verify the requesters identity

(known as authentication) and to issue the certificate (known as
authorization). Here, the Web enrollment

support acts as the registration authority (RA) and the CA acts
as the enrollment station. Because of this, it is

not recommended that you have a standalone CA automatically
issue certificates without administrative

approval, because a requesters identity cannot be verified. For
additional information about certificate

enrollment, see "Allowing for autoenrollment" in Help and
Support Center.

Offline and Online CAs

Traditionally, the decision of whether to use either an online
or offline CAs involves a compromise between

availability and usability versus security. The more sensitive
that the key material is and the higher the

security requirements are, the less accessible the CA should be
to users.

Important For security reasons, a CA should always run on a
separate computer. Do not install an

online CA on a domain controller, even if it is technically
possible.

To maintain a CA offline, different approaches may be applied
through physical or technical protection

techniques as described below:

Physical Protection

Remove the hard disk drive and lock it in a secure location.

Shut down and power off the system.

Disconnect the network cable, but keep the system running.

Protect the system from the network by using either a firewall
or a router.

Technical Protection

Keep the system online, but stop the CA service.

Use a hardware security module (HSM) with an HSM-operator
hardware token to limit access to the CA

private key. For more information, see "Hardware CSPs," later in
this document.

Maintaining a CA either online or offline is a standard
functional definition of the CAs operation mode. You can

turn an offline stand-alone CA into an online stand-alone CA if
you connect it to the network. Any stand-alone

CA that runs on a server in a workgroup and is connected to the
network can become an offline CA by using

one of the approaches that was mentioned earlier.

The stand-alone root CA is usually placed offline because it is
the single point of trust for an entire organization

server, or stand-alone server (workgroup member). server. (The
CA is registered as a forest resource.) It

must not be installed on a stand-alone server

(workgroup member).
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or for several organizations. The lifetime of trust depends on
the CAs certificate lifetime, but should be planned

for the long term. If a CA must be trusted for long periods of
time, you should take that CA offline to provide

additional security measures. Also, intermediate CAs are
typically configured as offline CAs. An intermediate CA

is subordinate to a root CA, but also serves as a parent CA to
one or more CAs. Those CAs may be issuing CAs

or intermediate CAs. In a CA with at least three tiers, an
intermediate CA is a mid-tier CA.

Every online CA implies availability and network connectivity.
Online CAs are typically issuing CAs, because

issuing CAs respond to requests from users, computers, services,
and network devices, such as routers. Every

enterprise CA must be an online CA, because it requires
connectivity to Active Directory at all times to obtain

configuration information, validate requests, and publish
certificates. An online CA provides more surface area

for security attacks.

Note As a best practice, an offline CA server should be placed
in a secure vault until a subordinate CA

certificate needs to be issued or a new CRL needs to be
published.

Hardware CSPs

You might consider using one or more HSMs in your PKI topology.
An HSM is a dedicated hardware device that

is managed separately from the operating system. These modules
work with any Windows Server 2003 CA to

provide a secure hardware store for CA keys. From an operating
system view through the CryptoAPI interfaces,

the HSM is seen as a cryptographic service provider (CSP)
device.

The HSM provides highly secure operational management that is
protected by multilayered hardware and

software tokens, as well as a number of other key features,
including:

Hardware-based, cryptographic operations, such as random number
generation, key generation, and digital

signatures, as well as key archival and recovery.

Hardware protection of valuable private keys that are used to
secure asymmetric cryptographic operations.

Secure management of private keys.

Acceleration of cryptographic operations, which relieves the
host server of having to perform processor-

intensive, cryptographic calculations.

Load balancing and failover in hardware modules by using
multiple HSMs that are linked together through a

daisy chain.

Although HSMs increase security by raising the level of key
protection, HSMs increase the complexity and cost

of the PKI.

Several vendors offer HSMs that work well on computers that are
running either Windows 2000 Server or

members of the Windows Server 2003 family. For more information
about how to install HSMs that are proven

to work with Windows-based CAs, see the section "Installing an
HSM on an offline root CA" later in this

document.

Selecting A Trust Model

Trust is a logical relationship established between domains to
allow pass-through authentication, in which a

trusting domain honors the logon authentications of a trusted
domain. User accounts and global groups that

are defined in a trusted domain can be given rights and
permissions in a trusting domain, even though the user

accounts or groups don't exist in the trusting domain's
directory. Because a CA is a certificate holder of a CA

certificate and an end entity might be a certificate holder of a
user certificate, the trust relationship between

the issuing CA and the holder is always the same. In a rooted
x.509 PKI hierarchy, the trust relationship is

inherited from top to bottom.

You can also control trust relationships through certificate
trust lists and through qualified subordination. (For

more information, see the slide presentation "Certificate Trusts
Lists" at the National Institute of Standards and

Technology (NIST) Web site. The selection of an appropriate
trust model can determine success for a PKI. An

organization must think about the number of tiers that the CA
topology requires. The hierarchy can be

extended from top to bottom and the number of CAs that are used
for one level can grow. Note that deeper

structures add complexity to the trust management of the
PKI.

Note Web addresses can change, so you might be unable to connect
to the Web site or sites mentioned

here.

For more information, see the article "Trusted Root Certificates
That Are Required By Windows 2000" on the

Microsoft Knowledge Base.

Specifying CA Roles

An ideal PKI hierarchy design divides the responsibility of the
CAs. A topology that is designed with

requirements that have been carefully considered provides the
most flexible and scalable enterprise

configuration. In general, CAs are organized in hierarchies.
Single tier hierarchies might not provide adequate

security compartmentalization, extensibility and flexibility.
Hierarchies with more than three tiers might not
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provide additional value regarding security, extensibility and
flexibility.

The most important consideration is protecting the highest
instance of trust as much as possible. Single-tier

hierarchies are based on the need to compartmentalize risk and
reduce the attack surface that is available to

users who have malicious intent. A larger hierarchy is much more
difficult to administer, with little security

benefit.

Depending on the organization's necessities, a PKI should
consist of two or three logical levels that link several

CAs in a hierarchy. Administrators who understand the design
requirements for a three-level topology may also

be able to build a two-level topology.

A three-tier CA hierarchy consists of the following
components:

A root CA that is configured as a stand-alone CA without a
network connection

One or more intermediate CAs that are configured as stand-alone
CAs without a network connection

One or more issuing CAs that are configured as enterprise CAs
that are connected to the network

If your browser does not support inline frames, click here to
view on a separate page.

Figure 1 Three-tier CA Hierarchy

To set up a two-tier topology, apply all of the steps that are
described in Example scenario for Contoso

Company, later in this document.

If the organization can fulfill its security requirements with a
two-tier hierarchy, a three-tier architecture is not

required. When you do not have a middle tier, CA management
applies to two levels instead of three levels and

might lower maintenance cost.

To implement a two-tier topology, use the steps that are
outlined in both the "Stand-alone offline root CA" and

"Online Enterprise Issuing CAs (CorporateEnt1CA)" sections of
this paper.

From a technical perspective, a single level PKI hierarchy can
also provide basic PKI services. Leaving out the

root and the intermediate tier results in an all-in-one CA.
Because the single CA must issue certificates, it

cannot be taken offline. Security and flexibility is very
limited with this type of implementation. To implement a

single-tier topology, apply the steps that are outlined in
"Online Enterprise Issuing CAs (CorporateEnt1CA)."

The decision of whether or not to use a separate root CA to
issue all certificates in an organization should be a

need for security versus a need for cost mitigation and simple
administration.

To summarize, a two-tier to four-tier CA topology is the most
common deployment. Any organization should be

able to deploy a similar PKI architecture to meet any
organizational, business, and technical requirement, as

well as a respectable level of security.

For reliability and redundancy, improve the availability of the
PKI and deploy multiple enterprise CAs instead of

extending the depth of the hierarchy.

Root CA

A root CA is a self-signed CA. Technically, the root CA runs the
same code as an intermediate or issuing CA.

The difference between these types of CAs is in the role that
the CA takes. The following table displays a list of

the characteristics that a root CA should have, depending on the
CA topology.
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Table 9 Root CA Characteristics

Even if an offline root CA might run only when the CA
certificate must be renewed or the CRL has to be

published, the CA must be installed on reliable hardware. If you
are thinking about using a notebook computer

to take the role of the root CA, note that it does not meet the
requirements for reliability at the time that this

document is being published.

In most customer environments, maintaining a root CA requires
extraordinary security measures. The level of

security requires that the root CA is offline at all times and,
preferably, protected in a secure physical

environment. In theory, a desktop system with a removable hard
drive can be used to protect a root CA.

Intermediate CAs

Intermediate CAs are subordinate to the root CA. By definition,
if you implement an intermediate CA, the

topology consists of a minimum of three tiers . The intermediate
layer of a PKI hierarchy often provides useful

policy, administrative or operational differentiation.
Intermediate CAs are also known as policy CAs because

they are often used to manage or dictate different security and
operational policies between different

geographical regions, business units, or the intranet or
extranet for a corporation.

To implement policies without an intermediate CA, you can also
assign policies to issuing CAs on a logical

basis.

An intermediate CA's security requirements are the same as for
the root CA because an intermediate CA

provides CA certificates to online issuing CAs. The intermediate
CA should be a offline, stand-alone CA.

Tip It is highly recommended that you only issue certificates
from an intermediate CA after the

administrator manually approves the request. This is is the
default configuration for a Windows

Server 2003 stand-alone CA.

Issuing CAs

Depending on the architecture, an issuing CA is a subordinate of
an intermediate CA or a subordinate of the

root CA. Enterprise CAs are ideal for issuing large numbers of
certificates, because they can automatically

validate the user and certificate profile information. The
purpose of an issuing CA is to enroll certificates to

end-entities and not to subordinate CAs.

Note You can limit the number of subordinate CA levels in a
certificate hierarchy by defining a

maximum path length in the basic constraints extension of a CA
certificate. A path length of zero will

ensure that an issuing CA may only issue certificates to
end-enties. You can define the basic constraints

extension and path length by using a CApolicy.inf configuration
file.

Understanding Root Trust

When a client uses a certificate, it is mandatory that the trust
relationship between the certificate and the root

CA can be verified. A certificate is trusted if the client that
verifies the certificate trusts the root CA certificate

that is in the client certificates certificate trust path as
well. A client must have the related root CA certificate in

its local certificate store to proof a trust-relationship with
the root CA. For more information, see "Policies to

establish trust of root certification authorities" on the
Microsoft Web site.

Characteristic

More than 2

tiers 2 tiers 1 tier

High level of physical security Yes Yes No

Permanently offline Yes Yes No

Highly restricted area (vault) Yes Yes Yes

Match the level of risk Yes Yes Yes

High level of cryptographic security Yes Yes Yes

Largest key size Yes Yes Yes

Software CSP

(FIPS 140-1 level 1)

No No Yes

Smart cards or PCMCIA tokens with PINs

(FIPS 140-1 level 2)

No Yes Yes,

recommended

Hardware security modules with operator

hardware token

(FIPS 140-1 level 3 or 4)

Yes Yes,

recommended

Yes,

recommended
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If Active Directory is available, it is important to understand
how clients like users or computers can benefit

from Active Directory to establish a trust relationship with the
root CA

You can achieve the trust that is obtained from a root
certification authority by deploying the root CA certificate

through one of the following six methods:

Enterprise trust in Active Directory

Group policy in Active Directory

Certificate Trust Lists (CTLs) in Group Policy

Manual trust on a local computer

Manual trust by a user

Windows Update

Depending on the permissions and the scope of the distribution
mechanism, certificates are put into different

locations and require different maintenance tools. For more
information, see the following table.

Table 10 Certificate Trust Mechanisms

Enterprise Trust

You can use the built-in autoenrollment service to automatically
download root CA certificates and certificate

trust lists (CTLs) from the Active Directory enterprise trust
store on both Windows 2000 and Windows XP

clients.

For additional information, see the following articles on the
Microsoft Web site:

Certificate Autoenrollment in Windows Server 2003 on the
Microsoft TechNet Web site

Configure Public Key Group Policy on the Microsoft Web site

Group Policy Trust

Group Policy trust is defined and configured by using the Group
Policy MMC and the Default Domain Security

Distribution

method Scope

Uses

Group

Policy

Object Location

Maintained

with

Enterprise trust Entire forest Yes Services\Public Key

Services\CertificationAuthorities

Certutil.exe or

PKI Health Tool

(Available in the

Windows

Server 2003

Resource Kit.)

Group policy

trust

Domain Yes Domain Security Group Policy object Group Policy

MMC

NTAuth (for CAs

trusted to issue

authentication

certificates)

Entire forest Yes Services\Public Key Services\NTAuth

object

Certutil.exe or

PKI Health Tool

(Available in the

Windows

Server 2003

Resource Kit.)

Manual trust on

the local

computer

Local

computer

and all users

that log on

to system

No Registry HKEY_LOCAL_MACHINE Certificates MMC

for the local

computer

Manual trust by

user

Current user No Registry HKEY_CURRENT_USER Certificates MMC

for the local

computer

Windows Update Local

computer

and all users

that log on

to system

No Registry HKEY_LOCAL_MACHINE Group Policy

MMC or Add or

Remove

Programs in

Control Panel
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Group Policy object. Group Policy trust is configured and
enforced for the domain where the Group Policy object

applies. Because of this, different users in different domains
trust different root CAs. It is highly recommended

to create a new domain policy and not edit the default domain
policies.

Note Only root CA certificates must be trusted and registered on
client computers. Do not add

subordinate CA certificates to the Group Policy trust, because
intermediate and issuing CAs certificates

may not be explicitly trusted. CryptoAPI automatically builds
certificate chains for subordinate and

intermediate CA certificates with the Authority Information
Access (AIA) extension.

NTAuth

The NTAuth store is deployed on all computers in the forest from
the configuration partition of the forest in the

following directory path:

CN=NTAuthCertificates,CN=Public Key
Services,CN=Services,CN=Configuration,DC=

Important NTAuth CAs are trusted to both issue authentication
(logon) certificates for any user in the

forest and enable logon for smart cards, Internet Information
Services (IIS) mapping, and Extensible

Authentication Protocol-Transport Layer Security
(EAP-TLS).Precise control of issuing CAs can be

achieved through qualified subordination with constraints.

You can verify the certificates that are currently registered in
NTAuth by typing the following at a command

prompt where the domain component information is configured with
the name of the Active Directory root

domain:

certutil.exe -store ldap:///CN=NTAuthCertificates,CN=Public
Key

Services,CN=Services,CN=Configuration,DC=contoso,DC=com

You can see a more visual display of certificates by typing the
following at a command prompt:

certutil -viewstore "ldap:///CN=NTAuthCertificates,CN=Public
Key

Services,CN=Services,CN=Configuration,DC="

You can also manually maintain the NTAuth store by typing one of
the following commands at a command

prompt:

certutil addstore

certutil delstore

certutil dspublish CertificateFile NTAuth

For more information about the NTAuth store and smart card
logon, see the following articles on the Microsoft

Web sites:

"Step-by-Step Guide to Mapping Certificates to User Accounts" on
the Microsoft TechNet Web site

"How to Import a Third-Party Certificate into the NTAuth Store"
on the Microsoft Knowledge Base

"Enabling Smart Card Logon with Third-Party CAs" on the
Microsoft Knowledge Base

"Requirements for Third-Party CA Domain Controller Certificates"
on the Microsoft Knowledge Base

In a Windows Server 2003 Active Directory environment that
contains only clients running Windows XP, the

NTAuth store is not mandatory for smart card logon and
certificate mapping, compared to a Windows

Server 2003 mixed environment with Windows 2000 clients. Because
Windows Server 2003 Active Directory

supports publishing cross-certificates and because clients
running Windows XP support name and policy

constraints for x.509 certificates, administrators may waive the
NTAuth policy in homogenous Windows

Server 2003 and Windows XP environments. This option requires
and assumes that CAs have defined name

constraints instead of being listed in the NTAuth store of the
directory. Therefore, domain controllers that

process both smart card logon and certificate mapping requests
will explicitly trust all CAs that chain to trusted

root CAs, assuming that the certificate matches a valid user
account in Active Directory.

Caution Disabling NTAuth policy verification enables domain
controller trust of any CA that issues a

valid smart card logon certificate and chains to a trusted root
CA in the Active Directory environment.

Any CAs, including the default third-party root CAs, should have
name constraints defined before

disabling the NTAuth policy. If this does not occur, unintended
trust and logon access may occur. Use

this option with extreme caution and only when root CAs have
been properly constrained in the

environment.

For more information on qualified subordination and name
constraints, see "Planning and Implementing Cross-

Certification and Qualified Subordination Using Windows Server
2003" on the Microsoft TechNet Web site.

Manual Trust on a Local Computer

Root CA certificates may also be manually trusted on a local
computer by using the Certificates MMC snap-in

for the local computer. The user must be a local administrator
to add root CA certificates to the machine

certificate store. All root CA certificates in the computer's
machine certificate store are inherited by all users

who log on to that computer. The users trusted root certificate
store and the machine trusted root certificate
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store form a union from a users perspective.

For more information on certificate stores, see Chapter 13,
Public Key Technology on the Windows 2000

Resource Kit Web site.

Confirm that certificates are stored in the correct location.
Any root CA certificate that is stored in the local

computers certificate store is visible to any user on that
computer. If a root CA certificate is registered in the

local computer store and if the CA certificate is also manually
added by a user, the root CA certificate might

appear twice in the Certificates MMC snap-in. If a root
certificate is not available in the local computers

certificate store but is available in the users store, building
a certificate chain also may not work for some

applications.

You can maintain the computers certificate store also with the
Internet Explorer Administration Kit (IEAK) or

CAPICOM. For more information about CAPICOM, see the article
"CAPICOM Reference" on the MSDN Web site.

Manual Trust by User

It is recommended that only administrators maintain certificate
trust and that you store only CA certificates in

the local computers certificate store.

Windows Update

By default, computers that are running Windows XP and members of
the Windows Server 2003 family run a

service that will download updated public root CA certificates
that have been added to the Microsoft root

program. The service is not available in the Windows 2000
family.

Any organization that has a CA that meets the requirements that
are outlined in the Microsoft Root Certificate

program is able to distribute the CA certificate through Windows
Update. For more information, see "Microsoft

Root Certificate Program" on the Microsoft TechNet Web site.

Computers that are running either Windows XP or Windows Server
2003 periodically download the current list

of Root CA certificates that are added to the Third-Party Root
Certification Authority store on the local

computer. For more information, see the chapter "Certificate
support and the Update Root Certificates

component" in "Using Windows XP Professional with Service Pack 1
in a Managed Environment: Controlling

Communication with the Internet," which is available for
download on the Microsoft Web site.

To install or remove this service, you can use Add or Remove
Programs. To do this, click Start, point to

Control Panel, and then click Add or Remove Programs. In the
toolbar, click Add/Remove Windows

Components, and then, in Components, select the Update Root
Certificates check box.

This service can also be managed through Group Policy in Active
Directory.
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If your browser does not support inline frames, click here to
view on a separate page.

Figure 2 Windows Components Wizard

Creating an Enrollment Strategy

A certificate can be used to provide authentication evidence of
its owner, encrypt, or sign data. Because of this,

the certificate issuer must ensure that certificate holders are
known entities. Before certificates are enrolled,

you should answer the following questions:

How will users obtain their certificates?

What is the process for enrollment identification?

The most secure way to initially enroll user certificates is to
do a face-to-face authentication at the registration

authority and store user certificates on hardware tokens. This
provides the highest level of assurance, but also

the highest cost of deployment.

If certificate enrollment with hardware tokens through
enrollment agents is not an option, the CA can verify the

certificate requester with domain credentials. This
authentication method for certificate enrollment is usual

when users self-enroll certificates. This scenario assumes that
a user is the only person who is able to use the

credentials.

It is recommended that you use a combined enrollment strategy
that implements a strong initial identity check.

Subsequent certificate enrollment and renewal can then be based
on the initial certificate.

Creating a CA Renewal Strategy

Certificate lifetimes can have an impact on the security of your
PKI for the following reasons:

Over time, encryption keys become more vulnerable to attack. In
general, the longer amount of time that a

key pair is in use, the greater the risk that the key can be
compromised. To mitigate this risk, you must

establish the maximum allowable key lifetimes and renew
certificates with new key pairs before these

limits are exceeded.

When a CA certificate expires, all subordinate certificates that
are issued by this CA for validation also

expire. This is known as time nesting and is traditionally
enforced by CryptoAPI in the client.

When a CA certificate is revoked, all certificates that have
been issued by the CA must also be re-issued.

End entity certificates expire when the issuing CA certificate
reaches the end of its lifetime, unless:

The end entity certificate is renewed with a new key pair that
chains to a CA certificate with a longer

lifetime.

The end entity certificate was revoked before the CA certificate
expiration date is reached.

You must plan the CA certificate renewal precisely during the
PKI deployment phase. If this important planning

step is missed, the entire PKI might stop working when the CA
certificate expires, because all of the certificates

that depend on the CAs certificate are then no longer usable for
both encryption and signing operations.

Remember that a certificate is capable of decrypting data, even
if it has expired or been revoked.

Note It is strongly recommended that you generate new key
material when you renew a CA's

certificate in order to partition the CRL that is issued by the
CA and also prevent ambiguous certificate

chaining errors caused by use of the same public key.

Determining the Total Number of CAs

The total number of CAs depends on the organizations security
requirements and the organization's size. It is

also dependent upon the geographical, political, and business
hierarchy of the organization. As outlined earlier

in this document, there is a choice of different trust levels
that may be applied. After the organization has

decided how many tiers should be implemented, it is important to
plan the number of CAs that are required at

each level. For a PKI topology that uses intermediate CAs, the
number of CAs depends on the number of

different CA policies that are required to issue CAs. The number
of issuing CAs depends on the number of

certificates that should be issued, the network connectivity
between the requester and the CA, and the number

of intermediate CAs.

A three-tier architecture consists of:

One root-CA

At least one policy CA (This can be one or many servers.)

At least two issuing CAs for every policy CA to ensure fault
tolerance

A two-tier architecture consists of:

One root-CA
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At least two issuing CAs to ensure fault tolerance

A single-tier architecture consists only of a single CA.

Note the following:

You cannot change the CA type at a later time; you must
uninstall the original CA and then reinstall the CA

to change it from either a stand-alone CA to an enterprise CA or
an enterprise CA to a stand-alone CA.

You can install only one instance of a CA on a Windows Server
2003 system.

The certificate distribution point and the CRL publication
interval is valid for all certificates that are issued

by a CA and cannot be set for individual certificates.

For certificates that are used externally, the naming and
information that is part of the certificates should not

reveal the internal PKI or network infrastructure, such as the
name of a CA or CRL distribution point paths in

the issued certificates.

Hardware Requirements

This section provides some general guidelines for hardware
requirements for a Windows Server 2003 CA. This

section should not be used as an authoritative guide for
performance characteristics. Specific performance

characteristics vary, depending on the implementation and
customer environment.

Hardware Guidelines

Microsoft performance testing in a lab environment has shown
that the signing key length of the CA has the

most significant impact on the enrollment rate of the CA. A
larger number of certificates can be signed and

enrolled in a given time if a smaller key size is used. If a
larger key size is used, more CPU time is required to

issue certificates.

The total number of issued certificates should not have a
significant influence on either server performance or

the rate at which the CA issues certificates; the performance of
the issuing CA stays nearly the same, whether

thousands or millions of certificates have previously been
issued. Therefore, the scalability of the CA is

considered to be linear, based on the size and performance of
the disk arrays that are used to store both the

database and log files.

The following table lists configuration factors that may affect
performance of the CA.

Table 11 Resources That Affect CA Performance

Resource Performance notes

Number of CPUs Additional CPUs increase the overall performance
of the CA. This is the most

critical resource for a Windows Server 2003 CA.

Memory In general, additional memory does not have a significant
role in the enrollment

performance of the CA. The CA should meet general recommended
system

requirements (512 MB), however, the minimum amount of memory is
256 MB.

Disk size The capacity of the disk volume that stores the
database and log files it the

primary limiting factor for the number of certificates that a CA
is able to

maintain.

Disk performance In general, a short key length (512 KB)
generates very little CPU utilization and

a very high disk load. Larger key sizes generate more CPU
utilization and less

disk usage. A high-performance disk subsystem can increase the
rate of enrolled

certificates. A RAID set is recommended for both performance and
fault-

tolerance purposes. CA operations are primarily disk-write
intensive.

Number of volumes Using separate disks for the database and log
files provides basic performance

improvement. In general, the drive that contains the CA database
is used more

than the drive that contains the log files. The disk write
capacity improves if you

use more physical drives in a RAID set.

RAID stripe size It is recommended that you use a stripe size
larger than 64 KB.

Key length The larger the signature key length, the greater the
CPU utilization. Larger keys

degrade CA performance. To be CPU-independent, you may want to
use

hardware acceleration to provide a large number of both key
generation and

signing operations.

Bandwidth A 100 megabit network connection is suitable to enroll
a large number of

certificates and causes no performance bottleneck, assuming that
the server is
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Processor Notes

In general, a computer that has a current processor and 512 MB
of memory is considered sufficient for most

organizational uses of a Windows Server 2003 CA. The enrollment
rate is directly related to the ability of the

CA to sign requests that are based on CPU availability. Many
hardware, environmental, network, or client

factors can affect the performance of a CA.

Disk Configuration Notes

Disk space and disk speed also limit the performance and
scalability of a CA. Each certificate that is issued uses

approximately 16 KB of disk space in the database, and an
additional 4 KB is required if the private key is

archived. The certificate database must contain all of the
issued certificates to be able to revoke certificates

and provide a record of operations. Because none of the records
are ever automatically tombstoned or

automatically deleted, the certificate database continuously
increases in size when new certificates are issued.

Nevertheless a CA administrator can use the Certutil.exe
command-line utility to delete expired records from

the CA database.

Scalability

The Windows 2000 CA has been tested to issue more than 7 million
certificates and the Windows Server 2003

CA has been tested to issue more than 35 million certificates on
a single four-processor, Intel-based computer.

The maximum database size was not reached in either of the test
scenarios.

Creating Certificate Policies and Certificate Practice
Statements

The definition of certificate policies and the certificate
practice statement (CPS) is often forgotten by

technically-oriented planners. The basis for both the
certificate policy and CPS are the organizations security

policy.

Creating these documents is usually a joint responsibility of
the legal, human resources, and information

security departments.

Figure 3 Relationship Between Certificate Policy and Certificate
Practice Statements

Both the certificate policy and the CPS help the user of a PKI
determine the level of trust that those

departments can put in the certificates that are issued by a CA.
The existence of policies is critical when dealing

with a reliable PKI. If certificates are exchanged only within
an organization, the creation of a CPS and a

security policy might not be mandatory. When this is true, some
clauses regarding the use of PKI and

certificates in the employee manual may be essential. Note that
an organizational CPS is a CPS that covers

all CAs in a hierarchy. Generally, a CPS covers only a specific
CA.

A CP and CPS may prove to required when certificate holders
exchange or use certificates with partners and

entities that live outside of the companys network. When
external trust is implemented, it is often very

important to align PKI policies and practices as part of the
external contract terms.

Security Policy

The security policy is a high-level document that is created by
the corporate IT group. It defines a set of rules

about the use and provision of security services in the
organization, and should reflect your organization's

business and IT strategy. The security policy should answer
high-level PKI questions, such as:

What applications should be secured with certificates?

What kind of security services should be offered by using
certificates?

Certificate Policy

A certificate policy focuses on certificates and the CAs
responsibilities regarding these certificates. It defines

running the CA exclusively with no additional applications or
network services.
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certificate characteristics such as usage, enrollment and
issuance procedures, as well as liability issues.

The following references define a certificate policy as a set of
rules that determine if a certificate is applicable

to either a community or a class of applications that have
common security requirements.

For more information about the X.509 standard, see the
International Telecommunication Union Web site.

For more information about the European Electronic Signature
Standardization Initiative (EESSI) definition, see

the EESSI Web site.

A certificate policy typically answers the question about what
purposes the certificate serves, and under which

policies and procedures the certificate has been issued. A
certificate policy typically addresses the following

issues:

How users are authenticated during certificate enrollment

Legal issues, such as liability, that might arise if the CA
becomes compromised or is used for something

other than its intended purpose

The intended purpose of the certificate

Private key management requirements, such as storage on smart
cards or other hardware devices

Whether the private key can be exported or archived

Requirements for users of the certificates, including what users
must do if their private keys are lost or

compromised

Requirements for certificate enrollment and renewal

Minimum length for the public key and private key pairs

The certificate policy is typically defined by members of an
organization who are known as the policy authority.

The policy authority typically consists of representatives from
different core departments, including

management, legal, audit, human resources, and other
departments. Overall, the policy authority members

will also be members of the group that defined the security
policy, which ensures that the certificate policy is in

agreement with the security policy.

Certificate Practice Statement

The certificate practice statement (CPS) translates certificate
policies into operational procedures on the CA

level. The certificate policy focuses on a certificate; the CPS
focuses on a CA. Both the EESSI and the American

Bar Association (ABA) define a CPS as a statement about the way
that a CA issues certificates. For more

information about the ABA, see the ABA Web site. For more
information about the EESSI, see the EESSI Web

site.

A CPS might include the following types of information:

Positive identification of the CA, including the CA name, server
name, and Domain Name System (DNS)

address

Certificate policies that are implemented by the CA and the
certificate types that are issued

Policies, procedures, and processes for issuing, renewing, and
recovering certificates

Cryptographic algorithms, cryptographic service providers
(CSPs), and the key length that is used for the

CA certificate

Physical, network, and procedural security for the CA

The certificate lifetime of each certificate that is issued by
the CA

Policies for revoking certificates, including conditions for
certificate revocation, such as employee

termination and misuse of security privileges

Policies for certificate revocation lists (CRLs), including
where to locate CRL distribution points and how

often CRLs are published

A policy for renewing the CA's certificate before it expires

The CPS should be defined by a team that consists of members of
the IT department, people who are operating

and administering the IT infrastructure, and the people (often
attorneys) that defined the certificate policy. The

CPS is a public document that should be published on the
Internet. Every certificate that has been issued by a

CA that follows a CPS has an URL pointer in the certificate that
directs people to the public document. When a

certificate has a CPS pointer as part of the certificate, the
Issuer Statement button becomes available. When

you click Issuer Statement, the URL that has been specified by
the CA administrator is redirected.

Important A CPS is always valid for all certificates that are
issued subordinate to the CA that contains

the qualifier. Make sure that all parameters that are listed in
Appendix B are part of the planning process.

Revocation Policy
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Before certificates are enrolled, the PKI management team should
know how to revoke certificates. Any X.509

V3 certificate (except the root CA certificate itself) should
have a pointer to a valid CRL. The CRL distribution

point is included in the certificate's extension and cannot be
modified after a certificate is enrolled.

The logical availability of the CRL distribution point that is
specified in the certificate allows a PKI-enabled

application to verify the certificate's validity against the
CRL. The CRL is essential to ensure the quality (status)

of certificates that are published by the CA. If the CRL is
available and the certificate's serial number is part of

the CRL, the certificate is marked as invalid from a clients
perspective.

A revoked certificate's serial number is added to the CRL as
long as the original certificate lifetime is valid.

After the original lifetime of the certificate expires, the
serial number of the certificate is added to the CRL for

the last time.

Note You cannot use revoked certificates for signing or
encryption operations anymore. However, you

can use revoked certificates for decryption operations, because
the revoked certificates are required for

decryption.

If an application is going to verify a certificate against the
CRL and no valid CRL is available, the revocation

check does not work and the certificate cannot be used for the
transaction. If the application has properly

implemented CRL checking, no authentication, encryption, or
signing is allowed with this certificate until a valid

CRL is available again.

For immediate revocation of logon certificates, consider
disabling the account in Active Directory instead of

revoking the logon certificate. It is more time efficient to
delete or disable user accounts if you want to

immediately revoke a user's ability to gain access to the logon
certificates.

For more informa
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