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 Security of Cloud Computing Users StudyMarch 2013
 Part 1. Introduction
 In 2010, Ponemon Institute conducted the first Security of Cloud Computing Users Study sponsored by
 CA Technologies. This follow-up study
 1
 is intended to determine what changes have occurred as tohow organizations are facing the challenges of creating a secure cloud-computing environment.
 In this study, we surveyed 748 IT and IT security practitioners located in the United States. Sixty-four percent of respondents are at the supervisor level or higher in their organizations with total years of ITor IT security experience averaging 10 years. The majority of respondents self-report they areresponsible for setting priorities, selecting vendors and contractors and managing budgets. Seventypercent say they work in organizations with a headcount of more than 5,000 people.
 Comparing survey findings to the previous study, we offer the following key findings:
 Glass half full or half empty
  According to the findings, organizations have improved their security practices around cloud use whencompared to 2010 responses – the trending is positive. However, only about half of respondents hadpositive perceptions about how their organizations are adopting cloud security best practices andcreating confidence in cloud services used within their organization.
 • The study showed that while the use of SaaS and IaaS services has increased and securitypractices have improved since 2010, only half of organizations (51 percent for SaaS and 49 percentfor IaaS) are evaluating these services in terms of security prior to deployment. And only about half are confident in the security of those services (53 percent confident in SaaS and 50 percentconfident in IaaS).
 • Fifty percent of respondents say they are confident they know all cloud computing services in use intheir organization. While just at half, this is an improvement over the 2010 response of 45 percent.
 • Only 50 percent of the respondents say they are engaging their security team (always or most of the time) in determining the use of cloud services. This is a slight decrease from 2010 (which was51 percent).
 Responsibility shifts to the end-user 
 There remains a lack of agreement about who has responsibility for cloud security. It makes sense thatmany organizations expect their cloud services providers to ensure the security of SaaS and IaaSapplications (36 percent and 22 percent, respectively). At the same time, only eight percent of respondents say IT and IT security are engaged to analyze the security of applications and services for SaaS and only 10 percent of respondents say it is the case for IaaS.
 Seventy-nine percent of respondents selected end-users as the number one group responsible for the
 security of cloud service providers. Respondents also report that responsibility for SaaS and IaaSsecurity is also assigned to the companies’ end-users (31 percent and 21 percent of respondents,respectively). While end-users need to assume responsibility for their own devices and applications,should this accountability extend to the cloud? A concern is that “relinquishment” of responsibility toend-users for cloud security might result in practices that are inconsistent with the overall securityposture of the organization.
 1
 The survey and analysis were completed at the end of 2012.
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 The findings reveal uncertainty about which function or functions should be responsible for the securityof cloud services. This presents an opportunity for organizations to examine their governance practices,ensure clarity of accountability and minimize gaps in security practices. Such an examination is timelygiven the adoption of cloud services is still evolving. Many organizations also face the challenge of protecting sensitive data in the cloud that now can be accessed through social and mobile channels.
 Hybrid IAM: Aligning cloud security with business objectives
 Respondents recognize that the proper authentication of users before granting access to data andsystems is an essential requirement in both the on-premise and cloud environments. However, only 29percent of respondents have confidence in their organizations’ ability to identify and authenticate usersbefore granting access to cloud resources or infrastructure. This is a decrease from 34 percent of respondents in 2010.
 In contrast, there is much more confidence (60 percent of respondents) in the ability to identify andauthenticate users in an on-premise environment. Based on these findings, it is understandable that themajority of respondents (64 percent) are positive about a hybrid identity & access management (IAM)solution that can support both the cloud and on-premise applications. Such a solution would alsobenefit organizations involved in moving mission critical SaaS applications to the cloud because it couldincrease confidence in both on-premise and cloud.
 In the following sections, we present the findings of this study in detail. The complete audited findingsare presented in the appendix of this report.
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 Part 2. Key Findings
 We have organized the key findings according to the following five topics:
 § State of Cloud Security§ Cloud Software and Infrastructure Services§ Responsibility for Cloud Security§ The Cloud Confidence Gap§ Hybrid Identity and Access Management (IAM) in Cloud Security
 State of Cloud Security
 While the security of the cloud has improved since 2010, 46 percent of IT professionals in this study saytheir organizations have stopped or slowed the adoption of cloud services because of security concerns,indicating there is still work to be done to continue advancing cloud adoption. In this section, we discussthe changes in cloud computing security practices.
 More cloud computing applications are checked for security risks before use. As shown in Figure 1, 41percent in 2010 said they would not use such applications if they posed a risk. In this study, only abouthalf (51 percent) are making sure cloud-computing applications are vetted before being used. Other 
 practices have increased but are still used by 50 percent or less of organizations represented in thisstudy:
 § Assessing the affect of cloud computing on the ability to protect confidential information§ Being proactive in assessing information that is too sensitive to be stored in the cloud and§ Auditing or assessing cloud-computing resources before deployment
 Figure 1. Attributions about the state of cloud securityStrongly agree and agree response combined
 35%
 43%
 43%
 48%
 50%
 51%
 29%
 36%
 38%
 51%
 44%
 41%
 0% 10% 20% 30% 40% 50% 60%
 Cloud computing presents a more secureenvironment than on-premises computing
  Audits or assessments of cloud computingresources are conducted before deployment
 Proactive assessments of information that is toosensitive be stored in the cloud
 IT leaders are concerned about the security of cloud computing resources
  Assessment of the affect of cloud computing onthe ability to protect confidential information
 Cloud computing applications that are not vettedfor risks are not used
 2010 2012
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  Moreover, less than half of respondents (48 percent) say IT leaders are concerned about the security of cloud computing resources. Could this be due to the fact that the selection of cloud providers is outsidethe IT security’s sphere responsibility? According to findings, the majority of end-users and businessunit managers decides which cloud applications and services to purchase and also determine their security. Does the lack of engagement by IT security experts result in a sense of well-being that is atodds with a lack of best practices and processes?
  As shown, the perception of IT leaders is that their organizations have increased their efforts to improvetheir cloud security posture. However, as will be discussed later in this report, 50 percent of organizations are not utilizing their security teams to determine the use of certain cloud applications or platforms always and most of the time. This has remained unchanged since 2010.
 Confidence in knowing what risks to cloud computing resources exist is important. According toFigure 2, confidence in the IT organization’s ability to know all threats to cloud computing applications,platforms and infrastructure services in use today has improved. In this year’s study, 50 percent saythey are very confident or confident they have this knowledge and this is an increase from 45 percent in2010.
 Figure 2. Visibility of risks to cloud computing applications, platforms and infrastructure
 Very confident and confident response combined
 45%
 50%
 0%
 10%
 20%
 30%
 40%
 50%
 60%
 2010 2012
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 Cloud Software and Infrastructure Services
 Since 2010, the use of Software as a Service (SaaS) and Infrastructure as a Service (IaaS) from cloudcomputing providers has increased. The following findings address their importance to theorganization’s IT and data processing goals and confidence in their security.
 Use of SaaS grows. Seventy-nine percent of respondents say their organizations use SaaS, anincrease from 67 percent in 2010. Figure 3 presents the percent of organizations’ business-criticalapplications that use SaaS versus conventional software applications. The average is 38 percent of organizations using SaaS and this is an increase from an average of 27 percent in 2010.
 Figure 3. Use of SaaS increases
 SaaS applications are also expected to grow significantly in importance in meeting IT and dataprocessing goals. Fifty-five percent say SaaS is very important and important to meeting those needstoday and 72 percent believe SaaS will be important to meeting those demands two years from now.
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 SaaS security evaluations increase. As discussed, organizations are increasing their use of SaaS.However, as noted, is enough being done to make certain they do not pose a threat to sensitive andconfidential data? According to Figure 4, just more than half (51 percent) of respondents say SaaSapplications are evaluated for security prior to deployment, an increase from 45 percent in 2010. Theincrease in evaluations seems to have a slight impact on confidence in the applications. Fifty-threepercent are very confident or confident that these applications are secure. This is a slight increase from49 percent in 2010.
 Figure 4. Security evaluations of SaaS applications prior to deployment
 The use of IaaS will increase significantly as well. Forty-five percent say their organizations useIaaS, an increase from 35 percent. Similar to SaaS, the use of IaaS for business-critical resources hasincreased since 2010. According to the findings shown in Figure 5, on average organizations usingIaaS as opposed to on-premises infrastructure services increased from 17 to 21 percent.
 Figure 5. Use of laaS resources
 IaaS applications are also expected to grow significantly in importance in meeting IT and dataprocessing goals. Thirty-three percent say IaaS is very important and important to meeting those needstoday and 51 percent believe IaaS will be important to meeting those demands two years from now.
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  According to Figure 6, 49 percent say their organizations evaluate IaaS resources for security prior todeployment, a slight increase from 46 percent in 2010. There is also a very slight increase inrespondents who say they are very confident or confident about IaaS security, an increase from 48percent in 2010.
 Figure 6. Security evaluations of IaaS resources prior to deployment
 Responsibility for Cloud Security
 Organizations are divided as to which function should be most responsible for ensuring the security of SaaS and IaaS. In the case of SaaS and IaaS, there was a significant shift in the responsibility to theend user. Consistent with 2010, findings indicate that end-users and business unit management shouldbe responsible for ensuring the cloud-computing provider is safeguarding the cloud. However, thediminished role of IT security in the vetting and evaluation process could be putting organizations at risk.
 Who is most responsible for SaaS and IaaS security? Fewer respondents see the IT function asbeing responsible for SaaS applications. According to Figure 7, the cloud-computing provider is mostresponsible for ensuring the security of SaaS applications, according to 36 percent of respondents (aslight decline from 40 percent in 2010) and this is followed by 31 percent who say it is the end-user, asignificant increase from 23 percent in 2010.
 Figure 7. Responsibility for ensuring the security of SaaS applications
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 Who should ensure the security of IaaS? There is no clear answer according to respondents. It seemsthat the IT function (23 percent), the cloud computing provider (22 percent) and the end-user (21percent) are in a three-way tie for responsibility. In the case of IaaS, we also see a trend toward theend-user being accountable. These findings are somewhat puzzling and indicate uncertaintyabout the management of IaaS resources and security. 
 This lack of clarity as to who is responsible for managing the security of IaaS is also a sign that cloudsecurity is not being managed appropriately. It is important that organizations improve governance of the cloud by establishing clear responsibilities and policies that define the function that owns theprocess of vetting the cloud for security. Such governance should involve the IT function, IT securityand end-users.
 Figure 8. Responsibility for ensuring the security of IaaS resources
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 Cloud-computing resources are used primarily to reduce cost, increase efficiency and deploy faster. Asanother indication IT security is not as involved as it should be in the security of cloud computing, 79percent of respondents say end-users are most responsible. This increased from 75 percent in 2010.Seventy-seven percent say the business units are most responsible and this increased from 69 percent.
 Figure 9. Responsibility for the security of cloud-computing providers
 The Cloud Security “Confidence Gap”
 In both the 2010 and 2012 survey, we asked respondents to rate 25 attributes that define theeffectiveness of their organization’s security posture (the complete list of attributes is shown in Part 4 of the audited findings). Responses were captured according to a confidence scale from very confident tono confidence. The combined very confident and confident responses were used to analyze sampledifferences.
 Based on respondents’ confidence level of these 25 attributes, we analyzed whether or not there ismore confidence in their on-premise applications and infrastructure than they are about their cloudprovider. According to the findings, there is a 12 percent cloud security “confidence gap” in favor of on-premise computing for all 25 attributes. This suggests that respondents generally view on-premiseapplications and infrastructure as more secure than comparable IT activities conducted in the cloud. In2010, the confidence gap was 13 percent.
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 The level of confidence in the security specific on-premise applications and infrastructure has changedsince 2010. According to Figure 10, respondents are more confident about the following attributes:
 § Secure endpoints to the network§ Perform patches to software promptly§ Secure vendor relationships before sharing information assets§ Control all live data used in development and testing§ Conduct independent audits
 Confidence in the ability to limit physical assets to IT infrastructure has remained constant. Other attributes about on-premise applications and infrastructure have actually declined. These are:
 § Ensure security governance processes are effective§ Achieve compliance with leading self-regulatory frameworks§ Access to highly qualified IT security personnel§ Ensure security program is adequately managed
 Figure 10. Confidence in on-premise applications & infrastructureVery confident and confident response combined
 71%
 64%
 59%
 81%
 60%
 70%
 46%
 60%
 70%
 79%
 70%
 63%
 85%
 55%
 65%
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 54%
 64%
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 Certain attributes about the cloud environment have improved in the past two years. Figure 11shows that respondents view certain attributes as having improved in the cloud environment over twoyears. These are:
 § Prevent or curtail data loss or theft§ Encrypt sensitive or confidential information assets whenever feasible§ Enforce security policies, secure endpoints to the network§ Monitor traffic intelligence§ Control all live data used in development and testing
 Figure 11. Improved attributes in the cloud environmentVery confident and confident response combined
 54%
 59%
 65%
 59%
 48%
 60%
 48%
 52%
 58%
 52%
 40%
 51%
 0% 10% 20% 30% 40% 50% 60% 70%
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 Figure 12 shows the attributes viewed as having declined in the cloud environment over two years.These include:
 § Ensure security governance processes are effective§ Achieve compliance with leading self-regulatory frameworks§ Access to highly qualified IT security personnel§ Identify and authenticate users before granting access to information or infrastructure§ Know where information assets are physically located
 Respondents recognize that the proper authentication of users before granting access to data andsystems is an essential requirement in both the on-premise and cloud environments. However, only 29percent of respondents have confidence in their organizations’ ability to identify and authenticate usersbefore granting access to cloud resources or infrastructure.
 Figure 12. Declining attributes in the cloud environmentVery confident and confident response combined
 36%
 29%
 76%
 58%
 58%
 40%
 34%
 81%
 66%
 66%
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  The cloud security “confidence gap” is influenced by organizational size. As discussed above, weanalyzed the difference in the level of confidence respondents have regarding the security of on-premise applications and infrastructure versus their cloud services. We noted that there is a 12 percentsecurity “confidence gap” in favor of on-premise computing.
  As shown in Figure 13, the cloud security confidence gap ranges from 5 percent for organizations witha headcount between 500 and 1,000 and 18 percent for those with a headcount of more than 75,000. Apossible reason for the difference is that smaller organizations are less likely to see their on-premisescomputing as more secure than cloud computing providers. Larger organizations have more resourcesand are likely to have increased confidence in their on-premise computing than the security posture of cloud providers.
 Figure 13. Cloud Confidence GapVery confident and confident response combined
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 Hybrid Identity & Access Management in the Cloud
 Respondents were asked to provide their insights about identity and access management (IAM) in thecloud and on-premise environments. Specifically, individuals responded to questions about a hybridIAM solution that can support cloud and on-premise environments from a single interface.
  As shown in Figure 14, 64 percent of respondents prefer a hybrid identity & access management (IAM)solution that can support cloud and on-premise environment. Only 12 percent of respondents prefer separate IAM solutions for cloud and on-premise environments. Twenty-four percent expressed nopreference.
 Figure 14. Preferred IAM solution
 The next three figures illustrate differences in the preference of respondents to hybrid authentication asindicated in Figure 14 by position level, industry and organizational size.
 Figure 15 shows respondents at the staff and technician level are the most receptive to the hybridoption. In contrast, executive level respondents are the least receptive to the hybrid option. Please note,however, that all respondents express a relatively high preference for the hybrid option.
 Figure 15. Preference for hybrid IAM by position level
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 Figure 16 shows respondents in financial services companies are most receptive to hybrid IAM.2 
 Respondents in government are least receptive to the IAM option. Here again, all industries show afavorable response to hybrid IAM.
 Figure 16. Preference for hybrid IAM by industry
 Size as measured by global headcount appears to make a difference in respondents’ perceptions abouthybrid IAM. Figure 17 shows that the preference for a hybrid IAM solution increases with company size.
 Figure 17. Preference for hybrid IAM by organizational size (headcount)
 2Please note that only four industry sectors had a sufficient sample size to conduct a cross-tab analysis. The
 category “all other industries” is a combination of 16 separate sectors.
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 The preferred features of cloud IAM. We provided respondents with a list of features of cloud IAM.Figure 18 shows the combined essential and very important responses for each feature. The mostimportant features of cloud IAM, according to respondents:
 § Trust and confidence in the cloud provider’s security posture§ Consistently high availability (minimal downtime)§ The ability to control strong authentication prior to accessing data§ The existence of short deployment cycles§ The ability to add new IAM services very quickly and the ability to expand or contract usage based
 on your organization’s current needs (and you pay only for what you use)  
 Figure 18. Preferred features of cloud IAMEssential and very important responses combined
 53%
 56%
 65%
 67%
 69%
 70%
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  Part 3. Conclusion
  Are organizations more confident about their use of cloud services today than they were in 2010? Whilethe findings of the study suggest an upward trend in confidence, there is room for improvement. Abouthalf of respondents still do not have a positive perception about their organizations’ cloud securitypractices and less than half believe their IT leaders are concerned about the security of cloudcomputing resources.
 One of the primary challenges is for organizations to encourage greater cooperation and collaborationbetween IT security and end-users. The purpose should be to align the mission of improving security of cloud computing with the organizations’ business goals. Through such a partnership, the adoption of consistent, well-defined security practices can be shown to support business innovation, costeffectiveness and competitiveness.
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 Part 4. Methods A random sampling frame of 15,019 IT or IT security practitioners located in all regions of the UnitedStates were selected as participants to this survey. As shown in Table 1, 803 respondents completedthe survey. Screening removed 52 surveys and an additional 55 surveys that failed reliability checkswere removed. The final sample was 696 surveys (or a 4.3 percent response rate).
 Table 1. Sample response FY 2012 FY 2010
 Total sampling frame 15,019 11,015
 Total returns 803 713
 Rejected surveys 55 71
 Screened surveys 52 91
 Final sample 696 551 As shown in Table 2, 56 percent of respondents reported information technologies (IT) as their primaryarea of education or career background.
 Table 2. Educational and career background FY 2012 FY 2010IT 58% 56%
 Security 12% 14%
 Other technical field 12% 13%
 Compliance 9% 11%
 Other non-technical field 9% 6%
 Total 100% 100%
  As noted in Table 3, the respondents’ average (mean) experience in IT, data security or related fields is10 years.
 Table 3. Other characteristics of respondents FY 2012 FY 2010
 Total years of business experience 11.19 12.53
 Total years in IT or data security 10.07 11.9
 Total years in your current position 4.9 4.5
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 Pie Chart 1 reports the industry segments of respondents’ organizations. This chart identifies banking(12 percent) as the largest segment, followed by government (11 percent) and health care (9 percent).
 Pie Chart 1. Industry distribution of respondents’ organizations
  Pie Chart 2 reports the respondent’s organizational level within participating organizations. By design,64 percent of respondents are at or above the supervisory levels.
 Pie Chart 2. What organizational level best describes your current position?
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  According to Pie Chart 3, 52 percent of respondents report directly to the Chief Information Officer and19 percent report to the Chief Information Security Officer.
 Pie Chart 3. The primary person you or the IT security practitioner reports to within theorganization
  As shown in Pie Chart 4, 70 percent of respondents are from organizations with a global headcount of more than 5,000 people.
 Pie Chart 4. Worldwide headcount
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 Part 5. Caveats
 There are inherent limitations to survey research that need to be carefully considered before drawinginferences from findings. The following items are specific limitations that are germane to most web-based surveys.
 Non-response bias: The current findings are based on a sample of survey returns. We sent surveys to arepresentative sample of individuals, resulting in a large number of usable returned responses. Despitenon-response tests, it is always possible that individuals who did not participate are substantially
 different in terms of underlying beliefs from those who completed the instrument.
 Sampling-frame bias: The accuracy is based on contact information and the degree to which the list isrepresentative of individuals who are IT or IT security practitioners. We also acknowledge that theresults may be biased by external events such as media coverage. We also acknowledge bias causedby compensating subjects to complete this research within a holdout period.
 Self-reported results: The quality of survey research is based on the integrity of confidential responsesreceived from subjects. While certain checks and balances can be incorporated into the survey process,
 there is always the possibility that a subject did not provide a truthful response.
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 Appendix: Detailed Survey Results
 The following tables provide the frequency or percentage frequency of responses to all surveyquestions contained in this study. All survey responses were captured in November 2012.
 Sample Response FY 2012 FY 2010
 Sampling frame 15,019 11,015Total returns 803 713
 Total rejections 55 71
 Reduction for screening 52 91
 Final sample 696 551
 Q1. Does your organization use cloud computing resources? FY 2012 FY 2010
 Yes 696 551
 No (stop) 52 91
 Total 748 642
 Part 2. Attributions about cloud computing security: Please use the scaleprovided below each statement to express your opinions about the security of cloud computing resources used by your organization. Strongly agree and agreeresponse combined.  FY 2012 FY 2010
 Q2a. My organization assesses the affect cloud computing may have on theability to protect and secure confidential or sensitive information. 50% 44%
 Q2b. My organization does not use cloud computing applications that are notthoroughly vetted for security risks. 51% 41%
 Q2c. My organization is vigilant in conducting audits or assessments of cloudcomputing resources before deployment. 43% 36%
 Q2d. My organization is proactive in assessing information that is too sensitivebe stored in the cloud. 43% 38%
 Q2e. My organization’s security leaders are most responsible for securing our organization’s safe use of cloud computing resources. 27% 27%
 Q2f. In my organization, cloud computing presents a more secure environmentthan on-premises computing. 35% 29%
 Q2g. IT leaders of my organization are concerned about the security of cloudcomputing resources. 48% 51%
 Part 3. Cloud computing experience
 Q3. Software as a service (SaaS) is software deployment whereby a provider licenses an application to customers for use as a service on demand. SaaSsoftware vendors may host the application on their own web servers or uploadthe application to the consumer device, disabling it after use or after the on-demand contract expires.
 Q3a. Does your organization use SaaS resources from cloud computingproviders? FY 2012 FY 2010
 Yes 79% 67%
 No 11% 23%
 Unsure 10% 10%
 Total 100% 100%
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 Q3b. If yes, what percent of your organization’s business-critical applicationsutilizes SaaS versus conventional software applications? FY 2012 FY 2010
 Less than 10% 8% 17%
 Between 11 to 20% 10% 21%
 Between 21 to 30% 11% 18%
 Between 31 to 40% 23% 10%
 Between 40 to 50% 16% 8%
 Between 50 to 75% 14% 6%
 Between 76 to 90% 3% 1%
 More than 90% 2% 1%
 Don’t know 13% 18%
 Total 100% 100%
 Extrapolated percentages 38% 27%
 Q3c. In your opinion, who is most responsible for ensuring the security of SaaS applications used within your organization? FY 2012 FY 2010
 My company’s end-users are most responsible 31% 23%
 My company’s IT function is most responsible 8% 14%
 My company’s IT security function is most responsible 8% 9%
 The cloud computing provider is most responsible 36% 40%
 Responsibility is shared between my company and the cloud computing provider 14% 12%
 Don’t know 3% 2%
 Total 100% 100%
 Q3d. How important is the use of SaaS in meeting your organization’s IT and
 data processing objectives? Very important and Important responses combined FY 2012 FY 2010
 Today 55% 40%
 In the next two years 72% 67%
 FY 2012 FY 2010
 Q3e. How confident are you that SaaS applications used within your organization are secure? Very confident and Confident responses combined. 53% 49%
 Q3f. Are SaaS applications evaluated for security prior to deployment withinyour organization? FY 2012 FY 2010
 Yes 51% 45%
 No 35% 37%
 Don’t know 14% 18%
 Total 100% 100%
 Q4. Infrastructure as a Service (IaaS) is the delivery of a computer infrastructureas a service. Rather than purchasing servers, software, data center space or network equipment, clients instead buy those resources as a fully outsourcedservice. The service is typically billed on a utility computing basis and theamount of resources consumed (and therefore the cost) will typically reflect thelevel of activity.
 Q4a. Does your organization use IaaS resources from cloud computingproviders? FY 2012 FY 2010
 Yes 45% 35%
 No 44% 50%
 Unsure 11% 15%
 Total 100% 100%
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 Q4b. If yes, what percent of your organization’s business-critical resources
 utilizes IaaS versus on-premises infrastructure services? FY 2012 FY 2010
 Less than 10% 32% 40%
 Between 11 to 20% 17% 21%
 Between 21 to 30% 15% 10%
 Between 31 to 40% 10% 5%
 Between 40 to 50% 6% 0%
 Between 50 to 75% 2% 2%
 Between 76 to 90% 0% 0%
 More than 90% 1% 1%
 Don’t know 17% 21%
 Total 100% 100%
 Q4c. In your opinion, who is most responsible for ensuring the security of IaaS
 resources used within your organization? FY 2012 FY 2010
 My company’s end-users are most responsible 21% 16%
 My company’s IT function is most responsible 23% 25%
 My company’s IT security function is most responsible 10% 11%
 The cloud computing provider is most responsible 22% 23%Responsibility is shared between my company and the cloud computing provider 16% 15%
 Don’t know 8% 10%
 Total 100% 100%
 Q4d. How important is the use of IaaS in meeting your organization’s IT and
 data processing objectives? Very important and Important responses combined. FY 2012 FY 2010
 Today 33% 20%
 Over the next two years 51% 50%
 FY 2012 FY 2010
 Q4e. How confident are you that IaaS resources used within your organization
 are secure? Very confident and Confident responses combined. 50% 48%
 Q4f. Are IaaS resources evaluated for security prior to deployment within in youorganization? FY 2012 FY 2010
 Yes 49% 46%
 No 29% 31%
 Don’t know 22% 23%
 Total 100% 100%
 Q5. What are the primary reasons why cloud computing resources are used
 within your organization? Please select only three choices. FY 2012 FY 2010
 Reduce cost 70% 78%
 Increase efficiency 69% 50%
 Improve security 19% 12%
 Faster deployment time 51% 56%
 Increase flexibility and choice 43% 45%
 Improve customer service 11% 12%
 Comply with contractual agreements or policies 6% 9%
 Other 3% 2%
 Total 272% 264%
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 FY 2012 FY 2010
 Q6. How confident are you that your IT organization knows all cloud computingapplications, platforms or infrastructure services in use today? Very confidentand Confident responses combined. 50% 45%
 Q7. Which individuals or functions within your organization are responsible for 
 ensuring cloud computing providers are safe and secure? Please select nomore than three choices. FY 2012 FY 2010
 End-users 79% 75%
 Business unit management 77% 69%
 Corporate IT 23% 23%
 Compliance 11% 9%
 Legal 8% 10%
 Procurement 9% 5%
 Internal audit 0% 2%
 Information security 33% 29%
 Physical security 0% 2%
 No one person is responsible 21% 23%
 Other 0% 2%
 Total 261% 249%
 Q8. What types of confidential or sensitive information does your organizationconsider too risky to be stored in the cloud? FY 2012 FY 2010
 Consumer data 12% 21%
 Customer information 29% 34%
 Credit card information 38% 43%
 Employee records 33% 41%
 Health information 56% 55%
 Non-financial confidential business information 51% 50%
 Financial business information 60% 68%
 Intellectual property such as source code, design plans, architecturalrenderings 59% 68%
 Research data 35% 36%
 Other 0% 2%
 None of the above 21% 31%
  Average 36% 41%
 Q9. What types of business applications does your organization consider toorisky to be processed and housed in the cloud? FY 2012 FY 2010
 Sales and CRM applications 12% 21%
 ERP applications 23% 23%
 Human resource and payroll applications 28% 30%
 Financial and accounting applications 39% 41%
 Engineering applications 19% 20%
 Manufacturing applications 33% 32%
 Logistics applications 10% 11%
 Scheduling and time management applications 6% 9%
 Communication applications 12% 14%
 Other 0% 3%
  Average 18% 20%
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 FY 2012 FY 2010
 Q10. Are members of your security team involved in determining the use of certain cloud applications or platforms? Always and Most of the time responsescombined. 50% 51%
 Part 4. Twenty five security posture attributes
 Confidence in the effectiveness of your organization’s IT security environmentwith respect to on-premise applications and infrastructure. Very confidentand Confident responses combined. FY 2012 FY 2010
 Determine the root cause of cyber attacks 49% 49%
 Know where information assets are physically located 79% 82%
 Secure sensitive or confidential information at rest 57% 54%
 Secure sensitive or confidential information in motion 71% 74%
 Secure endpoints to the network 70% 64%
 Identify and authenticate users before granting access to information or infrastructure 60% 58%
 Secure vendor relationships before sharing information assets 46% 41%
 Prevent or curtail data loss or theft 65% 62%
 Prevent or curtail external attacks 45% 43%
 Limit physical assets to IT infrastructure 88% 87%
 Ensure security governance processes are effective 71% 79%Prevent or curtail system downtime and business interruption 61% 61%
 Prevent or curtail system-level connections from insecure endpoints 61% 63%
 Comply with all legal requirements 78% 75%
  Achieve compliance with leading self-regulatory frameworks 64% 70%
 Prevent or curtail viruses and malware infection 80% 83%
 Perform patches to software promptly 60% 54%
 Control all live data used in development and testing 60% 55%
 Enforce security policies 73% 76%
  Access to highly qualified IT security personnel 81% 85%
 Conduct training and awareness for all system users 64% 67%
 Conduct independent audits 70% 65%
 Ensure security program is adequately managed 59% 63%
 Monitor traffic intelligence 70% 67%Encrypt sensitive or confidential information assets whenever feasible 47% 50%
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 Confidence in the effectiveness of your organization’s IT security environmentwith respect to cloud applications and infrastructure. Very confident andConfident responses combined. FY 2012 FY 2010
 Determine the root cause of cyber attacks 48% 47%
 Know where information assets are physically located 36% 40%
 Secure sensitive or confidential information at rest 30% 32%
 Secure sensitive or confidential information in motion 69% 72%
 Secure endpoints to the network 65% 58%
 Identify and authenticate users before granting access to information or infrastructure 29% 34%
 Secure vendor relationships before sharing information assets 35% 36%
 Prevent or curtail data loss or theft 60% 51%
 Prevent or curtail external attacks 37% 39%
 Limit physical assets to IT infrastructure 49% 46%
 Ensure security governance processes are effective 58% 66%
 Prevent or curtail system downtime and business interruption 70% 65%
 Prevent or curtail system-level connections from insecure endpoints 43% 46%
 Comply with all legal requirements 64% 64%
  Achieve compliance with leading self-regulatory frameworks 58% 66%
 Prevent or curtail viruses and malware infection 82% 78%Perform patches to software promptly 53% 49%
 Control all live data used in development and testing 54% 48%
 Enforce security policies 59% 52%
  Access to highly qualified IT security personnel 76% 81%
 Conduct training and awareness for all system users 58% 61%
 Conduct independent audits 43% 45%
 Ensure security program is adequately managed 46% 41%
 Monitor traffic intelligence 59% 52%
 Encrypt sensitive or confidential information assets whenever feasible 48% 40%
 Part 5. Identity & access management (IAM) in the cloud
 Q12. Has your organization stopped or slowed down the adoption of cloud
 services because of security concerns? FY 2012Yes 46%
 No 45%
 Unsure 9%
 Total 100%
 Companies are looking for ways to maximize the value of on-premise and cloudsecurity solutions. Imagine an identity and access management (IAM) solutionthat utilizes only one interface that can be used by an organization with IToperations in both the on-premise and cloud environment. Consider, for example, a company that uses a cloud service such as Salesforce.com and anon-premise application such as SAP’s CRM module using only one IAM
 interface. We refer to this approach as “Hybrid IAM.”
 Q13. Which option do you prefer? Please select only one best answer. FY 2012Separate IAM interfaces for the cloud and on-premise environment 12%
 Hybrid IAM with one interface for the cloud and located on-premise 64%
 No preference 24%
 Total 100%
 When answering the following questions, consider the ability to use a Cloud IAMsystem that interoperates with both SaaS apps and on-premise apps from asingle user interface. Please rate each feature or capability using five-pointscale provided below the item. Essential and Very important responses FY 2012
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 combined.
 Q14a. The organization utilizes Hybrid IAM using only one interface in both theon-premise and cloud environments. 65%
 Q14b. Trust and confidence in the cloud provider’s security posture 81%
 Q14c. The ability to support multiple identity federation standards includingSAML, thus allowing our organization to get federation partnerships up andrunning very quickly and efficiently without having to manage or deploy on-premise software 67%
 Q14d. The ability to control strong authentication prior to accessing data andapplications in the cloud environment 78%
 Q14e. The ability to utilize social identities provided from trusted third partiessuch as Google, Facebook and others (with conformance to generally acceptedstandards such as OAuth and/or OpenID) 69%
 Q14f. A favorable track record for proven technology solutions in the identity
 marketplace 56%
 Q14g. The ability to expand or contract usage based on your organization’scurrent needs (and you pay only for what you use) 71%
 Q14h. The existence of short deployment cycles and the ability to add new IAMservices very quickly 75%
 Q14i. The existence of an accelerated on-boarding process for new customers,thus increasing the speed of IAM implementation and adoption 70%
 Q14j. Predictable total cost of ownership (TCO) 53%
 Q14k. Consistently high availability (minimal downtime) 79%
 Part 6. Organization characteristics and respondent demographics
 D1. What organizational level best describes your current position? FY 2012 FY 2010
 Senior Executive 2% 0%
 Vice President 0% 1%
 Director 17% 18%
 Manager 24% 25%
 Supervisor 21% 19%
 Staff or technician 35% 32%Contractor 1% 3%
 Other 0% 2%
 Total 100% 100%
 D2. Check the Primary Person you or your supervisor reports to within your organization. FY 2012 FY 2010
 CEO/Executive Committee 0% 0%
 Chief Financial Officer 3% 2%
 Chief Information Officer 52% 53%
 Chief Information Security Officer 19% 16%
 Compliance Officer 4% 3%
 Chief Privacy Officer 0% 1%
 Director of Internal Audit 0% 2%General Counsel 6% 4%
 Chief Technology Officer 8% 9%
 Human Resources Leader 0% 0%
 Chief Security Officer 0% 2%
 Chief Risk Officer 8% 6%
 Other 0% 2%
 Total 100% 100%
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 Experience FY 2012 FY 2010
 D3a. Total years of business experience 11.19 12.53
 D3b. Total years in IT or data security 10.07 11.9
 D3c. Total years in current position 4.9 4.5
 D4. Educational and career background: FY 2012 FY 2010Compliance (auditing, accountant, legal) 9% 11%
 IT (systems, software, computer science) 58% 56%
 Security (law enforcement, military, intelligence) 12% 14%
 Other non-technical field 9% 6%
 Other technical field 12% 13%
 Total 100% 100%
 D6. What industry best describes your organization’s industry concentration or focus? FY 2012 FY 2010
  Airlines 1% 3%
  Automotive 4% 5%
  Agriculture 2% 0%
 Brokerage 3% 3%
 Cable 2% 2%
 Chemicals 1% 3%
 Credit Cards 4% 3%
 Defense 5% 3%
 Education 4% 4%
 Entertainment 2% 1%
 Services 2% 1%
 Health Care 9% 5%
 Hospitality & Leisure 2% 2%
 Manufacturing 2% 4%
 Insurance 3% 5%
 Internet & ISPs 0% 1%
 Government 11% 10%
 Pharmaceutical 3% 4%Professional Services 2% 1%
 Research 1% 1%
 Retail 9% 8%
 Banking 12% 13%
 Energy 2% 1%
 Telecommunications 3% 4%
 Technology & Software 5% 2%
 Transportation 2% 4%
 Wireless 3% 5%
 Total 100% 100%
 D7. What best describes your role in managing data protection and security risk
 in your organization? Check all that apply. FY 2012 FY 2010Setting priorities 61% 59%
 Managing budgets 55% 56%
 Selecting vendors and contractors 58% 51%
 Determining privacy and data protection strategy 50% 48%
 Evaluating program performance 49% 46%
  Average 55% 52%
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 D8. What is the worldwide headcount of your organization? FY 2012 FY 2010
 Less than 500 people 6% 5%
 500 to 1,000 people 10% 9%
 1,001 to 5,000 people 14% 13%
 5,001 to 10,000 people 26% 25%10,001 to 25,000 people 19% 21%
 25,001 to 75,000 people 14% 15%
 More than 75,000 people 11% 12%
 Total 100% 100%
 Ponemon Institute Advancing Responsible Information Management 
 Ponemon Institute is dedicated to independent research and education that advances responsible information andprivacy management practices within business and government. Our mission is to conduct high quality, empiricalstudies on critical issues affecting the management and security of sensitive information about people and
 organizations.
  As a member of the Council of American Survey Research Organizations (CASRO), we uphold strict dataconfidentiality, privacy and ethical research standards. We do not collect any personally identifiable informationfrom individuals (or company identifiable information in our business research). Furthermore, we have strict qualitystandards to ensure that subjects are not asked extraneous, irrelevant or improper questions.
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