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  CHAPTER 1
 Overview
 This project provides scalable and reliable IT automation using SaltStack for installing and operating wide variety ofservices and resources Project provides standards to define service models and processes with ability to reuse thesecomponents in varying contexts
 1
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 2 Chapter 1 Overview
  CHAPTER 2
 Contents
 21 Project Introduction
 Here you will find documentation relevant to architecture and goals of the project Existing formula ecosystem andundelying metadata standards
 211 Overview
 Chapter 1 Overview
 Home SaltStack-Formulas Project Introduction
 Project Objectives
 bull Collateral Goodies
 Project provides standards to define service models and processes with ability to reuse these components in varyingcontexts Metadata model shared accross all services let us explore underlying relationships that ease the managementof infrastructures acoross whole life-span
 The project has little different objectives compare to official salt-formulas The general orientation of project may besimilar to the official salt formulas but the major differences lie at meta-data model and clear decomposition whichbeing consistent accross all formulas in SaltStack- Formulas project
 Collateral Goodies
 Adhering to the standards allows further services to be declared and configured in dynamic way consuming metadataof surrounding services This include following domains
 3
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 bull Dynamic monitoring Event collecting telemetry with dashboards alarms with notifications
 bull Dynamic backup Data backuping and restoring
 bull Dynamic security Firewall rules router configurations
 bull Dynamic documentation topology visualizations
 bull Dynamic audit profiles and beacons
 All these can be generated out of your existing infrastructure without need for any further parametrisation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Project History
 bull Beginnings
 bull tcp cloud Era
 bull openstack-salt Project
 bull saltstack-formulas Project
 Beginnings
 The initial formula structure was created in 2013 The formulas were not even called formulas back then but states Itwas time of great confusion and the quality of newly created salt-formulas was low
 tcp cloud Era
 The majority of formulas were rewritten to current standard structure and were used in production for cloud deploy-ments All the formulas were open-sourced and support metadata were instroduces in 2015
 openstack-salt Project
 OpenStack-Salt project was OpenStack Big Tent initiative project in 201516 and provided resources for installingand operating OpenStack deployments It used subset of the formulas and project was abandoned when tcp cloud wasbought by Mirantis
 4 Chapter 2 Contents
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 saltstack-formulas Project
 The scope of current project is much wider than management of OpenStack installations and provides generic formulaecosystem capable of managing multiple heterogenous infrastructures
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Introduction to SaltStack
 bull Pillar Metadata
 SaltStack-Formulas uses Salt configuration platform to install and manage infrastructures Salt is an automation plat-form that greatly simplifies system and application deployment Salt uses service formulas to define resources writtenin the YAML language that orchestrate the individual parts of system into the working entity
 Pillar Metadata
 Pillar is an interface for Salt designed to offer global values that are distributed to all minions The ext_pillar optionallows for any number of external pillar interfaces to be called to populate the pillar data
 Pillars are tree-like structures of data defined on the Salt Master and passed through to the minions They allowconfidential targeted data to be securely sent only to the relevant minion Pillar is therefore one of the most importantsystems when using Salt
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 21 Project Introduction 5
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 212 Quick Start
 Chapter 2 Quick start
 Home SaltStack-Formulas Project Introduction
 Deployment Preparation Guidelines
 bull Salt Master Formulas
 bull Salt Master Metadata
 Letrsquos consider simple deployment of single configuration node with one application and one database node
 bull Config node [salt master]
 bull Application node [python app]
 bull Database node [postgres db]
 To start the simple deployment you need first setup the Salt master Installation of salt minions on controlled nodes isthen very simple
 Salt Master Formulas
 States are delivered by formulas and are stored in srvsaltenvltenvgt directory Environment can be eitherproduction [prd] or development [dev] This directory is correlates with salt_files root for given environment You canserve multiple environments from single salt master at once but this setup is not recommentded
 Usually production environment formulas are delivered by packages and development environment formulas are de-livered by git sourced formulas
 srvsaltenvltenvgt|-- service1| |-- ititsls| |-- role1| | |-- servicesls| | `-- resourcesls| `-- role2sls`-- service2
 |-- ititsls`-- rolesls
 For example basic linux python-app and openssh services for development environment in a little shortened version
 srvsaltenvdev|-- linux| |-- ititsls| |-- system| | |-- reposls| | `-- usersls| `-- network| |-- interfacesls| `-- hostsls
 (continues on next page)
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 (continued from previous page)
 |-- python-app| |-- ititsls| |-- serversls`-- openssh
 |-- ititsls|-- serversls`-- clientsls
 More about structure and layout of the formulas can be found in Development documentation
 Salt Master Metadata
 Metadata then define what state formulas in given specific context are projected to managed nodes
 Following trees shows simple metadata structure for simple python application deployment Important parameters arecluster_name labeling individual deployments and clusterdomain giving the deployment nodes domain part of theFQDN
 srvsaltreclass|-- classes| |-- cluster| | `-- deployment| | |-- infra| | | `-- configyml| | |-- python_app| | | |-- databaseyml| | | `-- webyml| | `-- inityml| |-- system| | |-- python_app| | | `-- server| | | |-- [dev|prd]yml| | | `-- [single|cluster]yml| | |-- postgresql| | | `-- server| | | |-- clusteryml| | | `-- singleyml| | |-- linux| | | `-- system| | | `-- inityml| | `-- deployment2yml| `-- service| |-- linux [formula metadata]| |-- python-app [formula metadata]| `-- openssh [formula metadata]`-- nodes
 `-- cfgclusterdomainyml
 You start with defining single node cfgclusterdomain in nodes directory and that is core node pointing to your clus-terdeployinfraconfig class
 Content of the nodescfgclusterdomainyml file
 classes- clusterdeployinfraconfigparameters
 (continues on next page)
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 (continued from previous page)
 _paramreclass_data_revision master
 linuxsystem
 name cfg01domain clusterdomain
 Contains pointer to class clusterdeployinfraconfig and some basic parameters
 Content of the classesclusterdeployinfraconfigyml file
 classes- systemopensshclient- systemsaltmastergit- systemsaltmasterformulagit- systemreclassstoragesalt- clustercluster_nameparameters
 _paramsalt_master_base_environment devreclass_data_repository gitgitdomaincomreclass-modelssalt-modelgitsalt_master_environment_repository httpsgithubcomsalt-formulasreclass_data_revision masterreclass_config_master $_paraminfra_config_deploy_addresssingle_address $_paraminfra_config_address
 reclassstorage
 nodepython_app01name app01domain $_paramcluster_domainclasses- cluster$_paramcluster_namepython_appapplicationparams
 salt_master_host $_paramreclass_config_mastersingle_address $_parampython_application_node01_single_addressdatabase_address $_parampython_database_node01_single_address
 python_dbs01name dbs01domain $_paramcluster_domainclasses- cluster$_paramcluster_namepython_appdatabaseparamssalt_master_host $_paramreclass_config_mastersingle_address $_parampython_database_node01_single_address
 More about structure and layout of the metadata can be found in Metadata chapter
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 8 Chapter 2 Contents
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 Bootstrap Salt-Formulas infrastructure
 bull TLDR
 bull Quick bootstrap
 ndash Bootstrap salt-master
 ndash Bootstrap salt-minion
 bull Advanced usage
 ndash Additional bootstrap ENV variables
 ndash Bootstrap Salt Master in a container for model validation purposes
 ndash To verify the model (reclass model)
 This documentrsquos describes scripted way to configure Salt Master node
 To setup the environment according to Quickstart Configure specification
 TLDR
 We uses and script that provide functions to install and configure required primitives and dependencies
 Script with function library is to
 bull install and configure salt master and minions
 bull install and configure reclass
 bull bootstrap salt master with salt-formulas common prerequisites in mind
 bull validate reclass the model pillar for all nodes
 Note This script is expected to convert to salt formula in a longterm perspective
 Expected usage in shortcut is
 git clone httpsgithubcomsalt-formulassalt-formulas-scripts srvsaltscriptssource srvsaltscriptsbootstrapsh
 Use one of the functions or follow the ldquosetup()rdquo which is executed by default
 source_local_envs()
 install_reclass()
 clone_reclass()
 configure_pkg_repo()
 configure_salt_master()
 configure_salt_minion()
 install_salt_formula_git()
 install_salt_formula_pkg()
 install_salt_master_pip()
 install_salt_master_pkg()
 (continues on next page)
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 (continued from previous page)
 install_salt_minion_pip()
 install_salt_minion_pkg()
 verify_salt_master()
 verify_salt_minion()
 verify_salt_minions()
 Quick bootstrap
 Bootstrap salt-master
 (expects salt-formulas reclass model repo)
 git clone httpsgithubcomsalt-formulassalt-formulas-scripts srvsaltscripts
 git clone ltmodel-repositorygt srvsaltreclasscd srvsaltreclassgit submodule update --init --recursive
 cd srvsaltscripts
 CLUSTER_NAME=regionOne HOSTNAME=cfg01 DOMAIN=infracilocal bootstrapsh OR justHOSTNAME=cfg01 DOMAIN=infracilocal bootstrapsh
 Note Creates $PWDsalt-master-setupshpassed if succesfully passed the ldquosetup scriptrdquo with the aim to avoidsubsequent setup
 Bootstrap salt-minion
 This is mostly just to makeweight as configure minion as a super simple task that can be achieved by other means aswell
 export HTTPS_PROXY=httpproxyyourcorp8080 export HTTP_PROXY=$HTTPS_PROXY
 export MASTER_HOSTNAME=cfg01infracilocal || export MASTER_IP=100010export MINION_ID=$(hostname -f) || export HOSTNAME=prx01 DOMAIN=infracirarr˓localsource lt(curl -qL httpsrawgithubusercontentcomsalt-formulassalt-formulas-rarr˓scriptsmasterbootstrapsh)install_salt_minion_pkg
 Advanced usage
 The script is fully driven by environment variables Thatrsquos Pros and known Cons of course
 10 Chapter 2 Contents
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 Additional bootstrap ENV variables
 (for full list of options see the bootstrapsh source)
 reclassexport RECLASS_ADDRESS=ltrepo urlgt if not already cloned in srvsaltreclass gt
 formulaexport FORMULAS_BRANCH=masterexport FORMULAS_SOURCE=git
 system host salt master minion idexport HOSTNAME=cfg01export DOMAIN=infracilocal Following variables are calculated from the above if not providedexport MINION_IDexport MASTER_HOSTNAMEexport MASTER_IP
 saltexport BOOTSTRAP_SALTSTACK_OPTS= -dX stable 20163export EXTRA_FORMULAS=prometeusSALT_SOURCE=$SALT_SOURCE-pkgSALT_VERSION=$SALT_VERSION-latest
 bootstrap controlexport SALT_MASTER_BOOTSTRAP_MINIMIZED=Falseexport CLUSTER_NAME=lt= cluster gt
 workarounds (forked reclass)export RECLASS_IGNORE_CLASS_NOTFOUND=Falseexport EXTRA_FORMULAS=prometheus telegraph
 Bootstrap Salt Master in a container for model validation purposes
 We use this to check the model during CI The example countrsquos with using forked version of Reclasslthttpsgithubcomsalt-formulasreclassgt with additional features like ability to ignore missing classes during thebootstrap
 To spin a container we uses a kitchen-test framework The setup required you may find in the Testing formulas sectionltdeveloptesting-formulashtmlrequirements
 Assume you have a repository with your reclass model Add to this repository following files Both files can be foundat salt-formulasdeploymodel lthttpsgithubcomsalt-formulassalt-formulastreemasterdeploymodelgt repo
 kitchenyml
 ---driver
 name dockeruse_sudo falsevolume- lt= ENV[PWD] gttmpkitchen
 provisionername shell
 (continues on next page)
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 (continued from previous page)
 script verifysh
 platformslt `find classescluster -maxdepth 1 -mindepth 1 -type d | tr _ - |sort -u`
 rarr˓split()each do |cluster| gtlt cluster=clustersplit()[2] gt- name lt= cluster gtdriver_config
 image ubuntu1604image tcpcloudsalt-models-testing With preinstalled dependencies (faster)platform ubuntuhostname cfg01lt= cluster gtlocalprovision_command
 - apt-get update- apt-get install -y git curl python-pip- git clone httpsgithubcomsalt-formulassalt-formulas-scripts srvsalt
 rarr˓scripts- cd srvsaltscripts git pull -r cd - NOTE Configure ENV options as needed example- echo
 export BOOTSTRAP=1nexport CLUSTER_NAME=lt= cluster gtnexport FORMULAS_SOURCE=pkgnexport RECLASS_VERSION=devnexport RECLASS_IGNORE_CLASS_NOTFOUND=Truenexport EXTRA_FORMULAS=n
 gt kitchenenvexport RECLASS_SOURCE_PATH=usrlibpython27site-packagesreclassnexport PYTHONPATH=$RECLASS_SOURCE_PATH$PYTHONPATHn
 lt end gt
 suites- name cluster
 verifysh
 binbash
 ENV variables for MASTER_HOSTNAME composition export HOSTNAME=$`hostname -s` export DOMAIN=$`hostname -d`cd srvsaltscripts git pull -r || true source bootstrapsh || exit 1
 BOOTSTRAPif [[ $BOOTSTRAP =~ ^(True|true|1|yes)$ ]] then
 workarounds for kitchentest -e tmpkitchen || (mkdir -p srvsaltreclass rsync -avh tmpkitchen
 rarr˓srvsaltreclass)cd srvsaltreclass clone latest system-level if missingif [[ -e gitmodules ]] ampamp [[ -e classessystemlinux ]] thengit submodule update --init --recursive --remote || true
 fisource_local_envssrvsaltscriptsbootstrapshif [[ -e tmpkitchen ]] then sed -i export BOOTSTRAP=d kitchenenv fi
 fi(continues on next page)
 12 Chapter 2 Contents
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 (continued from previous page)
 VERIFYexport RECLASS_IGNORE_CLASS_NOTFOUND=Falsecd srvsaltreclass ampampif [[ -z $1 ]] then
 verify_salt_master ampampverify_salt_minions
 elseverify_salt_minion $1
 fi
 Then with kitchen list command list the models in repository to test and finally converge and salt master instancewhere you will trigger the validation
 $ kitchen list
 Instance Driver Provisioner Verifier Transportrarr˓Last Action Last Error--------------------------------------------------------------------------------------rarr˓-----------------------cluster-aaa-ha-freeipa Docker Shell Busser Sshrarr˓Createdcluster-ceph-ha Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-k8s-aio-calico Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-k8s-ha-calico Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-aio-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-aio-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-ha-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-ha-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-ha-ovs-syndic Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-liberty-dvr Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-liberty-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-mitaka-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-mitaka-dvr Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-mitaka-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-aio Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-contrail Docker Shell Busser Sshrarr˓Createdcluster-ost-virt-ocata-contrail-nfv Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-dvr Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegt
 (continues on next page)
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 (continued from previous page)
 cluster-ost-virt-ocata-k8s-calico Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-k8s-calico-dyn Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-k8s-calico-min Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-k8s-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-ovs-dpdk Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-ovs-ironic Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegt
 To converge an instance
 $ kitchen converge cluster-ost-virt-ocata-contrail
 To verify the model (reclass model)
 You may use a custom module build for this purpose in reclass formula httpsgithubcomsalt-formulassalt-formula-reclass
 $SUDO salt-call $SALT_OPTS --id=$MASTER_HOSTNAME reclassvalidate_yaml$SUDO salt-call $SALT_OPTS --id=$MASTER_HOSTNAME reclassvalidate_pillar$SUDO salt-call $SALT_OPTS --id=$MASTER_HOSTNAME grainsitem roles$SUDO salt-call $SALT_OPTS --id=$MASTER_HOSTNAME stateshow_lowstate$SUDO salt-call --no-color grainsitems$SUDO salt-call --no-color pillardata$SUDO reclass --nodeinfo $HOSTNAME
 Home SaltStack-Formulas Project Introduction
 Quick Deploy on OpenStack with Heat
 bull Available Heat Templates
 bull Heat Client Setup
 ndash Installation on Ubuntu
 bull Connecting to OpenStack Cloud
 ndash Get Network Resource Name
 ndash Get Image Resource Name
 bull Launching the Heat Stack
 Single node deployments are a great way to setup an SaltStack-Formulas cloud for
 bull a service development environment
 bull an overview of how all of the OpenStack services and roles play together
 14 Chapter 2 Contents
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 bull a simple lab deployment for testing
 It is possible to run full size proof-of-concept deployment on OpenStack with Heat template the stack has followingrequirements for cluster deployment
 bull At least 200GB disk space
 bull 70GB RAM
 The single-node deployment has following requirements
 bull At least 80GB disk space
 bull 16GB RAM
 Available Heat Templates
 The app_single environment consists of three nodes
 FQDN Role IPconfigopenstacklocal Salt master node 101010200controlopenstacklocal OpenStack control node 101010201computeopenstacklocal OpenStack compute node 101010202
 Heat Client Setup
 The preffered way of installing OpenStack clients is isolated Python environment To creat Python environment andinstall compatible OpenStack clients you need to install build tools first
 Installation on Ubuntu
 Install required packages
 $ apt-get install python-dev python-pip python-virtualenv build-essential
 Now create and activate virtualenv venv-heat so you can install specific versions of OpenStack clients
 $ virtualenv venv-heat$ source venv-heatbinactivate
 Use following requirementstxt Clients were tested with Juno and Kilo Openstack versions
 python-cinderclientgt=131lt140python-glanceclientgt=0190lt0200python-heatclientgt=060lt070git+httpsgithubcomtcpcloudpython-heatclientgitstablejunoegg=heatclientpython-keystoneclientgt=160lt170python-neutronclientgt=226lt230python-novaclientgt=2190lt2200python-swiftclientgt=250lt260
 osloconfiggt=220lt230osloi18ngt=230lt240
 (continues on next page)
 21 Project Introduction 15
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 osloserializationgt=180lt190osloutilsgt=140lt150
 Put requirements into file and install them
 $ pip install -r requirementstxt
 If everything goes right you should be able to use openstack clients heat nova etc
 Connecting to OpenStack Cloud
 Setup OpenStack credentials so you can use openstack clients You can download openrc file from Openstackdashboard and source it or execute following commands with filled credentials
 $ vim ~openrc
 export OS_AUTH_URL=httpsltopenstack_endpointgt5000v20export OS_USERNAME=ltusernamegtexport OS_PASSWORD=ltpasswordgtexport OS_TENANT_NAME=lttenantgt
 Now source the OpenStack credentials
 $ source openrc
 To test your sourced variables
 $ env | grep OS
 Some resources required for heat environment deployment
 Get Network Resource Name
 The public network is needed for setting up both testing heat stacks The network ID can be found in OpenstackDashboard or by running following command
 $ neutron net-list
 Get Image Resource Name
 Image ID is required to run OpenStack Salt lab templates Ubuntu 1404 LTS is required as config_image and imagefor one of the supported platforms is required as instance_image used for OpenStack instances To lookup for actualinstalled images run
 $ glance image-list
 Launching the Heat Stack
 Download heat templates from this repository
 16 Chapter 2 Contents
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 $ git clone gitgithubcomopenstacksalt-formulasgit$ cd docsource_staticscripts
 Now you need to customize env files for stacks see examples in envs directory docsource_staticscriptsenvs and set required parameters
 Full examples of env files for the two respective stacks
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Quick Deploy on AWS with CloudFormations
 bull AWS Client Setup
 bull Connecting to Amazon Cloud
 ndash Get the Access Keys
 bull Launching the CFN Stack
 AWS Client Setup
 If you already have pip and a supported version of Python you can install the AWS CLI with the following command
 $ pip install awscli --upgrade --user
 You can then verify that the AWS CLI installed correctly by running aws ndashversion
 $ aws --version
 Connecting to Amazon Cloud
 Get the Access Keys
 Access keys consist of an access key ID and secret access key which are used to sign programmatic requests thatyou make to AWS If you donrsquot have access keys you can create them from the AWS Management Console Werecommend that you use IAM access keys instead of AWS account root user access keys IAM lets you securelycontrol access to AWS services and resources in your AWS account
 For general use the aws configure command is the fastest way to set up your AWS CLI installation
 21 Project Introduction 17
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 $ aws configureAWS Access Key ID [None] AKIAIOSFODNN7EXAMPLEAWS Secret Access Key [None] wJalrXUtnFEMIK7MDENGbPxRfiCYEXAMPLEKEYDefault region name [None] us-west-2Default output format [None] json
 Launching the CFN Stack
 After successful login you can test the credentials
 aws create-stack --stack-name
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Quick Deploy with Vagrant
 bull Vagrant Setup
 bull Environment Setup
 ndash Minion Configuration Files
 ndash Vagrant Configuration File
 bull Launching Vagrant Nodes
 ndash Salt master Bootstrap
 Single deployments are a great way to setup an infrastructure for
 bull a service development environment
 bull an overview of how all of the OpenStack services and roles play together
 bull a simple lab deployment for testing
 Although single builds arenrsquot suitable for large production deployments theyrsquore great for small proof-of-concept de-ployments
 Itrsquos strongly recommended to have hardware that meets the following requirements before starting an AIO deployment
 bull CPU with hardware-assisted virtualization support
 bull At least 20GB disk space
 bull 2GB RAM
 18 Chapter 2 Contents
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 Vagrant Setup
 Installing Vagrant is extremely easy for many operating systems Go to the Vagrant downloads page and get theappropriate installer or package for your platform Install the package using standard procedures for your operatingsystem
 The installer will automatically add vagrant to your system path so that it is available in shell Try logging out andlogging back in to your system (this is particularly necessary sometimes for Windows) to get the updated system pathup and running
 Add the generic ubuntu1604 image for virtualbox virtualization
 $ vagrant box add ubuntuxenial64
 ==gt box Loading metadata for box ubuntuxenial64box URL httpsatlashashicorpcomubuntuxenial4
 ==gt box Adding box ubuntuxenial64 (v2016012200) for provider virtualboxbox Downloading httpsvagrantcloudcomubuntuboxesxenial64versions
 rarr˓2016012200providersvirtualboxbox==gt box Successfully added box ubuntuxenial64 (v2016012200) for virtualbox
 Environment Setup
 The environment consists of three nodes
 FQDN Role IPconfigclusterlocal Salt master node 101010200serviceclusterlocal Managed node 101010201
 Minion Configuration Files
 Download salt-formulas
 Look at configuration files for each node deployed
 scriptsminionsconfigconf configuration
 id configclusterlocal
 master 101010200
 scriptsminionsserviceconf configuration
 id serviceclusterlocal
 master 101010200
 Vagrant Configuration File
 The main vagrant configuration for SaltStack-Formulas deployment is located at scriptsVagrantfile
 21 Project Introduction 19
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 -- mode ruby -- vi set ft=ruby
 boxes = ubuntuxenial64 =gt name =gt ubuntuxenial64url =gt ubuntuxenial64
 Vagrantconfigure(2) do |config|
 configvmdefine cluster_config do |cluster_config|
 cluster_configvmhostname = configclusterlocalcluster_configvmbox = ubuntuxenial64cluster_configvmbox_url = boxes[ubuntuxenial64][url]cluster_configvmnetwork private_network ip 101010200
 cluster_configvmprovider virtualbox do |vb|vbcustomize [modifyvm id --memory 512]vbcustomize [modifyvm id --cpus 1]vbname = cluster-configvbgui = false
 end
 cluster_configvmprovision salt do |salt|saltminion_config = minionsconfigconfsaltcolorize = truesaltbootstrap_options = -F -c tmp -P
 end
 end
 configvmdefine cluster_service do |cluster_service|
 cluster_servicevmhostname = serviceclusterlocalcluster_servicevmbox = ubuntuxenial64cluster_servicevmbox_url = boxes[ubuntuxenial64][url]cluster_servicevmnetwork private_network ip 101010201
 cluster_servicevmprovider virtualbox do |vb|vbcustomize [modifyvm id --memory 4096]vbcustomize [modifyvm id --cpus 1]vbname = cluster-servievbgui = false
 end
 cluster_servicevmprovision salt do |salt|saltminion_config = minionsserviceconfsaltcolorize = truesaltbootstrap_options = -F -c tmp -P
 end
 end
 end
 20 Chapter 2 Contents
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 Launching Vagrant Nodes
 Check the status of the deployment environment
 $ cd srvvagrant-cluster$ vagrant status
 Current machine states
 cluster_config not created (virtualbox)cluster_service not created (virtualbox)
 Setup config node launch it and connect to it using following commands it cannot be provisioned by vagrant salt asthe salt master is not configured yet
 $ vagrant up cluster_config$ vagrant ssh cluster_config
 Salt master Bootstrap
 Bootstrap the salt master service on the config node it can be configured with following parameters
 $ export RECLASS_ADDRESS=httpsgithubcomsalt-formulassalt-formulas-modelgit$ export CONFIG_HOST=configclusterlocal
 To deploy salt-master from packages run on config node
 $ vagrantbootstrapsalt-master-setupsh
 Now setup the server node Launch it using following command
 $ vagrant up cluster_service
 To orchestrate all defined services accross all nodes run following command on config node
 $ salt-run stateorchestrate orchestrate
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
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 213 Metadata Modelling
 Chapter 3 Metadata Authoring Guidelines
 Home SaltStack-Formulas Project Introduction
 Model-driven Architectures
 bull Core Principles
 bull Sample Model Architecture
 bull Horizontally Scaled Services
 We have the formula structures covered now we can proceed to define how the metadata is modelled and key patternswe need to know to build nice standard models
 Model Driven Architecture (MDA) is an answer to growing complexity of systems controlled by configuration man-agement and orchestration tools It provides unified node classification with atomic service definitions
 Core Principles
 Following table shows the core principles for creating model-driven architectures
 Atomicity Services are separated with such affinity that allows running them on single nodeReusability Re-placibility
 Different services serving the same role can be replaced without affecting connectedservices
 Service Roles Services may implement multiple roles these can be then separated to individual nodesDynamic Resources Service metadata is alwyas available for definition of dynamic resourcesChange Manage-ment
 The strength lies not in descibing the static topology of services but more the process ofongoing updates
 Sample Model Architecture
 Following figure show sample system that has around 10 services with some outsourced by 3rd party service providers
 We can identify several subsystem layers within this complex application system
 bull Proxy service - Distributing load to application layer
 bull Application service - Application with caches
 bull Data persistence - Databases and filesystem storage
 Horizontally Scaled Services
 Certain services span across multiple application systems These usually play critical roles in system maintenance andare essential for smooth ongoing operations
 These services usually fit into one of following categories
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 Access Control SSH access orchestration engine access user authenticationMonitoring Events and metric collections alarmins dashboards and notificationsEssential Name services time services mail transports etc
 These horizontal services are not entirely configured directly but rather reuse the metadata of other surrounding ser-vices to configure itself (for example metering agent collects metrics to collect for metadata of surrounding serviceson the same node node exports also metadata for external metric collector to pick)
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Standard Metadata Layout
 bull Basic Functional Units (Service Class Level)
 bull Business Function Unit (System Class Level)
 bull Product Deployments (Cluster Class Level)
 bull NodeCluster Classification (Node Level)
 Metadata models are separated into 3 individual layers service system and cluster The layers are firmly isolated fromeach other and can be aggregated on south-north direction and using service interface agreements for objects on thesame level This approach allows to reuse many already created objects both on service and system layers as buildingblocks for a new solutions and deployments following the fundamental MDA principles
 Basic Functional Units (Service Class Level)
 The services are the atomic units of config management SaltStack formula or Puppet recipe with default metadataset can be considered as a service Each service implements one or more roles and together with other services formsystems Following list shows decomposition
 bull Formula - Set of states that perform together atomic service
 bull State - Declarative definition of various resources (package files services)
 bull Module - Imperative interaction enforcing defined state for each State
 Meta-data fragments for individual services are stored in salt formulas and can be reused in multiple contexts Servicelevel roles set the granularity of service to certain level role is limited to 1 virtual machine or container aggregationService models are used to provide models with defaults for various contexts This the low level modelling wheremodels are directly mapped to the Salt formula functions and get projected to the actual nodes
 Given Redis formula from Gitlab example we set basic set of parametes that can be used for actual service configura-tion as well as support services configuration
 Basic service metadata is present in metadataservice directory of every service formula
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 service-formula`-- metadata
 `-- service|-- role1| |-- deployment1yml| `-- deployment2yml`-- role2
 `-- deployment3yml
 For example RabbitMQ service in various deployments
 rabbitmq`-- metadata
 `-- service`-- server
 |-- singleyml`-- clusteryml
 The metadata fragment srvsaltreclassclassesserviceservice-formula maps to srvsaltenvformula-namemetadataservice so then you can easily refer the metadata as serviceformula-namerole1deployment1class for example
 Example metadataserviceserverclusteryml for the cluster setup PostgreSQL server
 parameterspostgresqlserver
 enabled truebind
 address 127001port 5432protocol tcp
 clients- 127001
 clusterenabled truemembers- node01- node02- node03
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 Example metadataserviceserverclusteryml for the single PostgreSQL server
 parameterspostgresqlserver
 enabled truebind
 address 0000port 5432protocol tcp
 Example metadataserviceserverclusteryml for the standalone PostgreSQL server
 parameterspostgresqlserver
 enabled truebind
 address 127001port 5432protocol tcp
 clients- 127001
 There are about 140 formulas in several categories You can look at complete Formula Ecosystem chapter
 Business Function Unit (System Class Level)
 Aggregation of services performing given role in business IT infrastructure System level models are the sets of thelsquoservicesrsquo combined in a such way that the result of the installation of these services will produce a ready-to-useapplication (system) on integration level In the lsquosystemrsquo model you can not only include the lsquoservicesrsquo but alsooverride some lsquoservicesrsquo options to get the system with the expected functionality
 The systems are usually one of the following type
 Single
 Usually all-in-one application system on a node (Taiga Gitlab)
 Multi
 Multiple all-in-one application systems on a node (Horizon Wordpress)
 Cluster
 Service is part of a cluster (OpenStack controllers large-scale web applications)
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 Container
 Service is run as Docker container
 For example in the service lsquohaproxyrsquo there is only one port configured by default (haproxy_admin_port 9600) but the system lsquohorizonrsquo add to the service lsquohaproxyrsquo several new ports extending the service model and getting thesystem components integrated with each other
 system`-- business-system
 |-- role1| |-- deployment1yml| `-- deployment2yml`-- role2
 `-- deployment3yml
 For example Graphite server with Carbon collector
 system`-- graphite
 |-- server| |-- singleyml| `-- clusteryml`-- collector
 |-- singleyml`-- clusteryml
 Example classessystemgraphitecollectorsingleyml for the standalone Graphite Carbon installation
 classes- servicememcachedserverlocal- servicegraphitecollectorsingleparameters
 _paramrabbitmq_monitor_password password
 carbonrelay
 enabled false
 Example classessystemgraphitecollectorsingleyml for the standalone Graphite web server installation Where youcombine your individual formulas to functional business unit of single node scope
 classes- servicememcachedserverlocal- servicepostgresqlserverlocal- servicegraphiteserversingle- serviceapacheserversingle- servicesupervisorserversingleparameters
 _paramgraphite_secret_key secretpostgresql_graphite_password passwordapache2_site_graphite_host $_paramsingle_addressrabbitmq_graphite_password passwordrabbitmq_monitor_password passwordrabbitmq_admin_password passwordrabbitmq_secret_key password
 apache
 (continues on next page)
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 servermodules- wsgisite
 graphite_serverenabled truetype graphitename serverhostname $_paramapache2_site_graphite_host
 postgresqlserver
 databasegraphiteencoding UTF8locale cs_CZusers- name graphitepassword $_parampostgresql_graphite_passwordhost 127001rights all privileges
 Product Deployments (Cluster Class Level)
 Clusterdeployment level aggregating systems directly referenced by individual host nodes or container services Clus-ter is the set of models that combine the already created lsquosystemrsquo objects into different solutions We can override anysettings of lsquoservicersquo or lsquosystemrsquo level from the lsquoclusterrsquo level with the highest priority
 Also for salt-based environments here are specified the list of nodes and some specific parameters for different nodes(future lsquoinventoryrsquo files for salt future generated pillars that will be used by salt formulas) The actual mapping isdefined where each node is member of specific cluster and is implementing specific role(s) in systems
 Fig 1 Cluster level in detail
 If we want not just to re-use an object we can change its behaviour depending of the requirements of a solution Wedefine basic defaults on service level then we can override these default params for specific system needs and thenif needed provide overrides per deployment basis For example a database engine HA approaches IO schedulingpolicy for kernel and other settings may vary from one solution to another
 Default structure for cluster level has following strucuture
 cluster`-- deployment1
 (continues on next page)
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 |-- product1| |-- cluster1yml| `-- cluster2yml`-- product2
 `-- cluster3yml
 Where deployments is usually one datacenter product realises full business units [OpenStack cloud Kubernetes clus-ter etc]
 For example deployment Graphite server with Carbon collector
 cluster`-- demo-lab
 |-- infra| |-- configyml| `-- integrationyml`-- monitoring
 `-- monitoryml
 Example demo-labmonitoringmonitoryml class implementing not only Graphite services butr alsografana sever and sensu server
 classes- systemgrapitecollectorsingle- systemgrapiteserversingle- systemgrafanaserversingle- systemgrafanaclientsingle- systemsensuservercluster- clusterdemo-lab
 Cluster level classes can be shared by members of the particular cluster or by single node
 NodeCluster Classification (Node Level)
 Servers contain one or more systems that bring business value and several maintenance systems that are common toany node Services running on single host can be viewed as at following picture
 Nodes generally include cluster level classes which include relevant system classes and these include service levelclasses which configure individual formulas to work
 The previous figure shows the real composition of individual metadata fragments that form the complete servicecatalog for each managed node
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 bull Installation and Operations Manual
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 Home SaltStack-Formulas Project Introduction
 ReClass - Recursive Classification
 bull Resources
 bull Core Functions
 ndash Deep Data Merging
 ndash Parameter Interpolation
 bull Overriding the Metadata
 ndash The lsquoSoftrsquo Metadata
 ndash The lsquoHardrsquo Metadata
 reclass in node centric classifier for any configuration management When reclass parses a node or class definitionand encounters a parent class it recurses to this parent class first before reading any data of the node (or class) Whenreclass returns from the recursive depth first walk it then merges all information of the current node (or class) intothe information it obtained during the recursion
 This means any class may define a list of classes it derives metadata from in which case classes defined further downthe list will be able to override classes further up the list
 Resources
 Original reclass implementation
 bull httpsgithubcommadduckreclass
 Forked reclass with many additional features
 bull httpsgithubcomsalt-formulasreclass
 bull httpsgithubcomsalt-formulasreclasstreedevelop (develop branch)
 Core Functions
 reclass is very simple and there are only two main concepts
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 Deep Data Merging
 When retrieving information about a node reclass first obtains the node definition from the storage backend Then ititerates the list of classes defined for the node and recursively asks the storage backend for each class definition Nextreclass recursively descends each class looking at the classes it defines and so on until a leaf node is reached ie aclass that references no other classes
 Now the merging starts At every step the list of applications and the set of parameters at each level is merged intowhat has been accumulated so far
 Merging of parameters is done ldquodeeplyrdquo meaning that lists and dictionaries are extended (recursively) rather thanreplaced However a scalar value does overwrite a dictionary or list value While the scalar could be appended toan existing list there is no sane default assumption in the context of a dictionary so this behaviour seems the mostlogical Plus it allows for a dictionary to be erased by overwriting it with the null value
 After all classes (and the classes they reference) have been visited reclass finally merges the applications list andparameters defined for the node into what has been accumulated during the processing of the classes and returns thefinal result
 Parameter Interpolation
 Parameters may reference each other including deep references eg
 After merging and interpolation which happens automatically inside the storage modules the python-applicationserverdatabasehost parameter will have a value of ldquohostnamedomaincomrdquo
 Types are preserved if the value contains nothing but a reference Hence the value of dict_reference will actually be adictionary
 Overriding the Metadata
 The reclass deals with complex data structures we call lsquohardrsquo metadata these are defined in class files mentionedin previous text These are rather complex structures that you donrsquot usually need to manage directly but a specialdictionary for so called lsquosoftrsquo metadata was introduced that holds simple list of most frequently changed propertiesof the lsquohardrsquo metadata model It uses the parameter interpolation function of reclass to achieve defining parameter atsingle location
 The lsquoSoftrsquo Metadata
 In reclass storage is a special dictionary called _param which contains keys that are interpolated to the lsquohardrsquo metadatamodels These soft parameters can be defaulted at system level or on cluster level and or changed at the node definitionWith some modufications to formulas it will be also possible to have ETCD key-value store to replace or ammed the_params dictionary
 parameters_paramservice_database_host hostnamedomaincom
 All of these values are preferably scalar and can be referenced as $_paramservice_database_hostparameter These metadata are considered cluster level readable and can be overriden by reclassset_cluster_param name value module
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 Fig 2 Parameter interpolation of soft parameters to hard metadata models
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 The lsquoHardrsquo Metadata
 This metadata are the complex metadata structures that can contain interpolation stings pointing to the lsquosoftrsquo metadataor containing precise values
 parameterspython-applicationserver
 databasename database_namehost $_paramservice_database_host
 bull Documentation Home
 bull Project Introduction
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 Home SaltStack-Formulas Project Introduction
 Common Metadata Patterns
 bull Creating Service Metadata
 ndash Service Formula Roles
 ndash Scalar Parameters
 ndash Common Service Metadata
 ndash Modelling and Iterating Resource Sets
 ndash Service Network Binding
 ndash Service Backend Structure
 ndash Client Relationship
 ndash SSL Certificates
 bull Using Service Support Metadata
 ndash Basics of Support Metadata
 ndash Service Documentation
 ndash Service monitoring checks
 bull Virtual Machines versus Containers
 ndash Virtual machine service deployment models
 ndash Container metadata requirements
 When working with metadata a lot of common patterns emerge over the time The formulas reuse these patterns tomaintain the cross-formula consistency
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 Creating Service Metadata
 Following points are selected as the most frequently asked questions and try to explain the design patters behind ourmetadata modes
 Service Formula Roles
 The service roles provide level of separation for the formulas if your service can be split across multiple nodes youshould use the role You can imagine role as simple kubernetes Kubernetes Pods For example a sensu formula hasfollowing roles defined
 server
 Definion of server service that sends commands to the clients andconsumes the responses
 client
 Client role is installed on each of the client nodes and uses the support metadata concept to get themetadata from installed services
 dashoboard
 Optional definion of Uchiwa dashboard
 You monitoring node can have all 3 roles running on single node and that is completely OK
 Scalar Parameters
 Always keep in mind that we model the resources not the configurations However tempting can it be to just iterate theconfig dictionaries and adding all the values it is not recommended This approach prevents further parameter schemadefinition as well as allowing to add the defaults etc
 Donrsquot do following snippet it may save you same at the start but with at the price of untestable and unpredictableresults
 Warning
 serviceroleconfig
 option1 value1optionN valueN
 Common Service Metadata
 When some metadata is reused by multiple roles it is possible to add the new virtual common role definition Thiscommon metadata should be then available to every role
 The definition in the pillar metadata file
 servicecommonparam1 value1
 (continues on next page)
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 paramN valueN
 And the corresponding code for joining the metadata in the mapjinja
 set raw_server = salt[grainsfilter_by](Debian
 merge=salt[pillarget](memcachedcommon))
 set server = raw_server merge=salt[pillarget](memcachedserver))
 Modelling and Iterating Resource Sets
 Resource sets are resources provided by the service formula for example for MySQL and PostgreSQL formuladatabase is a resource set for NGINX or Apache formula a member of resource set is vhost Users reposi-tories packages jobs interfaces routes mounts etc in the Linux formula are also good example of this pattern
 mysqlserverdatabase
 database_nameparam1 value1param2 value2
 Following snippet shows defined virtual hosts for the Nginx
 nginxservervhost
 vhost_nameparam1 value1param2 value2
 Service Network Binding
 You can define the address and port on whis the service listens in simple way For single network binding you can usefollowing code
 memcachedserverenabled truemaxconn 8192bind
 address 0000port 11211protocol tcp
 Service Backend Structure
 When service plugin mechanism allows to add arbitrary plugins to the individual roles it is advised to use followingformat Following snippet shows multiple defined backends in this case itrsquos pillar data sources
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 saltmasterpillar
 engine compositereclass
 index 1storage_type yaml_fsinventory_base_uri srvsaltreclasspropagate_pillar_data_to_reclass Falseignore_class_notfound False
 saltclasspath srvsaltsaltclass
 naclindex 99
 Note The reason for existence of engine parameter is to separate various implementations For relational databaseswe can determine what specific database is used to construct proper connection strings
 Client Relationship
 The client relationship has form of a dictionary The name of the dictionary represents the required role [databasecache identity] and the engine parameter then refers to the actual implementation Following snippet shows singleservice to service relation
 keystoneservermessage_queue
 engine rabbitmqhost 200200200200port 5672user openstackpassword redactedvirtual_host openstackha_queues true
 Following snippet shows backend with multiple members
 keystoneservercache
 engine memcachedmembers- host 200200200200
 port 11211- host 200200200201
 port 11211- host 200200200202
 port 11211
 SSL Certificates
 Multiple service use SSL certificates There are several possible ways how to obtain a certificate
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 TODO
 Using Service Support Metadata
 You can think of support metadata as the k8s annotations for other services to pickup and be configured accordinglyThis concept is heavily used in the definition of monitoring documentation etc
 Basics of Support Metadata
 In formula therersquos meta directory each service that needs to extract some data has file with serviceyml forexample collectdyml telegragyml
 Service Documentation
 Following snippet shows how we can provide metadata for dynamic documentation creation for Glance service
 docname Glancedescription The Glance project provides services for discovering registering and
 rarr˓retrieving virtual machine imagesrole- if pillarglanceserver is defined - from glancemapjinja import server with context server
 name serverendpoint
 glance_apiname glance-apitype glance-apiaddress http serverbindaddress serverbindport protocol http
 glance_registryname glance-registrytype glance-registryaddress http serverregistryhost serverregistryport protocol http
 parambindvalue serverbindaddress serverbindport
 versionname Versionvalue serverversion
 workersname Number of workersvalue serverworkers
 database_hostname Databasevalue serverdatabaseuser serverdatabasehost server
 rarr˓databaseport serverdatabasename message_queue_ipname Message queuevalue servermessage_queueuser servermessage_queuehost
 rarr˓servermessage_queueport servermessage_queuevirtual_host identity_host
 (continues on next page)
 21 Project Introduction 37
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 name Identity servicevalue serveridentityuser serveridentityhost server
 rarr˓identityport storage_enginename Glance storage enginevalue serverstorageengine
 packagesvalue |- for pkg in serverpkgs - set pkg_version = dpkg -l +pkg+ | grep +pkg+ | awk print $3
 rarr˓
 pkg salt[cmdrun](pkg_version) - endfor
 - endif
 Service monitoring checks
 Letrsquos have our memcached service and look how the monitoring is defined for this service
 We start with definitions of metric collections
 - from memcachedmapjinja import server with context - if serverget(enabled False) agent
 inputprocstat
 processmemcachedexe memcached
 memcachedservers
 - address serverbindaddress | replace(0000 127001) port serverbindport
 - endif
 We also define the functional monitoring for the collected metrics
 - from memcachedmapjinja import server with context - if serverget(enabled False) server
 alertMemcachedProcessDown
 if gt-procstat_runningprocess_name=memcached == 0
 raw labels
 severity warningservice memcached
 annotationssummary Memcached service is downdescription Memcached service is down on node $labelshost
 endraw - endif
 Also the definition of the dashboard for the collected metrics is provided
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 dashboardmemcached_prometheusdatasource prometheusformat jsontemplate memcachedfilesgrafana_dashboardsmemcached_prometheusjson
 memcached_influxdbdatasource influxdbformat jsontemplate memcachedfilesgrafana_dashboardsmemcached_influxdbjson
 main_influxdbdatasource influxdbrow
 ost-middlewaretitle Middlewarepanelmemcached
 title Memcachedlinks- dashboard Memcachedtitle Memcachedtype dashboard
 targetcluster_statusrawQuery truequery SELECT last(value) FROM cluster_status WHERE cluster_name =
 rarr˓memcached AND environment_label = $environment AND $timeFilter GROUP BY time(rarr˓$interval) fill(null)main_prometheusdatasource prometheusrow
 ost-middlewaretitle Middlewarepanelmemcached
 title Memcachedlinks- dashboard Memcachedtitle Memcachedtype dashboard
 targetcluster_statusexpr avg(memcached_up) by (name)
 This snippet appends panel to the main dashboard at grafana and creates a new dashboard The prometheus andinfluxdb time-series are supported out of box throughout all formulas
 Virtual Machines versus Containers
 The containers and services share great deal of parameters but the way they are delivered is differnt accross variouscontainer platforms
 Virtual machine service deployment models
 bull local deployemnt
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 bull single deployment
 bull cluster deployment
 Container metadata requirements
 bull Metadata for docker swarm
 bull Metadata for kubenetes
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 Working with Metadata
 bull Scaling Metadata Models
 ndash Shared Cluster and System Level
 ndash Separate Cluster with Single System Level
 ndash Separate Cluster with Multiple System Levels
 bull Handling Sensitive Metadata
 bull Creating new Models
 ndash Creating a New Formula (Service Level)
 ndash Creating New Business Units (System Level)
 ndash Creating New Deployments (Cluster Level)
 bull Making Changes to Existing Models
 ndash Updating Existing Formula (Service Level)
 ndash Updating Business Unit (System Level)
 ndash Updating Deployment Configurations (Cluster Level)
 Every IT solution can be described by using several layers of objects where the objects of higher layer are combina-tions of the objects from lower layers For example we may install lsquoapache serverrsquo and call it lsquoapache servicersquo butthere are objects that contain multiple services like lsquoapache servicersquo lsquomysql servicersquo and some python scripts (forexample keystone) we will call these ldquokeystone systemrdquo or ldquofreeipa systemrdquo and separate them on a higher (System)layer The systems represent units of business logic and form working components We can map systems to individualdeployments where ldquoopenstack clusterrdquo consists of ldquonova systemrdquo ldquoneutron systemrdquo and others OpenStack systemsand ldquokubernetes clusterrdquo consists of ldquoetcd systemrdquo ldquocalico systemrdquo and few others We can define and map PaaSIaaS or SaaS solutions of any size and complexity
 40 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 Fig 3 Decomposition of services systems and clusters
 This model has been developed to cope with huge scopes of services consisting of hundreds of services running VMsand containers across multiple physical servers or locations Following text takes apart individual layers and explainsthem in further detail
 Scaling Metadata Models
 Keeping consistency across multiple modelsdeployments has proven to be the most difficult part of keeping thingsrunning smooth over time with evolving configuration management You have multiple strategies on how to manageyour metadata for different scales
 The service level metadata can be handled in common namespace not by formulas itself but it is recommended tokeep the relevant metadata states
 Shared Cluster and System Level
 If every deployment only defined on system level you need to keep copy of all system definitions at all deploymentsThis is suitable only for small number of deployments
 Separate Cluster with Single System Level
 With introduction of new features and services shared deployments does not provide necessary flexibility to copewith the change Having service metadata provided along formulas helps to deliver the up-to-date models to thedeployments but does not reflect changes on the system level Also the need of multiple parallel deployments lead toadjusting the structure of metadata with new common system level and only cluster level for individual deployment(s)The cluster layer only contains soft parametrization and class references
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 Separate Cluster with Multiple System Levels
 When customer is reusing the provided system but also has formulas and system on its own Customer is free to createits own system level classes
 Fig 4 Multiple system levels for customer servicesrsquo based payloads
 In this setup a customer is free to reuse the generic formulas with generic systems At the same time hersquos free to createformulas of itrsquos own as well as custom systems
 Handling Sensitive Metadata
 Sensitive data refers to any information that you would not wish to share with anyone accessing a server This couldinclude data such as passwords keys or other information For sensitive data we use the GPG renderer on salt masterto cipher all sensitive data
 To generate a cipher from a secret use following command
 $ echo -n supersecret | gpg --homedir --armor --encrypt -r ltKEY-namegt
 The ciphered secret is stored in block of text within PGP MESSAGE delimiters which are part of cipher
 -----BEGIN PGP MESSAGE-----Version GnuPG v1-----END PGP MESSAGE-----
 Following example shows full use of generated cipher for virtually any secret
 parameters_paramrabbitmq_secret_key |
 -----BEGIN PGP MESSAGE-----Version GnuPG v1
 hQEMAweRHKaPCfNeAQf9GLTN16hCfXAbPwU6BbBK0unOc7i9etGuVc5CyU9Q6umQuetdvQVLFOHkrC4lgeNQdM6D9E8PKonMlgJPyUvC8ggxhj0IPFEKmrsnv2k6+cnEfmVexS7oU1VOVjoyUeliMCJlAz30RXaME49Cpi6No2+vKD8a4q4nZN1UZcGRhkhC0S22zNxOXQ38TBkmtJcqxnqT6YWKTUsjVubW3bVC+u2HGqJHu79wmwuN8tz
 (continues on next page)
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 m4wBkfCAd8Eyo2jEnWQcM4TcXiF01XPL4z4g19AAxh+Q4d8RIRP4fbw7ct4nCJvGr9v2DTF7HNigIMl4ivMIn9fp+EZurJNiQskLgNbktJGAeEKYkqX5iCuB1b693hJFKlwHiJt5yA8X2dDtfk8Ph1Jx2TwGS+lGjlZaNqp3R1xuAZzXzZMLyZDe5+i3RJskqmFTbOiA===Eqsm-----END PGP MESSAGE-----
 rabbitmqserver
 secret_key $_paramrabbitmq_secret_key
 As you can see the GPG encrypted parameters can be further referenced with reclass interpolation$_paramrabbitmq_secret_key statement
 Creating new Models
 Following text shows steps that need to be undertaken to implement new functionality new system or entire deploy-ment
 Creating a New Formula (Service Level)
 If some of required services are missing you can create a new service formula for Salt with the default model thatdescribe the basic setup of the service The process of creating new formula is streamlined by Using Cookiecutter andafter the formula is created you can check Formula Authoring Guidelines chapter for furher instructions
 If you download formula to salt master you can point the formula metadata to the proper service level directory
 ln -s ltservice_namegtmetadataservice srvsaltreclassclassesserviceltservice_namegt
 And symlink of the formula content to the specific salt-master file root
 ln -s ltservice_namegtltservice_namegt srvsaltenvltenv_namegtltservice_namegt
 Creating New Business Units (System Level)
 If some lsquosystemrsquo is missing then you can create a new lsquosystemrsquo from the set of lsquoservicesrsquo and extend the lsquoservicesrsquomodels with necessary settings for the system (additional ports for haproxy additional network interfaces for linuxetc) Do not introduce too much of hard metadata on the system level try to use class references as much as possible
 Creating New Deployments (Cluster Level)
 Determine which products are being used in the selected deployemnt you can have infrastructure services applica-tions monitoring products defined at once for single deployemnt You need to make suere that all necessary systemswas already created and included into global system level then it can be just referenced Follow the guidelines furtherup in this text
 Making Changes to Existing Models
 When you have decided to add or modify some options in the existing models the right place of the modificationshould be considered depending of the impact of the change
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 Updating Existing Formula (Service Level)
 Change the model in salt-formula-ltservice-namegt for some service-specific improvements For example if thechange is related to the change in the new package version of this service the change is fixing some bug or im-prove performance or security of the service and should be applied for every cluster In most cases we introduce newresources or configuration parameters
 Example where the common changes can be applied to the service httpsgithubcomopenstacksalt-formula-horizontree mastermetadataserviceserver
 Updating Business Unit (System Level)
 Change the system level for a specific application if the base services donrsquot provide required configurations for theapplication functionality Example where the application-related change can be applied to the service
 Updating Deployment Configurations (Cluster Level)
 Changes on the cluster level are related to the requirements that are specific for this particular cluster solution forexample number and names of nodes domain name IP addresses network interface names and configurationslocations of the specific lsquosystemsrsquo on the specific nodes and other things that are used by formulas for services
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 Chapter 4 Service Ecosystem
 Home SaltStack-Formulas Project Introduction
 Actual Service Ecosystem
 The SaltStack-Formulas service are divided into several groups according to the target role in the system All ser-vicesformulas share same structure and metadata definions expose vital information into the Salt Mine for furtherprocessing
 Infrastructure services Core services needed for basic infrastructure operation
 Supplemental services Support services as databases proxies application servers
 44 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 OpenStack services All supported OpenStack cloud platform services
 Monitoring services Monitoring metering and log collecting tools implementing complete monitoring stack
 Integration services Continuous integration services for automated integration and delivery pipelines
 Each of the service groups contain of several individual service formulas listed in following tables
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 Infrastructure Services
 Core services needed for basic infrastructure operation
 Formula Repositoryaptcacher httpsgithubcomsalt-formulassalt-formula-aptcacherbackupninja httpsgithubcomsalt-formulassalt-formula-backupninjaceph httpsgithubcomsalt-formulassalt-formula-cephchrony httpsgithubcomsalt-formulassalt-formula-chronyfreeipa httpsgithubcomsalt-formulassalt-formula-freeipagit httpsgithubcomsalt-formulassalt-formula-gitglusterfs httpsgithubcomsalt-formulassalt-formula-glusterfsiptables httpsgithubcomsalt-formulassalt-formula-iptablesletsecrypt httpsgithubcomsalt-formulassalt-formula-letsecryptlinux httpsgithubcomsalt-formulassalt-formula-linuxnetwork httpsgithubcomsalt-formulassalt-formula-networknfs httpsgithubcomsalt-formulassalt-formula-nfsntp httpsgithubcomsalt-formulassalt-formula-ntpopenssh httpsgithubcomsalt-formulassalt-formula-opensshopenvpn httpsgithubcomsalt-formulassalt-formula-openvpnpritunl httpsgithubcomsalt-formulassalt-formula-pritunlreclass httpsgithubcomsalt-formulassalt-formula-reclasssalt httpsgithubcomsalt-formulassalt-formula-saltsphinx httpsgithubcomsalt-formulassalt-formula-sphinxsquid httpsgithubcomsalt-formulassalt-formula-squid
 aptcacher
 Apt-Cacher NG is a caching HTTP proxy intended for use with download clients of system distributionrsquos packagemanagers
 Sample pillars
 Single apt-cacher service
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 aptcacherserverenabled truebind
 address 0000port 3142
 More advanced setup with Proxy and passthru patterns
 aptcacherserverenabled truebind
 address 0000port 3142
 proxy httpproxy-userproxy-passproxy-host9999passthruurl
 - reposinfluxdatacom- packagecloudio- packagecloud-repositoriess3dualstackus-west-1amazonawscom- launchpadnet- aptdockerprojectorg
 passhthrupattern- key$- gpg$- pub$- jar$
 Read more
 bull httpswwwunix-aguni-klde~blochacng
 Backupninja formula
 Backupninja allows you to coordinate system backup by dropping a few simple configuration files into etcbackupdMost programs you might use for making backups donrsquot have their own configuration file format
 Backupninja provides a centralized way to configure and schedule many different backup utilities It allows for secureremote incremental filesytem backup (via rdiff-backup) compressed incremental data backup system and hardwareinfo encrypted remote backups (via duplicity) safe backup of MySQLPostgreSQL databases subversion or tracrepositories burn CDDVDs or create ISOs incremental rsync with hardlinking
 Sample pillars
 Backup client with sshrsync remote target
 backupninjaclientenabled truetarget
 engine rsynchost 101010208user backupninja
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 Backup client with s3 remote target
 backupninjaclientenabled truetarget
 engine dupurl s3+httpbucket-namefolder-nameauth
 awsaccesskeyid awsaccesskeyidawssecretaccesskey awssecretaccesskey
 Backup client with webdav target
 backupninjaclientenabled truetarget
 engine dupurl webdavsbackupcloudexamplecomboxexamplecomauth
 gssprincipal host$linuxnetworkfqdnkeytab etckrb5keytab
 Backup server rsyncrdiff
 backupninjaserverenabled truerdiff truekey
 client1domaincomenabled truekey ssh-key
 Backup client with local storage
 backupninjaclientenabled truetarget
 engine local
 More information
 bull httpslabsriseupnetcodeprojectsbackupninjawikiConfiguration
 bull httpwwwdebian-administrationorgarticles351
 bull httpduncanlocknetblog20130827comprehensive-linux-backups-with-etckeeper-backupninja
 bull httpsgithubcomriseuplabspuppet-backupninja
 bull httpwwwushillscouk200802backup-with-backupninjahtml
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-backupninjaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-backupninja
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Ceph formula
 Ceph provides extraordinary data storage scalability Thousands of client hosts or KVMs accessing petabytes toexabytes of data Each one of your applications can use the object block or file system interfaces to the same RADOScluster simultaneously which means your Ceph storage system serves as a flexible foundation for all of your datastorage needs
 Use salt-formula-linux for initial disk partitioning
 Daemons
 Ceph uses several daemons to handle data and cluster state Each daemon type requires different computing capacityand hardware optimization
 These daemons are currently supported by formula
 bull MON (cephmon)
 bull OSD (cephosd)
 bull RGW (cephradosgw)
 Architecture decisions
 Please refer to upstream achritecture documents before designing your cluster Solid understanding of Ceph principlesis essential for making architecture decisions described bellow httpdocscephcomdocsmasterarchitecture
 bull Ceph version
 There is 3 or 4 stable releases every year and many of nightydev release You should decide which version will beused since the only stable releases are recommended for production Some of the releases are marked LTS (Long TermStable) and these releases receive bugfixed for longer period - usually until next LTS version is released
 48 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 bull Number of MON daemons
 Use 1 MON daemon for testing 3 MONs for smaller production clusters and 5 MONs for very large productioncluster There is no need to have more than 5 MONs in normal environment because there isnrsquot any significant benefitin running more than 5 MONs Ceph require MONS to form quorum so you need to heve more than 50 of the MONsup and running to have fully operational cluster Every IO operation will stop once less than 50 MONs is availabebecause they canrsquot form quorum
 bull Number of PGs
 Placement groups are providing mappping between stored data and OSDs It is necessary to calculate number of PGsbecause there should be stored decent amount of PGs on each OSD Please keep in mind decreasing number of PGsisnrsquot possible and increading can affect cluster performance
 httpdocscephcomdocsmasterradosoperationsplacement-groups httpcephcompgcalc
 bull Daemon colocation
 It is recommended to dedicate nodes for MONs and RWG since colocation can have and influence on cluster opera-tions Howerver small clusters can be running MONs on OSD node but it is critical to have enough of resources forMON daemons because they are the most important part of the cluster
 Installing RGW on node with other daemons isnrsquot recommended because RGW daemon usually require a lot ofbandwith and it harm cluster health
 bull Store type (BluestoreFilestore)
 Recent version of Ceph support Bluestore as storage backend and backend should be used if available
 httpdocscephcomdocsmasterradosconfigurationbluestore-config-ref
 bull Blockdb location for Bluestore
 There are two ways to setup blockdb
 bull Colocated blockdb partition is created on the same disk as partition for the data This setup is easierfor installation and it doesnrsquot require any other disk to be used However colocated setup is significantlyslower than dedicated)
 bull Dedicate blockdb is placed on different disk than data (or into partition) This setup can deliver muchhigher performance than colocated but it require to have more disks in servers Blockdb drives should becarefully selected because high IO and durability is required
 bull Blockwal location for Bluestore
 There are two ways to setup blockwal - stores just the internal journal (write-ahead log)
 bull Colocated blockwal uses free space of the blockdb device
 bull Dedicate blockwal is placed on different disk than data (better put into partition as the size can be small)and possibly blockdb device This setup can deliver much higher performance than colocated but it requireto have more disks in servers Blockwal drives should be carefully selected because high IO and durabilityis required
 bull Journal location for Filestore
 There are two ways to setup journal
 bull Colocated journal is created on the same disk as partition for the data This setup is easier for installationand it doesnrsquot require any other disk to be used However colocated setup is significantly slower thandedicated)
 bull Dedicate journal is placed on different disk than data (or into partition) This setup can deliver muchhigher performance than colocated but it require to have more disks in servers Journal drives should becarefully selected because high IO and durability is required
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 bull Cluster and public network
 Ceph cluster is accessed using network and thus you need to have decend capacity to handle all the client There aretwo networks required for cluster public network and cluster network Public network is used for client connectionsand MONs and OSDs are listening on this network Second network ic called cluster networks and this network isused for communication between OSDs
 Both networks should have dedicated interfaces bonding interfaces and dedicating vlans on bonded interfaces isnrsquotallowed Good practise is dedicate more throughput for the cluster network because cluster traffic is more importantthan client traffic
 bull Pool parameters (size min_size type)
 You should setup each pool according to itrsquos expected usage at least min_size and size and pool type should beconsidered
 bull Cluster monitoring
 bull Hardware
 Please refer to upstream hardware recommendation guide for general information about hardware
 Ceph servers are required to fulfil special requirements becauce load generated by Ceph can be diametrically opposedto common load
 httpdocscephcomdocsmasterstarthardware-recommendations
 Basic management commands
 Cluster
 bull ceph health - check if cluster is healthy (ceph health detail can provide more information)
 rootc-01~ ceph healthHEALTH_OK
 bull ceph status - shows basic information about cluster
 rootc-01~ ceph statuscluster e2dc51ae-c5e4-48f0-afc1-9e9e97dfd650health HEALTH_OKmonmap e1 3 mons at 1=19216831201678902=19216831202678903=192168
 rarr˓3120367890election epoch 38 quorum 012 123
 osdmap e226 6 osds 6 up 6 inpgmap v27916 400 pgs 2 pools 21233 MB data 5315 objects
 121 GB used 10924 GB 11058 GB avail400 active+clean
 client io 481 kBs rd 132 kBs wr 185 op
 MON
 httpcephcomdocsmasterradostroubleshootingtroubleshooting-mon
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 OSD
 httpcephcomdocsmasterradostroubleshootingtroubleshooting-osd
 bull ceph osd tree - show all OSDs and itrsquos state
 rootc-01~ ceph osd treeID WEIGHT TYPE NAME UPDOWN REWEIGHT PRIMARY-AFFINITY-4 0 host c-04-1 1079993 root default-2 359998 host c-010 179999 osd0 up 100000 1000001 179999 osd1 up 100000 100000
 -3 359998 host c-022 179999 osd2 up 100000 1000003 179999 osd3 up 100000 100000
 -5 359998 host c-034 179999 osd4 up 100000 1000005 179999 osd5 up 100000 100000
 bull ceph osd pools ls - list of pool
 rootc-01~ ceph osd lspools0 rbd1 test
 PG
 httpcephcomdocsmasterradostroubleshootingtroubleshooting-pg
 bull ceph pg ls - list placement groups
 rootc-01~ ceph pg ls | head -n 4pg_stat objects mip degr misp unf bytes log disklog staterarr˓state_stamp v reported up up_primary acting acting_rarr˓primary last_scrub scrub_stamp last_deep_scrub deep_scrub_stamp00 11 0 0 0 0 46137344 3044 3044rarr˓active+clean 2015-07-02 101240603692 22610652 2261798 [4rarr˓20] 4 [420] 4 00 2015-07-01 183833126953 00 2015-rarr˓07-01 18170190419401 7 0 0 0 0 25165936 3026 3026rarr˓active+clean 2015-07-02 101240585833 2265808 2261070 [2rarr˓41] 2 [241] 2 00 2015-07-01 183832352721 00 2015-rarr˓07-01 18170190419802 18 0 0 0 0 75497472 3039 3039rarr˓active+clean 2015-07-02 101239569630 22617447 2263213 [3rarr˓15] 3 [315] 3 00 2015-07-01 183834308228 00 2015-rarr˓07-01 181701904199
 bull ceph pg map 11 - show mapping between PG and OSD
 rootc-01~ ceph pg map 11osdmap e226 pg 11 (11) -gt up [512] acting [512]
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 Sample pillars
 Common metadata for all nodesroles
 cephcommonversion luminousconfig
 globalparam1 value1param2 value1param3 value1
 pool_sectionparam1 value2param2 value2param3 value2
 fsid a619c5fc-c4ed-4f22-9ed2-66cf2feca23dmembers- name cmn01
 host 10001- name cmn02
 host 10002- name cmn03
 host 10003keyring
 admincapsmds allow mgr allow mon allow osd allow
 bootstrap-osdcapsmon allow profile bootstrap-osd
 Optional definition for cluster and public networks Cluster network is used for replication Public network for front-end communication
 cephcommonversion luminousfsid a619c5fc-c4ed-4f22-9ed2-66cf2feca23dpublic_network 1000024 1010024cluster_network 10100024 10110024
 Ceph mon (control) roles
 Monitors A Ceph Monitor maintains maps of the cluster state including the monitor map the OSD map the Place-ment Group (PG) map and the CRUSH map Ceph maintains a history (called an ldquoepochrdquo) of each state change in theCeph Monitors Ceph OSD Daemons and PGs
 cephcommonconfig
 (continues on next page)
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 monkey value
 monenabled truekeyring
 moncapsmon allow
 admincapsmds allow mgr allow mon allow osd allow
 Ceph mgr roles
 The Ceph Manager daemon (ceph-mgr) runs alongside monitor daemons to provide additional monitoring and inter-faces to external monitoring and management systems Since the 12x (luminous) Ceph release the ceph-mgr daemonis required for normal operations The ceph-mgr daemon is an optional component in the 11x (kraken) Ceph release
 By default the manager daemon requires no additional configuration beyond ensuring it is running If there is no mgrdaemon running you will see a health warning to that effect and some of the other information in the output of cephstatus will be missing or stale until a mgr is started
 cephmgrenabled truedashboard
 enabled truehost 10103255252port 7000
 Ceph OSD (storage) roles
 cephcommonversion luminousfsid a619c5fc-c4ed-4f22-9ed2-66cf2feca23dpublic_network 1000024 1010024cluster_network 10100024 10110024keyring
 bootstrap-osdcapsmon allow profile bootstrap-osd
 osdenabled truecrush_parent rack01journal_size 20480 (20G)bluestore_block_db_size 10073741824 (10G)bluestore_block_wal_size 10073741824 (10G)bluestore_block_size 807374182400 (800G)
 (continues on next page)
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 backendfilestore
 disks- dev devsdmenabled falsejournal devssdjournal_partition 5data_partition 6lockbox_partition 7data_partition_size 12000 (MB)class bestssdweight 1666dmcrypt truejournal_dmcrypt false
 - dev devsdfjournal devssdjournal_dmcrypt trueclass bestssdweight 1666
 - dev devsdljournal devssdclass bestssdweight 1666
 bluestoredisks- dev devsdb- dev devsdfblock_db devssdblock_wal devssdblock_db_dmcrypt trueblock_wal_dmcrypt true
 - dev devsdcblock_db devssdblock_wal devssddata_partition 1block_partition 2lockbox_partition 5block_db_partition 3block_wal_partition 4class ssdweight 1666dmcrypt trueblock_db_dmcrypt falseblock_wal_dmcrypt false
 - dev devsddenabled false
 Ceph client roles - Deprecated - use cephcommon instead
 Simple ceph client service
 cephclientconfig
 global
 (continues on next page)
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 mon initial members ceph1ceph2ceph3mon host 101032552526789101032552536789101032552546789
 keyringmonitoring
 key 00000000000000000000000000000000000000==
 At OpenStack control settings are usually located at cinder-volume or glance- registry services
 cephclientconfig
 globalfsid 00000000-0000-0000-0000-000000000000mon initial members ceph1ceph2ceph3mon host 101032552526789101032552536789101032552546789osd_fs_mkfs_arguments_xfsosd_fs_mount_options_xfs rwnoatimenetwork public 1000024network cluster 1000024osd_fs_type xfs
 osdosd journal size 7500filestore xattr use omap true
 monmon debug dump transactions false
 keyringcinder
 key 00000000000000000000000000000000000000==glance
 key 00000000000000000000000000000000000000==
 Ceph gateway
 Rados gateway with keystone v2 auth backend
 cephradosgwenabled truehostname gwcephlabbind
 address 1010101port 8080
 identityengine keystoneapi_version 2host 101010100port 5000user adminpassword passwordtenant admin
 Rados gateway with keystone v3 auth backend
 cephradosgw
 (continues on next page)
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 enabled truehostname gwcephlabbind
 address 1010101port 8080
 identityengine keystoneapi_version 3host 101010100port 5000user adminpassword passwordproject admindomain default
 Ceph setup role
 Replicated ceph storage pool
 cephsetup
 poolreplicated_poolpg_num 256pgp_num 256type replicatedcrush_rule sataapplication rbd
 note For Kraken and earlier releases please specify crush_rule as a rulesetrarr˓number
 For Kraken and earlier releases application param is not needed
 Erasure ceph storage pool
 cephsetuppool
 erasure_poolpg_num 256pgp_num 256type erasurecrush_rule ssdapplication rbd
 Inline compression for Bluestore backend
 cephsetuppool
 volumespg_num 256pgp_num 256type replicatedcrush_rule hdd
 (continues on next page)
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 application rbdcompression_algorithm snappycompression_mode aggressivecompression_required_ratio 875
 Ceph manage keyring keys
 Keyrings are dynamically generated unless specified by the following pillar
 cephcommonmanage_keyring truekeyring
 glancename imageskey AACf3ulZFFPNDxAAd2DWds3aEkHh4IklZVgIaQ==capsmon allow rosd allow class-read object_prefix rdb_children allow rwx pool=images
 Generate CRUSH map - Recommended way
 It is required to define the type for crush buckets and these types must start with root (top) and end with host OSDdaemons will be assigned to hosts according to itrsquos hostname Weight of the buckets will be calculated according toweight of itrsquos children
 If the pools that are in use have size of 3 it is best to have 3 children of a specific type in the root CRUSH tree toreplicate objects across (Specified in rule steps by lsquotype regionrsquo)
 cephsetupcrush
 enabled Truetunables
 choose_total_tries 50choose_local_tries 0choose_local_fallback_tries 0chooseleaf_descend_once 1chooseleaf_vary_r 1chooseleaf_stable 1straw_calc_version 1allowed_bucket_algs 54
 type- root- region- rack- host- osd
 root- name root-ssd- name root-sata
 region
 (continues on next page)
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 - name eu-1parent root-sata
 - name eu-2parent root-sata
 - name eu-3parent root-ssd
 - name us-1parent root-sata
 rack- name rack01parent eu-1
 - name rack02parent eu-2
 - name rack03parent us-1
 rulesataruleset 0type replicatedmin_size 1max_size 10steps- take take root-ssd- chooseleaf firstn 0 type region- emit
 ssdruleset 1type replicatedmin_size 1max_size 10steps- take take root-sata- chooseleaf firstn 0 type region- emit
 Generate CRUSH map - Alternative way
 Itrsquos necessary to create per OSD pillar
 cephosdcrush
 - type rootname root1
 - type regionname eu-1
 - type rackname rack01
 - type hostname osd001
 Add OSDs with specific weight
 Add OSD device(s) with initial weight set specifically to certain value
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 cephosdcrush_initial_weight 0
 Apply CRUSH map
 Before you apply CRUSH map please make sure that settings in generated file in etccephcrushmap are correct
 cephsetup
 crushenforce true
 poolimagescrush_rule sataapplication rbd
 volumescrush_rule sataapplication rbd
 vmscrush_rule ssdapplication rbd
 note For Kraken and earlier releases please specify crush_rule as a rulesetrarr˓number
 For Kraken and earlier releases application param is not needed
 Persist CRUSH map
 After the CRUSH map is applied to Ceph itrsquos recommended to persist the same settings even after OSD reboots
 cephosdcrush_update false
 Ceph monitoring
 By default monitoring is setup to collect information from MON and OSD nodes To change the default values addthe following pillar to MON nodes
 cephmonitoringspace_used_warning_threshold 075space_used_critical_threshold 085apply_latency_threshold 0007commit_latency_threshold 07pool_space_used_utilization_warning_threshold 075pool_space_used_critical_threshold 085pool_write_ops_threshold 200pool_write_bytes_threshold 70000000pool_read_bytes_threshold 70000000pool_read_ops_threshold 1000
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 Ceph monitor backups
 Backup client with sshrsync remote host
 cephbackupclient
 enabled truefull_backups_to_keep 3hours_before_full 24target
 host cfg01
 Backup client with local backup only
 cephbackupclient
 enabled truefull_backups_to_keep 3hours_before_full 24
 Backup server rsync
 cephbackupserver
 enabled truehours_before_full 24full_backups_to_keep 5key
 ceph_pub_keyenabled truekey ssh_rsa
 bull httpsgithubcomcloud-eeceph-salt-formula
 bull httpcephcomceph-storage
 bull httpcephcomdocsmasterstartintro
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-cephissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-ceph
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 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 chrony
 WIP
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-chronyissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-chrony
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 FreeIPA
 This forumla installs and configured the FreeIPA Identity Management service and client
 Sample pillars
 Client
 freeipaclientenabled trueserver ipaexamplecomdomain salt[grainsget](domain ) realm salt[grainsget](domain )upper() hostname salt[grainsget](fqdn )
 To automatically register the client with FreeIPA you will first need to create a Kerberos principal Start by creatinga service account in FreeIPA You may wish to restrict that users permissions to only host creation (see httpswwwfreeipaorgpageHowTosWorking_with_FreeIPA) Next you will need to obtain a kerberos ticket as admin on theIPA server then generate a service account principal
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 kinit admin
 ipa-getkeytab -p service-accountEXAMPLEcom -k principalkeytab -sfreeipahostexamplecom
 scp principalkeytab usersaltmasterexamplecomsrvsaltfreeipafilesprincipalkeytab
 Then add to your pillar
 This will allow your client to use FreeIPArsquos JSON interface to create a host entry with a One Time Password and thenregister to the FreeIPA server For security purposes the kerberos principal will only be pushed down to the clientif the installer reports it is not registered to the FreeIPA server and will be removed from the client as soon as theendpoint has registered with the FreeIPA server
 Additionally the openssh formula (see httpsgithubcomsalt-formulassalt-formula-openssh) is needed and is a de-pendency for this formula Configure it thusly
 opensshserverpublic_key_auth truegssapi_auth truekerberos_auth falseauthorized_keys_command
 command usrbinsss_ssh_authorizedkeysuser nobody
 If you wish to update DNS records using nsupdate add
 freeipaclientnsupdate
 - name testexamplecomipv4- 8888
 ipv6- 2a001450400180a1009
 ttl 1800keytab etckrb5keytab
 For requesting certificates using certmonger
 freeipaclientcert
 HTTPwwwexamplecomuser rootgroup www-datamode 640cert etcsslcertshttp-wwwexamplecomcrtkey etcsslprivatehttp-wwwexamplecomkey
 Server
 freeipaserverrealm IPAEXAMPLECOM
 (continues on next page)
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 domain ipaexamplecomldap
 password secretpassword
 Server definition for new verion of freeipa (43+) Replicas dont require generation of gpg file on master But principaluser has to be defined with
 freeipaserverrealm IPAEXAMPLECOMdomain ipaexamplecomprincipal_user adminadmin
 password secretpasswordservers- idm01ipaexamplecom- idm02ipaexamplecom- idm03ipaexamplecom
 Disable CA Default is True
 freeipaserverca false
 Disable LDAP access logs but enable audit
 freeipaserverldap
 loggingaccess falseaudit true
 Read more
 bull httpwwwfreeipaorgpageQuick_Start_Guide
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-freeipaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
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 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-freeipa
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Git formula
 Git is a free and open source distributed version control system designed to handle everything from small to very largeprojects with speed and efficiency
 Sample pillars
 Simplest GIT setup
 gitclientenabled true
 GIT with user setup
 gitclientenabled trueuser- user
 name jdoeemail jdoecom
 GIT with user and SSL setup
 gitclientdisable_ssl_verification Trueenabled trueuser- user
 name jdoeemail jdoecom
 Reclass with GIT with user setup
 gitclientenabled trueuser- user $linuxsystemuserjdoe
 Reclass with GIT with user and SSL setup
 gitclientdisable_ssl_verification True
 (continues on next page)
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 enabled trueuser- user $linuxsystemuserjdoe
 Reclass with GIT over HTTP server setup Requires web server
 gitserverdirectory srvgitrepos
 - name custom-repo-1- name custom-repo-2
 Reclass with GIT over HTTP server setup Requires web server Mirrored upsream repos example
 gitserverdirectory srvgitrepos
 - name gerritliburl httpsgithubcomopenstack-infragerritlibgit
 - name jeepyburl httpsgithubcomopenstack-infrajeepybgit
 Read more
 bull httpgit-scmcom
 bull httpgit-scmcombookenCustomizing-Git-Git-Configuration
 bull httpsgithubcomnesipuppet-gittreemastermanifests
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-gitissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-git
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 GlusterFS
 Install and configure GlusterFS server and client
 Available states
 bull glusterfsserver
 bull glusterfsserverservice
 bull glusterfsserversetup
 bull glusterfsclient
 glusterfsserver
 Setup GlusterFS server (including both service and setup)
 glusterfsserverservice
 Setup and start GlusterFS server service
 glusterfsserversetup
 Setup GlusterFS peers and volumes
 glusterfsclient
 Setup GlusterFS client
 Available metadata
 bull metadataglusterfsserver
 bull metadataglusterfsclient
 metadataglusterfsserver
 Setup basic server
 metadataglusterfsclient
 Setup client only
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 Configuration parameters
 Example reclass
 Example for distributed glance images storage where every control node is gluster peer
 classes- serviceglusterfsserver- serviceglusterfsclient
 _paramcluster_node01_address 192168121cluster_node02_address 192168122cluster_node03_address 192168123
 parametersglusterfsserver
 peers- $_paramcluster_node01_address- $_paramcluster_node02_address- $_paramcluster_node03_addressvolumes
 glancestorage srvglusterfsglancereplica 3bricks- $_paramcluster_node01_addresssrvglusterfsglance- $_paramcluster_node02_addresssrvglusterfsglance- $_paramcluster_node03_addresssrvglusterfsglanceoptionsclusterreaddir-optimize Onnfsdisable Onnetworkremote-dio Ondiagnosticsclient-log-level WARNINGdiagnosticsbrick-log-level WARNING
 clientvolumes
 glancepath varlibglanceimagesserver $_paramcluster_node01_addressuser glancegroup glance
 Example pillar
 Server
 glusterfsserverpeers- 192168121- 192168122- 192168123volumes
 (continues on next page)
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 glancestorage srvglusterfsglancereplica 3bricks- 172168121srvglusterfsglance- 172168121srvglusterfsglance- 172168121srvglusterfsglance
 enabled true
 Client
 glusterfsclientvolumes
 glancepath varlibglanceimagesserver 192168121user glancegroup glance
 enabled true
 Read more
 bull httpswwwglusterorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-glusterfsissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-glusterfs
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 iptables formula
 Iptables is used to set up maintain and inspect the tables of IPv4 packet filter rules in the Linux kernel Severaldifferent tables may be defined Each table contains a number of built-in chains and may also contain user-definedchains Each chain is a list of rules which can match a set of packets Each rule specifies what to do with a packet thatmatches This is called a target which may be a jump to a user-defined chain in the same table
 Sample pillars
 Most common rules - allow traffic on localhost accept relatedestablished and ping
 parametersiptablesservice
 enabled Truechain
 INPUTrules
 - in_interface lojump ACCEPT
 - connection_state RELATEDESTABLISHEDmatch statejump ACCEPT
 - protocol icmpjump ACCEPT
 Accept connections on port 22
 parametersiptablesservice
 chainINPUTrules
 - destination_port 22protocol tcpjump ACCEPT
 Set drop policy on INPUT chain
 parametersiptablesservice
 chainINPUTpolicy DROP
 Redirect privileged port 443 to 8081
 parametersiptablesservice
 chainPREROUTINGfilter natdestination_port 443
 (continues on next page)
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 to_port 8081protocol tcpjump REDIRECT
 Allow access from local network
 parametersiptablesservice
 chainINPUTrules
 - protocol tcpdestination_port 22source_network 1921681024jump ACCEPTcomment Blah
 Support logging with custom prefix and log level
 parametersiptablesservice
 chainPOSTROUTINGrules
 - table natprotocol tcpmatch multiportdestination_ports- 21- 80- 443- 2220
 source_network 102030024log_level 7log_prefix iptables-logging jump LOG
 IPv6 is supported as well
 parametersiptablesservice
 enabled Trueipv6 Truechain
 INPUTrules
 - protocol tcpfamily ipv6destination_port 22source_network 2001DB832jump ACCEPT
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 Read more
 bull httpdocssaltstackcomenlatestrefstatesallsaltstatesiptableshtml
 bull httpshelpubuntucomcommunityIptablesHowTo
 bull httpwikicentosorgHowTosNetworkIPTables
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-iptablesissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-iptables
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Letrsquos Encrypt
 Service letsencrypt description
 Sample pillars
 Installation
 There are 3 installation methods available
 bull package (default for Debian)
 For Debian Jessie you need to use jessie-backports repository For Ubuntu use Launchpad PPA providingcertbot package You can use linux formula to manage these APT sources
 letsencryptclient
 sourceengine pkg
 If the certbot package doesnrsquot include Systemd service and timer files you can set them to beinstalled by this formula by supplying install_units True and cli
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 letsencryptclient
 sourceengine pkgcli usrbincertbotinstall_units true
 bull URL to certbot-auto (default)
 This is default installation method for systems with no available certbot package
 letsencryptclient
 sourceengine urlurl httpsdlefforgcertbot-auto
 bull Docker container
 Alternate installation method where Docker image is used to provide certbot tool and executed using wrapperscript
 letsencryptclient
 sourceengine dockerimage deliverouscertbot
 Usage
 Default authentication method using standalone server on specified port But this wonrsquot work without configuration ofapachenginx (read on) unless you donrsquot have webserver running so you can select port 80 or 443
 letsencryptclientemail rootdummyorgauth
 method standalonetype http-01port 9999
 domaindummyorg
 enabled truewwwdummyorg
 enabled true Following will produce multidomain certificatesitedummyorg
 enabled truenames- dummyorg- wwwdummyorg
 However ACME server always visits port 80 (or 443) where most likely Apache or Nginx is listening This means thatyou need to configure well-knownacme-challenge to proxy requests on localhost9999 For exampleensure you have following configuration for Apache
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 ProxyPass well-knownacme-challenge http1270019999well-knownacme-rarr˓challenge retry=1ProxyPassReverse well-knownacme-challenge http1270019999well-knownrarr˓acme-challenge
 ltLocation well-knownacme-challengegtProxyPreserveHost OnOrder allowdenyAllow from allRequire all granted
 ltLocationgt
 You can also use apache or nginx auth methods and let certbot do whatrsquos needed this should be the simplest option
 letsencryptclientauth apache
 Alternatively you can use webroot authentication (using eg existing apache installation serving directory for all sites)
 letsencryptclientauth
 method webrootpath varwwwhtmlport 80
 domaindummyorg
 enabled truewwwdummyorg
 enabled true
 Itrsquos also possible to override auth method or other options only for single domain
 letsencryptclientemail rootdummyorgauth
 method standalonetype http-01port 9999
 domaindummyorg
 enabled trueauthmethod webrootpath varwwwhtmldummyorgport 80
 wwwdummyorgenabled true
 You are able to use multidomain certificates
 letsencryptclientemail sylvainhomestaging true
 (continues on next page)
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 authmethod apache
 domainkeynotdomain
 enabled truename lsopensource-expertcomnames- wwwlsopensource-expertcom- vim22opensource-expertcom- wwwvim22opensource-expertcom
 rmopensource-expertcomenabled truenames- wwwrmopensource-expertcom
 vim7opensource-expertcomenabled truenames- wwwvim7opensource-expertcom
 vim88opensource-expertcomenabled truenames- wwwvim88opensource-expertcom- awkopensource-expertcom- wwwawkopensource-expertcom
 Legacy configuration
 Common metadata
 letsencryptclientenabled trueconfig |
 host = httpsacme-v01apiletsencryptorgdirectoryemail = webmasterexamplecomauthenticator = webrootwebroot-path = varlibwwwagree-tos = Truerenew-by-default = True
 domainsetwww
 - examplecom- wwwexamplecom
 mail- imapexamplecom- smtpexamplecom- mailexamplecom
 intranet- intranetexamplecom
 Example of authentication via another port without stopping nginx server
 location well-knownacme-challenge proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_forproxy_set_header Host $http_host
 (continues on next page)
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 proxy_redirect offproxy_pass http sitehostname 9999well-knownacme-challenge
 letsencryptclientenabled trueconfig |
 renew-by-default = Truehttp-01-port = 9999standalone-supported-challenges = http-01
 domainsetwww
 - examplecom
 Read more
 bull Certbot authentication plugins
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-letsencryptissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-letsencrypt
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Linux Fomula
 Linux Operating Systems
 bull Ubuntu
 bull CentOS
 bull RedHat
 21 Project Introduction 75
  SaltStack-Formulas Documentation Release master
 bull Fedora
 bull Arch
 Sample Pillars
 Linux System
 Basic Linux box
 linuxsystemenabled truename node1domain domaincomcluster systemenvironment prodtimezone EuropePragueutc true
 Linux with system users some with password set WARNING If no lsquopasswordrsquo variable has been passed - anypredifined password will be removed
 linuxsystemuser
 jdoename jdoeenabled truesudo trueshell binbashfull_name Jonh Doehome homejdoeemail jonhdoecom
 jsmithname jsmithenabled truefull_name With clear passwordhome homejsmithhash_password truepassword userpassword
 markname markenabled truefull_name unchange passwordhome homemarkpassword false
 elizabethname elizabethenabled truefull_name With hased passwordhome homeelizabethpassword $6$nUI7QEz3
 rarr˓$dFYjzQqK5cJ6HQ38KqG4gTWA9eJu3aKx6TRVDFh6BVJxJgFWg2akfAA7f1fCxcSUeOJ2arCO6EEI6XXnHXxG10rarr˓
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 Configure sudo for users and groups under etcsudoersd This ways linuxsystemsudo pillar map toactual sudo attributes
 simplified templateCmds_Alias alias = commands user hosts =( runas ) NOPASSWD commands group hosts =( runas ) NOPASSWD commands
 when renderedsaltuser1 ALL=(ALL) NOPASSWD ALL
 linuxsystemsudo
 enabled truealiases
 hostLOCAL- localhostPRODUCTION- db1- db2
 runasDBA- postgres- mysqlSALT- root
 command Note This is not 100 safe when ALL keyword is used user still may
 rarr˓modify configs and hide his actions Best practice is to specify full list of commands user is allowed
 rarr˓to runSUPPORT_RESTRICTED- binvi etcsudoers- binvim etcsudoers- binnano etcsudoers- binemacs etcsudoers- binsu - root- binsu -- binsu- usrsbinvisudoSUPPORT_SHELLS- binsh- binksh- binbash- binrbash- bindash- binzsh- bincsh- binfish- bintcsh- usrbinlogin- usrbinsu- usrsuALL_SALT_SAFE- usrbinsalt state- usrbinsalt service
 (continues on next page)
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 - usrbinsalt pillar- usrbinsalt grains- usrbinsalt saltutil- usrbinsalt-call state- usrbinsalt-call service- usrbinsalt-call pillar- usrbinsalt-call grains- usrbinsalt-call saltutilSALT_TRUSTED- usrbinsalt
 users saltuser1 with default values saltuser1 ALL=(ALL) NOPASSWD ALLsaltuser1 saltuser2
 hosts- LOCAL
 User Alias DBADBA
 hosts- ALLcommands- ALL_SALT_SAFE
 groupsdb-ops
 hosts- ALL- PRODUCTIONrunas- DBAcommands- bincat - binless - binls
 salt-opshosts- ALLrunas- SALTcommands- SUPPORT_SHELLS
 salt-ops-2ndname salt-opsnopasswd falsesetenv true Enable sudo -E optionrunas- DBAcommands- ALL- SUPPORT_SHELLS- SUPPORT_RESTRICTED
 Linux with package latest version
 linuxsystempackage
 (continues on next page)
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 package-nameversion latest
 Linux with package from certail repo version with no upgrades
 linuxsystempackage
 package-nameversion 2132323repo custom-repohold true
 Linux with package from certail repo version with no GPG verification
 linuxsystempackage
 package-nameversion 2132323repo custom-repoverify false
 Linux with autoupdates (automatically install security package updates)
 linuxsystemautoupdates
 enabled truemail rootlocalhostmail_only_on_error trueremove_unused_dependencies falseautomatic_reboot trueautomatic_reboot_time 0200
 Linux with cron jobs By default it will use name as an identifier unless identifier key is explicitly set or False (then itwill use Saltrsquos default behavior which is identifier same as command resulting in not being able to change it)
 linuxsystemjob
 cmd1command cmdtorunidentifier cmd1enabled trueuser roothour 2minute 0
 Linux security limits (limit sensu user memory usage to max 1GB)
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 linuxsystemlimit
 sensuenabled truedomain sensulimits- type hard
 item asvalue 1000000
 Enable autologin on tty1 (may work only for Ubuntu 1404)
 linuxsystemconsole
 tty1autologin root
 Enable serial consolettyS0
 autologin rootrate 115200term xterm
 To disable set autologin to false
 Set policy-rcd on Debian-based systems Action can be any available command in while true loop andcase context Following will disallow dpkg to stopstart services for cassandra package automatically
 linuxsystempolicyrcd
 - package cassandraaction exit 101
 - package action switch
 Set system locales
 linuxsystemlocale
 en_USUTF-8default true
 cs_CZUTF-8 UTF-8enabled true
 Systemd settings
 linuxsystemsystemd
 systemManagerDefaultLimitNOFILE 307200
 (continues on next page)
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 DefaultLimitNPROC 307200user
 ManagerDefaultLimitCPU 2DefaultLimitNPROC 4
 Ensure presence of directory
 linuxsystemdirectory
 tmptestuser rootgroup rootmode 700makedirs true
 Ensure presence of file by specifying itrsquos source
 linuxsystemfile
 tmptesttxtsource httpexamplecomtesttxtuser root optionalgroup root optionalmode 700 optionaldir_mode 700 optionalencoding utf-8 optionalhash ltlthashgtgt or ltltURI to hashgtgt optionalmakedirs true optional
 linuxsystemfile
 testtxtname tmptesttxtsource httpexamplecomtesttxt
 Ensure presence of file by specifying itrsquos contents
 linuxsystemfile
 tmptesttxtcontents |line1line2
 linuxsystemfile
 tmptesttxtcontents_pillar linuxnetworkhostname
 linuxsystem
 (continues on next page)
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 filetmptesttxt
 contents_grains motd
 Kernel
 Install always up to date LTS kernel and headers from Ubuntu trusty
 linuxsystemkernel
 type genericlts trustyheaders true
 Load kernel modules and add them to etcmodules
 linuxsystemkernel
 modules- nf_conntrack- tp_smapi- 8021q
 Configure or blacklist kernel modules with additional options to etcmodprobed following example will addetcmodprobednf_conntrackconf file with line options nf_conntrack hashsize=262144
 linuxsystemkernel
 modulenf_conntrackoption
 hashsize 262144
 Install specific kernel version and ensure all other kernel packages are not present Also install extra modules andheaders for this kernel
 linuxsystemkernel
 type genericextra trueheaders trueversion 420-22
 Systcl kernel parameters
 linuxsystemkernel
 sysctlnetipv4tcp_keepalive_intvl 3
 (continues on next page)
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 netipv4tcp_keepalive_time 30netipv4tcp_keepalive_probes 8
 Configure kernel boot options
 linuxsystemkernel
 boot_options- elevator=deadline- spectre_v2=off- nopti
 CPU
 Enable cpufreq governor for every cpu
 linuxsystemcpu
 governor performance
 CGROUPS
 Setup linux cgroups
 linuxsystemcgroup
 enabled truegroup
 ceph_group_1controller
 cpusharesvalue 250
 cpuacctusagevalue 0
 cpusetcpusvalue 123
 memorylimit_in_bytesvalue 2G
 memswlimit_in_bytesvalue 3G
 mappingsubjects- ceph
 generic_group_1controllercpu
 (continues on next page)
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 sharesvalue 250
 cpuacctusagevalue 0
 mappingsubjects- firefox- studentcp
 Shared Libraries
 Set additional shared library to Linux system library path
 linuxsystemld
 libraryjava- usrlibjvmjre-openjdklibamd64server- optjavajrelibamd64server
 Certificates
 Add certificate authority into system trusted CA bundle
 linuxsystemca_certificates
 mycert |-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 Sysfs
 Install sysfsutils and set sysfs attributes
 linuxsystem
 (continues on next page)
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 sysfsscheduler
 blocksdaqueuescheduler deadlinepower
 modepowerstate 0660
 ownerpowerstate rootpower
 devicessystemcpucpu0cpufreqscaling_governor powersave
 Huge Pages
 Huge Pages give a performance boost to applications that intensively deal with memory allocationdeallocation bydecreasing memory fragmentation
 linuxsystemkernel
 hugepagessmallsize 2Mcount 107520mount_point mnthugepages_2MBmount falsetrue default false
 largedefault true default automatically mountedsize 1Gcount 210mount_point mnthugepages_1GB
 Note not recommended to use both pagesizes in concurrently
 Intel SR-IOV
 PCI-SIG Single Root IO Virtualization and Sharing (SR-IOV) specification defines a standardized mechanism tovirtualize PCIe devices The mechanism can virtualize a single PCIe Ethernet controller to appear as multiple PCIedevices
 linuxsystemkernel
 sriov Trueunsafe_interrupts False Default is false for older platforms and AMD we
 rarr˓need to add interrupt remapping workaroundrc
 local |binsh -e Enable 7 VF on eth1echo 7 gt sysclassneteth1devicesriov_numvfs sleep 2 ifup -aexit 0
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 Isolate CPU options
 Remove the specified CPUs as defined by the cpu_number values from the general kernel SMP balancing and sched-uler algroithms The only way to move a process onto or off an ldquoisolatedrdquo CPU is via the CPU affinity syscallscpu_number begins at 0 so the maximum value is 1 less than the number of CPUs on the system
 linuxsystemkernel
 isolcpu 1234567 isolate first cpu 0
 Repositories
 RedHat based Linux with additional OpenStack repo
 linuxsystemrepo
 rdo-icehouseenabled truesource httpreposfedorapeopleorgreposopenstackopenstack-icehouse
 rarr˓epel-6pgpcheck 0
 Ensure system repository to use czech Debian mirror (default true) Also pin itrsquos packages with priority 900
 linuxsystemrepo
 debiandefault truesource deb httpftpczdebianorgdebian jessie main contrib non-free Import signing key from URL if neededkey_url httpdummycompublicgpgpin- pin origin ftpczdebianorg
 priority 900package
 Package manager proxy setup globally
 linuxsystemrepo
 apt-mksource deb httpapt-mkmirantiscom stable main salt
 proxy
 pkgenabled trueftp ftpftp-proxy-for-apthostlocal2121
 NOTE Global defaults for any other componet that configure proxy on the
 rarr˓system(continues on next page)
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 If your environment has just one simple proxy set it onrarr˓linuxsystemproxy
 fall back system defaults if linuxsystemproxypkg has no protocol specific
 rarr˓entries as for https and httpftp ftpproxyhostlocal2121http httpproxyhostlocal3142https httpsproxyhostlocal3143
 Package manager proxy setup per repository
 linuxsystemrepo
 debiansource deb httpapt-mkmirantiscom stable main salt
 apt-mk
 source deb httpapt-mkmirantiscom stable main salt per repository proxyproxyenabled truehttp httpmaas-018080https httpmaas-018080
 proxy
 package manager fallback defaults used if linuxsystemrepoapt-mkproxy has no protocol specific entriespkg
 enabled trueftp ftpproxyhostlocal2121http httpproxyhostlocal3142https httpsproxyhostlocal3143
 global system fallback system defaultsftp ftpproxyhostlocal2121http httpproxyhostlocal3142https httpsproxyhostlocal3143
 Remove all repositories
 linuxsystempurge_repos true
 Setup custom apt config options
 linuxsystemapt
 configcompression-workaroundAcquireCompressionTypesOrder gz
 docker-cleanDPkgPost-Invoke
 (continues on next page)
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 - rm -f varcacheaptarchivesdeb varcacheaptarchivespartialrarr˓deb varcacheaptbin || true
 APTUpdatePost-Invoke- rm -f varcacheaptarchivesdeb varcacheaptarchivespartial
 rarr˓deb varcacheaptbin || true
 RC
 rclocal example
 linuxsystemrc
 local |binsh -e rclocal This script is executed at the end of each multiuser runlevel Make sure that the script will exit 0 on success or any other value on error In order to enable or disable this script just change the execution bits By default this script does nothingexit 0
 Prompt
 Setting prompt is implemented by creating etcprofiledpromptsh Every user can have different prompt
 linuxsystemprompt
 root n[033[037m]Dymd HMS $(hostname -rarr˓f)[e[0m]n[e[131m][uhw][e[0m]
 default nDymd HMS $(hostname -f)n[uhw]
 On Debian systems to set prompt system-wide itrsquos necessary to remove setting PS1 in etcbashbashrc and~bashrc (which comes from etcskelbashrc) This formula will do this automatically but will nottouch existing userrsquos ~bashrc files except root
 Bash
 Fix bash configuration to preserve history across sessions (like ZSH does by default)
 linuxsystembash
 preserve_history true
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 Message of the day
 pam_motd from package update-motd is used for dynamic messages of the day Setting custom motd will cleanupexisting ones
 linuxsystemmotd
 - release |binsh[ -r etclsb-release ] ampamp etclsb-release
 if [ -z $DISTRIB_DESCRIPTION ] ampamp [ -x usrbinlsb_release ] then Fall back to using the very slow lsb_release utilityDISTRIB_DESCRIPTION=$(lsb_release -s -d)
 fi
 printf Welcome to s (s s s)n $DISTRIB_DESCRIPTION $(uname -o) rarr˓$(uname -r) $(uname -m)
 - warning |binshprintf This is [company name] networknprintf Unauthorized access strictly prohibitedn
 Services
 Stop and disable linux service
 linuxsystemservice
 apt-dailytimerstatus dead
 Possible status is dead (disable service by default) running (enable service by default) enabled disabled
 Linux with atop service
 linuxsystematop
 enabled trueinterval 20logpath varlogatopoutfile varlogatopdailylog
 RHEL CentOS
 Unfortunately update-motd is currently not available for RHEL so therersquos no native support for dynamic motdYou can still set static one only pillar structure differs
 linuxsystemmotd |
 (continues on next page)
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 This is [company name] networkUnauthorized access strictly prohibited
 Haveged
 If you are running headless server and are low on entropy it may be a good idea to setup Haveged
 linuxsystemhaveged
 enabled true
 Linux network
 Linux with network manager
 linuxnetworkenabled truenetwork_manager true
 Linux with default static network interfaces default gateway interface and DNS servers
 linuxnetworkenabled trueinterface
 eth0enabled truetype ethaddress 1921680102netmask 2552552550gateway 19216801name_servers- 8888- 8844mtu 1500
 Linux with bonded interfaces and disabled NetworkManager
 linuxnetworkenabled trueinterface
 eth0type eth
 eth1type eth
 bond0enabled truetype bond
 (continues on next page)
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 address 1921680102netmask 2552552550mtu 1500use_in- interface $linuxinterfaceeth0- interface $linuxinterfaceeth0
 network_managerdisable true
 Linux with vlan interface_params
 linuxnetworkenabled trueinterface
 vlan69type vlanuse_interfaces- interface $linuxinterfacebond0
 Linux with wireless interface parameters
 linuxnetworkenabled truegateway 10001default_interface eth0interface
 wlan0type ethwirelessessid examplekey example_keysecurity wpapriority 1
 Linux networks with routes defined
 linuxnetworkenabled truegateway 10001default_interface eth0interface
 eth0type ethroutedefault
 address 1921680123netmask 2552552550gateway 19216801
 Native Linux Bridges
 linuxnetwork
 (continues on next page)
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 interfaceeth1
 enabled truetype ethproto manualup_cmds- ip address add 00 dev $IFACE- ip link set $IFACE updown_cmds- ip link set $IFACE down
 br-exenabled truetype bridgeaddress $linuxnetworkhostpublic_localaddressnetmask 2552552550use_interfaces- eth1
 OpenVswitch Bridges
 linuxnetworkbridge openvswitchinterface
 eth1enabled truetype ethproto manualup_cmds- ip address add 00 dev $IFACE- ip link set $IFACE updown_cmds- ip link set $IFACE down
 br-exenabled truetype bridgeaddress $linuxnetworkhostpublic_localaddressnetmask 2552552550use_interfaces- eth1
 br-prvenabled truetype ovs_bridgemtu 65000
 br-ens7enabled truename br-ens7type ovs_bridgeproto manualmtu 9000use_interfaces- ens7
 patch-br-ens7-br-prvenabled truename ens7-prvovs_type ovs_porttype ovs_port
 (continues on next page)
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 bridge br-ens7port_type patchpeer prv-ens7mtu 65000
 patch-br-prv-br-ens7enabled truename prv-ens7bridge br-prvovs_type ovs_porttype ovs_portport_type patchpeer ens7-prvmtu 65000
 ens7enabled truename ens7proto manualovs_port_type OVSPorttype ovs_portovs_bridge br-ens7bridge br-ens7
 Debian manual proto interfaces
 When you are changing interface proto from static in up state to manual you may need to flush ip addresses For exam-ple if you want to use the interface and the ip on the bridge This can be done by setting the ipflush_onchangeto true
 linuxnetworkinterface
 eth1enabled truetype ethproto manualmtu 9100ipflush_onchange true
 Debian static proto interfaces
 When you are changing interface proto from dhcp in up state to static you may need to flush ip addresses and restartinterface to assign ip address from a managed file For example if you want to use the interface and the ip on thebridge This can be done by setting the ipflush_onchange with combination restart_on_ipflush paramset to to true
 linuxnetworkinterface
 eth1enabled truetype ethproto staticaddress 101022netmask 2552552550ipflush_onchange truerestart_on_ipflush true
 Concatinating and removing interface files
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 Debian based distributions have etcnetworkinterfacesd directory where you can store configuration of networkinterfaces in separate files You can concatinate the files to the defined destination when needed this operation removesthe file from the etcnetworkinterfacesd If you just need to remove iface files you can use the remove_iface_fileskey
 linuxnetworkconcat_iface_files- src etcnetworkinterfacesd50-cloud-initcfg
 dst etcnetworkinterfacesremove_iface_files- etcnetworkinterfacesd90-customcfg
 DHCP client configuration
 None of the keys is mandatory include only those you really need For full list of available options under sendsupersede prepend append refer to dhcp-options(5)
 linuxnetworkdhclient
 enabled truebackoff_cutoff 15initial_interval 10reboot 10retry 60select_timeout 0timeout 120send
 - option host-namedeclaration = gethostname()
 supersede- option host-namedeclaration spaceship
 - option domain-namedeclaration domainhome
 - option arp-cache-timeout declaration 20
 prepend- option domain-name-serversdeclaration- 8888- 8844
 - option domain-searchdeclaration- examplecom- engexamplecom
 append- option domain-name-servers declaration 127001
 ip or subnet to reject dhcp offer fromreject
 - 19233137209- 1002024
 request- subnet-mask- broadcast-address- time-offset
 (continues on next page)
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 - routers- domain-name- domain-name-servers- domain-search- host-name- dhcp6name-servers- dhcp6domain-search- dhcp6fqdn- dhcp6sntp-servers- netbios-name-servers- netbios-scope- interface-mtu- rfc3442-classless-static-routes- ntp-servers
 require- subnet-mask- domain-name-servers
 if per interface configuration required add belowinterface
 ens2initial_interval 11reject- 19233137210
 ens3initial_interval 12reject- 19233137211
 Linux network systemd settings
 linuxnetworksystemd
 link10-iface-dmzMatch
 MACAddress c85b67fa1aafOriginalName eth0
 LinkName dmz0
 netdev20-bridge-dmzmatchname dmz0
 networkmescription bridgebridge br-dmz0
 network works with lowercase keys are by default capitalized
 40-dhcpmatchname
 networkDHCP yes
 Configure global environment variables
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 Use etcenvironment for static system wide variable assignment after boot Variable expansion is frequentlynot supported
 linuxsystemenv
 BOB_VARIABLE AliceBOB_PATH
 - srvalicebin- srvbobbin
 ftp_proxy nonehttp_proxy httpglobal-http-proxyhostlocal8080https_proxy $linuxsystemproxyhttpsno_proxy
 - 192168080- 192168180- domaincom- local
 NOTE global defaults proxy configurationproxy
 ftp ftpproxyhostlocal2121http httpproxyhostlocal3142https httpsproxyhostlocal3143noproxy
 - domaincom- local
 Configure profiled scripts
 The profiled scripts are being sourced during sh execution and support variable expansion in opposite toetcenvironment global settings in etcenvironment
 linuxsystemprofile
 locales |export LANG=Cexport LC_ALL=C
 vi_flavorssh |
 export PAGER=viewexport EDITOR=vimalias vi=vim
 shell_localessh |export LANG=en_USexport LC_ALL=en_USUTF-8
 shell_proxiessh |export FTP_PROXY=ftp1270332121export NO_PROXY=local
 Linux with hosts
 Parameter purge_hosts will enforce whole etchosts file removing entries that are not defined in model except defaultsfor both IPv4 and IPv6 localhost and hostname + fqdn
 Itrsquos good to use this option if you want to ensure etchosts is always in a clean state however itrsquos not enabled by default
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 for safety
 linuxnetworkpurge_hosts truehost
 No need to define this one if purge_hosts is truehostname
 address 127011names- $linuxnetworkfqdn- $linuxnetworkhostname
 node1address 19216810200names- node2domaincom- service2domaincom
 node2address 19216810201names- node2domaincom- service2domaincom
 Linux with hosts collected from mine
 In this case all dns records defined within infrastrucuture will be passed to local hosts records or any DNS server Onlyhosts with grain parameter to true will be propagated to the mine
 linuxnetworkpurge_hosts truemine_dns_records truehost
 node1address 19216810200grain truenames- node2domaincom- service2domaincom
 Setup resolvconf nameservers domain and search domains
 linuxnetworkresolv
 dns- 8844- 8888domain myexamplecomsearch- myexamplecom- examplecomoptions- ndots 5- timeout 2- attempts 2
 setting custom TX queue length for tap interfaces
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 linuxnetworktap_custom_txqueuelen 10000
 DPDK OVS interfaces
 DPDK OVS NIC
 linuxnetworkbridge openvswitchdpdk
 enabled truedriver uiovfio
 openvswitchpmd_cpu_mask 0x6dpdk_socket_mem 10241024dpdk_lcore_mask 0x400memory_channels 2
 interfacedpkd0
 name $_paramdpdk_nicpci 000006000driver igb_uiovfio-pcienabled truetype dpdk_ovs_portn_rxq 2pmd_rxq_affinity 0112bridge br-prvmtu 9000
 br-prvenabled truetype dpdk_ovs_bridge
 DPDK OVS Bond
 linuxnetworkbridge openvswitchdpdk
 enabled truedriver uiovfio
 openvswitchpmd_cpu_mask 0x6dpdk_socket_mem 10241024dpdk_lcore_mask 0x400memory_channels 2
 interfacedpdk_second_nic
 name $_paramprimary_second_nicpci 000006000driver igb_uiovfio-pcibond dpdkbond0enabled truetype dpdk_ovs_portn_rxq 2pmd_rxq_affinity 0112mtu 9000
 (continues on next page)
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 dpdk_first_nicname $_paramprimary_first_nicpci 000005000driver igb_uiovfio-pcibond dpdkbond0enabled truetype dpdk_ovs_portn_rxq 2pmd_rxq_affinity 0112mtu 9000
 dpdkbond0enabled truebridge br-prvtype dpdk_ovs_bondmode active-backup
 br-prvenabled truetype dpdk_ovs_bridge
 DPDK OVS bridge for VXLAN
 If VXLAN is used as tenant segmentation then ip address must be set on br-prv
 linuxnetworkinterface
 br-prvenabled truetype dpdk_ovs_bridgeaddress 192168500netmask 2552552550tag 101mtu 9000
 Linux storage
 Linux with mounted Samba
 linuxstorageenabled truemount
 samba1- enabled true- path mediamyuserpublic- device 19216801storage- file_system cifs- options guestuid=myuseriocharset=utf8file_mode=0777dir_mode=0777noperm
 NFS mount
 linuxstorageenabled true
 (continues on next page)
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 mountnfs_glance
 enabled truepath varlibglanceimagesdevice 1721610110varnfsglancefile_system nfsopts rwsync
 File swap configuration
 linuxstorageenabled trueswap
 fileenabled trueengine filedevice swapfilesize 1024
 Partition swap configuration
 linuxstorageenabled trueswap
 partitionenabled trueengine partitiondevice devvg0swap
 LVM group vg1 with one device and data volume mounted into mntdata
 parameterslinuxstorage
 mountdataenabled truedevice devvg1datafile_system ext4path mntdata
 lvmvg1enabled truedevices- devsdb
 volumedatasize 40Gmount $linuxstoragemountdata
 Create partitions on disk Specify size in MB It expects empty disk without any existing partitions (set startsector=1if you want to start partitions from 2048)
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 linuxstoragedisk
 first_drivestartsector 1name devloop1type gptpartitions- size 200 size in MB
 type fat32- size 300 size in MB
 mkfs Truetype xfs
 devvda1partitions- size 5type ext2
 - size 10type ext4
 Multipath with Fujitsu Eternus DXL
 parameterslinuxstorage
 multipathenabled trueblacklist_devices- devsda- devsdbbackends- fujitsu_eternus_dxl
 Multipath with Hitachi VSP 1000
 parameterslinuxstorage
 multipathenabled trueblacklist_devices- devsda- devsdbbackends- hitachi_vsp1000
 Multipath with IBM Storwize
 parameterslinuxstorage
 multipathenabled trueblacklist_devices- devsda- devsdbbackends- ibm_storwize
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 Multipath with multiple backends
 parameterslinuxstorage
 multipathenabled trueblacklist_devices- devsda- devsdb- devsdc- devsddbackends- ibm_storwize- fujitsu_eternus_dxl- hitachi_vsp1000
 PAM LDAP integration
 parameterslinuxsystem
 authenabled trueldapenabled truebinddn cn=bindou=service_usersdc=exampledc=combindpw secreturi ldap127001base ou=usersdc=exampledc=comldap_version 3pagesize 65536referrals offfilter
 passwd (amp(amp(objectClass=person)(uidNumber=))(unixHomeDirectory=))shadow (amp(amp(objectClass=person)(uidNumber=))(unixHomeDirectory=))group (amp(objectClass=group)(gidNumber=))
 Disabled multipath (the default setup)
 parameterslinuxstorage
 multipathenabled false
 Linux with local loopback device
 linuxstorageloopback
 disk1file srvdisk1size 50G
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 External config generation
 You are able to use config support metadata between formulas and only generate config files for external use egdocker etc
 parameterslinuxsystem
 configpillarjenkins
 masterhome srvvolumesjenkinsapproved_scripts- method javanetURL openConnection
 credentials- type username_passwordscope globalid testdesc Testing credentialsusername testpassword test
 Netconsole Remote Kernel Logging
 Netconsole logger could be configured for configfs-enabled kernels (CONFIG_NETCONSOLE_DYNAMIC shouldbe enabled) Configuration applies both in runtime (if network is already configured) and on-boot after interfaceinitialization Notes
 bull receiver could be located only in same L3 domain (or you need to configure gateway MAC manually)
 bull receiverrsquos MAC is detected only on configuration time
 bull using broadcast MAC is not recommended
 parameterslinuxsystem
 netconsoleenabled trueport 514 (optional)loglevel debug (optional)target19216801
 interface bond0mac ffffffffffff (optional)
 Usage
 Set mtu of network interface eth0 to 1400
 ip link set dev eth0 mtu 1400
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 Read more
 bull httpswwwarchlinuxorg
 bull httpaskubuntucomquestions175172how-do-i-configure-proxies-in-ubuntu-server-or-minimal-cli-ubuntu
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-linuxissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-linux
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 network configuration formula
 Sets up network devices
 Sample pillars
 Single network config snippet
 networkcontrolenabled trueconfig
 switch_vlaneth0-0-1address 1000124
 eth0-0-2address 1000224
 eth0-0-3address 1000324
 devicevsrx1
 interfaceeth0-0-1 $networkconrolconfigswitch_vlan
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 JunOS VSRX device
 networkcontrolenabled truemanaged truedevice
 vsrx1type junosauthpassword $1$gpbfkJr$
 interfaceeth0-0-1
 address 1000124
 Read more
 bull links
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-networkissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-network
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 NFS Formula
 Sample Pillars
 NFS Server Basic sharing
 nfsserverenabled true
 (continues on next page)
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 sharehome_majklk
 path homemajklkhostinterhost 101010024params- rw- no_root_squash- sync
 pubhost 1000024params- rw- no_root_squash- sync
 NFS Client with mounted directory
 nfsclientenabled truemount
 samba1path mediamyuserpublicfstype nfsdevice 19216801homemajklk
 NFS mount
 linuxstoragemount
 nfsenabled truepath varlibglancefile_system nfsdevice 100103152storageglancevpc20
 More Information
 bull httpwikiubuntucznfs
 NTP
 Network time synchronisation services
 Sample pillars
 NTP client
 106 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 ntpclientenabled truestrata- ntpcesnetcz- ntpniccz
 Read more
 bull httpscollectdorgwikiindexphpPluginNTPd
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-ntpissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-ntp
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 OpenSSH
 OpenSSH is a FREE version of the SSH connectivity tools that technical users of the Internet rely on Users oftelnet rlogin and ftp may not realize that their password is transmitted across the Internet unencrypted but it isOpenSSH encrypts all traffic (including passwords) to effectively eliminate eavesdropping connection hijacking andother attacks Additionally OpenSSH provides secure tunneling capabilities and several authentication methods andsupports all SSH protocol versions
 Sample pillar
 OpenSSH client
 OpenSSH client with shared private key
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 opensshclientenabled trueuse_dns Falseuser
 rootenabled trueprivate_keytype rsakey $_paramroot_private_key
 user $linuxsystemuserroot
 OpenSSH client with individual private key and known host
 opensshclientenabled trueuser
 rootenabled trueuser $linuxsystemuserrootknown_hosts- name repodomaincomtype rsafingerprint ddfae868b1eaeaa063f15a5548e17e37fingerprint_hash_type sha256|md5
 Configure keep alive settings
 opensshclientalive
 interval 600count 3
 OpenSSH server
 OpenSSH server with configuration parameters
 opensshserverenabled truepermit_root_login truepublic_key_auth truepassword_auth truehost_auth truebanner Welcome to serverbind
 address 0000port 22
 OpenSSH server with auth keys for users Parameter purge will ensure exact authorized_keys contents co undefinedkeys will be removed
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 opensshserverenabled truebind
 address 0000port 22
 user
 newtenabled trueuser $linuxsystemusernewtpublic_keys- $public_keysnewt
 rootenabled truepurge trueuser $linuxsystemuserrootpublic_keys- $public_keysnewt
 You can also bind openssh on multiple addresses and ports
 opensshserverenabled truebinds
 - address 127001port 22
 - address 19216811port 2222
 OpenSSH server for use with FreeIPA
 opensshserverenabled truebind
 address 0000port 22
 public_key_auth trueauthorized_keys_command
 command usrbinsss_ssh_authorizedkeysuser nobody
 Configure keep alive settings
 opensshserveralive
 keep yesinterval 600count 3
 will give you an timeout of 30 minutes (600 sec x 3)
 Enable DSA legacy keys
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 opensshserverdss_enabled true
 Read more
 bull httpwwwopensshorgmanualhtml
 bull httpshelpubuntucomcommunitySSHOpenSSHConfiguring
 bull httpwwwcybercitibiztipslinux-unix-bsd-openssh-server-best-practiceshtml
 bull httpwwwzeitounnetarticlesssh-through-http-proxystart
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-opensshissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-openssh
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 OpenVPN
 OpenVPN can tunnel any IP subnetwork or virtual ethernet adapter over a single UDP or TCP port configure a scal-able load-balanced VPN server farm using one or more machines which can handle thousands of dynamic connectionsfrom incoming VPN clients
 Sample pillars
 Simple OpenVPN server
 openvpnserverenabled truedevice tun
 (continues on next page)
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 sslauthority Domain_Service_CAcertificate serverdomaincom
 bindaddress 0000port 1194protocol tcp
 OpenVPN server with private subnet with DHCP and predefined clients
 openvpnserverinterface
 topology subnetnetwork 10080netmask 2552552550dhcp_pool
 start 1008100end 1008199
 clients- name client1domaincom
 address 100812- name client2domaincom
 address 100813
 openvpnservertopology subnetinterface
 network 10080netmask 2552552550
 dhcp_poolstart 1008100end 1008199
 topology gatewaydevice tunmode p2pinterface
 network 10080netmask 2552552550
 endpointlocal 10801remote 10802
 dhcp_poolstart 10804end 1080255
 routes- network 10801
 netmask 255255255255- network 1001100
 netmask 2552552550- network 1001010
 netmask 2552552550
 OpenVPN server with custom auth
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 openvpnserverinterface
 topology subnetnetwork 10080netmask 2552552550
 authengine pamgoogle-authenticator
 sslauthority Domain_Service_CAcertificate serverdomaincom
 Single OpenVPN client with multiple servers
 openvpnclientenabled truetunnel
 tunnel_nameautostart trueservers- host 10001port 1194
 - host 10002port 1194
 protocol tcpdevice tupcompression truesslauthority Domain_Service_CAcertificate clientdomaincom
 Multiple OpenVPN clients
 openvpnclientenabled truetunnel
 tunnel01autostart trueserverhost 10001port 1194
 protocol tcpdevice tupcompression truesslengine saltauthority Domain_Service_CAcertificate clientdomaincom
 tunnel02autostart trueserverhost 10001port 1194
 protocol tcp
 (continues on next page)
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 device tupcompression truesslengine saltauthority Domain_Service_CAcertificate clientdomaincom
 OpenVPN client auth
 openvpnclientenabled truetunnel
 tunnel01authengine pamgoogle-authenticator
 sslengine saltauthority Domain_Service_CAcertificate clientdomaincom
 Read more
 bull httpsgithubcomluxfluxpuppet-openvpn
 bull httpsgithubcomConsumerAffairssalt-statesblobmasteropenvpnsls
 bull httpshelpubuntucomltsserverguideopenvpnhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-openvpnissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-openvpn
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 pritunl
 Pritunl is a distributed enterprise vpn server built using the OpenVPN protocol
 Sample pillars
 Single pritunl service
 pritunlserverenabled true
 Read more
 bull httpsgithubcompritunlpritunl
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-pritunlissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-pritunl
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Reclass Formula
 reclass is an ldquoexternal node classifierrdquo (ENC) as can be used with automation tools such as Puppet Salt and AnsibleIt is also a stand-alone tool for merging data sources recursively
 Sample Metadata
 Install sources from [repository git pip]
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 saltsourceengine pkg
 sourceengine gitrepo git+httpsgithubcomsalt-formulasreclassbranch master
 sourceengine pip
 If reclass is pre-installed set the engine to None to avoid updates
 saltsourceengine None
 Reclass storage with data fetched from git
 reclassstorageenabled truebase_dir srvreclasssource
 engine gitrepo git+httpsgithubcomsalt-formulasreclassbranch master
 Reclass storage with local data source
 reclassstorageenabled truebase_dir srvreclassdata_source
 engine local
 Reclass storage with archive data source
 reclassstorageenabled truebase_dir srvreclassdata_source
 engine archiveaddress saltpathreclass-projecttar
 Reclass storage with archive data source with content hash check
 reclassstorageenabled truebase_dir srvreclassdata_source
 engine archive
 (continues on next page)
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 address httpsmydomaintldbartargzhash sha1=5edb7d584b82ddcbf76e311601f5d4442974aaa5
 Reclass model with single node definition
 reclassstorageenabled truenode
 service_node01name svc01domain deploymentlocalclasses- clusterdeployment_nameserviceroleparamssalt_master_host ltltsalt-master-ipgtgtlinux_system_codename trustysingle_address ltltnode-ipgtgt
 Reclass model with multiple node defined
 reclassstorageenabled truerepeat_replace_symbol ltltcountgtgtnode
 service_node01name nodeltltcountgtgtdomain deploymentlocalclasses- clusterdeploymentservicerolerepeatcount 2start 5digits 2params
 single_addressvalue 1000ltltcountgtgtstart 100
 deploy_addressvalue part-ltltcountgtgt-wholestart 5digits 3
 paramssalt_master_host ltltsalt-master-ipgtgtlinux_system_codename trusty
 Reclass model with multiple node defined and interpolation enabled
 reclassstorageenabled truerepeat_replace_symbol ltltcountgtgtnode
 service_node01name nodeltltcountgtgtdomain deploymentlocal
 (continues on next page)
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 classes- clusterdeploymentservicerolerepeatcount 2start 5digits 2paramssingle_addressvalue ceph_osd_nodeltltcountgtgt_addressstart 1digits 2interpolate true
 paramssalt_master_host ltltsalt-master-ipgtgtlinux_system_codename trusty
 Reclass storage with simple class mappings
 reclassstorageenabled trueclass_mappings- target class default
 ignore_class_notfound true
 Reclass models with dynamic node classification
 reclassstorageenabled trueclass_mapping
 common_nodeexpression allnode_paramsingle_address
 value_template ltltnode_ipgtgtlinux_system_codename
 value_template ltltnode_osgtgtsalt_master_host
 value_template ltltnode_master_ipgtgtinfra_config
 expression ltltnode_hostnamegtgt__startswith__cfgcluster_paraminfra_config_addressvalue_template ltltnode_ipgtgt
 infra_config_deploy_addressvalue_template ltltnode_ipgtgt
 infra_proxyexpression ltltnode_hostnamegtgt__startswith__prxnode_classvalue_template- clusterltltnode_clustergtgtstacklightproxy
 kubernetes_control01expression ltltnode_hostnamegtgt__equals__ctl01cluster_paramkubernetes_control_node01_address
 (continues on next page)
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 value_template ltltnode_ipgtgtkubernetes_control02
 expression ltltnode_hostnamegtgt__equals__ctl02cluster_paramkubernetes_control_node02_addressvalue_template ltltnode_ipgtgt
 kubernetes_control03expression ltltnode_hostnamegtgt__equals__ctl03cluster_paramkubernetes_control_node03_addressvalue_template ltltnode_ipgtgt
 kubernetes_computeexpression ltltnode_hostnamegtgt__startswith__cmpnode_classvalue_template- clusterltltnode_clustergtgtkubernetescompute
 Classify node after creation and unclassify on node deletion
 saltmasterreactor
 reclassminionclassify- saltreclassreactornode_registerslsreclassminiondeclassify- saltreclassreactornode_unregistersls
 Event to trigger the node classification
 salt-call eventsend reclassminionclassify node_master_ip $config_hostrarr˓node_ip $node_ip node_domain $node_domain node_cluster $node_rarr˓cluster node_hostname $node_hostname node_os $node_os
 Note You can send any parameters in the event payload all will be checked against dynamic node classificationconditions
 Both actions will use the minion ID as the node_name to be updated
 Event to trigger the node declassification
 salt-call eventsend reclassminiondeclassify
 More Information
 bull httpreclasspantsfullofunixnetindexhtml
 bull httpreclasspantsfullofunixnetoperationshtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
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 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-reclassissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-reclass
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Salt Formula
 Salt is a new approach to infrastructure management Easy enough to get running in minutes scalable enough tomanage tens of thousands of servers and fast enough to communicate with them in seconds
 Salt delivers a dynamic communication bus for infrastructures that can be used for orchestration remote executionconfiguration management and much more
 Sample Metadata
 Salt Master
 Salt master with base formulas and pillar metadata backend
 gitclientenabled true
 linuxsystemenabled true
 saltmasterenabled truecommand_timeout 5worker_threads 2base_environment prdenvironment
 prdformulaservice01
 source gitaddress gitgitdomaincomservice01-formulagitrevision master
 service02source pkgname salt-formula-service02
 (continues on next page)
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 pillarengine saltsource
 engine gitaddress gitrepodomaincomsaltpillar-demogitbranch master
 Salt master with reclass ENC metadata backend
 gitclientenabled true
 linuxsystemenabled true
 reclassstorageenabled truedata_source
 engine gitaddress gitgitdomaincombranch master
 saltmasterenabled truecommand_timeout 5worker_threads 2base_environment prdenvironment
 prdformulaservice01source gitaddress gitgitdomaincomservice01-formulagitrevision master
 service02source pkgname salt-formula-service02
 pillarengine reclassreclass
 storage_type yaml_fsinventory_base_uri srvsaltreclasspropagate_pillar_data_to_reclass Falsereclass_source_path tmpreclass
 Salt master with Architect ENC metadata backend
 saltmasterenabled truepillar
 engine architectproject project-namehost architect-apiport 8181username salt
 (continues on next page)
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 password password
 Salt master with multiple ext_pillars
 gitclientenabled true
 linuxsystemenabled true
 reclassstorageenabled truedata_source
 engine gitbranch masteraddress httpsgithubcomsalt-formulasopenstack-saltgit
 saltmasterenabled truecommand_timeout 5worker_threads 2base_environment prdpillar_safe_render_error Falseenvironment prd formula python source git address httpsgithubcomsalt-formulassalt-formula-pythongit revision masterpillar
 engine compositereclass
 index 1 is default valueindex 1storage_type yaml_fsinventory_base_uri srvsaltreclass_encryptedclass_mappings- target ^cfgd+class systemnon-existingclass
 ignore_class_notfound Trueignore_class_regexp- service- fluentd
 propagate_pillar_data_to_reclass Falsestack not yet implemented httpsdocssaltstackcomenlatestrefpillarallsaltpillarstackhtmloption 1path - pathtostackcfgoption 2pillarenvironmentdev pathtodevstasckcfgprod pathtoprodstasckcfg
 grainscustomgrainvalue
 (continues on next page)
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 - pathtostack1cfg- pathtostack2cfg
 saltclasspath srvsaltsaltclass
 nacl if order is provided 99 is used to compose 99-nacl key name which is
 rarr˓later used to order entriesindex 99
 gpg vault-1 not yet implementedname vaultpath secretsalt
 vault-2 not yet implementedname vaultpath secretroot
 vault not yet implemented httpsdocssaltstackcomenlatestrefmodulesallsaltmodulesvaulthtmlname myvaulturl httpsvaultservicedomain8200auth
 method tokentoken 11111111-2222-3333-4444-555555555555
 policies- saltstackminions- saltstackminionminion
 nacl httpsdocssaltstackcomendeveloprefmodulesallsaltmodulesnaclhtmlbox_type sealedboxsk_file etcsaltpkimasternaclpk_file etcsaltpkimasternaclpubsk Nonepk None
 Salt master with API
 gitclientenabled true
 linuxsystemenabled true
 saltmastercommand_timeout 5worker_threads 2enabled truesource
 engine pkgpillar
 engine saltsource
 engine localenvironment
 prdformula
 apienabled true
 (continues on next page)
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 sslengine salt
 bindaddress 0000port 8000
 Salt master with defined user ACLs
 gitclientenabled true
 linuxsystemenabled true
 saltmastercommand_timeout 5worker_threads 3enabled truesource
 engine pkgpillar
 engine saltsource
 engine localenvironment
 prdformula
 userpeter
 enabled truepermissions- fsfs- fs
 Salt master with preset minions
 saltmasterenabled trueminions- name node1systemlocationdomaincom
 Salt master with pip based installation (optional)
 saltmasterenabled truesource
 engine pipversion 201630rc2
 Install formula through system package management
 saltmaster
 (continues on next page)
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 enabled trueenvironment
 prdkeystonesource pkgname salt-formula-keystone
 novasource pkgname salt-formula-keystoneversion 01+0~2016081813341224~1gbp6e1ebb
 postresqlsource pkgname salt-formula-postgresqlversion purged
 Formula keystone is installed latest version and the formulas without version are installed in one call to aptpkg moduleIf the version attribute is present sls iterates over formulas and take action to install specific version or remove it Theversion attribute may have these values [latest|purged|removed|ltVERSIONgt]
 Clone master branch of keystone formula as local feature branch
 saltmasterenabled trueenvironment
 devformulakeystone
 source gitaddress gitgithubcomopenstacksalt-formula-keystonegitrevision masterbranch feature
 Salt master with specified formula refs (for example for Gerrit review)
 saltmasterenabled trueenvironment
 devformulakeystone
 source gitaddress httpsgitopenstackorgopenstacksalt-formula-keystonerevision refschanges561234561
 Salt master with logging handlers
 saltmasterenabled truehandler
 handler01engine udp
 (continues on next page)
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 bindhost 127001port 9999
 minionhandler
 handler01engine udpbindhost 127001port 9999
 handler02engine zmqbindhost 127001port 9999
 Salt engine definition for saltgraph metadata collector
 saltmasterengine
 graph_metadataengine saltgraphhost 127001port 5432user saltpassword saltdatabase salt
 Salt engine definition for Architect service
 saltmasterengine
 architectengine architectproject project-namehost architect-apiport 8181username saltpassword password
 Salt engine definition for sending events from docker events
 saltmasterengine
 docker_eventsdocker_url unixvarrundockersock
 Salt master peer setup for remote certificate signing
 saltmasterpeer
 - x509sign_remote_certificate
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 Salt master backup configuration
 saltmasterbackup trueinitial_data
 engine backupninjasource backup-node-hosthost original-salt-master-id
 Configure verbosity of state output (used for salt command)
 saltmasterstate_output changes
 Pass pillar render error to minion log
 Note When set to False this option is great for debuging However it is not recomended for any production environ-ment as it may contain templating data as passwords etc that minion should not expose
 saltmasterpillar_safe_render_error False
 EventReactor Systems
 Salt synchronise node pillar and modules after start
 saltmasterreactor
 saltminionstart- saltsaltreactornode_startsls
 Trigger basic node install
 saltmasterreactor
 saltminioninstall- saltsaltreactornode_installsls
 Sample event to trigger the node installation
 salt-call eventsend saltminioninstall
 Run any defined orchestration pipeline
 saltmasterreactor
 saltorchestratestart- saltsaltreactororchestrate_startsls
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 Event to trigger the orchestration pipeline
 salt-call eventsend saltorchestratestart orchestrate saltorchestraterarr˓infra_installsls
 Synchronise modules and pillars on minion start
 saltmasterreactor
 saltminionstart- saltsaltreactorminion_startsls
 Add andor remove the minion key
 saltmasterreactor
 saltkeycreate- saltsaltreactorkey_createslssaltkeyremove- saltsaltreactorkey_removesls
 Event to trigger the key creation
 salt-call eventsend saltkeycreate gt node_id id-of-minion node_host 1721610100 orch_post_createrarr˓kubernetesorchestratecompute_install post_create_pillar node_name id-rarr˓of-minion
 Note You can add pass additional orch_pre_create orch_post_create orch_pre_remove or orch_post_remove pa-rameters to the event to call extra orchestrate files This can be useful for example for registeringunregistering nodesfrom the monitoring alarms or dashboards
 The key creation event needs to be run from other machine than the one being registered
 Event to trigger the key removal
 salt-call eventsend saltkeyremove
 Encrypted Pillars
 Note NACL + below configuration will be available in Salt gt 20177
 External resources
 bull Tutorial to configure salt + reclass ext_pillar and nacl httpapealivenetpost2017-09-salt-nacl-ext-pillar
 bull Saltstack documentation httpsdocssaltstackcomenlatestrefmodulesallsaltmodulesnaclhtml
 Configure salt NACL module
 pip install --upgrade libnacl===152salt-call --local naclkeygen etcsaltpkimasternacl
 (continues on next page)
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 localsaved sk_fileetcsaltpkimasternacl pk_file etcsaltpkimasternaclpub
 saltmasterpillar
 reclass reclassnacl
 index 99nacl
 box_type sealedboxsk_file etcsaltpkimasternaclpk_file etcsaltpkimasternaclpubsk Nonepk None
 NACL encrypt secrets
 salt-call ndashlocal naclenc lsquomy_secret_valuersquo pk_file=etcsaltpkimasternaclpubhXTkJpC1hcKMS7yZVGESutWrkvzusXfETXkacSklIxYjfWDlMJmR37MlmthdIgjXpg4f2AlBKb8tc9Woma7q
 or salt-run naclenc lsquomyotherpassrsquo
 ADDFD0Rav6p6+63sojl7Htfrncp5rrDVyeE4BSPO7ipq8fZuLDIVAzQLf4PCbDqi+Fau5KD3JE+Pw=
 NACL encrypted values on pillar
 Use Boxed syntax NACL[CryptedValue=] to encode value on pillar
 my_pillarmy_nacl
 key0 unencrypted_valuekey1
 rarr˓NACL[hXTkJpC1hcKMS7yZVGESutWrkvzusXfETXkacSklIxYjfWDlMJmR37MlmthdIgjXpg4f2AlBKb8tc9Woma7q]
 NACL large files
 NACL within templatenative pillars
 pillarexample user root password1 saltnacldec(lsquoDRB7Q6X5gGSRCTpZyxS6hlbWj0llUA+uaVyvou3vJ4=rsquo)|jsoncert_key saltnacldec_file(lsquosrvsaltenvdevcertsexamplecomcertnaclrsquo)|json cert_key2saltnacldec_file(lsquosaltcertsexamplecomcert2naclrsquo)|json
 Salt Syndic
 The master of masters
 saltmasterenabled trueorder_masters True
 Lower syndicated master
 saltsyndicenabled true
 (continues on next page)
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 masterhost master-of-master-host
 timeout 5
 Syndicated master with multiple master of masters
 saltsyndicenabled truemasters- host master-of-master-host1- host master-of-master-host2timeout 5
 Salt Minion
 Simplest Salt minion setup with central configuration node
 saltminionenabled truemaster
 host config01dc01domaincom
 Multi-master Salt minion setup
 saltminionenabled truemasters- host config01dc01domaincom- host config02dc01domaincom
 Salt minion with salt mine options
 saltminionenabled truemine
 interval 60module
 grainsitems []networkinterfaces []
 Salt minion with graphing dependencies
 saltminionenabled truegraph_states true
 Salt minion behind HTTP proxy
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 saltminionproxy
 host 127001port 3128
 Salt minion to specify non-default HTTP backend The default tornado backend does not respect HTTP proxy settingsset as environment variables This is useful for cases where you need to set no_proxy lists
 saltminionbackend urllib2
 Salt minion with PKI certificate authority (CA)
 saltminionenabled trueca
 salt-ca-defaultcommon_name Test CA Defaultcountry Czechstate Praguelocality Zizkovdays_validauthority 3650certificate 90
 signing_policycert_server
 type v3_edge_cert_serverminions
 cert_clienttype v3_edge_cert_clientminions
 ca_edgetype v3_edge_caminions
 ca_intermediatetype v3_intermediate_caminions
 salt-ca-testcommon_name Test CA Testingcountry Czechstate Praguelocality Karlindays_validauthority 3650certificate 90
 signing_policycert_server
 type v3_edge_cert_serverminions
 cert_clienttype v3_edge_cert_clientminions
 ca_edgetype v3_edge_ca
 (continues on next page)
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 minions ca_intermediatetype v3_intermediate_caminions
 salt-ca-altcommon_name Alt CA Testingcountry Czechstate Praguelocality Cesky Krumlovdays_validauthority 3650certificate 90
 signing_policycert_server
 type v3_edge_cert_serverminions
 cert_clienttype v3_edge_cert_clientminions
 ca_edgetype v3_edge_caminions
 ca_intermediatetype v3_intermediate_caminions
 ca_file etctestcacrtca_key_file etctestcakeyuser testgroup test
 Salt minion using PKI certificate
 saltmaster enabled true accept_policy open_mode peer - x509sign_remote_certificateminionenabled truetrusted_ca_minions- cfg01
 certceph_cert
 alternative_namesIP127001DNSsaltcilocalDNScephcilocalDNSradosgwcilocal
 rarr˓DNSswiftcilocalcert_file
 srvsaltpkicicephcilocalcrtcommon_name
 ceph_moncilocalkey_file
 srvsaltpkicicephcilocalkeycountry CZstate Prague
 (continues on next page)
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 locality Karlinsigning_cert
 etcpkicasalt-ca-testcacrtsigning_private_key
 etcpkicasalt-ca-testcakey Kitchen-Salt CI trigger `salt-call --local` below attributes cant be used as there is no required SaltMaster connectivityauthority
 salt-ca-testhost saltcilocalsigning_policy cert_server
 proxy_certalternative_names
 IP127001DNSsaltcilocalDNSproxycilocalcert_file
 srvsaltpkiciprxcilocalcrtcommon_name
 prxcilocalkey_file
 srvsaltpkiciprxcilocalkeycountry CZstate Praguelocality Zizkovsigning_cert
 etcpkicasalt-ca-defaultcacrtsigning_private_key
 etcpkicasalt-ca-defaultcakey Kitchen-Salt CI trigger `salt-call --local` below attributes cant be used as there is no required SaltMaster connectivityauthority
 salt-ca-defaulthost saltcilocalsigning_policy cert_server
 test_certalternative_names
 IP127001DNSsaltcilocalDNStestcilocalcert_file
 srvsaltpkicitestcilocalcrtcommon_name
 testcilocalkey_file
 srvsaltpkicitestcilocalkeycountry CZstate Praguelocality Cesky Krumlovsigning_cert
 etctestcacrtsigning_private_key
 etctestcakey Kitchen-Salt CI trigger `salt-call --local` below attributes cant be used as there is no required SaltMaster connectivityauthority
 salt-ca-alt
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 Salt minion trust CA certificates issued by salt CA on a specific host (ie salt-master node)
 saltminiontrusted_ca_minions
 - cfg01
 Salt Minion Proxy
 Salt proxy pillar
 saltminionproxy_minion
 master localhostdevice
 vsrx01mydomainlocalenabled trueengine napalm
 csr1000vmydomainlocalenabled trueengine napalm
 Note This is pillar of the the real salt-minion
 Proxy pillar for IOS device
 proxyproxytype napalmdriver ioshost csr1000vmydomainlocalusername rootpasswd r00tme
 Note This is pillar of the node thats not able to run salt-minion itself
 Proxy pillar for JunOS device
 proxyproxytype napalmdriver junoshost vsrx01mydomainlocalusername rootpasswd r00tmeoptional_argsconfig_format set
 Note This is pillar of the node thats not able to run salt-minion itself
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 Salt SSH
 Salt SSH with sudoer using key
 gitclientenabled true
 linuxsystemenabled true
 saltmastercommand_timeout 5worker_threads 2enabled truesource
 engine pkgpillar
 engine saltsource
 engine localenvironment
 prdformula
 sshminion
 node01host 10001user saltsshsudo truekey_file pathtothekeyport 22
 Salt SSH with sudoer using password
 gitclientenabled true
 linuxsystemenabled true
 saltmastercommand_timeout 5worker_threads 2enabled truesource
 engine pkgpillar
 engine saltsource
 engine localenvironment
 prdformula
 sshminion
 (continues on next page)
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 node01host 10001user saltsshsudo truepassword passwordport 22
 Salt SSH with root using password
 gitclientenabled true
 linuxsystemenabled true
 saltmastercommand_timeout 5worker_threads 2enabled truesource
 engine pkgpillar
 engine saltsource
 engine localenvironment
 prdformula
 sshminion
 node01host 10001user rootpassword passwordport 22
 Salt control (cloudkvmdocker)
 Salt cloud with local OpenStack provider
 saltcontrolenabled truecloud_enabled trueprovider
 openstack_accountengine openstackinsecure trueregion RegionOneidentity_url https1000235357tenant projectuser userpassword passwordfixed_networks
 (continues on next page)
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 - 123d3332-18be-4d1d-8d4d-5f5a54456554efloating_networks- publicignore_cidr 1921680016
 clusterdc01_prd
 domain dc01prddomaincomengine cloudconfigengine salthost masterdc01domaincom
 nodeubuntu1provider openstack_accountimage Ubuntu1404 x86_64size m1medium
 ubuntu2provider openstack_accountimage Ubuntu1404 x86_64size m1medium
 Salt cloud with Digital Ocean provider
 saltcontrolenabled truecloud_enabled trueprovider
 digitalocean_accountengine digital_oceanregion New York 1client_key xxxxxxxapi_key xxxxxxx
 clusterdc01_prd
 domain dc01prddomaincomengine cloudconfigengine salthost masterdc01domaincom
 nodeubuntu1provider digitalocean_accountimage Ubuntu1404 x86_64size m1medium
 ubuntu2provider digitalocean_accountimage Ubuntu1404 x86_64size m1medium
 Salt virt with KVM cluster
 virtdiskthree_disks
 - systemsize 4096
 (continues on next page)
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 image ubuntuqcow- repository_snapshot
 size 8192image snapshotqcow
 - cinder-volumesize 2048
 saltminionenabled truemaster
 host config01dc01domaincomcontrolenabled truevirt_enabled truesize
 smallcpu 1ram 1
 mediumcpu 2ram 4
 largecpu 4ram 8
 medium_three_diskscpu 2ram 4disk_profile three_disks
 clustervpc20_infra
 domain necovirtdomaincomengine virtconfigengine salthost masterdomaincom
 nodeubuntu1provider node01domaincomimage ubuntuqcowsize medium
 ubuntu2provider node02domaincomimage bubuntuqcomwsize small
 ubuntu3provider node03domaincomimage meowbuntuqcom2size medium_three_disks
 salt virt with custom destination for image file
 virtdiskthree_disks
 - systemsize 4096image ubuntuqcow
 (continues on next page)
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 - repository_snapshotsize 8192image snapshotqcow
 - cinder-volumesize 2048
 saltminionenabled truemaster
 host config01dc01domaincomcontrolenabled truevirt_enabled truesize
 smallcpu 1ram 1
 mediumcpu 2ram 4
 largecpu 4ram 8
 medium_three_diskscpu 2ram 4disk_profile three_disks
 clustervpc20_infra
 domain necovirtdomaincomengine virtconfigengine salthost masterdomaincom
 nodeubuntu1provider node01domaincomimage ubuntuqcowsize mediumimg_dest varliblibvirtssdimages
 ubuntu2provider node02domaincomimage bubuntuqcomwsize smallimg_dest varliblibvirthddimages
 ubuntu3provider node03domaincomimage meowbuntuqcom2size medium_three_disks
 Usage
 Working with salt-cloud
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 salt-cloud -m pathtomap --assume-yes
 Debug LIBCLOUD for salt-cloud connection
 export LIBCLOUD_DEBUG=devstderr salt-cloud --list-sizes provider_name --log-levelrarr˓all
 References
 bull httpsaltreadthedocsorgenlatest
 bull httpsgithubcomDanielBryansalt-state-graph
 bull httpkarlgrzcomtesting-salt-states-rapidly-with-docker
 bull httpsmywushublogcom201303configuration-management-with-salt-stack
 bull httprussellballestrininetreplace-the-nagios-scheduler-and-nrpe-with-salt-stack
 bull httpsgithubcomsaltstack-formulassalt-formula
 bull httpdocssaltstackcomenlatesttopicstutorialsmultimasterhtml
 salt-cloud
 bull httpwwwblogsandro-mathysch201307setting-user-password-when-launchinghtml
 bull httpcloudinitreadthedocsorgenlatesttopicsexampleshtml
 bull httpsalt-cloudreadthedocsorgenlatesttopicsinstallindexhtml
 bull httpdocssaltstackcomtopicsclouddigitaloceanhtml
 bull httpsalt-cloudreadthedocsorgenlatesttopicsrackspacehtml
 bull httpsalt-cloudreadthedocsorgenlatesttopicsmaphtml
 bull httpdocssaltstackcomenlatesttopicstutorialsmultimasterhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-saltissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
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 httpsgithubcomsalt-formulassalt-formula-salt
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Sphinx
 Sphinx is a tool that makes it easy to create intelligent and beautiful documentation written by Georg Brandl andlicensed under the BSD license It was originally created for the new Python documentation and it has excellentfacilities for the documentation of Python projects but CC++ is already supported as well and it is planned to addspecial support for other languages as well
 Sample pillars
 Simple documentation with local source
 sphinxserverenabled truedoc
 boardbuilder htmlsourceengine localpath pathtosphinxdocumentation
 Simple documentation with Git source
 sphinxserverenabled truedoc
 boardbuilder htmlsourceengine gitaddress gitrepo1domaincomrepogitrevision master
 Simple documentation with reclass source
 sphinxserverenabled truedoc
 boardbuilder htmlsourceengine reclass
 Read more
 bull httpsphinx-docorgtutorialhtml
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-sphinxissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-sphinx
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Squid Formula
 Sample Pillars
 Squid as proxy
 squidproxyenabled trueadmin
 user managerpassword passwd
 deny- 192168230allow- localnet
 More Information
 bull httpsrawgithubusercontentcomsaltstack-formulassquid-formula
 bull httpitkiacomusing-squid-to-cache-apt-updates-for-debian-and-ubuntu
 bull httpserverascodecom20140329squid-cache-yumhtml
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
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 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Supplemental Services
 Support services as databases proxies application servers
 Formula Repositoryapache httpsgithubcomsalt-formulassalt-formula-apachebind httpsgithubcomsalt-formulassalt-formula-bindbird httpsgithubcomsalt-formulassalt-formula-birdcadf httpsgithubcomsalt-formulassalt-formula-cadfcassandra httpsgithubcomsalt-formulassalt-formula-cassandradovecot httpsgithubcomsalt-formulassalt-formula-dovecotelasticsearch httpsgithubcomsalt-formulassalt-formula-elasticsearchetcd httpsgithubcomsalt-formulassalt-formula-etcdgalera httpsgithubcomsalt-formulassalt-formula-galerahaproxy httpsgithubcomsalt-formulassalt-formula-haproxykeepalived httpsgithubcomsalt-formulassalt-formula-keepalivedknot httpsgithubcomsalt-formulassalt-formula-knotletsencrypt httpsgithubcomsalt-formulassalt-formula-letsencryptlogrotate httpsgithubcomsalt-formulassalt-formula-logrotatememcached httpsgithubcomsalt-formulassalt-formula-memcachedmosquitto httpsgithubcomsalt-formulassalt-formula-mosquittomongodb httpsgithubcomsalt-formulassalt-formula-mongodbmysql httpsgithubcomsalt-formulassalt-formula-mysqlnginx httpsgithubcomsalt-formulassalt-formula-nginxopenldap httpsgithubcomsalt-formulassalt-formula-openldappostfix httpsgithubcomsalt-formulassalt-formula-postfixpostgresql httpsgithubcomsalt-formulassalt-formula-postgresqlpowerdns httpsgithubcomsalt-formulassalt-formula-powerdnsrabbitmq httpsgithubcomsalt-formulassalt-formula-rabbitmqredis httpsgithubcomsalt-formulassalt-formula-redisrsync httpsgithubcomsalt-formulassalt-formula-rsyncsupervisor httpsgithubcomsalt-formulassalt-formula-supervisorvarnish httpsgithubcomsalt-formulassalt-formula-varnishzookeeper httpsgithubcomsalt-formulassalt-formula-zookeeper
 Apache Formula
 Install and configure Apache webserver
 Sample Pillars
 Simple Apache proxy
 apacheserverenabled true
 (continues on next page)
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 bindaddress 0000ports- 80
 modules- proxy- proxy_http- proxy_balancer
 Apache plain static sites (eg sphinx generated from githg sources)
 apacheserverenabled truebind
 address 0000ports- 80
 modules- rewrite- statussite- enabled true
 name sphinxdoctype statichost
 name docdomaincomport 80
 sourceengine local
 - enabled truename impressjstype statichost
 name presdomaincomport 80
 sourceengine gitaddress gitrepo1domainczimpressbillometergitrevision master
 Tune settings of mpm_prefork
 parametersapachempm
 preforkmax_clients 250serversmin 32max 64max_requests 4000
 Apache kerberos authentication
 parametersapache
 (continues on next page)
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 serversite
 authengine kerberosname Kerberos Authenticationrequire- ldap-attribute memberOf=cn=somegroupcn=groupscn=accountsdc=example
 rarr˓dc=com
 kerberosrealms- EXAMPLECOM
 Bellow is optionalkeytab etcapache2ipakeytabservice HTTPmethodnegotiate truek5passwd true
 ldapurl ldapsidm01examplecomdc=exampledc=comkrbPrincipalName mech is optionalmech GSSAPI
 Tune security settings (these are default)
 parametersapacheserver
 ServerTokenstokens Prod ServerSignature can be also set per-sitesignature false TraceEnable can be also set per-sitetrace false Deny access to git svn hg directoriessecure_scm true Required for settings bellowmodules
 - headers Set X-Content-Type-Optionscontent_type_options nosniff Set X-Frame-Optionsframe_options sameorigin
 Tuned up log configuration
 parametersapacheserver
 sitefooenabled truetype staticlog
 customenabled true
 (continues on next page)
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 file varlogapache2mylittleponysitecustomlogformat gt-
 X-Forwarded-Fori l u t r gts b D Refereri rarr˓User-Agenti
 errorenabled falsefile varlogapache2fooerrorloglevel notice
 Apache wsgi application
 apacheserverenabled truedefault_mpm eventsite
 manilaenabled falseavailable truetype wsginame manilawsgidaemon_process manila-apithreads 2user manilagroup maniladisplay_name GROUPscript_alias usrbinmanila-wsgiapplication_group GLOBALauthorization On
 limitsrequest_body 114688
 Roundcube webmail postfixadmin and mailman
 classes- serviceapacheserversingleparameters
 apacheserver
 enabled truemodules
 - cgi- php
 siteroundcubeenabled truetype staticname roundcuberoot usrshareroundcubelocations
 - uri adminpath usrsharepostfixadmin
 - uri mailmanpath usrlibcgi-binmailmanscript true
 - uri pipermail(continues on next page)
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 path varlibmailmanarchivespublic- uri imagesmailmanpath usrshareimagesmailman
 hostname mailexamplecomaliases- mailexamplecom- listsexamplecom- mail01examplecom- mail01
 More Information
 bull httpshttpdapacheorgdocs
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-apacheissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-apache
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Bind formula
 BIND is open source software that enables you to publish your Domain Name System (DNS) information on theInternet and to resolve DNS queries for your users The name BIND stands for ldquoBerkeley Internet Name Domainrdquobecause the software originated in the early 1980s at the University of California at Berkeley
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 Sample pillars
 Server
 bindserverenabled truekey
 keynamesecret xyzalgorithm hmac-sha512
 server8888
 keys- keyname
 controllocal
 enabled truebindaddress 127001port 953
 allow- 127001
 keys- xyz
 zonesubdomaincom
 ttl 86400root hostmasterdomaincomtype masterrecords- name type Attl 7200value 19216805
 1168192in-addrarpatype masternotify false
 slavedomaincomtype slavenotify truemasters Masters must be specified by IP address- 8888- 8844
 dnssecenabled true
 Dont hide versionversion true Allow recursion better dont on public dns serversrecursion
 hosts- localhost
 You can use following command to generate key
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 dnssec-keygen -a HMAC-SHA512 -b 512 -n HOST -r devurandom mykey
 Client
 bindclientenabled trueoption
 defaultserver localhostport 953key keyname
 keykeyname
 secret xyzalgorithm hmac-sha512
 server8888
 keys- keyname
 Read more
 bull httpsgithubcomtheforemanpuppet-dns
 bull httpshelpubuntucomcommunityBIND9ServerHowto
 bull httpswwwiscorgdownloadsbind
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-bindissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-bind
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 BIRD Formula
 The BIRD project aims to develop a fully functional dynamic IP routing daemon primarily targeted on (but not limitedto) Linux FreeBSD and other UNIX-like systems and distributed under the GNU General Public License
 Sample Pillars
 birdserverenabled Truelogging
 engine syslogprotocol
 my_ospftype ospftick 2rfc1583compat Trueecmp Truearea0000
 interfacep3p1type ptpparamX xxx
 p3p2type ptpparamX xxx
 tap0 vhost0hello 9type broadcastparamX xxx
 More Information
 bull httpbirdnetworkcz
 bull httpsgitlablabsnicczlabsbirdwikishome
 CADF Formula
 The Cloud Auditing Data Federation (CADF) standard defines a full event model anyone can use to fill in the essentialdata needed to certify self-manage and self-audit application security in cloud environments
 Sample Pillars
 Single cadf service
 cadfdistpatherenabled true
 (continues on next page)
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 listenerenabled true
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-cadfissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-cadf
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 cassandra
 Service cassandra description
 Sample pillars
 Single cassandra service
 cassandraserverenabled trueversion icehouse
 Backup client with sshrsync remote host
 cassandrabackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24targethost cfg01
 (continues on next page)
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 note full_backups_to_keep param states how many backup will be stored locally onrarr˓cassandra client
 More options to relocate local backups can be done using salt-formula-rarr˓backupninja
 Backup client with local backup only
 cassandrabackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24
 note full_backups_to_keep param states how many backup will be stored locally onrarr˓cassandra client
 Backup server rsync
 cassandrabackupserver
 enabled truehours_before_full 24full_backups_to_keep 5key
 cassandra_pub_keyenabled truekey ssh_rsa
 Client restore from local backup
 cassandrabackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24targethost cfg01
 restore_latest 1restore_from local
 note restore_latest param with a value of 1 means to restore db from the lastrarr˓full backup 2 would mean to restore second latest full backup
 Client restore from remote backup
 cassandrabackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24targethost cfg01
 (continues on next page)
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 restore_latest 1restore_from remote
 note restore_latest param with a value of 1 means to restore db from the lastrarr˓full backup 2 would mean to restore second latest full backup
 Read more
 bull links
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-cassandraissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-cassandra
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 dovecot
 Install and configure dovecot
 Available states
 bull dovecotserver
 dovecotserver
 Setup dovecot server
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 Available metadata
 bull metadatadovecotserver
 metadatadovecotserver
 Setup dovecot server
 Requirements
 bull linux
 bull mysql (for mysql backend)
 Optional
 bull glusterfs (to serve as mail storage backend)
 bull postfix
 bull roundcube
 Configuration parameters
 For complete list of parameters please check metadataserviceserveryml
 Example reclass
 Server
 classes- servicedovecotserver
 parameters_paramdovecot_origin mailerumysql_mailserver_password Peixeilaephahmoosa2daihoh4yiaThe
 dovecotserver
 origin $_paramdovecot_originmysqlserver
 databasemailserverencoding UTF8locale cs_CZusers- name mailserverpassword $_parammysql_mailserver_password
 (continues on next page)
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 host 127001rights all privileges
 apacheserver
 sitedovecotadminenabled truetype staticname dovecotadminroot usrsharedovecotadminhostname $_paramdovecot_originaliases- $linuxsystemname$linuxsystemdomain- $linuxsystemname
 LDAP and GSSAPI
 parametersdovecotserver
 gssapihost imap01examplecomkeytab etcdovecotkrb5keytabrealms- examplecom
 default_realm examplecom
 userdbdriver ldap
 passdbdriver ldap
 ldapservers- ldapsidm01examplecom- ldapsidm02examplecom
 basedn dc=exampledc=combinddn uid=dovecotcn=userscn=accountsdc=exampledc=compassword password
 Auth users by binding as themauth_bindenabled trueuserdn mail=ucn=userscn=accountsdc=exampledc=com
 user_filter (amp(objectClass=posixAccount)(mail=u))
 Director
 Dovecot Director is used to ensure connection affinity to specific backends This seems to be a must-have for sharedstorage such as NFS GlusterFS etc otherwise you are going to meet split-brains corrupted files and other issues
 Unfortunately director for LMTP canrsquot be used when director and backend servers are the same
 See httpwiki2dovecotorgDirector for more informations
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 dovecotserveradmin postmaster$_parampostfix_origin GlusterFS storage is usednfs trueservice
 directorenabled trueport 9090backends- $_paramcluster_node01_address- $_paramcluster_node02_address
 directors- $_paramcluster_node01_address- $_paramcluster_node02_address
 lmtpinet_enabled trueport 24
 postfixserverdovecot_lmtp
 enabled truetype inetaddress localhost24
 Example pillar
 Server
 dovecotserverorigin $_paramdovecot_originadmin
 enabled false
 Read more
 bull httpwiki2dovecotorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-dovecotissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
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 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-dovecot
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Elasticsearch
 Elasticsearch provides a distributed multitenant-capable full-text search engine with a HTTP web interface andschema-free JSON documents
 Sample pillars
 Single-node elasticsearch with clustering disabled
 elasticsearchserverenabled truebind
 address 0000port 9200
 clustermulticast false
 indexshards 1replicas 0
 Setup shared repository for snapshots
 elasticsearchserversnapshot
 reponamepath varlibglusterfsrepocompress true
 Cluster with manually defined members
 elasticsearchserverenabled truebind
 address 0000port 9200
 clustermulticast falsemembers
 - host elastic01port 9300
 - host elastic02
 (continues on next page)
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 port 9300- host elastic03port 9300
 indexshards 5replicas 1
 Common definition for curator
 elasticsearchservercurator
 timeout 900logfile varlogelasticsearchcuratorloglogformat jsonmaster_only trueactions
 - action delete_indicesdescription gt-
 Delete indices older than 45 days (based on index name)Ignore the error if the filter does not result in an actionablelist of indices (ignore_empty_list) and exit cleanly
 optionsignore_empty_list Truecontinue_if_exception Falsedisable_action False
 filters- filtertype patternkind regexvalue -dddddddd$
 - filtertype agesource namedirection oldertimestring Ymdunit daysunit_count 90
 - action replicasdescription gt-
 Reduce the replica count to 0 for indices older than 30 days(based on index creation_date)
 optionscount 0wait_for_completion Falsecontinue_if_exception Falsedisable_action False
 filters- filtertype patternkind regexvalue -dddddddd$
 - filtertype agesource creation_datedirection olderunit daysunit_count 30
 - action forcemergedescription gt-
 forceMerge indices older than 2 days (based on index(continues on next page)
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 creation_date) to 2 segments per shard Delay 120 secondsbetween each forceMerge operation to allow the cluster toquiesceThis action will ignore indices already forceMerged to the sameor fewer number of segments per shard so the forcemergedfilter is unneeded
 optionsmax_num_segments 2delay 120continue_if_exception Falsedisable_action True
 filters- filtertype patternkind regexvalue -dddddddd$
 - filtertype agesource creation_datedirection olderunit daysunit_count 2
 Client setup
 Client with host and port
 elasticsearchclientenabled trueserver
 host elasticsearchhostport 9200
 Client where you download an index template that is stored in the directory files
 elasticsearchclientenabled trueserver
 host elasticsearchhostport 9200
 indexmy_index
 enabled truetemplate elasticsearchfilesmy_index_templatejson
 Client where you download an index template from the metadata definition and force index creation
 elasticsearchclientenabled trueserver
 host elasticsearchhostport 9200
 indexmy_index
 (continues on next page)
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 enabled trueforce_operation truedefinitiontemplate notificationssettingsnumber_of_shards 5number_of_replicas 1
 mappingsnotificationpropertiesapplicationIdtype long
 contenttype textfieldskeywordtype keywordignore_above 256
 Read more
 bull httpswwwelasticco
 bull httpalexnederlofcomblog20121119installing-elasticsearch-with-jenkins-on-ubuntu
 bull httpwebsightdesignscomwikiSetting_up_Centralized_Event_Parsing_on_Ubuntu_1204
 bull httpsgistgithubcomwingdspur2026107
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-elasticsearchissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-elasticsearch
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 etcd Formula
 Service etcd description
 Possible sourceengine
 bull pkg - install etcd package (default)
 bull docker_hybrid - copy binaries from docker image (specified in serverimage)
 Sample pillars
 Certificates
 Use certificate authentication (for peers and clients) Certificates must be prepared in advance
 etcdserverenabled truessl
 enabled truebind
 host 100175101token $(uuidgen)members- host 100175101
 name etcd01port 4001
 Single etcd service
 etcdserverenabled truebind
 host 100175101token $(uuidgen)members- host 100175101
 name etcd01port 4001
 Cluster etcd service
 etcdserverenabled truebind
 host 100175101token $(uuidgen)members- host 100175101
 (continues on next page)
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 name etcd01port 4001
 - host 100175102name etcd02port 4001
 - host 100175103name etcd03port 4001
 etcd proxy
 etcdserverenabled truebind
 host 100175101proxy truemembers- host 100175101
 name etcd01- host 100175102
 name etcd02- host 100175103
 name etcd03
 Run etcd on k8s
 etcdserverengine kubernetesimage etcdlatest
 Copy etcd binary from container
 etcdserverimage quayiocoreosetcdlatest
 Read more
 bull httpsgithubcomcoreosetcd
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
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 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-etcdissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-etcd
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Galera
 Galera Cluster for MySQL is a true Multimaster Cluster based on synchronous replication Galera Cluster is an easy-to-use high-availability solution which provides high system uptime no data loss and scalability for future growth
 Sample pillars
 Galera cluster master node
 galeraversionmysql 56galera 3
 masterenabled truename openstackbind
 address 19216801port 3306
 members- host 19216801
 port 4567- host 19216802
 port 4567admin
 user rootpassword pass
 databasename
 encoding utf8users- name usernamepassword passwordhost localhostrights all privileges
 Galera cluster slave node
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 galeraslaveenabled truename openstackbind
 address 19216802port 3306
 members- host 19216801
 port 4567- host 19216802
 port 4567admin
 user rootpassword pass
 Enable TLS support
 galeraslave or master
 sslenabled True
 pathcert_file etcmysqlsslcertpemkey_file etcmysqlsslkeypemca_file etcmysqlsslcapem
 content (not required if files already exists)key ltlt body of key gtgtcert ltlt body of cert gtgtcacert_chain ltlt body of ca certs chain gtgt
 Additional mysql users
 mysqlserverusers
 - name clustercheckpassword clustercheckdatabase grants PROCESS
 - name inspectorhost 127001password passworddatabasesmydb- database mydb- table mytable- grant_option True- grants- all privileges
 Additional mysql SSL grants
 mysqlserver
 (continues on next page)
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 users- name clustercheck
 password clustercheckdatabase grants PROCESSssl_option- SSL True- X509 True- SUBJECT ltsubjectgt- ISSUER ltissuergt- CIPHER ltciphergt
 Additional check params
 galeraclustercheck- enabled True- user clustercheck- password clustercheck- available_when_donor 0- available_when_readonly 1- port 9200
 Configurable soft parameters
 bull galera_innodb_buffer_pool_size - the default value is 3138M
 bull galera_max_connections - the default value is 20000
 Usage code-block yaml
 _param galera_innodb_buffer_pool_size 1024M galera_max_connections 200
 Usage
 MySQL Galera check sripts
 mysqlgt SHOW STATUS LIKE wsrep
 mysqlgt SHOW STATUS LIKE wsrep_cluster_size
 Galera monitoring command performed from extra server
 garbd -a gcommipaddrofone4567 -g my_wsrep_cluster -l tmp1out -d
 1 salt-call statesls mysql
 2 Comment everything starting wsrep (wsrep_provider wsrep_cluster wsrep_sst)
 3 service mysql start
 4 run on each node mysql_secure_install and filling root password
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 Enter current password for root (enter for none)OK successfully used password moving on
 Setting the root password ensures that nobody can log into the MySQLroot user without the proper authorisation
 Set root password [Yn] yNew passwordRe-enter new passwordPassword updated successfullyReloading privilege tables Success
 By default a MySQL installation has an anonymous user allowing anyoneto log into MySQL without having to have a user account created forthem This is intended only for testing and to make the installationgo a bit smoother You should remove them before moving into aproduction environment
 Remove anonymous users [Yn] y Success
 Normally root should only be allowed to connect from localhost Thisensures that someone cannot guess at the root password from the network
 Disallow root login remotely [Yn] n skipping
 By default MySQL comes with a database named test that anyone canaccess This is also intended only for testing and should be removedbefore moving into a production environment
 Remove test database and access to it [Yn] y- Dropping test database Success- Removing privileges on test database Success
 Reloading the privilege tables will ensure that all changes made so farwill take effect immediately
 Reload privilege tables now [Yn] y Success
 Cleaning up
 5 service mysql stop
 6 uncomment all wsrep lines except first server where leave only in mycnf wsrep_cluster_address=rsquogcommrsquo
 7 start first node
 8 Start third node which is connected to first one
 9 Start second node which is connected to third one
 10 After starting cluster it must be change cluster address at first starting node without restart database and changeconfig mycnf
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 mysqlgt SET GLOBAL wsrep_cluster_address=gcomm10002
 Read more
 bull httpsgithubcomCaptTofuansible-galera
 bull httpwwwsebastien-hanfrblog20120415active-passive-failover-cluster-on-a-mysql-galera-cluster-with-haproxy-lsb-agent
 bull httpopentodonet201212mysql-multi-master-replication-with-galera
 bull httpwwwcodershipcomwikidokuphp
 bull Best one - httpwwwsebastien-hanfrblog20120401mysql-multi-master-replication-with-galera
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-galeraissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-galera
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 HAproxy
 The Reliable High Performance TCPHTTP Load Balancer
 Sample pillars
 Simple admin listener
 haproxyproxyenabled Truelisten
 admin_pagetype admin
 (continues on next page)
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 binds- address 0000port 8801
 user fsdfdsfdspassword dsfdsf
 Simple stats listener
 haproxyproxyenabled Truelisten
 admin_pagetype statsbinds- address 0000port 8801
 Sample pillar with admin
 haproxyproxyenabled Truemode httptcplogging syslogmaxconn 1024timeout
 connect 5000client 50000server 50000
 listenhttps-in
 binds- address 0000port 443
 servers- name server1host 10001port 8443
 - name server2host 10002port 8443params maxconn 256
 Sample pillar with custom logging
 haproxyproxyenabled Truemode httptcplogging syslogmaxconn 1024timeout
 connect 5000client 50000server 50000
 listen(continues on next page)
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 https-inbindsaddress 0000port 443
 servers- name server1host 10001port 8443
 - name server2host 10002port 8443params maxconn 256
 haproxyproxyenabled truemode tcplogging syslogmax_connections 1024listen
 mysqltype mysqlbinds- address 1008870port 3306
 servers- name node1host 1008813port 3306params check inter 15s fastinter 2s downinter 1s rise 5 fall 3
 - name node2host 1008814port 3306params check inter 15s fastinter 2s downinter 1s rise 5 fall 3 backup
 - name node3host 1008815port 3306params check inter 15s fastinter 2s downinter 1s rise 5 fall 3 backup
 rabbitmqtype rabbitmqbinds- address 1008870port 5672
 servers- name node1host 1008813port 5673params check inter 5000 rise 2 fall 3
 - name node2host 1008814port 5673params check inter 5000 rise 2 fall 3 backup
 - name node3host 1008815port 5673params check inter 5000 rise 2 fall 3 backup
 (continues on next page)
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 keystone-1type general-servicebinds- address 100106170port 5000
 servers- name node1host 1008813port 5000params check
 haproxyproxyenabled truemode tcplogging syslogmax_connections 1024listen
 mysqltype mysqlbinds- address 1008870port 3306
 servers- name node1host 1008813port 3306params check inter 15s fastinter 2s downinter 1s rise 5 fall 3
 - name node2host 1008814port 3306params check inter 15s fastinter 2s downinter 1s rise 5 fall 3 backup
 - name node3host 1008815port 3306params check inter 15s fastinter 2s downinter 1s rise 5 fall 3 backup
 rabbitmqtype rabbitmqbinds- address 1008870port 5672
 servers- name node1host 1008813port 5673params check inter 5000 rise 2 fall 3
 - name node2host 1008814port 5673params check inter 5000 rise 2 fall 3 backup
 - name node3host 1008815port 5673params check inter 5000 rise 2 fall 3 backup
 keystone-1type general-service
 (continues on next page)
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 binds- address 100106170port 5000
 servers- name node1host 1008813port 5000params check
 Custom more complex listener (for Artifactory and subdomains for docker registries)
 haproxyproxylisten
 artifactorymode httpoptions- forwardfor- forwardfor header X-Real-IP- httpchk- httpclose- httplog
 sticks- stick on src- stick-table type ip size 200k expire 2m
 aclis_docker path_reg ^v[12][]
 http_request- action set-path artifactoryapidocker[reqhdr(host)lowerfield(1
 rarr˓)][path]condition if is_docker
 balance sourcebinds- address $_paramcluster_vip_addressport 8082sslenabled true This PEM file needs to contain key cert CA and possibly intermediate certificatespem_file etchaproxysslserverpem
 servers- name $_paramcluster_node01_name
 host $_paramcluster_node01_addressport 8082params check
 - name $_paramcluster_node02_namehost $_paramcluster_node02_addressport 8082params backup check
 Itrsquos also possible to use multiple certificates for one listener (eg when itrsquos bind on multiple interfaces)
 haproxyproxylisten
 dummy_sitemode http
 (continues on next page)
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 binds- address 127001port 8080sslenabled truekey |my super secret key follows
 cert |certificate
 chain |CA chain (if any)
 - address 127011port 8081sslenabled truekey |my super secret key follows
 cert |certificate
 chain |CA chain (if any)
 Definition above will result in creation of etchaproxyssldummy_site directory with files 1-allpemand 2-allpem (per binds)
 Custom listener with tcp-check options specified (for Redis cluster with Sentinel)
 haproxyproxylisten
 redis_clusterservice_name redishealth-checktcp
 enabled Trueoptions- send PINGrn- expect string +PONG- send info replicationrn- expect string rolemaster- send QUITrn- expect string +OK
 binds- address $_paramcluster_address
 port 6379servers- name $_paramcluster_node01_namehost $_paramcluster_node01_addressport 6379params check inter 1s
 - name $_paramcluster_node02_namehost $_paramcluster_node02_addressport 6379params check inter 1s
 - name $_paramcluster_node03_namehost $_paramcluster_node03_addressport 6379
 (continues on next page)
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 params check inter 1s
 Frontend for routing between exists listeners via URL with SSL an redirects You can use one backend for severalURLs
 haproxyproxylisten
 service_proxymode httpbalance sourceformat endbinds- address $_paramhaproxy_bind_address
 port 80ssl $_paramhaproxy_frontend_sslssl_port 443
 redirects- code 301
 location domaincomimagesconditions- type hdr_dom(host)condition imagesdomaincom
 acls- name gerritconditions- type hdr_dom(host)condition gerritdomaincom
 - name jenkinsconditions- type hdr_dom(host)condition jenkinsdomaincom
 - name dockerbackend artifactroyconditions- type hdr_dom(host)condition dockerdomaincom
 Enable customisable forwardfor option in defaults section
 haproxyproxyenabled truemode tcplogging syslogmax_connections 1024forwardfor
 enabled trueexceptheaderif-none false
 haproxyproxyenabled truemode tcp
 (continues on next page)
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 logging syslogmax_connections 1024forwardfor
 enabled trueexcept 127001header X-Real-IPif-none false
 Sample pillar with multiprocess multicore configuration
 haproxyproxyenabled Truenbproc 4cpu_map
 1 02 13 24 3
 stats_bind_process 1 2mode httptcplogging syslogmaxconn 1024timeout
 connect 5000client 50000server 50000
 listenhttps-in
 bind_process 1 2 3 4binds- address 0000port 443
 servers- name server1host 10001port 8443
 - name server2host 10002port 8443params maxconn 256
 Read more
 bull httpsgithubcomjesusaurushpcs-salt-statetreemasterhaproxy
 bull httpwwwnineproductionscomsaltstack-ossec-state-using-reactor - example reactor usage
 bull httpsgistgithubcomtomeduarte6340205 - example on how to use peer from within a config file (using jinja)
 bull httpyoutubejJJ8cfDjcTct=8m58s - from 900 on a good overview of peer vs mine
 bull httpsgithubcomrusskicluster-agents
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-haproxyissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-haproxy
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Keepalived
 Keepalived is a routing software written in C The main goal of this project is to provide simple and robust facilitiesfor loadbalancing and high-availability to Linux system and Linux based infrastructures Loadbalancing frameworkrelies on well-known and widely used Linux Virtual Server (IPVS) kernel module providing Layer4 loadbalancingKeepalived implements a set of checkers to dynamically and adaptively maintain and manage loadbalanced server poolaccording their health On the other hand high-availability is achieved by VRRP protocol VRRP is a fundamentalbrick for router failover In addition Keepalived implements a set of hooks to the VRRP finite state machine providinglow-level and high-speed protocol interactions Keepalived frameworks can be used independently or all together toprovide resilient infrastructures
 Sample pillar
 Simple virtual IP on an interface
 keepalivedclusterenabled Trueinstance
 VIP1nopreempt Truepriority 100 (highest priority must be on primary server different for
 rarr˓cluster members)virtual_router_id 51auth_type AHpassword passaddress 192168101interface eth0
 VIP2nopreempt True
 (continues on next page)
 174 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 priority 150 (highest priority must be on primary server different forrarr˓cluster members)
 virtual_router_id 52auth_type PASSpassword passaddress 10005interface eth1
 Multiple virtual IPs on single interface
 keepalivedclusterenabled Trueinstance
 VIP1nopreempt Truepriority 100 (highest priority must be on primary server different for
 rarr˓cluster members)virtual_router_id 51password passaddresses- 192168101- 192168102interface eth0
 Use unicast
 keepalivedclusterenabled Trueinstance
 VIP1nopreempt Truepriority 100 (highest priority must be on primary server different for
 rarr˓cluster members)virtual_router_id 51password passaddress 192168101interface eth0unicast_src_ip 17216101unicast_peer1721610217216103
 Disable nopreempt mode to have Master Highest priority is taken in all cases
 keepalivedclusterenabled Trueinstance
 VIP1nopreempt Falsepriority 100 (highest priority must be on primary server different for
 rarr˓cluster members)virtual_router_id 51password passaddresses
 (continues on next page)
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 - 192168101- 192168102interface eth0
 Notify action in keepalived
 keepalivedclusterenabled Trueinstance
 VIP1nopreempt Truenotify_actionmaster
 - usrbindocker start jenkins- usrbindocker start gerrit
 backup- usrbindocker stop jenkins- usrbindocker stop gerrit
 fault- usrbindocker stop jenkins- usrbindocker stop gerrit
 priority 100 highest priority must be on primary server different forrarr˓cluster members
 virtual_router_id 51password passaddresses- 192168101- 192168102interface eth0
 Trackvrrp scripts for keepalived instance
 keepalivedclusterenabled Trueinstance
 VIP2priority 100virtual_router_id 10password passaddresses- 192168111- 192168112interface eth0track_script check_haproxy
 VIP3priority 100virtual_router_id 11password passaddresses- 192168101- 192168102interface eth0track_scriptcheck_random_exit
 interval 10(continues on next page)
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 check_portweight 50
 vrrp_scriptscheck_haproxy
 name check_pidofargs- haproxy
 check_mysql_portname check_portargs- 3306- TCP- 4
 check_sshname check_portargs 22
 check_mysql_clusterargs github olafzpercona-clustercheck ltusergt ltpassgt ltavailable_when_donor=0|1gt ltlog_filegt ltavailable_when_
 rarr˓readonly=0|1gt ltdefaults_extra_filegt- clustercheck- clustercheck- available_when_donor=0- available_when_readonly=0
 check_random_exitinterval 10content |binbashexit $(($RANDOM2))
 weight 50
 Read more
 bull httpsraymiiorgstutorialsKeepalived-Simple-IP-failover-on-Ubuntuhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-keepalivedissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
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 httpsgithubcomsalt-formulassalt-formula-keepalived
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Knot
 Knot DNS is a high-performance authoritative-only DNS server which supports all key features of the modern domainname system
 Sample pillars
 Simple server
 knotserverenabled true
 Server dns templates
 knotserverenabled truetemplate
 defaultstorage varlibknotmaster
 signedstorage varlibknotsigned
 slavestorage varlibknotslave
 Server dns zones
 knotserverenabled truezone
 example1com example2com
 semantic-checks Falsetemplate default
 Read more
 bull httpswwwknot-dnscz
 Salt Logrotate Formula
 Logrotate is designed to ease administration of systems that generate large numbers of log files It allows automaticrotation compression removal and mailing of log files Each log file may be handled daily weekly monthly or whenit grows too large
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 Example pillar
 Configuration for syslog from Ubuntu 1404 (trusty)
 logrotateserverenabled truejob
 rsyslog- files- varlogmailinfo- varlogmailwarn- varlogmailerr- varlogmaillog- varlogdaemonlog- varlogkernlog- varlogauthlog- varloguserlog- varloglprlog- varlogcronlog- varlogdebug- varlogmessages
 options- rotate 4- weekly- missingok- notifempty- compress- delaycompress- sharedscripts- postrotate reload rsyslog gtdevnull 2gtamp1 || true
 - files- varlogsyslog
 options- rotate 7- daily- missingok- notifempty- delaycompress- compress- postrotate reload rsyslog gtdevnull 2gtamp1 || true
 Change parameters in main logrotateconf file
 logrotateserverenabled trueglobal_conf
 compress truerotate dailykeep_rotate 6dateext true
 Cross-formula relationship
 Itrsquos possible to use support meta to define logrotate rules from within other formula
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 Example metalogrotateyml for horizon formula
 jobhorizon- files
 - varloghorizonlogoptions
 - compress- delaycompress- missingok- notifempty- rotate 10- daily- minsize 20M- maxsize 500M- postrotate if etcinitdapache2 status gt devnull then etcinitd
 rarr˓apache2 reload gt devnull fi
 Reference
 bull httpwwwlinuxcommandorgman_pageslogrotate8html
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-logrotateissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-logrotate
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Memcached Formula
 Memcached is an in-memory key-value store for small chunks of arbitrary data (strings objects) from results ofdatabase calls API calls or page rendering
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 Sample Metadata
 memcachedserverenabled truecache_size 64bind
 address 0000port 11211protocol tcp
 References
 bull httpmemcachedorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-memcachedissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-memcached
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 MongoDB
 MongoDB (from ldquohumongousrdquo) is an open-source document database and the leading NoSQL database Written inC++
 Available states
 bull mongodbserver
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 mongodbserver
 Setup MongoDB server
 Available metadata
 bull metadatamongodbserversingle
 bull metadatamongodbservercluster
 metadatamongodbserversingle
 Single-node MongoDB setup
 metadatamongodbservercluster
 Clustered MongoDB setup
 Configuration parameters
 Example reclass
 Setup MongoDB with database for ceilometer
 classes- servicemongodbserverclusterparameters
 _parammongodb_server_replica_set ceilometermongodb_ceilometer_password cloudlabmongodb_admin_password cloudlabmongodb_shared_key xxx
 mongodbserver
 databaseceilometer
 enabled truepassword $_parammongodb_ceilometer_passwordusers- name ceilometer
 password $_parammongodb_ceilometer_password
 Sample pillars
 Simple single server
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 mongodbserverenabled truebind
 address 0000port 27017
 adminusername adminpassword magicunicorn
 databasedbname
 enabled trueencoding utf8users- name usernamepassword password
 Cluster of 3 nodes
 mongodbserverenabled truelogging
 verbose falselogLevel 1oplogLevel 0
 adminuser adminpassword magicunicorn
 master mongo01members
 - host 192168111priority 2
 - host 192168112- host 192168113
 replica_set defaultshared_key magicunicorn
 Itrsquos possible that first Salt run on master node wonrsquot pass correctly before all slave nodes are up and ready Simply runsalt again on master node to setup cluster databases and users
 To check cluster status execute following
 mongo 12700127017admin -u admin -p magicunicorn --eval rsstatus()
 Read more
 bull httpdocsmongodborgmanual
 bull httpdocsmongodborgmanualtutorialinstall-mongodb-on-ubuntu
 bull httpswwwlinodecomdocsdatabasesmongodbcreating-a-mongodb-replication-set-on-ubuntu-12-04-precise
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
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 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-mongodbissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-mongodb
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Mosquitto formula
 Mosquitto is an open source (EPLEDL licensed) message broker that implements the MQTT protocol versions 31and 311 MQTT provides a lightweight method of carrying out messaging using a publishsubscribe model
 Sample metadata
 Single mosquitto service
 mosquittoserverenabled true
 References
 bull httpmosquittoorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-mosquittoissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
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 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-mosquitto
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 MySQL Formula
 MySQL is the worldrsquos second most widely used open-source relational database management system (RDBMS)
 Sample Metadata
 Standalone setups
 Standalone MySQL server
 mysqlserverenabled trueversion 55admin
 user rootpassword pass
 bindaddress 127001port 3306
 databasename
 encoding utf8users- name usernamepassword passwordhost localhostrights all privileges
 MySQL replication master with SSL
 mysqlserverenabled trueversion 55replication
 role masterssl
 enabled trueauthority Org_CAcertificate name_of_service
 adminuser rootpassword pass
 bind
 (continues on next page)
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 address 127001port 3306
 MySQL replication slave with SSL
 mysqlserverenabled trueversion 55replication
 role slavemaster mastersaltid
 sslenabled trueauthority Org_CAcertificate name_of_serviceclient_certificate name_of_client_cert
 adminuser rootpassword pass
 bindaddress 127001port 3306
 Tuned up MySQL server
 mysqlserverenabled trueversion 55admin
 user rootpassword pass
 bindaddress 127001port 3306
 key_buffer 250Mmax_allowed_packet 32Mmax_connections 1000thread_stack 512Kthread_cache_size 64query_cache_limit 16Mquery_cache_size 96Mforce_encoding utf8sql_mode ONLY_FULL_GROUP_BYSTRICT_TRANS_TABLESNO_ZERO_IN_DATEERROR_FOR_
 rarr˓DIVISION_BY_ZERONO_AUTO_CREATE_USERNO_ENGINE_SUBSTITUTIONdatabase
 nameencoding utf8users- name usernamepassword passwordhost localhostrights all privileges
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 MySQL Galera cluster
 MySQL Galera cluster is configured for ring connection between 3 nodes Each node should have just one member
 Galera initial server (master)
 mysqlclusterenabled truename openstackrolemasterbind
 address 19216801members- host 19216801
 port 4567user
 name wsrep_sstpassword password
 serverenabled trueversion 55admin
 user rootpassword pass
 bindaddress 19216801
 databasename
 encoding utf8users- name usernamepassword passwordhost localhostrights all privileges
 MySQL client
 Database with initial data (Restore DB)
 mysqlclientserver
 databaseadminhost localhostport 3306user $_parammysql_admin_userpassword $_parammysql_admin_passwordencoding utf8
 databaseneutron_upgrade
 encoding utf8users- name neutronpassword $_parammysql_neutron_password
 (continues on next page)
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 host rights all
 - name neutronpassword $_parammysql_neutron_passwordhost $_paramsingle_addressrights all
 initial_dataengine backupninjasource $_parambackupninja_backup_hosthost $linuxnetworkfqdndatabase neutron
 Note This client role needs to be put directly on dbs node The provided setup restores db named neutron_upgradewith data from db called neutron
 Database management on remote MySQL server
 mysqlclientenabled trueserver
 server01adminhost databasehostport 3306user rootpassword passwordencoding utf8
 databasedatabase01
 encoding utf8users- name usernamepassword passwordhost localhostrights all privileges
 User management on remote MySQL server
 mysqlclientenabled trueserver
 server01adminhost databasehostport 3306user rootpassword passwordencoding utf8
 users- name user01host password sdgdsgdsgd
 - name user02(continues on next page)
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 host localhost
 Sample Usage
 MySQL Galera check sripts
 mysqlgt SHOW STATUS LIKE wsrep
 mysqlgt SHOW STATUS LIKE wsrep_cluster_size
 Galera monitoring command performed from extra server
 garbd -a gcommipaddrofone4567 -g my_wsrep_cluster -l tmp1out -d
 1 salt-call statesls mysql
 2 Comment everything starting wsrep (wsrep_provider wsrep_cluster wsrep_sst)
 3 service mysql start
 4 run on each node mysql_secure_install and filling root password
 Enter current password for root (enter for none)OK successfully used password moving on
 Setting the root password ensures that nobody can log into the MySQLroot user without the proper authorisation
 Set root password [Yn] yNew passwordRe-enter new passwordPassword updated successfullyReloading privilege tables Success
 By default a MySQL installation has an anonymous user allowing anyoneto log into MySQL without having to have a user account created forthem This is intended only for testing and to make the installationgo a bit smoother You should remove them before moving into aproduction environment
 Remove anonymous users [Yn] y Success
 Normally root should only be allowed to connect from localhost Thisensures that someone cannot guess at the root password from the network
 Disallow root login remotely [Yn] n skipping
 By default MySQL comes with a database named test that anyone canaccess This is also intended only for testing and should be removedbefore moving into a production environment
 Remove test database and access to it [Yn] y- Dropping test database
 (continues on next page)
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 Success- Removing privileges on test database Success
 Reloading the privilege tables will ensure that all changes made so farwill take effect immediately
 Reload privilege tables now [Yn] y Success
 Cleaning up
 5 service mysql stop
 6 uncomment all wsrep lines except first server where leave only in mycnf wsrep_cluster_address=rsquogcommrsquo
 7 start first node
 8 Start third node which is connected to first one
 9 Start second node which is connected to third one
 10 After starting cluster it must be change cluster address at first starting node without restart database and changeconfig mycnf
 mysqlgt SET GLOBAL wsrep_cluster_address=gcomm10002
 More Information
 bull httpdevmysqlcomdoc
 bull httpwwwslidesharenetosscubemysql-performance-tuning-top-10-tips
 bull httpsourceforgenetprojectsautomysqlbackup
 bull httpslabsriseupnetcodeprojectsbackupninjawiki
 bull httpwikizmandacomindexphpMysql-zrm
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-mysqlissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
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 httpsgithubcomsalt-formulassalt-formula-mysql
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Nginx Formula
 Nginx is an open source reverse proxy server for HTTP HTTPS SMTP POP3 and IMAP protocols as well as aload balancer HTTP cache and a web server (origin server) The nginx project started with a strong focus on highconcurrency high performance and low memory usage
 Sample Pillars
 Gitlab server setup
 nginxserverenabled truebind
 address 0000ports- 80
 sitegitlab_domain
 enabled truetype gitlabname domainsslenabled truekey |
 -----BEGIN RSA PRIVATE KEY-----
 cert |xyz
 chain |my_chain
 hostname gitlabdomaincomport 80
 Simple static HTTP site
 nginxserversite
 nginx_static_site01enabled truetype nginx_staticname site01hostname gitlabdomaincomport 80
 Simple load balancer
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 nginxserverupstream
 horizon-upstreambackend1address 101010113port 8078opts weight=3
 backend2address 101010114
 sitenginx_proxy_openstack_web
 enabled truetype nginx_proxyname openstack_webproxyupstream_proxy_pass httphorizon-upstream
 hostname 19216801port 31337
 Static site with access policy
 nginxserversite
 nginx_static_site01enabled truetype nginx_staticname site01access_policyallow- 1921681124- 127001deny- 19216812- all
 hostname gitlabdomaincomport 80
 Simple TCPUDP proxy
 nginxserverstream
 rabbitmqhostport 5672
 backendserver1
 address 101010113port 5672least_conn truehash $remote_addr consistent
 unboundhost
 (continues on next page)
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 bind 127001port 53protocol udp
 backendserver1
 address 101010113port 5353
 Simple HTTP proxy
 nginxserversite
 nginx_proxy_site01enabled truetype nginx_proxyname site01proxyhost localdomaincomport 80protocol http
 hostname gitlabdomaincomport 80
 Simple Websocket proxy
 nginxserversite
 nginx_proxy_site02enabled truetype nginx_proxyname site02proxywebsocket truehost localdomaincomport 80protocol http
 hostname gitlabdomaincomport 80
 Content filtering proxy
 nginxserverenabled truesite
 nginx_proxy_site03enabled truetype nginx_proxyname site03proxyhost localdomaincomport 80protocol http
 (continues on next page)
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 filtersearch httpswwwdomaincomreplace http10101010
 hostname gitlabdomaincomport 80
 Proxy with access policy
 nginxserversite
 nginx_proxy_site01enabled truetype nginx_proxyname site01access_policyallow- 1921681124- 127001deny- 19216812- all
 proxyhost localdomaincomport 80protocol http
 hostname gitlabdomaincomport 80
 Gitlab server with user for basic auth
 nginxserverenabled trueuser
 username1enabled truepassword magicunicornhtpasswd htpasswd-site1
 username2enabled truepassword magicunicorn
 Proxy buffering
 nginxserverenabled truebind
 address 0000ports- 80
 sitegitlab_proxy
 enabled true(continues on next page)
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 type nginx_proxyproxyrequest_buffer falsebuffernumber 8size 16
 hostname gitlabdomaincomport 80
 Letrsquos Encrypt
 nginxserverenabled truebind
 address 0000ports- 443
 sitegitlab_domain
 enabled truetype gitlabname domainsslenabled trueengine letsencrypt
 hostname gitlabdomaincomport 443
 SSL using already deployed key and cert file Note that cert file should already contain CA cert and complete chain
 nginxserverenabled truesite
 mysitesslenabled truekey_file etcsslprivatemykeykeycert_file etcsslcertmycertcrt
 Nginx stats server (required by collectd nginx plugin)
 nginxserverenabled truesite
 nginx_stats_serverenabled truetype nginx_statsname serverhostname 127001port 8888
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 Change nginx server ssl protocol options in openstackproxyyml
 More Information
 bull httpwikinginxorgMain
 bull httpswikimozillaorgSecurityServer_Side_TLSModern_compatibility
 bull httpnginxcomresourcesadmin-guidereverse-proxy
 bull httpsmozillagithubioserver-side-tlsssl-config-generator
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-nginxissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-nginx
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 openldap
 Sample pillars
 Client
 openldapclientserver
 basedn dc=exampledc=localhost ldapexamplelocaltls trueport 389auth
 user cn=admindc=exampledc=localpassword dummypass
 entry
 (continues on next page)
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 peopletype ouclasses- top- organizationalUnit
 entryjdoetype cn Change attributes that already exists with different contentaction replace Delete all other attributespurge trueattruid jdoeuidNumber 20001gidNumber 20001gecos John DoegivenName Johnsn DoehomeDirectory homejdoeloginShell binbash
 classes- posixAccount- inetOrgPerson- top- ldapPublicKey- shadowAccount
 karel Simply remove cn=kareltype cnenabled false
 Read more
 bull httpsdocssaltstackcomenlatestrefstatesallsaltstatesldaphtmlmanage-entries-in-an-ldap-database
 Postfix
 Install and configure Postfix
 Available states
 bull postfixserver
 bull postfixrelay
 bull postfixbackupmx
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 postfixserver
 Setup postfix server
 postfixrelay
 Setup postfix relay
 postfixbackupmx
 Setup postfix backup MX
 Available metadata
 bull metadatapostfixserver
 bull postfixrelay
 bull postfixbackupmx
 metadatapostfixserver
 Setup postfix server
 postfixrelay
 Setup postfix relay
 postfixbackupmx
 Setup postfix backup MX
 Requirements
 bull linux
 bull mysql (for mysql backend and postfixadmin)
 bull apache (for postfixadmin)
 Optional
 bull glusterfs (to serve as mail storage backend)
 bull dovecot
 bull roundcube
 198 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 Configuration parameters
 For complete list of parameters please check metadataserviceserveryml
 Example reclass
 Server
 classes- servicepostfixserver
 parameters_parampostfix_origin mailerumysql_mailserver_password Peixeilaephahmoosa2daihoh4yiaThe
 postfixserver
 origin $_parampostfix_originssl
 enabled truekey $_secretssl_domain_wild_keycert $_secretssl_domain_wild_certchain $_secretssl_domain_wild_chain Set smtpd_tls_security_level to encrypt and require TLS encryptionrequired true
 mysqlserver
 databasemailserverencoding UTF8locale cs_CZusers- name mailserverpassword $_parammysql_mailserver_passwordhost 127001rights all privileges
 apacheserversite
 postfixadminenabled truetype staticname postfixadminroot usrsharepostfixadminhostname $_parampostfix_originaliases- $linuxsystemname$linuxsystemdomain- $linuxsystemname
 Example pillar
 Server
 Setup without postfixadmin
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 postfixserverorigin $_parampostfix_originadmin
 enabled false
 DKIM
 postfixserverdkim
 enabled truedomains
 - name examplecomselector mailkey |
 super_secret_private_key
 First you need to generate private and public key eg
 opendkim-genkey -r -s mail -d examplecom
 And set public key in your DNS records see mailtxt for public key
 Mailman
 postfixservermailman
 enabled trueadmin_password SaiS0kaidistributed trueuse_https falselists
 - name supportadmin testlxcerupassword testdomain lxcerudomainweb listslxcerumembers
 - testlxceru
 Itrsquos also good idea to mount GlusterFS volume on varlibmailman for multi-master setup In that case dis-tributed has to be true to bind-mount qfiles directory which must not be shared
 Parameter use_https needs to be set before setting up any lists otherwise you need to fix lists urls manually using
 withlist -l -a -r fix_url
 You can also set per-list parameters For example you can setup private mailing list with these options
 lists- name support
 (continues on next page)
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 admin testlxcerupassword testdomain lxcerudomainweb listslxcerumembers
 - testlxceruparameters
 real_name supportdescription Support mailing list Dont be advertisedadvertised 0 Require admin to confirm subscriptionsubscribe_policy 2 Show members only to adminsprivate_roster 2 Archive only for membersarchive_private 1
 To list all available configuration options for given list see output of folliwing command
 config_list -o - ltlist_namegt
 Warning If you want to have list on your domain eg supportexamplecom instead of sup-portlistsexamplecom you may need to set up aliases like this depending on your setup
 support-ownerexamplecom -gt support-ownerlistsexamplecomsupport-adminexamplecom -gt support-adminlistsexamplecomsupport-requestexamplecom -gt support-requestlistsexamplecomsupport-confirmexamplecom -gt support-confirmlistsexamplecomsupport-joinexamplecom -gt support-joinlistsexamplecomsupport-leaveexamplecom -gt support-leavelistsexamplecomsupport-subscribeexamplecom -gt support-subscribelistsexamplecomsupport-unsubscribeexamplecom -gt support-unsubscribelistsexamplecomsupport-bouncesexamplecom -gt support-bounceslistsexamplecomsupportexamplecom -gt supportlistsexamplecom
 Relay
 postfixrelay Postfix will listen only on localhostinterfaces loopback-onlyhost mailcloudlabczdomain cloudlabczsasl
 user testpassword changeme
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 Backup MX
 postfixbackupmxdomains
 - cloudlabcz- listscloudlabcz
 Development and testing
 Development and test workflow with Test Kitchen and kitchen-salt provisioner plugin
 Test Kitchen is a test harness tool to execute your configured code on one or more platforms in isolation There is akitchenyml in main directory that defines platforms to be tested and suites to execute on them
 Kitchen CI can spin instances locally or remote based on used driver For local development kitchenymldefines a vagrant or docker driver
 To use backend drivers or implement your CI follow the section lsquoINTEGRATIONrstContinuous Integrationlsquo__
 A listing of scenarios to be executed
 $ kitchen list
 Instance Driver Provisioner Verifier Transport Last Action
 server-bento-ubuntu-1404 Vagrant SaltSolo Busser Ssh ltNot Createdgtserver-bento-ubuntu-1604 Vagrant SaltSolo Busser Ssh Createdserver-bento-centos-71 Vagrant SaltSolo Busser Ssh ltNot Createdgtrelay-bento-ubuntu-1404 Vagrant SaltSolo Busser Ssh ltNot Createdgtrelay-bento-ubuntu-1604 Vagrant SaltSolo Busser Ssh ltNot Createdgtrelay-bento-centos-71 Vagrant SaltSolo Busser Ssh ltNot Createdgtbackupmx-bento-ubuntu-1404 Vagrant SaltSolo Busser Ssh ltNot Createdgtbackupmx-bento-ubuntu-1604 Vagrant SaltSolo Busser Ssh ltNot Createdgtbackupmx-bento-centos-71 Vagrant SaltSolo Busser Ssh ltNot Createdgt
 The Busser Verifier is used to setup and run tests implementated in ltrepogttestintegration It installs the particulardriver to tested instance (Serverspec InSpec Shell Bats ) prior the verification is executed
 Usage
 manuallykitchen [test || [create|converge|verify|exec|login|destroy|]] -t testsintegration
 or with provided Makefile within CI pipelinemake kitchen
 Read more
 bull httpdocpostfixcom
 bull httpfogccsfedu~msapiroscripts
 bull httpwikilistorgDOCMaking20Sure20Your20Lists20Are20Private
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-postfixissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-postfix
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 PostgreSQL Formula
 PostgreSQL often simply Postgres is an object-relational database management system available for many platformsincluding Linux FreeBSD Solaris Microsoft Windows and Mac OS X It is released under the PostgreSQL Licensewhich is an MIT-style license and is thus free and open source software PostgreSQL is developed by the PostgreSQLGlobal Development Group consisting of a handful of volunteers employed and supervised by companies such as RedHat and EnterpriseDB
 Sample pillars
 Single deployment
 Single database server with empty database
 postgresqlserverenabled trueversion 91bind
 address 127001port 5432protocol tcp
 clients- 127001database
 databasenameencoding UTF8locale cs_CZusers
 (continues on next page)
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 - name usernamepassword passwordhost localhostrights all privileges
 Single database server with initial data
 postgresqlserverenabled trueversion 91bind- address 127001
 port 5432protocol tcp
 clients- 127001database
 databasenameencoding UTF8locale cs_CZinitial_dataengine backupninjasource backuphosthost original-host-namedatabase original-database-name
 users- name usernamepassword passwordhost localhostrights all privileges
 User with createdb privileges
 postgresqlserverenabled trueversion 91bind
 address 127001port 5432protocol tcp
 clients- 127001database
 databasenameencoding UTF8locale cs_CZusers- name username
 password passwordhost localhostcreatedb truerights all privileges
 Database extensions
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 postgresqlserverenabled trueversion 91bind
 address 127001port 5432protocol tcp
 clients- 127001database
 databasenameencoding UTF8locale cs_CZusers- name username
 password passwordhost localhostcreatedb truerights all privileges
 extensionpostgis_topologyenabled true
 fuzzystrmatchenabled true
 postgis_tiger_geocoderenabled true
 postgisenabled truepkgs- postgresql-91-postgis-21
 Master-slave cluster
 Master node
 postgresqlserverenabled trueversion 96bind
 address 0000database
 mydb clusterenabled truerole mastermode hot_standbymembers- host 1721610101- host 1721610102- host 1721610103replication_user
 name repuserpassword password
 keepalived(continues on next page)
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 clusterenabled Trueinstance
 VIPnotify_actionmaster
 - if [ -f rootpostgresqlflagsfailover ] then touch varlibrarr˓postgresql$postgresqlserverversionmaintrigger fi
 backup- if [ -f rootpostgresqlflagsfailover ] then service postgresql
 rarr˓stop fifault- if [ -f rootpostgresqlflagsfailover ] then service postgresql
 rarr˓stop fi
 Slave nodes
 postgresqlserverenabled trueversion 96bind
 address 0000clusterenabled truerole slavemode hot_standbymaster
 host 1721610100port 5432user repuserpassword password
 keepalivedclusterenabled Trueinstance
 VIPnotify_actionmaster
 - if [ -f rootpostgresqlflagsfailover ] then touch varlibrarr˓postgresql$postgresqlserverversionmaintrigger fi
 backup- if [ -f rootpostgresqlflagsfailover ] then service postgresql
 rarr˓stop fifault- if [ -f rootpostgresqlflagsfailover ] then service postgresql
 rarr˓stop fi
 Multi-master cluster
 Multi-master cluster with 2ndQuadrant bi-directional replication plugin
 Master node
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 postgresqlserverenabled trueversion 94bind
 address 0000database
 mydbextensionbdr
 enabled truebtree_gist
 enabled trueclusterenabled truemode bdrrole mastermembers- host 1721610101- host 1721610102- host 1721610101local 1721610101replication_user
 name repuserpassword password
 Slave node
 postgresqlserverenabled trueversion 94bind
 address 0000database
 mydbextensionbdr
 enabled truebtree_gist
 enabled trueclusterenabled truemode bdrrole mastermembers- host 1721610101- host 1721610102- host 1721610101local 1721610102master 1721610101replication_user
 name repuserpassword password
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 Client
 postgresqlclientserver
 server01adminhost databasehostport 5432user rootpassword password
 databasemydb
 enabled trueencoding UTF8locale en_USusers- name testpassword testhost localhostcreatedb truerights all privileges
 initmaintenance_db mydbqueries- INSERT INTO login VALUES (11 1) - INSERT INTO device VALUES (1 11 42)
 Sample usage
 Init database cluster with given locale
 sudo su - postgres -c usrlibpostgresql93bininitdb varlibpostgresql93rarr˓main --locale=C
 Convert PostgreSQL cluster from 91 to 93
 sudo su - postgres -c usrlibpostgresql93binpg_upgrade -b usrlibpostgresqlrarr˓91bin -B usrlibpostgresql93bin -d varlibpostgresql91main -D varlibrarr˓postgresql93main -O -c config_file=etcpostgresql93mainpostgresqlconf -rarr˓o -c config_file=etcpostgresql91mainpostgresqlconf
 Ubuntu on 1404 on some machines wonrsquot create default cluster
 sudo pg_createcluster 93 main --start
 More information
 bull httpwwwpostgresqlorg
 bull httpwwwpostgresqlorgdocs91interactiveindexhtml
 bull httpmomjianusmainwritingspgsqlhw_performance
 bull httpsgistgithubcomibussieres11262268 - upgrade instructions for ubuntu
 208 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-postgresqlissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-postgresql
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 PowerDNS
 Sample pillar
 PowerDNS server with MySQL backend
 PowerDNS server with sqlite backend
 Read more
 RabbitMQ messaging system
 RabbitMQ is a complete and highly reliable enterprise messaging system based on the emerging AMQP standard
 Sample pillars
 Standalone Broker
 RabbitMQ as AMQP broker with admin user and vhosts
 rabbitmqserverenabled truebind
 address 0000port 5672
 secret_key rabbit_master_cookieadmin
 name adminuser(continues on next page)
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 password pwdplugins- amqp_client- rabbitmq_managementhost
 monitorenabled trueuser monitorpassword password
 RabbitMQ as a Stomp broker
 rabbitmqserverenabled truesecret_key rabbit_master_cookiebind
 address 0000port 5672
 hostmonitor
 enabled trueuser monitorpassword password
 plugins- rabbitmq_stomp
 RabbitMQ cluster
 RabbitMQ as base cluster node
 rabbitmqserverenabled truebind
 address 0000port 5672
 secret_key rabbit_master_cookieadmin
 name adminuserpassword pwd
 clusterenabled truerole mastermode discmembers- name openstack1
 host 101010212- name openstack2
 host 101010213
 HA Queues definition
 rabbitmqserver
 (continues on next page)
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 enabled truehost
 monitorenabled trueuser monitorpassword passwordpolicies- name HApattern ^(amq)definition ha-mode all
 Enable TLS support
 To enable support of TLS for rabbitmq-server you need to provide a path to cacert server cert and private key
 rabbitmqserver
 enabled truessl
 enabled Truekey_file etcrabbitmqsslkeypemcert_file etcrabbitmqsslcertpemca_file etcrabbitmqsslcapem
 To manage content of these files you can either use the following options
 rabbitmqserver
 enabled truessl
 enabled True
 key_file etcrabbitmqsslkeypemkey |-----BEGIN RSA PRIVATE KEY-----
 -----END RSA PRIVATE KEY-------
 ca_file etcrabbitmqsslcapemcacert_chain |-----BEGIN CERTIFICATE-----
 -----END CERTIFICATE-------
 cert_file etcrabbitmqsslcertpemcert |-----BEGIN CERTIFICATE-----
 -----END CERTIFICATE-------
 Or you can use the saltminioncert salt state which creates all required files according to defined reclass model [1] Inthis case you need just to enable ssl and nothing more
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 rabbitmqserver
 enabled truessl
 enabled True
 ndash
 Defaut port for TLS is 5671
 rabbitmqserverbind
 sslport 5671
 1 httpsgithubcomMirantisreclass-system-salt-modeltreemastersaltminioncertrabbitmq
 Usage
 Check cluster status example shows running cluster with 3 nodes ctl-1 ctl-2 ctl-3
 gt rabbitmqctl cluster_status
 Cluster status of node rabbitctl-1 [nodes[disc[rabbitctl-1rabbitctl-2rabbitctl-3]]running_nodes[rabbitctl-3rabbitctl-2rabbitctl-1]partitions[]]
 done
 Setup management user
 gt rabbitmqctl add_vhost vhostgt rabbitmqctl add_user user alivegt rabbitmqctl set_permissions -p vhost user gt rabbitmqctl set_user_tags user management
 EPD process is Erlang Port Mapper Daemon Itrsquos a feature of the Erlang runtime that helps Erlang nodes to findeach other Itrsquos a pretty tiny thing and doesnrsquot contain much state (other than ldquowhat Erlang nodes are running onthis systemrdquo) so itrsquos not a huge deal for it to still be running Although itrsquos running as user rabbitmq it was startedautomatically by the Erlang VM when we started Wersquove considered adding ldquoepmd -killrdquo to our shutdown script - butthat would break any other Erlang apps running on the system itrsquos more ldquoglobalrdquo than RabbitMQ
 Read more
 bull httpwwwrabbitmqcomadmin-guidehtml
 bull httpsgithubcomsaltstacksalt-contribblobmasterstatesrabbitmq_pluginspy
 bull httpdocssaltstackcomrefstatesallsaltstatesrabbitmq_userhtml
 bull httpstackoverflowcomquestions14699873how-to-reset-user-for-rabbitmq-management
 bull httpwwwrabbitmqcommemoryhtml
 212 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 Clustering
 bull httpwwwrabbitmqcomclusteringhtmlauto-config
 bull httpsgithubcomjesusaurushpcs-salt-statetreemasterrabbitmq
 bull httpgigisayfanblogspotcz201206rabbit-mq-clustering-python-fabrichtml
 bull httpdocwikiciscocomwikiOpenStack_Havana_Release_High-Availability_Manual_Deployment_GuideRabbitMQ_Installation
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-rabbitmqissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-rabbitmq
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Redis formula
 key value storage
 Sample pillars
 Redis localhost server
 redisserverenabled truebind
 address 127001port 6379protocol tcp
 Redis world open
 21 Project Introduction 213
  SaltStack-Formulas Documentation Release master
 redisserverenabled truebind
 address 0000port 6379protocol tcp
 Redis modes
 redisserverenabled trueappendfsync no | everysec | always
 Redis cluster master
 redisclusterenabled Truemaster
 host 1921681100port 6379
 mode sentinelquorum 2role master
 supervisorserverservice
 redis_sentinelname sentineltype redis
 Redis cluster slave
 redisclusterenabled Truemaster
 host 1921681100port 6379
 mode sentinelquorum 2role slave
 supervisorserverservice
 redis_sentinelname sentineltype redis
 Command usage
 Removes data from your connectionrsquos CURRENT database
 gt redis-cli FLUSHDB
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 Removes data from ALL databases
 gt redis-cli FLUSHALL
 More information
 bull httpredisiotopicsadmin
 bull httpredisiotopicsquickstart
 bull httpredisiotopicspersistence
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-redisissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-redis
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 rsync Formula
 rsync is an open source utility that provides fast incremental file transfer
 Sample Metadata
 rsyncserverenabled truebind
 address 0000module
 namemax_connections 2path srvrsyncread_only False
 timeout 300
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 References
 bull httprsyncsambaorg
 bull httpwwwtogawarecomlinuxsurvivorRsync_Serverhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-rsyncissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-rsync
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Supervisor Formula
 Supervisor is a clientserver system that allows its users to monitor and control a number of processes on UNIX-likeoperating systems
 It shares some of the same goals of programs like launchd daemontools and runit Unlike some of these programsit is not meant to be run as a substitute for init as ldquoprocess id 1rdquo Instead it is meant to be used to control processesrelated to a project or a customer and is meant to start like any other program at boot time
 Sample Pillars
 Robotice services
 supervisorserverenabled trueservice
 robotice_plannername plannertype robotice
 robotice_monitorname monitortype robotice
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 OctoPrint services
 supervisorserverenabled trueservice
 octoprint_servername servertype octoprint
 Sentry services
 supervisorserverenabled trueservice
 sentry_webname webtype sentry
 sentry_workername workertype sentry
 More Information
 bull httpsupervisordorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-supervisorissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-supervisor
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 varnish
 Varnish cache
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 Sample pillars
 Single varnish service
 varnishserverenabled trueversion 40lookup
 varnish_leonardo_majklktype leonardoname leonardo_majklkbindport 7000host 0000
 backendgunicorn1
 host localhostport 80
 And Supervisor like this yaml
 supervisor
 server
 service
 varnish_leonardo_majklk name leonardo_majklk type varnish
 Note This formulas runs varnish processes under supervisor instead of init script
 Using nginx type yaml
 nginx
 server
 site
 leonardo_majklk enabled true type varnish name varnish_leonardo_majklk host
 name domaincom
 Read more
 bull links
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-varnishissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
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 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-varnish
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 zookeeper
 Service zookeeper description
 Sample pillars
 Single zookeeper service
 zookeeperserverenabled truemembers- host $_paramsingle_address
 id 1
 Cluster zookeeper service
 zookeeperserverenabled truemembers- host $_paramcluster_node01_address
 id 1- host $_paramcluster_node02_address
 id 2- host $_paramcluster_node03_address
 id 3
 Backup client with sshrsync remote host
 zookeeperbackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24targethost cfg01
 note full_backups_to_keep param states how many backup will be stored locally onrarr˓zookeeper client
 More options to relocate local backups can be done using salt-formula-rarr˓backupninja
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 Backup client with local backup only
 zookeeperbackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24
 note full_backups_to_keep param states how many backup will be stored locally onrarr˓zookeeper client
 Backup server rsync
 zookeeperbackupserver
 enabled truehours_before_full 24full_backups_to_keep 5key
 zookeeper_pub_keyenabled truekey ssh_rsa
 Client restore from local backup
 zookeeperbackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24targethost cfg01
 restore_latest 1restore_from local
 note restore_latest param with a value of 1 means to restore db from the lastrarr˓full backup 2 would mean to restore second latest full backup
 Client restore from remote backup
 zookeeperbackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24targethost cfg01
 restore_latest 1restore_from remote
 note restore_latest param with a value of 1 means to restore db from the lastrarr˓full backup 2 would mean to restore second latest full backup
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 Read more
 bull links
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-zookeeperissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-zookeeper
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Deployment Services
 Deployment services for automated delivery pipelines
 Formula Repositorygateone httpsgithubcomsalt-formulassalt-formula-gateoneforeman httpsgithubcomsalt-formulassalt-formula-foremanisc-dhcp httpsgithubcomsalt-formulassalt-formula-isc-dhcplibvirt httpsgithubcomsalt-formulassalt-formula-libvirtmaas httpsgithubcomsalt-formulassalt-formula-maasstackstorm httpsgithubcomsalt-formulassalt-formula-stackstormtftpd-hpa httpsgithubcomsalt-formulassalt-formula-tftpd-hpavagrant httpsgithubcomsalt-formulassalt-formula-vagrantvirtualbox httpsgithubcomsalt-formulassalt-formula-virtualbox
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 GateOne Formula
 Gate One is an open source web-based terminal emulator with a powerful plugin system It comes bundled witha plugin that turns Gate One into an amazing SSH client but Gate One can actually be used to run any terminalapplication You can even embed Gate One into other applications to provide an interface into serial consoles virtualservers or anything you like Itrsquos a great supplement to any web-based administration interface
 Sample Pillars
 gateoneserverenabled truebindaddress 0000port 8888protocol tcp
 authengine pamrealm local
 More Information
 bull httpliftoffgithubioGateOne
 bull httpsgithubcomliftoffGateOne
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-gateoneissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-gateone
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 Foreman
 Foreman is aimed to be a Single Address For All Machines Life Cycle Management
 bull Foreman integrates with Puppet (and acts as web front end to it)
 bull Foreman takes care of provisioning until the point puppet is running allowing Puppet to do what it does best
 bull Foreman shows you Systems Inventory (based on Facter) and provides real time information about hosts statusbased on Puppet reports
 bull Foreman creates everything you need when adding a new machine to your networkItrsquos goal being automaticallymanaging everything you would normally manage manually - this include DNS DHCP TFTP Virtual MachinesPuppetCA CMDB etc
 Sample pillar
 Foreman server to use with apache
 foremanserverenabled truedomain domaincomfqdn foremandomaincomdatabase
 engine postgresqlhost 127001name foremanpassword passworduser foreman
 mailhost maildomaincompassword passwduser robotdomaincomdomain domaincom
 Foreman smart proxy
 foremansmart_proxyenabled true
 Usage
 Generated userpasword is in database seed and printed to the output during dbseed process
 Read more
 bull httptheforemanorgmanuals15indexhtml3InstallingForeman
 bull httpprojectstheforemanorgprojectsforemanwikiUpgrade_instructions
 bull httpmauriciogithubio20140209foreman-and-environment-variableshtml
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-foremanissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-foreman
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 ISC DHCP formula
 Sample pillars
 ISC DHCP server with defined host and subnet (client must use the same key)
 isc_dhcpserverenabled trueomapi_port 7911omapi_key iFdQ0kvpUo+3gzXGJTpjk7
 rarr˓dl9DI5SuDqMzasDUhBRGEg6VfNYUX+MAU14WoJJZDQbrvC4Pgsdfdsfdsfdsdf==authoritative trueinterfaces- name eth0- name eth1domain_name domaincomname_servers- ns1domaincomhost
 node1mac 00112233445566address 19216801hostname domaincom
 subnettestsubnet
 range 10001 1000100netmask 2552552550network 10000pxeserver 10111
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 More information
 bull httpchschneidereulinuxservertftpd-hpashtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-isc-dhcpissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-isc-dhcp
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Libvirt
 Sample pillars
 simple libvirt server
 libvirtserverenabled trueunix_sock_group libvirtvirtualizations- kvmnetwork
 defaultensure absent
 libvirtserverenabled truenetwork
 defaultensure absent present running stopped absent
 mydefaultxml |ltnetworkgt
 (continues on next page)
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 ltnamegtmydefaultltnamegtltbridge name=virbr0gtltforwardgtltip address=1921681221 netmask=2552552550gtltdhcpgtltrange start=1921681222 end=192168122254gt
 ltdhcpgtltipgt
 ltnetworkgtovs-net
 autostart Falsexml |ltnetworkgtltnamegtovs-netltnamegtltforward mode=bridgegtltbridge name=ovsbr0gtltvirtualport type=openvswitchgtltparameters interfaceid=09b11c53-8b5c-4eeb-8f00-d84eaa0aaa4fgt
 ltvirtualportgtltnetworkgt
 libvirtserverenabled truepool
 virtimagestype dirpath varliblibvirtimagesxml |ltpool type=dirgt
 ltnamegtvirtimagesltnamegtlttargetgtltpathgtvarliblibvirtimagesltpathgt
 lttargetgtltpoolgt
 virtimages2ensure absenttype dirpath varliblibvirtimages2xml |ltpool type=dirgt
 ltnamegtvirtimages2ltnamegtlttargetgtltpathgtvarliblibvirtimages2ltpathgt
 lttargetgtltpoolgt
 Read more
 bull httpsgithubcombechtoldtsaltstack-libvirt-formula
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
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 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-libvirtissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-libvirt
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Metal as a Service
 Service maas description
 Sample pillars
 Single maas service
 maasserverenabled true
 Single MAAS region service [single UIAPI]
 maassalt_master_ip 192168010regionupstream_proxy
 address 10001port 8080user username OPTIONALpassword password OPTIONAL
 theme mirantisbind
 host 1921680105240port 5240
 adminusername exampleuserpassword examplepasswordemail emailexamplecom
 databaseengine nullhost localhostname maasdb
 (continues on next page)
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 password qwqwqwusername maas
 enabled trueuser mirantistoken 89EgtWkX45ddjMYpuLSqVjxFG87Dr6kVf4Wp5WLfbUgmm9XQtJxm3V2LUUy7bpCmqmnkfabrics
 test-fabric1description Test fabric
 test-fabric2description Test fabric2
 subnetssubnet1
 fabric test-fabric1cidr 223024gateway_ip 2232iprange reserved range for DHCPauto mappingstart 22320end 223250
 dhcp_snippetstest-snippet
 value option bootfile-name tftp192168010snippetdescription Test snippetenabled truesubnet subnet1
 boot_resourcesbootscript1
 title bootscriptarchitecture amd64genericfiletype tgzcontent srvsaltreclassnodespath_to_file
 package_repositoriesSaltstack
 url httpreposaltstackcomaptubuntu1404amd6420163distributions
 - trustycomponents
 - mainarches amd64key -----BEGIN PGP PUBLIC KEY BLOCK-----
 Version GnuPG v2
 mQENBFOpvpgBCADkP656H41i8fpplEEB8IeLhugyC2rTEwwSclb8tQNYtUiGdna9
 fuBmScum8uQTrEF5+Um5zkwC7EXTdH1co+VfpOtxIg4XO4kcugZefVm5ERfVSMA===dtMN-----END PGP PUBLIC KEY BLOCK-----
 enabled truemachines
 machine1_new_schemapxe_interface_mac 112233445566 Node will be identified by those macinterfacesnic01 could be any used for iterate onlytype eth NotImplementedname eth0 Override default nic name Interface to rename will be
 rarr˓identified by macmac 112233445566
 (continues on next page)
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 mode staticip 22319 ip should be out of reserved subnet range but still in
 rarr˓subnet rangesubnet subnet1gateway 2232 override default gateway from subnet
 nic02type eth Not-implementedmac 112233445578subnet subnet2mode dhcp
 power_parameterspower_type ipmipower_address 1921681010power_user bmc_userpower_password bmc_passwordOptional (for legacy HW)power_driver LAN
 distro_series xenialhwe_kernel hwe-1604
 machine1_old_schemainterface
 mac 112233445588 Node will be identified by those macmode staticip 22315subnet subnet1gateway 2232
 power_parameterspower_type ipmipower_address 1921681010power_user bmc_userpower_password bmc_passwordOptional (for legacy HW)power_driver LAN FIXME thats should be moved into anotherlivirt example Used in case of power_type virshpower_id my_libvirt_vm_name
 distro_series xenialhwe_kernel hwe-1604
 devicesmachine1-ipmi
 interfaceip_address 1921681010subnet cidr19216810024
 mac 665544332211commissioning_scripts
 00-maas-05-simplify-network-interfaces etcmaasfilescommisioning_scripts00-rarr˓maas-05-simplify-network-interfaces
 maas_configdomain mydomainlocalhttp_proxy http1921680103142commissioning_distro_series xenialdefault_distro_series xenialdefault_osystem ubuntudefault_storage_layout lvmdisk_erase_with_secure_erase truednssec_validation noenable_third_party_drivers true
 (continues on next page)
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 maas_name cfg01network_discovery enabledactive_discovery_interval 600ntp_external_only truentp_servers 10101123 10101124upstream_dns 1921681213enable_http_proxy truedefault_min_hwe_kernel
 sshprefs- ssh-rsa ASDdfsadf blahblah
 Usage of local repos
 maasclusterenabled trueregion
 port 80host localhost
 saltstack_repo_key |-----BEGIN PGP PUBLIC KEY BLOCK-----Version GnuPG v2
 mQENBFOpvpgBCADkP656H41i8fpplEEB8IeLhugyC2rTEwwSclb8tQNYtUiGdna9fuBmScum8uQTrEF5+Um5zkwC7EXTdH1co+VfpOtxIg4XO4kcugZefVm5ERfVSMA===dtMN-----END PGP PUBLIC KEY BLOCK-----
 saltstack_repo_xenial http$_paramlocal_repo_urlubuntu-xenial stable saltsaltstack_repo_trusty http$_paramlocal_repo_urlubuntu-trusty stable salt
 Single MAAS cluster service [multiple racks]
 maasclusterenabled truerole masterslave
 maasclusterenabled truerole masterslave
 MAAS region service with backup data
 Module functionrsquos example
 bull Wait for status of selected machinersquos
 gt cat maasmachineswait_for_machines_readysls
 wait_for_machines_ready
 (continues on next page)
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 modulerun- name maaswait_for_machine_status- kwargs
 machines- kvm01- kvm02
 timeout 1200 in secondsreq_status Ready
 - require- cmd maas_login_admin
 If module run wo any extra paremeters - wait_for_machines_ready will wait for defined in salt machines In thosecase will be usefull to skip some machines
 gt cat maasmachineswait_for_machines_deployedsls
 wait_for_machines_readymodulerun- name maaswait_for_machine_status- kwargs
 timeout 1200 in secondsreq_status Deployedignore_machines
 - kvm01 in case its broken or whatever- require- cmd maas_login_admin
 List of available req_status defined in global variable
 STATUS_NAME_DICT = dict([(0 New) (1 Commissioning) (2 Failed commissioning)(3 Missing) (4 Ready) (5 Reserved) (10 Allocated)(9 Deploying) (6 Deployed) (7 Retired) (8 Broken)(11 Failed deployment) (12 Releasing)(13 Releasing failed) (14 Disk erasing)(15 Failed disk erasing)])
 Read more
 bull httpsmaasio
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-maasissues
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 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-maas
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 stackstorm
 Service stackstorm description
 Sample pillars
 Single stackstorm service
 stackstormserverenabled trueversion icehouse
 Read more
 bull links
 TFTPD HPA formula
 A TFTP server is mainly required for booting operating systems or configurations over the network
 Sample pillars
 TFTPD HPA server
 tftpd_hpaserverenabled true
 More information
 bull httpchschneidereulinuxservertftpd-hpashtml
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-tftpd-hpaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-tftpd-hpa
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Vagrant formula
 Vagrant provides easy to configure reproducible and portable work environments built on top of industry-standardtechnology and controlled by a single consistent workflow to help maximize the productivity and flexibility of you andyour team
 To achieve its magic Vagrant stands on the shoulders of giants Machines are provisioned on top of VirtualBoxVMware AWS or any other provider Then industry-standard provisioning tools such as shell scripts Chef orPuppet can be used to automatically install and configure software on the machine
 Sample pillars
 Vagrant with VirtualBox cluster
 vagrantcontrolenabled truecluster
 clusternameprovider virtualboxdomain localdomaincomcontrolengine salthost saltdomaincomversion 20163
 nodebox1
 status suspendedimage ubuntu1204memory 512
 (continues on next page)
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 cpus 1networks- type hostonlyaddress 101010110
 Vagrant with Windows plugin
 vagrantcontrolenabled trueplugin
 vagrant-windowsversion 123
 Vagrant with presseded images
 vagrantcontrolenabled trueimage
 ubuntu1204source httpfilesvagrantupcomprecise64box
 Sample usage
 Start and connect machine
 cd srvvagrantltcluster_namegtvagrant up ltnode_namegtvagrant ssh ltnode_namegt
 More information
 bull httpwwwvagrantupcom
 bull httpdocsvagrantupcomv2
 bull httpdocsvagrantupcomv2synced-folders
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-vagrantissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
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 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-vagrant
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 VirtualBox
 VirtualBox is a general-purpose full virtualizer for x86 hardware targeted at server desktop and embedded use
 Sample pillars
 VirtualBox version 43
 virtualboxhostenabled trueversion 43extensions false
 VirtualBox version 50
 virtualboxhostenabled trueversion 50
 Read more
 bull httpswwwvirtualboxorgwikiTechnical_documentation
 bull httpubuntuforumsorgshowthreadphpt=1810768
 bull httpswwwvirtualboxorgwikiLinux_Downloads
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-virtualboxissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
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 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-virtualbox
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Integration Services
 Continuous integration services for automated integration and delivery pipelines
 Formula Repositoryaptly httpsgithubcomsalt-formulassalt-formula-aptlyartifactory httpsgithubcomsalt-formulassalt-formula-artifactorygerrit httpsgithubcomsalt-formulassalt-formula-gerritgitlab httpsgithubcomsalt-formulassalt-formula-gitlabgource httpsgithubcomsalt-formulassalt-formula-gourcejenkins httpsgithubcomsalt-formulassalt-formula-jenkinsowncloud httpsgithubcomsalt-formulassalt-formula-owncloudpacker httpsgithubcomsalt-formulassalt-formula-packerroundcube httpsgithubcomsalt-formulassalt-formula-roundcube
 Aptly
 Install and configure Aptly server and client
 Available states
 bull aptlyserver
 bull aptlypublisher
 aptlyserver
 Setup aptly server
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 aptlypublisher
 Setup aptly publisher
 Available metadata
 bull metadataaptlyserversingle
 bull metadataaptlyclientpublisher
 metadataaptlyserversingle
 Setup basic server
 metadataaptlyclientpublisher
 Setup aptly publisher client
 Configuration parameters
 Example reclass
 Basic Aptly server with no repos or mirrors
 classes- serviceaptlyserversingleparameters
 aptlyserver
 enabled truesecure truegpg_keypair_id A76882D3gpg_passphrasegpg_public_key |-----BEGIN PGP PUBLIC KEY BLOCK-----Version GnuPG v1
 gpg_private_key |-----BEGIN PGP PRIVATE KEY BLOCK-----Version GnuPG v1
 Define s3 endpoint
 parametersaptlyserver
 endpointmys3endpoint
 (continues on next page)
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 engine s3awsAccessKeyID xxxxawsSecretAccessKey xxxxbucket test
 Example pillar
 aptlyserverenabled truerepo
 myrepodistribution trustycomponent mainarchitectures amd64comment Custom componentssources falsepublishercomponent mycomponentdistributions
 - nightlytrusty
 Basic Aptly server mirrors
 aptlyservermirror
 mirror_namesource httpexamplecomdebiandistribution xenialcomponents mainarchitectures amd64gpgkeys 460F3999filter (Name ( -dbg))filter_with_deps truepublishercomponent exampledistributions
 - xenialreponightly- s3aptcdnxenialreponightly
 Proxy environment variables (optional) in cron job for mirroring script
 aptlyserverenabled truemirror_update
 enabled truehttp_proxy http12348000https_proxy http12348000
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 Read more
 bull httpwwwaptlyinfodocconfiguration
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-aptlyissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-aptly
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Artifactory
 JFrog Artifactory is the only Universal Repository Manager supporting all major packaging formats build tools andCI servers
 Sample pillars
 Server
 Single artifactory OSS edition from OS package
 artifactoryserverenabled trueedition ossversion 4source
 engine pkg
 Single artifactory pro edition from OS package
 artifactoryserverenabled true
 (continues on next page)
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 edition proversion 4source
 engine pkg
 Single artifactory with PostgreSQL database
 artifactoryserverdatabase
 engine postgresqlhost localhostport 5432name artifactoryuser artifactorypassword pass
 Client
 Basic client setup
 artifactoryclientenabled trueserver
 host 101010148port 8081user adminpassword password
 Artifactory repository definition
 artifactoryclientenabled true
 repolocal_artifactory_repo
 name local_artifactory_repopackage_type dockerrepo_type local
 remote_artifactory_reponame remote_artifactory_repopackage_type genericrepo_type remoteurl httptotheremoterepo80
 Repository configuration
 Sample pillar above shows basic repository configuration but you can use any parameters described in httpswwwjfrogcomconfluencedisplayRTFRepository+Configuration+JSON
 This module does direct map from pillar parameters to repository JSON description with two aliases for compatibility
 bull repo_type -gt rclass
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 bull package_type -gt packageType
 Read more
 bull httpswwwjfrogcomconfluencedisplayRTFDebian+Repositories
 bull httpswwwjfrogcomconfluencedisplayRTFPostgreSQL
 bull httpswwwjfrogcomconfluencedisplayRTFArtifactory+REST+APIArtifactoryRESTAPI-REPOSITORIES
 bull httpswwwjfrogcomconfluencedisplayRTFRepository+Configuration+JSON
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-artifactoryissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-artifactory
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Gerrit
 Gerrit provides web based code review and repository management for the Git version control system
 Sample pillars
 Simple gerrit service
 gerritserverenabled truesource
 engine httpaddress httpsgerrit-cigerritforgecomjobGerrit-stable-21320artifact
 rarr˓buck-outgengerritwarhash 2e17064b8742c4622815593ec496c571
 Full service setup
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 gerritserver
 canonical_web_url http1010101488082email_private_key token_private_key initial_user
 full_name John Doeemail mailjdoecomusername jdoe
 plugindownload-commandsengine gerrit
 replication engine gerrit
 reviewnotesengine gerrit
 singleusergroupengine gerrit
 ssh_rsa_key |-----BEGIN RSA PRIVATE KEY-----MIIEowIBAAKCAQEAs0Y8mxS3dfs5zG8Du5vdBkfOCOng1IEUmFZIirJ8oBgJOd54QgmkDFB7oP9eTCgz9krix1uJWhhVCMBzrWzH5IODO+tyytK66pv2BWtVfTDhBAnShOLDNbSIBaV8ENcrbnQN+b0alp4N7rQnavkOYl+JQncKjz1csmCodirscB9Ojrdo6NG9olv9IQdtDQxEeDyQkoW50aCEWcq7o+QaTzgnlrL+XZEzhzjdcvA9m8gojvMXms60iDA5OpG33LWHNNzQBP486SxG75LB+Xs5sp5j2b7VF5LJLhpGiJv9Mkydbuy8iuuvali2uF133kAlLqnrWfVTYQQI1OfW5glOv1L6kv94dU-----END RSA PRIVATE KEY-----
 ssh_rsa_key_pub ssh-rsararr˓AAAAB3NzaC1yc2EAAAADAQABAAABAQCzRjybFLd1+znMbwO7m90GR84I6eDUgRSYVkiKsnygGAk53nhCCaQMUHugrarr˓15MKDP2T+uLHW4laGFUIwHOtbMfkg4M763LL+0rrqmrarr˓YFa1V9MOEECdKE4sM1tIgFpXwT81ytudA35vRqWng3utCdq+Q5iX4lCdwqPPVyyYKh2KuxwH06Ot2jo0b2iWrarr˓0hB3+0NDER4PJCShbnRoIRZyruj5BpPOCeWsv5dkTOHON1y8D2byCgNGdCBIRx7x9Qb4dKK2F01r0rarr˓bfBGxELJzBdQ8XO14bQ7VOd3gTxrccTM4tVS7ucvtjiq7MKjnHGfsvbw9bTHAXbXcWXtOlRe51
 email maildomaincomauth
 engine HTTPsource
 engine httpaddress httpsgerrit-releasesstoragegoogleapiscomgerrit-2124warhash sha256=45786a920a929c6258de6461bcf03ddec8925577bd485905f102ceb6e5e1e47c
 receive_timeout 5minsshd
 threads 64batch_threads 16max_connections_per_user 64
 databaseengine postgresqlhost localhostport 5432name gerrituser gerritpassword $_parampostgresql_gerrit_passwordpool_limit 250pool_max_idle 16
 Gerrit change auto abandon
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 gerritserverchange_cleanup
 abandon_after 3months
 Gerrit client enforcing groups
 gerritclientgroup
 Admin001description admin 01
 Admin002description admin 02
 Gerrit client enforcing users install using pip
 gerritclientsource
 engine pipuser
 jdoefullname John Doeemail jdoedomaincomssh_key ssh-rsahttp_password passwordgroups- Admin001
 Gerrit client enforcing projects
 gerritclientenabled Trueserver
 host 101010148user newtkey |
 -----BEGIN RSA PRIVATE KEY-----MIIEowIBAAKCAQEAs0Y8mxS3dfs5zG8Du5vdBkfOCOng1IEUmFZIirJ8oBgJOd54QgmkDFB7oP9eTCgz9krix1uJWhhVCMBzrWzH5IODO+tyytK66pv2BWtVfTDhBAl1UrxQKBgEklBTuEiDRibKGXQBwlAYvK2He09hWpqtpt9DVel6s4A1bbTWDHyoPjvMXms60iDA5OpG33LWHNNzQBP486SxG75LB+Xs5sp5j2b7VF5LJLhpGiJv9Mkydbuy8iuuvali2uF133kAlLqnrWfVTYQQI1OfW5glOv1L6kv94dU-----END RSA PRIVATE KEY-----
 email Project Creator ltinfralistsdomaincomgtproject
 test_salt_projectenabled true
 Gerrit client enforcing project full project example
 gerritclientenabled True
 (continues on next page)
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 projecttest_salt_project
 enabled trueaccessrefsheads
 actions- name abandongroup openstack-salt-core
 - name creategroup openstack-salt-release
 labels- name Code-Reviewgroup openstack-salt-corescore -2+2
 - name Workflowgroup openstack-salt-corescore -1+1
 refstagsactions- name pushSignedTaggroup openstack-salt-release
 inherit_access All-Projectsrequire_change_id truerequire_agreement truemerge_content trueaction fast forward only
 gerritclientenabled Truegroup
 groupnameenabled truemembers- username
 accountusername
 enabled truefull_name hovnoemail mailnewtczpublic_key rsasshhttp_password passwd
 Sample project access
 [access refs]read = group Administratorsread = group Anonymous Users
 [access refsforrefs]push = group Registered UserspushMerge = group Registered Users
 [access refsheads]create = group Administratorscreate = group Project OwnersforgeAuthor = group Registered UsersforgeCommitter = group Administrators
 (continues on next page)
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 forgeCommitter = group Project Ownerspush = group Administratorspush = group Project Ownerslabel-Code-Review = -2+2 group Administratorslabel-Code-Review = -2+2 group Project Ownerslabel-Code-Review = -1+1 group Registered Userslabel-Verified = -1+1 group Non-Interactive Userssubmit = group Administratorssubmit = group Project OwnerseditTopicName = +force group AdministratorseditTopicName = +force group Project Owners
 [access refsmetaconfig]exclusiveGroupPermissions = readread = group Administratorsread = group Project Ownerspush = group Administratorspush = group Project Ownerslabel-Code-Review = -2+2 group Administratorslabel-Code-Review = -2+2 group Project Ownerssubmit = group Administratorssubmit = group Project Owners
 [access refstags]pushTag = group AdministratorspushTag = group Project OwnerspushSignedTag = group AdministratorspushSignedTag = group Project Owners
 [label Code-Review]function = MaxWithBlockcopyMinScore = truevalue = -2 This shall not be mergedvalue = -1 I would prefer this is not merged as isvalue = 0 No scorevalue = +1 Looks good to me but someone else must approvevalue = +2 Looks good to me approved
 [label Verified]function = MaxWithBlockcopyMinScore = truevalue = -1 Failsvalue = 0 No scorevalue = +1 Verified
 Read more
 bull httpswwwgerritcodereviewcom
 bull httpsgerrit-reviewgooglesourcecomDocumentation
 bull httpsgithubcomopenstack-infrapuppet-gerrit
 bull httpsgerrit-cigerritforgecom
 bull httpsgithubcommorucciexzuul
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
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 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-gerritissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-gerrit
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Gitlab formula
 Gitlab is a free git repository management application based on Ruby on Rails It is distributed under the MIT Licenseand its source code can be found on Github It is a very active project with a monthly release cycle and ideal forbusinesses that want to keep their code private Consider it as a self hosted Github but open source
 Sample metadata
 Server role
 Gitlab server with local MTA and PostgreSQL database
 gitlabserverenabled trueserver_name repo1domaincomsource
 engine pkgdatabase
 engine postgresqlhost locslhostname gitlabpassword LfTno5mYdZmRfoPVuser gitlab
 mailengine smtphost localhostport 25domain domaincomuse_tls falsefrom gitlabdomaincomno_reply no-replydomaincom
 Gitlab server from custom source code repository
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 gitlabserverenabled truesource
 engine githost gitgitdomaincom
 server_name repodomaincom
 Gitlab server with LDAP authentication
 gitlabserverenabled trueversion 62server_name repo1domaincomidentity
 engine ldaphost ldadomaincombase OU=ouDC=domainDC=comport 389uid sAMAccountNamemethod plainbind_dn uid=ldapou=Usersdc=domaindc=compassword pwd
 Client role
 Gitlab groupsnamespaces
 gitlabclientenabled trueserver
 url httprepodomaincomtoken fdsfdsfdsfdsfds
 grouphovno53
 enabled truedescription some tex2
 Gitlab repository enforcement with import url repository and deploy keys and hooks
 gitlabclientenabled trueserver
 url httprepodomaincomtoken fdsfdsfdsfdsfds
 repositoryname-spacerepo-name
 enabled trueimport_url httpsrepo01domaincomnamespacerepogitdescription Repo descriptiondeploy_keykeyname
 (continues on next page)
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 enabled truekey public_part_of_ssh_key
 hookhooknameenabled trueaddress httpci-tool
 More information
 bull httpsgithubcomgitlabhqgitlabhqblob6-1-stabledocinstallinstallationmd
 bull httpsgithubcomgitlabhqgitlabhqblobmasterdocupdate60-to-61md
 bull httpsgithubcomgitlabhqgitlabhqtreemasterdocupdate
 bull httpswikiarchlinuxorgindexphpgitlab
 bull httpsgithubcomgitlabhqgitlabhqissues6687
 bull httpsgithubcomgitlabhqgitlab-public-wikiwikiTrouble-Shooting-Guide
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-gitlabissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-gitlab
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Gource
 OpenGL-based 3D visualisation tool for source control repositories This formulas helps to generate video frommultiple git reposiotires
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 Sample pillars
 Single gource service
 gourceclient
 enabled trueworkspace mediamajklk9ECC42B6CC42890Bvideoleonardo
 resolution 1920x1080convert truesource
 coreaddress httpsgithubcomdjango-leonardodjango-leonardogit
 package_indexaddress httpsgithubcomleonardo-modulesleonardo-package-indexgit
 blogaddress gitrepo1roboticeczleonardo-modulesleonardo-module-bloggit
 Read more
 bull links
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-gourceissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-gource
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Jenkins formula
 Jenkins CI is an open source automation server written in Java Jenkins helps to automate the non-human part ofsoftware development process with continuous integration and facilitating technical aspects of continuous delivery
 (Source Wikipedia )
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 More information can be found at httpsjenkinsio
 Setup jenkins client works with Salt 20163+ supports pipeline workflow projects only now
 Dependencies
 To install on Ubuntu you will need to add the jenkins debian repository to the target server You can do this with thesalt-formula-linux formula with the following pillar data
 linuxsystemenabled true
 repojenkins
 enabled truesource deb httppkgjenkinsiodebian-stable binarykey_url httpspkgjenkinsiodebianjenkins-ciorgkey
 This state will need to be applied before the jenkins state
 Using this formula
 To use this formula you must install the formula to your salt master as documented in saltstack formula docs
 This formula is driven by pillar data and can be used to install either a Jenkins Master or Client See pillar data belowfor examples
 Sample pillars
 Master role
 Simple master with reverse proxy
 nginxserversite
 jenkinsenabled truetype nginx_proxyname jenkinsproxyhost 127001port 8080protocol http
 hostname jenkinsexamplecomport 80
 jenkinsmastermode EXCLUSIVE Do not manage configxml from Salt use UI insteadno_config trueslaves
 - name slave01
 (continues on next page)
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 label pbuilderexecutors 2
 - name slave02label image_buildermode EXCLUSIVEexecutors 2
 views- name Package builds
 regex debian-build-- name Contrail builds
 regex contrail-build-- name Aptly
 regex aptly-plugins- name slack- name extended-choice-parameter- name rebuild- name test-stability
 Jenkins master with experimental plugin source support
 jenkinsmasterenabled trueupdate_site_url httpupdatesjenkins-ciorgexperimentalupdate-centerjson
 SMTP server settings
 jenkinsmasteremail
 engine smtphost smtpdomaincomuser userdomainczpassword smtp-passwordport 25
 Script approvals from client
 jenkinsclientapproved_scripts
 - method groovyjsonJsonSlurperClassic parseText javalangString
 Script approvals
 jenkinsmasterapproved_scripts- method groovyjsonJsonSlurperClassic parseText javalangString
 User enforcement
 jenkinsmasteruser
 (continues on next page)
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 adminapi_token xxxxxxxxxxpassword admin_passwordemail admindomaincom
 user01api_token xxxxxxxxxxpassword user_passwordemail user01domaincom
 Agent (slave) role
 jenkinsslavemaster
 host jenkinsexamplecomport 80protocol http
 username jenkins_slavepassword dexiech6AepohthaiHook2iesh7ol5ook4Ov3leid3yek6daid2ooNg3Ee2oKeYo
 gpgkeypair_id A76882D3public_key |
 -----BEGIN PGP PUBLIC KEY BLOCK-----
 private_key |-----BEGIN PGP PRIVATE KEY BLOCK-----
 Client role
 Simple client with workflow job definition
 jenkinsclientmaster
 host jenkinsexamplecomport 80protocol http
 jobjobname
 type workflowparambool_param
 type booleandescription truefalsedefault true
 string_paramtype stringdescription 1 linerdefault default_string
 text_paramtype text
 (continues on next page)
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 description multi-linerdefault default_text
 jobname_scmtype workflow-scmconcurrent falsescmtype giturl httpsgithubcomjenkinscidockergitbranch masterscript Jenkinsfilegithuburl httpsgithubcomjenkinscidockername Jenkins Docker Image
 triggertimerspec H H
 githubpollscm
 spec H15 reverseprojects- test1- test2
 state SUCCESSparambool_paramtype booleandescription truefalsedefault true
 string_paramtype stringdescription 1 linerdefault default_string
 text_paramtype textdescription multi-linerdefault default_text
 Inline Groovy scripts
 jenkinsclientjob
 test_workflow_jenkins_simpletype workflowdisplay_name Test jenkins simple workflowscriptcontent |
 node stage Stage 1echo Hello World 1stage Stage 2echo Hello World 2
 test_workflow_jenkins_input
 type workflowdisplay_name Test jenkins workflow inputs
 (continues on next page)
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 scriptcontent |node
 stage Enter stringinput message Enter job parameters ok OK parameters [string(defaultValue default description Enter a string
 rarr˓name string)]stage Enter booleaninput message Enter job parameters ok OK parameters [booleanParam(defaultValue false description Select boolean
 rarr˓name Bool)]stage Enter textinput message Enter job parameters ok OK parameters [text(defaultValue description Enter multiline name
 rarr˓Multiline)]
 GIT controlled groovy scripts
 jenkinsclientsource
 baseengine gitaddress repo_urlbranch branch
 domainengine gitaddress domain_urlbranch branch
 jobtest_workflow_jenkins_simple
 type workflowdisplay_name Test jenkins simple workflowparambool_paramtype booleandescription truefalsedefault true
 scriptrepository basefile workflowstest_workflow_jenkins_simplegroovy
 test_workflow_jenkins_inputtype workflowdisplay_name Test jenkins workflow inputsscriptrepository domainfile workflowstest_workflow_jenkins_inputgroovy
 test_workflow_jenkins_input_jenkinsfiletype workflowdisplay_name Test jenkins workflow inputs (jenknisfile)scriptrepository domainfile workflowstest_workflow_jenkins_inputJenkinsfile
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 GIT controlled groovy script with shared libraries
 jenkinsclientsource
 baseengine gitaddress repo_urlbranch branch
 domainengine gitaddress domain_urlbranch branch
 jobtest_workflow_jenkins_simple
 type workflowdisplay_name Test jenkins simple workflowparambool_paramtype booleandescription truefalsedefault true
 scriptrepository basefile workflowstest_workflow_jenkins_simplegroovy
 libs- repository basefile macroscookiecuttergroovy
 - repository basefile macrosgitgroovy
 Setting job max builds to keep (amount of last builds stored on Jenkins master)
 jenkinsclientjob
 my-amazing-jobtype workflowdiscardbuild
 keep_num 5keep_days 5
 artifactkeep_num 6keep_days 6
 Using job templates in similar way as in jjb For now just 1 defined param is supported
 jenkinsclientjob_template
 test_workflow_templatename test-formula-workflowtemplatetype workflowdisplay_name Test jenkins name workflowparam
 repo_param
 (continues on next page)
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 type stringdefault repoformula
 scriptrepository basefile workflowstest_formula_workflowgroovy
 paramformula- aodh- linux- openssh
 Interpolating parameters for job templates
 _paramsalt_formulas- aodh- git- nova- xorg
 jenkinsclientjob_template
 test_workflow_templatename test-formula-workflowtemplate
 paramformula $_paramsalt_formulas
 Or simply define multiple jobs and itrsquos parameters to replace from template
 jenkinsclientjob_template
 test_workflow_templatename test-name-myparamtemplate
 jobs- name firstjob
 myparam dummy- name secondjob
 myparam dummyaswell
 Purging undefined jobs from Jenkins
 jenkinsclientpurge_jobs truejob
 my-amazing-jobtype workflow
 Plugins management from client
 jenkinsclient
 (continues on next page)
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 pluginswarm
 restart falsehipchat
 enabled falserestart true
 Adding plugin params to job
 jenkinsclientjob
 my_plugin_parametrized_jobplugin_propertiesthrottleconcurrents
 enabled Truemax_concurrent_per_node 3max_concurrent_total 1throttle_option category one of project (default or category)categories- my_throuttle_category
 pluginswarm
 restart falsehipchat
 enabled falserestart true
 LDAP configuration (depends on LDAP plugin)
 jenkinsclientsecurity
 ldapserver 1234root_dn dc=foodc=comuser_search_base cn=userscn=accountsmanager_dn manager_password passworduser_search group_search_base inhibit_infer_root_dn false
 Matrix configuration (depends on auth-matrix plugin)
 jenkinsclientsecurity
 matrix set true for use ProjectMatrixAuthStrategy instead of
 rarr˓GlobalMatrixAuthStrategyproject_based falsepermissionsJenkins
 administrator accessADMINISTER- admin
 (continues on next page)
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 read access (anonymous too)READ- anonymous- user1- user2
 agents permissionsMasterComputerBUILD- user3
 jobs permissionshudson
 modelItemBUILD- user4
 Common matrix strategies
 Views enforcing from client
 jenkinsclientviewmy-list-view
 enabled truetype ListViewinclude_regex
 my-view set false to disableenabled truetype MyView
 View specific params
 bull include_regex for ListView and CategorizedJobsView
 bull categories for CategorizedJobsView
 Categorized views
 jenkinsclientview
 my-categorized-viewenabled truetype CategorizedJobsViewinclude_regex categories- group_regex aptly--nightly-testingnaming_rule Nightly -gt Testing
 - group_regex aptly--nightly-productionnaming_rule Nightly -gt Production
 Credentials enforcing from client
 jenkinsclientcredential
 (continues on next page)
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 cred_firstusername adminpassword password
 cred_secondusername saltpassword password
 cred_with_keyusername adminkey SOMESSHKEY
 Users enforcing from client
 jenkinsclientuser
 adminpassword admin_passwordadmin true
 user01password user_password
 Node enforcing from client using JNLP launcher
 jenkinsclientnode
 node01remote_home remotehomepathdesc node-descriptionnum_executors 1node_mode Normalret_strategy Alwayslabels- example- label
 launchertype jnlp
 Node enforcing from client using SSH launcher
 jenkinsclientnode
 node01remote_home remotehomepathdesc node-descriptionnum_executors 1node_mode Normalret_strategy Alwayslabels- example- label
 launchertype sshhost test-launcherport 22
 (continues on next page)
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 username launcher-userpassword launcher-pass
 Configure Jenkins master
 jenkinsclientnode
 masternum_executors 1node_mode Normal or Exclusivelabels- example- label
 Setting node labels
 jenkinsclientlabel
 node-namelbl_text label-offlineappend false set true for label append instead of replace
 SMTP server settings from client
 jenkinsclientsmtp
 host smtpdomaincomusername userdomainczpassword smtp-passwordport 25ssl falsereply_to reply_toaddresscom
 Jenkins admin user email enforcement from client
 jenkinsclientsmtp
 admin_email My Jenkins ltjenkinsmyservercomgt
 Slack plugin configuration
 jenkinsclientslack
 team_domain examplecomtoken slack-tokenroom slack-roomtoken_credential_id cred_idsend_as Some slack user
 Pipeline global libraries setup
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 jenkinsclientlib
 my-pipeline-libraryenabled trueurl httpspath-to-my-librarycredential_id githubbranch master optional default masterimplicit true optional default true
 Artifactory server enforcing
 jenkinsclient
 artifactorymy-artifactory-server
 enabled trueurl httpspath-to-my-librarycredential_id github
 Jenkins Global env properties enforcing
 code-block yaml
 jenkinsclient
 globalenvpropOFFLINE_DEPLOYMENT
 enabled truename OFFLINE_DEPLOYMENT optional default using dict keyvalue true
 Usage
 Generate password hash
 echo -n saltplainpassword | openssl dgst -sha256
 Place in the configuration salthashpassword
 External links
 bull httpswikijenkins-ciorgdisplayJENKINSUse+Jenkins
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-jenkinsissues
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 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-jenkins
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 owncloud
 Install and configure owncloud
 Available states
 bull owncloudserver
 owncloudserver
 Setup owncloud server
 Available metadata
 bull metadataowncloudserver
 metadataowncloudserver
 Setup owncloud server
 Requirements
 bull linux
 bull mysql (for mysql backend)
 bull apache
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 Optional
 bull memcached
 bull glusterfs (for clustered setup)
 Configuration parameters
 For complete list of parameters please check metadataserviceserveryml
 Example reclass
 classes- systemlinuxsystemsingle- servicememcachedserverlocal- serviceapacheserversingle- servicemysqlserversingle- serviceowncloudserver
 paramssalt_master_host $_paramreclass_config_mastermysql_admin_user rootmysql_admin_password cloudlab
 parametersowncloudserver
 version 8152 pwgen -A 12 | head -1instanceid iy5opia6chae pwgen 31 | head -1passwordsalt Een7riefohSahchaigh9ohcho6xoaFe pwgen -y 49 | head -1secret |
 guth9kee1fe9hoog6oowei6er9aigohK=ieM4uvojaicha4aurl httpowncloudlxcerutrusted_domains
 - owncloudlxcerumail
 domain lxcerudatabase
 password eikaithiuka2iex1ChieYaGeiguqu0iwcache
 enabled trueservers- address localhost
 adminusername adminpassword cloudlab
 userstestenabled truegroup Userspassword testname Test user
 appstoreexperimental true
 (continues on next page)
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 mysqlserver
 sslenabled false
 databaseowncloudencoding UTF8locale cs_CZusers- name owncloud
 password eikaithiuka2iex1ChieYaGeiguqu0iwhost localhostrights all privileges
 apacheserver
 siteowncloudenabled truetype owncloudname owncloudhostName owncloudlxceru
 Read more
 bull httpsdocowncloudorg
 bull httpsabreiodavservice-discovery
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-owncloudissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-owncloud
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 Packer
 Packer is an open source tool for creating identical machine images for multiple platforms from a single sourceconfiguration Packer is lightweight runs on every major operating system and is highly performant creating machineimages for multiple platforms in parallel
 Sample pillar
 Basic linux distros
 packerbuildsystem
 ubuntusourceengine gitaddress httpsgithubcomboxcutterubuntugitrevision master
 templateubuntu1404-salt
 file ubuntu1404jsonprovisioner saltbuilders- vmware- virtualbox
 ubuntu1504-desktop-saltfile ubuntu1504-desktopjsonprovisioner saltbuilders- vmware- virtualbox
 Usage
 Openstack image prepare guide
 bull Install cloud-init - add epel - package epel-centos 6 yum cloud-init
 bull Set network to DHCP
 bull etcudevrules70netrules - remove MAC address records
 Read more
 bull httpwwwpackeriodocsinstallationhtml
 bull httpwwwpackeriointrogetting-startedsetuphtml
 bull httpsgithubcommitchellhpacker-ubuntu-1204-docker
 bull httpsgithubcomboxcutter
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-packerissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-packer
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 roundcube
 Install and configure roundcube
 Available states
 bull roundcubeserver
 roundcubeserver
 Setup roundcube server
 Available metadata
 bull metadataroundcubeserver
 metadataroundcubeserver
 Setup roundcube server
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 Requirements
 bull linux
 bull mysql (for mysql backend)
 bull dovecot
 Configuration parameters
 For complete list of parameters please check metadataserviceserveryml
 Example reclass
 Server
 classes- serviceroundcubeserver
 parameters_parampostfix_origin mailerumysql_roundcube_password changeme
 roundcubeforce_https falsemail
 host $_parampostfix_originmysqlserver
 databaseroundcubeencoding UTF8locale cs_CZusers- name roundcubepassword $_parammysql_roundcube_passwordhost 127001rights all privileges
 apacheserver
 siteroundcubeenabled truetype staticname roundcuberoot usrshareroundcubehostname $_parampostfix_originaliases- $linuxsystemname$linuxsystemdomain- $linuxsystemname
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 Example pillar
 Server
 roundcubeservermail
 host mailcloudlabczsession
 24 random charactersdes_key Ckhuv6VW6iUdbxpovKzhbepk 30 minuteslifetime 30
 plugins- archive- zipdownload- newmail_notifier
 Read more
 bull httpsroundcubenet
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-roundcubeissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-roundcube
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
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 Monitoring Services
 Monitoring metering and log collecting tools implementing complete monitoring stack
 Formula Repositorycollectd httpsgithubcomsalt-formulassalt-formula-collectdfluentd httpsgithubcomsalt-formulassalt-formula-fluentdgrafana httpsgithubcomsalt-formulassalt-formula-grafanagraphite httpsgithubcomsalt-formulassalt-formula-graphiteheka httpsgithubcomsalt-formulassalt-formula-hekainfluxdb httpsgithubcomsalt-formulassalt-formula-influxdbkedb httpsgithubcomsalt-formulassalt-formula-kedbkibana httpsgithubcomsalt-formulassalt-formula-kibananagios httpsgithubcomsalt-formulassalt-formula-nagiosrsyslog httpsgithubcomsalt-formulassalt-formula-rsyslogsensu httpsgithubcomsalt-formulassalt-formula-sensustatsd httpsgithubcomsalt-formulassalt-formula-statsd
 Collectd formula
 Collectd is a daemon which collects system performance statistics periodically and provides mechanisms to store thevalues in a variety of ways for example in RRD files
 Sample pillars
 Data writers
 Send data over TCP to Graphite Carbon
 collectdclientenabled trueread_interval 60backend
 carbon_serviceengine carbonhost carbon1comaincomport 2003
 Send data over AMQP
 collectdclientenabled trueread_interval 60backend
 amqp_brokerengine amqphost broker1comaincomport 5672user monitor
 (continues on next page)
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 password amqp-pwdvirtual_host monitor
 Send data over HTTP
 collectdclientenabled trueread_interval 60backend
 http_serviceengine httphost servicecomaincomport 8123
 Data collectors
 Monitor network devices defined in lsquoexternalrsquo dictionary
 externalnetwork_deviceMX80-01
 community testmodel Juniper_MX80management
 address 1000254port fxp01engine snmpssh
 interfacexe-000description MEMBER-OF-LACP-TO-QFXtype 8023adsubinterface
 xe-0000description MEMBER-OF-LACP-TO-QFX
 collectdclientenabled true
 Collecting the SNMP metrics
 collectdclientdata
 connected_devicestype devicesvalues- IF-MIBifNumber0
 hostubiquity
 address 10001community publicversion 2
 (continues on next page)
 270 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 data- connected_devices
 Collecting the cURL response times and codes
 collectdclientcheck
 curlservice1url httpsservicedomaincom443
 service2url httpsservicedomaincom443
 Collecting the ping response times
 collectdclientcheck
 pinghost_label1host 172103114
 host_label2host 172103112
 External links
 bull httpcollectdorgdocumentationshtml
 bull httpwwwcanopsisorg201302collectd-graphite
 bull httpcollectdorgdocumentationmanpagescollectdconf5shtmlplugin_libvirt
 bull httplibvirtorgurihtmlURI_qemu
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-collectdissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-collectd
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 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Fluentd Formula
 Many webmobile applications generate huge amount of event logs (cf login logout purchase follow etc) Analyz-ing these event logs can be quite valuable for improving services However collecting these logs easily and reliably isa challenging task
 Fluentd solves the problem by having easy installation small footprint plugins reliable buffering log forwardingetc
 NOTE WORK IN PROGRES NOTE DESIGN OF THIS FORMULA IS NOT YET STABLE AND MAYCHANGE NOTE FORMULA NOT COMPATIBLE WITH OLD VERSION
 Sample Pillars
 General pillar structure
 fluentdconfiglabel
 filenameinputinput_name
 paramsfilterfilter_nameparams
 filter_name2params
 matchmatch_nameparams
 inputfilename
 input_nameparams
 input_name2params
 filename2input_name3params
 filterfilename
 filter_nameparams
 filter_name2params
 filename2filter_name3params
 matchfilename
 (continues on next page)
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 match_nameparams
 Example pillar
 fluentdenabled trueconfiglabel
 monitoringfilterparse_log
 tag dockermonitoringalertmanagerremote_storage_adapterprometheusrarr˓
 type parserreserve_data truekey_name logparsertype regexpformat gt-^time=(lttimegt[^ ]) level=(ltseveritygt[a-zA-Z]) msg=(ltmessagegt
 rarr˓+)time_format FTTZ
 remove_log_keytag dockermonitoringalertmanagerremote_storage_adapterprometheus
 rarr˓type record_transformerremove_keys log
 matchdocker_logtag dockertype filepath tmpflow-dockerlog
 grok_exampleinputtest_logtype tailpath varlogtesttag testtestparsertype grokcustom_pattern_path etctd-agentconfigdglobalgrokrule- pattern gt-
 KEYSTONEACCESSsyslog
 filteradd_severitytag syslogtype record_transformerenable_ruby truerecord- name severityvalue record[pri]to_i - (record[pri]to_i 8)floor 8
 (continues on next page)
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 severity_to_stringtag syslogtype record_transformerenable_ruby truerecord- name severityvalue debug=gt7info=gt6notice=gt5warning=gt4error=gt3
 rarr˓critical=gt2alert=gt1emerg=gt0key(record[severity])severity_for_telegraftag syslogtelegraftype parserreserve_data truekey_name messageparsertype regexpformat gt-^(lttimegt[^ ]) (ltseveritygt[A-Z]) (ltmessagegt)
 time_format FTTZseverity_for_telegraf_stringtag syslogtelegraftype record_transformerenable_ruby truerecord- name severityvalue debug=gtDinfo=gtInotice=gtNwarning=gtWerror
 rarr˓=gtEcritical=gtCalert=gtAemerg=gtEkey(record[severity])prometheus_metrictag syslogtype prometheuslabel- name identtype variablevalue ident
 - name severitytype variablevalue severity
 metric- name log_messagestype counterdesc The total number of log messages
 matchrewrite_tag_keytag syslogtype rewrite_tag_filterrule- name identregexp ^()result __TAG__$1
 syslog_logtag syslogtype filepath tmpsyslog
 inputsyslog
 syslog_logtype taillabel syslog
 (continues on next page)
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 path varlogsyslogtag syslogsyslogparser
 type regexpformat gt-^lt(ltprigt[0-9]+)gt(lttimegt[^ ]) (lthostgt[^ ]) (ltidentgt[a-zA-Z0-9_
 rarr˓-])([(ltpidgt[0-9]+)])([^]) (ltmessagegt)$time_format FTTLz
 auth_logtype taillabel syslogpath varlogauthlogtag syslogauthparsertype regexpformat gt-^lt(ltprigt[0-9]+)gt(lttimegt[^ ]) (lthostgt[^ ]) (ltidentgt[a-zA-Z0-9_
 rarr˓-])([(ltpidgt[0-9]+)])([^]) (ltmessagegt)$time_format FTTLz
 prometheusprometheustype prometheus
 prometheus_monitortype prometheus_monitor
 prometheus_output_monitortype prometheus_output_monitor
 forwardforward_listentype forwardport 24224bind 0000
 matchdocker_monitoring
 docker_monitoringtag dockermonitoringalertmanagerremote_storage_adapterprometheustype relabellabel monitoring
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-novaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
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 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-nova
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Grafana
 A beautiful easy to use and feature rich Graphite dashboard replacement and graph editor
 Sample pillars
 Server deployments
 Server installed from system package and listening on 12343000 (the default is 00003000)
 grafanaserverenabled truebind
 address 1234port 3000
 adminuser adminpassword passwd
 databaseengine sqlite
 Server installed with PostgreSQL database
 grafanaserverenabled trueadmin
 user adminpassword passwd
 databaseengine postgresqlhost localhostport 5432name grafanauser grafanapassword passwd
 Server installed with LDAP authentication and all authenticated users are administrators
 grafanaserverenabled trueadmin
 user adminpassword passwd
 (continues on next page)
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 authldap
 enabled truehost 127001port 389use_ssl falsebind_dn cn=admindc=grafanadc=orgbind_password grafanauser_search_filter (cn=s)user_search_base_dns- dc=grafanadc=org
 Server installed with LDAP and basic authentication
 grafanaserverenabled trueadmin
 user adminpassword passwd
 authbasic
 enabled trueldap
 enabled truehost 127001port 389use_ssl falsebind_dn cn=admindc=grafanadc=orgbind_password grafanauser_search_filter (cn=s)user_search_base_dns- dc=grafanadc=org
 Server installed with LDAP for authentication and authorization
 grafanaserverenabled trueadmin
 user adminpassword passwd
 authldap
 enabled truehost 127001port 389use_ssl falsebind_dn cn=admindc=grafanadc=orgbind_password grafanauser_search_filter (cn=s)user_search_base_dns- dc=grafanadc=orggroup_search_filter (amp(objectClass=posixGroup)(memberUid=s))group_search_base_dns- ou=groupsdc=grafanadc=orgauthorization
 (continues on next page)
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 enabled trueadmin_group adminseditor_group editorsviewer_group viewers
 Server installed with default StackLight JSON dashboards This will be replaced by the possibility for a service toprovide its own dashboard using salt-mine
 grafanaserverenabled truedashboards
 enabled truepath varlibgrafanadashboards
 Server with theme overrides
 grafanaserverenabled truetheme
 lightcss_overridesource httppathtothemesource_hash sha256=xyzbuild xyz
 darkcss_overridesource saltpathtotheme
 Server with two additionals plugins It requires to have access to the Internet
 grafanaserverenabled trueplugins
 grafana-piechart-panelenabled true
 grafana-example-appenabled true
 Collector setup
 Used to aggregate dashboards from monitoring node
 grafanacollectorenabled true
 Client setups
 Client with token based auth
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 grafanaclientenabled trueserver
 protocol httpshost grafanahostport 3000token token
 Client with base auth
 grafanaclientenabled trueserver
 protocol httpshost grafanahostport 3000user adminpassword password
 Client enforcing graphite data source
 grafanaclientenabled truedatasource
 graphitetype graphitehost mtr01domaincomprotocol httpsport 443
 Client enforcing elasticsearch data source
 grafanaclientenabled truedatasource
 elasticsearchtype elasticsearchhost log01domaincomport 80index grafana-dash
 Client defined and enforced dashboard
 grafanaclientenabled trueserver
 host grafanahostport 3000token token
 dashboardsystem_metrics
 title Generic system metrics
 (continues on next page)
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 style darkeditable falserowtoptitle First row
 Client enforced dashboards defined in salt-mine
 grafanaclientenabled trueremote_data
 engine salt_mineserver
 host grafanahostport 3000token token
 Usage
 Therersquos a difference between JSON dashboard representation and models we us The lists used in JSON format [forrows panels and target] were replaced by dictionaries This form of serialization allows better merging and overridesof hierarchical data structures that dashboard models are
 The default format of Grafana dashboards with lists for rows panels and targets
 system_metricstitle grapheditable truehideControls falserows- title Usageheight 250pxpanels- title Panel Title
 span 6editable falsetype graphtargets- refId A
 target support_prdcfg01_iot_tcpcloud_eucpu0idledatasource graphite01renderer flot
 showTitle true
 The modified version of Grafana dashboard format with dictionary declarations Please note that dictionary keys areonly for logical separation and are not displayed in generated dashboards
 system_metricssystem_metrics2
 title grapheditable truehideControls falserow
 usage
 (continues on next page)
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 title Usageheight 250pxpanel
 usage-paneltitle Panel Titlespan 6editable falsetype graphtargetArefId Atarget support_prdcfg01_iot_tcpcloud_eucpu0idle
 datasource graphite01renderer flot
 showTitle true
 Read more
 bull httpgrafanaorg
 bull httpdocsgrafanaorgreferenceexport_import
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-grafanaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-grafana
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Graphite
 Graphite is an enterprise-scale monitoring tool that runs well on cheap hardware
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 Sample pillars
 Single Graphite web server
 graphiteserverenabled truedebug truetimezone EuropePraguecache
 engine memcachedhost 127001prefix GRAPHITE
 databaseengine postgresqlhost 127001name graphitepassword passworduser graphite
 mailhost mail1domaincompassword pwduser username
 Graphite web server cluster
 graphiteserverenabled truetime_zone EuropePraguedatabase mail carbon_links- host 10001
 port 7002- host 10002
 port 7002cache
 engine memcachedmembers- host 10001
 port 11211- host 10002
 port 11211
 Complete single Carbon collector
 carbonrelayenabled truemethod consistent-hashing
 aggregatorenabled false
 cachestorage_schema
 defaultpattern
 (continues on next page)
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 retentions- 60s1d- 600s90d
 Clustered Carbon with AMQP and aggregation
 carbonrelayenabled truemethod rulesmessage_queue
 host broker1domaincomport 5672user monitorpassword pwdvirtual_host monitorexchange metrics
 destinations- host 10001
 port 2024- host 10002
 port 2024aggregatorenabled truedestinations- host 10001
 port 2004- host 10002
 port 2004cachestorage_schema
 defaultpattern retentions- 60s1d- 600s90d
 Read more
 s httpgraphitereadthedocsorgenlatest httpwwwcanopsisorg201302collectd-graphite httpgraphitereadthedocsorgenlatestinstallhtml httpstackoverflowcomquestions19894708cant-start-carbon-12-04-python-error-importerror-cannot-import-name-daem httpwwwkinveycomblog108graphite-on-ubuntu-1204-lts-8211-part-ii-gunicorn-nginx-and-supervisord httpsgithubcomobfuscuritygraphite-scriptsblobmasterinitdcarbon-relay
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-graphiteissues
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 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-graphite
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Heka Formula
 Heka is an open source stream processing software system developed by Mozilla Heka is a Swiss Army Knife typetool for data processing
 Sample pillars
 Log collector service
 hekalog_collectorautomatic_starting trueelasticsearch_host 1721610253elasticsearch_port 9200enabled truemetric_collector_host 127001metric_collector_port 5567poolsize 100max_message_size 262144
 Default values
 bull automatic_starting true
 bull elastisearch_port 9200
 bull enabled false
 bull metric_collector_host 127001
 bull metric_collector_port 5567
 bull poolsize 100
 bull max_message_size 262144
 Local Metric collector service
 hekametric_collectoraggregator_host 1721620253aggregator_port 5565automatic_starting true
 (continues on next page)
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 enabled trueinfluxdb_database lmainfluxdb_host 1721610101influxdb_password lmapassinfluxdb_port 8086influxdb_time_precision msinfluxdb_timeout 500influxdb_username lmanagios_host 1721620253nagios_host_dimension_key nagios_hostnagios_password secretnagios_port 5601nagios_username nagiosadminpoolsize 100max_message_size 262144
 Default values
 bull aggregator_port 5565
 bull automatic_starting true
 bull enabled false
 bull influxdb_port 8086
 bull influxdb_time_precision ms
 bull influxdb_timeout 5000
 bull nagios_port 8001
 bull poolsize 100
 bull max_message_size 262144
 Remote Metric Collector service
 hekaremote_collectoraggregator_host 1721620253aggregator_port 5565amqp_exchange novaamqp_host 1721610254amqp_password workshopamqp_port 5672amqp_user openstackamqp_vhost openstackautomatic_starting falseelasticsearch_host 1721610253elasticsearch_port 9200enabled trueinfluxdb_database lmainfluxdb_host 1721610101influxdb_password lmapassinfluxdb_port 8086influxdb_time_precision msinfluxdb_username lmapoolsize 100max_message_size 262144
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 Default values
 bull aggregator_port 5565
 bull amqp_exchange nova
 bull amqp_port 5672
 bull amqp_vhost
 bull automatic_starting true
 bull elastisearch_port 9200
 bull enabled false
 bull influxdb_port 8086
 bull influxdb_time_precision ms
 bull influxdb_timeout 5000
 bull poolsize 100
 bull max_message_size 262144
 Aggregator service
 hekaaggregatorautomatic_starting falseenabled trueinfluxdb_database lmainfluxdb_host 1721610101influxdb_password lmapassinfluxdb_port 8086influxdb_time_precision msinfluxdb_username lmanagios_default_host_alarm_clusters 00-clustersnagios_host 1721620253nagios_host_dimension_key nagios_hostnagios_password secretnagios_port 5601nagios_username nagiosadminpoolsize 100max_message_size 262144
 Default values
 bull automatic_starting true
 bull enabled false
 bull influxdb_port 8086
 bull influxdb_time_precision ms
 bull influxdb_timeout 5000
 bull nagios_port 8001
 bull nagios_default_host_alarm_clusters 00-clusters
 bull poolsize 100
 bull max_message_size 262144
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 Ceilometer service
 hekaceilometer_collectorelasticsearch_host 1721610253elasticsearch_port 9200enabled trueinfluxdb_database lmainfluxdb_host 1721610101influxdb_password lmapassinfluxdb_port 8086influxdb_time_precision msinfluxdb_username lmaresource_decoding falseamqp_exchange ceilometeramqp_host 1721610253amqp_port 5672amqp_queue meteringsampleamqp_vhost openstack
 Default values
 bull automatic_starting true
 bull elastisearch_port 9200
 bull enabled false
 bull influxdb_port 8086
 bull influxdb_time_precision ms
 bull influxdb_timeout 5000
 bull poolsize 100
 bull amqp_exchange ceilometer
 bull amqp_port 5672
 bull amqp_queue meteringsample
 bull amqp_vhost openstack
 bull resource_decoding false
 Read more
 bull httpshekadreadthedocsorgenlatestindexhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-hekaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
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 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-heka
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 InfluxDB
 InfluxData is based on the TICK stack the first open source platform for managing IoT time-series data at scale
 Sample pillars
 Single-node influxdb enabled http frontend and admin web interface
 influxdbserverenabled truehttp
 enabled truebind
 address 0000port 8086
 adminenabled truebind
 address 0000port 8083
 Single-node influxdb SSL for http frontend
 influxdbserverenabled truehttp
 bindsslenabled truekey_file etcinfluxdbsslkeypemcert_file etcinfluxdbsslcertpem
 Single-node influxdb where you specify paths for data and metastore directories Custom directories are created bythis formula
 influxdbserverenabled truedata
 dir optinfluxdbdata
 (continues on next page)
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 wal_dir optinfluxdbwalmeta
 dir optinfluxdbmeta
 InfluxDB server with customized parameters for the data service
 influxdbserverenabled truedata
 max_series_per_database 20000000cache_max_memory_size 524288000cache_snapshot_memory_size 26214400cache_snapshot_write_cold_duration 5mcompact_full_write_cold_duration 2h2hmax_values_per_tag 5000
 Single-node influxdb with an admin user
 influxdbserverenabled truehttp
 enabled truebind
 address 0000port 8086
 adminenabled truebind
 address 0000port 8083
 userenabled truename rootpassword secret
 Single-node influxdb with new users
 influxdbserveruser
 user1enabled trueadmin truename username1password keepsecret1
 user2enabled trueadmin falsename username2password keepsecret2
 Single-node influxdb with new databases
 influxdbserver
 (continues on next page)
 21 Project Introduction 289
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 databasemydb1
 enabled truename mydb1
 mydb2enabled truename mydb2
 Manage the retention policies for a database
 influxdbserverdatabase
 mydb1enabled truename mydb1retention_policy- name rp_db1duration 30dreplication 1is_default true
 Where default values are
 bull name = autogen
 bull duration = INF
 bull replication = 1
 bull is_default false
 Here is how to manage grants on database
 influxdbservergrant
 username1_mydb1enabled trueuser username1database mydb1privilege all
 username2_mydb1enabled trueuser username2database mydb1privilege read
 username2_mydb2enabled trueuser username2database mydb2privilege write
 InfluxDB relay
 influxdbserverenabled true
 (continues on next page)
 290 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 httpenabled trueoutput
 idb01location httpidb01local8086writetimeout 10
 idb02location httpidb02local8086writetimeout 10
 udpenabled trueoutput
 idb01location idb01local9096
 idb02location idb02local9096
 InfluxDB cluster
 influxdbserverenabled true
 metabind
 address 0000port 8088http_address 0000http_port 8091
 clustermembers
 - host idb01localport 8091
 - host idb02localport 8091
 - host idb03localport 8091
 Deploy influxdb apt repository (using linux formula)
 linuxsystemos ubuntudist xenialrepo
 influxdbenabled truesource deb httpsreposinfluxdatacom$linuxsystemos $
 rarr˓linuxsystemdist stablekey_url httpsreposinfluxdatacominfluxdbkey
 InfluxDB client for configuring databases users and retention policies
 influxdbclientenabled trueserver
 protocol http(continues on next page)
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 host 127001port 8086user adminpassword foobar
 useruser1
 enabled trueadmin truename username1
 databasemydb1
 enabled truename mydb1retention_policy- name rp_db1duration 30dreplication 1is_default true
 grantusername1_mydb1
 enabled trueuser username1database mydb1privilege all
 InfluxDB client statersquos that uses curl can be forced to retry query if curl call fails
 influxdbclientenabled trueretry
 count 3delay 3
 Create an continuous queries
 influxdbclientdatabase
 mydb1continuous_querycq_avg_bus_passengers gt-
 SELECT mean(passengers) INTO transportationthree_weeksaverage_rarr˓passengers FROM bus_data GROUP BY time(1h)
 Prunning data and data management
 Intended to use in scheduled jobs executed to maintain data life cycle above retention policy These states are executedby querysls and you are expected to trigger sls_id individually
 influxdbclientdatabase
 mydb1querydrop_measurement_h2o gt-
 DROP MEASUREMENT h2o_quality
 (continues on next page)
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 drop_shard_h2o gt-DROP SHARD h2o_quality
 drop_series_h2o_feet gt-DROP SERIES FROM h2o_feet
 drop_series_h2o_feet_loc_smonica gt-DROP SERIES FROM h2o_feet WHERE location = santa_monica
 delete_h2o_quality_rt3 gt-DELETE FROM h2o_quality WHERE randtag = 3
 delete_h2o_quality gt-DELETE FROM h2o_quality
 salt statesls_id influxdb_query_delete_h2o_quality influxdbquery
 InfluxDB relay with HTTP outputs
 influxdbrelayenabled truetelemetry
 enabled truebind
 address 127001port 9196
 listenhttp_backend
 type httpbindaddress 127001port 9096
 outputserver1location httpserver18086writetimeout 20sbuffer_size_mb 512max_batch_kb 1024max_delay_interval 30s
 server2location httpserver28086write
 Read more
 bull httpsinfluxdatacomtime-series-platforminfluxdb
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-influxdbissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
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 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-influxdb
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Known Error Database
 Sample pillar
 kedb
 server enabled true workers 3 secret_key secret_token bind
 address 0000 port 9753 protocol tcp
 source type lsquogitrsquo address lsquogitrepo1roboticeczdjangodjango-kedbgitrsquo rev lsquomasterrsquo
 cache engine lsquomemcachedrsquo host lsquo127001rsquo prefix lsquoCACHE_KEDBrsquo
 database engine lsquopostgresqlrsquo host lsquo127001rsquo name lsquodjango_kedbrsquo password lsquodb-pwdrsquouser lsquodjango_kedbrsquo
 mail host lsquomaildomaincomrsquo password lsquomail-pwdrsquo user lsquomail-userrsquo
 logger_handler engine raven dsn httppublicprivatehostproject
 Read more
 bull httpdocsgunicornorgenlatestconfigurehtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-kedbissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
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 httpsgithubcomsalt-formulassalt-formula-kedb
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Kibana
 Kibana is an open source (Apache Licensed) browser based analytics and search interface to Logstash and othertimestamped data sets stored in ElasticSearch With those in place Kibana is a snap to setup and start using (seriously)Kibana strives to be easy to get started with while also being flexible and powerful
 Sample pillar
 kibanaserveraddrepo trueenabled truebind
 address 0000port 5601
 databaseengine elasticsearchhost localhostport 9200
 Or without adding elasticsearch kibana repository but with modified path to config file
 kibanaserverconfigpath usrsharekibanaconfigkibanaymlenabled truebind
 address 0000port 5601
 databaseengine elasticsearchhost localhostport 9200
 Client setup
 Client with host and port (Kibana use Elasticsearch to store its data)
 kibanaclientenabled trueserver
 host elasticsearchhostport 9200
 Client where you download a Kibana object that is stored in the directory files
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 kibanaclientenabled trueserver
 host elasticsearchhostport 9200
 objectlogs
 enabled truename Logstemplate kibanafilesobjectsdashboard_logsjsontype dashboard
 Read more
 bull httpsgithubcomelasticsearchkibanablobmastersrcconfigjs
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-kibanaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-kibana
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 nagios
 Salt formula to set up and manage nagios
 Available states
 nagiosserver
 Set up Nagios server
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 Sample pillars
 Single nagios service
 nagiosserverenabled true
 All Nagios configurations can be configured
 nagiosserverenabled trueaccept_passive_service_checks 1process_performance_data 0check_service_freshness 1check_host_freshness 0
 Nagios UI configrations with HTTP basic authentication (use ldquoreadonlyrdquo flag to specify readonly users)
 nagiosserverenabled trueui
 enabled trueauth
 basic this is the main admin it cannot have a readonly flagusername nagiosadminpassword secret users section is optional allows defining additional usersusers
 - username nagios_admin_2password secret2
 - username nagios_userpassword secret3readonly true
 Nagios UI configuration with LDAP authenticationauthorization
 nagiosserverenabled trueui
 enabled trueauth
 basicusername nagiosadminpassword secret
 ldapenabled true Url format is described here httphttpdapacheorgdocs20modmod_auth_ldaphtmlauthldapurlurl ldapsldapdomainltdltportgtcn=usersdc=domaindc=localuidsub
 rarr˓ltfiltergtbind_dn cn=admindc=domaindc=localbind_password secret
 (continues on next page)
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 Optionaly restrict access to members of a groupldap_group_dn cn=adminsou=groupsdc=domaindc=localldap_group_attribute memberUid
 Nagios objects can be defined in pillar
 nagiosserverenabled trueobjects
 contactgroupsgroup1contactgroup_name Operator
 contactscontact1alias root_at_localhostcontact_name Mecontactgroups
 - Operatoremail rootlocalhosthost_notifications_enabled 1host_notification_period 24x7host_notification_options drhost_notification_commands notify-host-by-smtpservice_notifications_enabled 1service_notification_period 24x7service_notification_options wucrservice_notification_commands notify-service-by-smtp
 commandscheck_http_basic_authcommand_line check_http -4 -I $ARG1$ -w 2 -c 3 -t 5 -p $ARG2$ -u -e
 rarr˓401 Unauthorized
 servicesgeneric_service_tplregister 0contact_groups Operatorprocess_perf_data 0max_check_attempts 3
 hostsgeneric_host_tplnotifications_enabled 1event_handler_enabled 1flap_detection_enabled 1failure_prediction_enabled 1process_perf_data 0retain_status_information 1retain_nonstatus_information 1max_check_attempts 10notification_interval 0notification_period 24x7notification_options durcontact_groups Operatorregister 0
 Also hostgroups hosts and services can be created dynamically using mine
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 nagiosserverenabled truedynamic
 enabled truegrain_hostname hostgrain_interfaces ip4_interfaces the defaulthostname_suffix prod optionally suffix hostnameshostgroups
 - target name Allexpr_from glob
 - target Grolesnovacontrollerexpr_from compound the defaultname Nova Controller
 - target Grolesnovacomputename Nova Compute
 - target Groleskeystoneservername Keystone server
 - target Grolesinfluxdbservername InfluxDB server
 - target Groleselasticsearchservername Elasticsearchserver
 hosts- target Gservicesopensshcontact_groups Operatoruse generic_host_tplnetwork 100008
 services- target Grolesopensshservername SSHuse generic_service_tplcheck_command check_ssh
 - target Grolesnagiosservername HTTP Nagiosuse generic_service_tplcheck_command check_http_basic_authlocalhost$nagiosserveruiport
 Note about dynamic hosts IP addresses configuration
 There are 2 different ways to configure the Host IP adddresses the preferred way is to define the network of the nodesto pickup the first IP address found belonging to this network
 nagiosserverenabled truedynamic
 enabled truehosts
 - target contact_groups Operatornetwork 100008
 The alternative way is to define the interface list to pickup the first IP address of the first interface found
 nagiosserverenabled true
 (continues on next page)
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 dynamicenabled truehosts
 - target contact_groups Operatorinterface- eth0- ens0
 If both properties are defined the network option wins and the interface is ignored
 StackLight Alarms
 StackLight alarms are configured dynamically using mine data which are exposed by the Heka formula respectivelyhekametric_collectoralarm and hekaaggergatoralarm_cluster
 To configure StackLight alarms per nodes (known as AFD)
 nagiosserverenabled true
 dynamicenabled truehosts
 - target Gservicesopensshcontact_groups Operatoruse generic_host_tplinterface- eth0- ens3
 stacklight_alarmsenabled trueservice_template generic_service_tpl optional
 To configure StackLight alarm clusters (known as GSE)
 nagiosserverenabled true
 dynamicenabled truestacklight_alarm_clusters
 enabled trueservice_template generic_service_tpl optionalhost_template generic_host_tpl optionaldimension_key nagios_host optionaldefault_host clusters optional
 Nagios Notification Handlers
 You can configure notification handlers Currently supported handlers are SMTP Slack Salesforce and Pagerduty
 300 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 nagiosserverenabled truenotification
 slackenabled truewebhook_url httpshooksslackcomservicesabcdef12345
 pagerdutyenabled truekey abcdef12345
 sfdcenabled trueclient_id abcdef12345client_secret abcdef12345username abcdefpassword abcdefauth_url httpsabcedfmysalesforcecomenvironment abcdeforganization_id abcdef
 SMTP without authnagios
 serverenabled truenotification
 smtpauth falseurl smtp12700125from nagioslocalhost Notification email subject can be defined must be one line default subjects arehost_subject gt-
 $NOTIFICATIONTYPE$ Host Alert $HOSTNAME$ is $HOSTSTATE$ service_subject gt-
 $NOTIFICATIONTYPE$ Service Alert $HOSTNAME$$SERVICEDESC$ israrr˓$SERVICESTATE$
 An example using a Gmail account as a SMTP relaynagios
 serverenabled truenotification
 smtpauth loginurl smtpsmtpgmailcom587from ltyougtgmailcomstarttls trueusername foopassword secret
 Each handler adds two commands notify-host-by-ltHANDLERgt and notify-service-by-ltHANDLERgt that you canreference in a contact
 nagiosserverobjects
 contact
 (continues on next page)
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 sfdcalias sfdccontactgroups- Operator
 email rootlocalhosthost_notification_commands notify-host-by-sfdchost_notification_options drhost_notification_period 24x7host_notifications_enabled 1service_notification_commands notify-service-by-sfdcservice_notification_options crservice_notification_period 24x7service_notifications_enabled 1
 By default in Stacklight notifications are only enabled for 00-top-clusters and individual host and SSH checks If youwant to enable notifications for all checks you can enable this value
 nagiosserverenabled truenotification
 alarm_enabled_override true
 The notification interval defaults to zero which will only send one notification when the alert triggers You canoverride the interval if you want notifications to repeat For example to have them repeat every 30 minutes
 nagiosserverenabled trueobjects
 hostsgeneric_host_tplnotification_interval 30
 servicesgeneric_service_tplnotification_interval 30
 Read more
 bull httpswwwnagiosorg
 Platform support
 This formula has been tested on Ubuntu Xenial only
 TODO
 bull Configure Apache using salt-formula-apache (using service metadata) or alternatively using Nginx
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-nagiosissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-nagios
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 rsyslog
 In computing syslog is a widely used standard for message logging It permits separation of the software that generatesmessages the system that stores them and the software that reports and analyzes them
 Sample pillars
 Rsyslog service with default logging template
 rsyslogclientenabled true
 Rsyslog service with precise timestamps severity facility
 rsyslogclientenabled trueformat
 name TraditionalFormatWithPRItemplate syslogpriority syslogfacility timestampdate-rfc3339
 rarr˓HOSTNAME syslogtagmsgsp-if-no-1st-spmsgdrop-last-lfnoutput
 file-varlogsyslogfilter authauthprivnoneowner sysloggroup admcreatemode 0640umask 0022
 (continues on next page)
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 varlogauthlogfilter authauthprivowner sysloggroup admcreatemode 0640umask 0022
 -varlogkernlogfilter kernowner sysloggroup admcreatemode 0640umask 0022
 -varlogmaillogfilter mailowner sysloggroup admcreatemode 0640umask 0022
 varlogmailerrfilter mailerrowner sysloggroup admcreatemode 0640umask 0022
 omusrmsgfilter emerg
 |devxconsolefilter daemonmail newserr =debug=info=notice=warn
 -varlogyour-applogfilter if $programname startswith your-app thenowner sysloggroup admcreatemode 0640umask 0022stop_processing true
 Rsyslog service with RainerScript (module ruleset template input)
 rsyslogclientrun_user syslogrun_group admenabled truerainerscript
 moduleimfile
 inputimfilenginx
 File varlognginxlogTag nginx__Severity noticeFacility local0PersistStateInterval 0Ruleset myapp_logs
 apache2File varlogapache2log
 (continues on next page)
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 Tag apache2__Severity noticeFacility local0Ruleset myapp_logsPersistStateInterval 0
 rabbitmqFile varlograbbitmqlogTag rabbitmq__Severitet noticeFacility local0PersistStateInterval 0Ruleset myapp_logs
 templateImfileFilePathparametertype stringstring ltPRIgtTIMESTAMPdate-rfc3339 HOSTNAME syslogtag132$
 rarr˓suffixmsgsp-if-no-1st-spmsgnruleset
 remote_logsdescription action(type=omfwd Target=172161092 Port=10514
 rarr˓Protocol=udp Template=ImfileFilePath)myapp_logsdescription set $suffix=re_extract($metadatafilename ()([^][^
 rarr˓log]) 0 2 alllog) call remote_logs
 Custom templates
 It is possible to define a specific syslog template per output file instead of using the default one
 rsyslogoutput
 filevarlogyour-applog
 template syslogtag132msgsp-if-no-1st-spmsgnfilter if $programname startswith your-app then
 Remote rsyslog server
 It is possible to have rsyslog act as remote server collecting storing or forwarding logs This functionality is providedvia rsyslog inputoutput modules rulesets and templates
 rsyslogserverenabled truemodule
 imudp template
 RemoteFilePathparametertype stringstring varlogHOSTNAMEprogramnamelog
 ruleset
 (continues on next page)
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 remote10514description action(type=omfile dynaFile=RemoteFilePath)
 inputimudp
 port 10514ruleset remote10514
 Support metadata
 If the heka support metadata is enabled all output files are automatically parsed by the log_collector service To skipthe log_collector configuration set the skip_log_collector to true
 rsyslogoutput
 filevarlogyour-applog
 filter if $programname startswith your-app thenskip_log_collector true
 Read more
 httpwwwrsyslogcom httpswikigentooorgwikiRsyslog httpsgithubcomsazpuppet-rsyslog
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-rsyslogissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-rsyslog
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 Sensu
 Sample pillars
 Sensu Server with API
 sensuserverenabled truekeepalive_warning 20keepalive_critical 60mine_checks truedatabase
 engine redishost localhostport 6379
 message_queueengine rabbitmqhost rabbitmqport 5672user monitorpassword pwdvirtual_host monitor
 bindaddress 0000port 4567
 handlerdefault
 enabled trueset- mail- pipe
 stdoutenabled true
 mailmail_to maildomainczhost smtp1domainczport 465user maildomainczpassword pwdauthentication cram_md5encryption ssldomain domaincz
 pipeenabled truecommand usrbintee tmpdebug
 Sensu Dashboard (now uchiwa)
 sensudashboardenabled truebind
 address 0000port 8080
 adminusername admin
 (continues on next page)
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 password pass
 Sensu Client
 sensuclientenabled truemessage_queue
 engine rabbitmqhost rabbitmqport 5672user monitorpassword pwdvirtual_host monitor
 Sensu Client with check explicitly disabled
 sensuclientenabled truemessage_queue
 engine rabbitmqhost rabbitmqport 5672user monitorpassword pwdvirtual_host monitor
 checklocal_linux_storage_swap_usage
 enabled False
 Sensu Client with subscriptions explicitly disabled
 sensuclientenabled truemessage_queue
 engine rabbitmqhost rabbitmqport 5672user monitorpassword pwdvirtual_host monitor
 unsubscribe- collectdclient- gitclient
 Sensu Client with community plugins
 sensuclientenabled trueplugin
 sensu_community_pluginsenabled true
 monitoring_for_openstack
 (continues on next page)
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 enabled trueruby_gems
 enabled Truenamebunny
 message_queueengine rabbitmqhost rabbitmqport 5672user monitorpassword pwdvirtual_host monitor
 Sensu SalesForce handler
 sensuserverenabled truehandler
 defaultenabled trueset- sfdc
 stdoutenabled true
 sfdcenabled truesfdc_client_id 3MVG9Oe7T3Ol0ea4MKjsfdc_client_secret 11482216293059sfdc_username testtest1testsfdc_password passTempsfdc_auth_url httpsmysite--scloudqacs12mysalesforcecomenvironment a2XV0000001sfdc_organization_id 00DV00000sfdc_http_proxy http101010108888token_cache_file pathtocachetoken
 Sensu Slack handler
 sensuserverenabled truehandler
 defaultenabled trueset- slack
 stdoutenabled true
 slackenabled Truechannel channel_namewebhook_url httpshooksslackcomserviceskastan12TB57X3SDQA
 rarr˓fasfsaf0632hjkl3dsccLn9vproxy_address 10101010proxy_port 8888
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 Read more
 bull httpdocssensuapporg09installing_sensuhtml
 bull httpsspeakerdeckcomjoemillerpractical-examples-with-sensu-monitoring-framework
 bull httpsgithubcomfridimnagios-plugin-check_galera_cluster
 bull httpwwwreimannsh20110630nagios-check-pacemaker-failed-actions
 bull httpsys4deenblog20140123montoring-pacemaker-nagios
 bull httpsrawgithubusercontentcomsensusensu-community-pluginsmasterpluginsopenstackneutronneutron-agent-statuspy
 bull httpsgithubcomsensusensu-community-pluginsblobmasterpluginsopenstackkeystonecheck_keystone-apish
 bull httpopenstackprov12ncommonitoring-openstack-nagios-3
 bull httpsrawgithubusercontentcomdrewkerrigannagios-http-jsonmastercheck_http_jsonpy
 bull httpsgithubcomopinkerfinagios-pluginstreemastercheck_ibm_bladecenter
 bull httpsgithubcomopinkerfinagios-pluginstreemastercheck_storwize
 bull httpsgithubcomehazlettsensu-py
 bull httpsgithubcomLevel-UpSupervisord-Nagios-Pluginblobmastercheck_supvpy
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-sensuissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-sensu
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Statsd formula
 Simple daemon for easy stats aggregation
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 Sample pillars
 Standalone Statsd server with Graphitecarbon backend
 statsdserverenabled truebind
 port 8125address 0000
 backendengine carbonhost metrics1domaincomport 2003
 Standalone Statsd server with GraphiteAMQP backend
 statsdserverenabled truebind
 port 8125address 0000
 backendengine amqphost metrics1domaincomport 5672
 Standalone Statsd server with OpenTSDB backend
 statsdserverenabled truebind
 port 8125address 0000
 backendengine amqphost metrics1domaincomport 2003
 More information
 bull httpsgithubcometsystatsd
 bull httpsgithubcommrtazzstatsd-amqp-backend
 bull httpsgithubcomdanslimmonstatsd-opentsdb-backend
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
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 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-statsdissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-statsd
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Container Services
 Container services for automated container management
 Formula Repositorycalico httpsgithubcomsalt-formulassalt-formula-calicodekapod httpsgithubcomsalt-formulassalt-formula-dekapoddocker httpsgithubcomsalt-formulassalt-formula-dockerkubernetes httpsgithubcomsalt-formulassalt-formula-kubernetes
 Salt Formula Calico
 Salt formula for calico deployment
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-calicoissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
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 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-calico
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Decapod formula
 Decapod is intendend to simplify deployment and lifecycle management of Ceph
 Sample pillars
 Single decapod service
 decapodserverenabled true
 Read more
 bull httpdecapodreadthedocsioenlatest
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-letsencryptissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-letsencrypt
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 Docker Formula
 Docker is a platform for developers and sysadmins to develop ship and run applications Docker lets you quicklyassemble applications from components and eliminates the friction that can come when shipping code Docker letsyou get your code tested and deployed into production as fast as possible
 Sample Pillars
 Docker Host
 dockerhostenabled trueoptions
 bip 17231255116insecure-registries
 - 127001- 10001
 log-driver json-filelog-opts
 max-size 50m
 Configure proxy for docker host
 dockerhostproxy
 enabled truehttp httpuserpassproxy3128https httpuserpassproxy3128no_proxy
 - localhost- 127001- docker-registry
 Docker Swarm
 Role can be master manager or worker Where master is the first manager that will initialize the swarm
 Metadata for manager (first node)
 dockerhostenabled true
 swarmrole manageradvertise_addr 19216815bind
 address 19216815port 2377
 Metadata for worker
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 dockerhostenabled true
 swarmrole workermaster
 host 19216815port 2377
 Token to join to master node is obtained from grains using saltmine In case of any join_token undefinedissues ensure you have docker_swarm_ grains available
 Docker Client
 Container
 dockerclientcontainer
 jenkins Dont start automaticallystart falserestart unless-stoppedimage jenkins271ports- 80818080- 5000050000
 environmentJAVA_OPTS -DhudsonfooterURL=httpswwwexamplecom
 volumes- srvvolumesjenkinsvarjenkins_home
 Using Docker Compose
 There are two states that provides this functionality
 bull dockerclientstack
 bull dockerclientcompose
 Stack is new and works with Docker Swarm Mode Compose is legacy and works only if node isnrsquot member of SwarmMetadata for both states are similar and differs only in implementation
 Stack
 dockerclientstack
 django_webenabled trueupdate trueenvironment
 (continues on next page)
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 SOMEVAR somevalueversion 31servicedb
 image postgresweb
 image djangoappvolumes- srvvolumesdjangosrvdjango
 ports- 80008000
 depends_on- db
 Compose
 There are three options how to install docker-compose
 bull distribution package (default)
 bull using Pip
 bull using Docker container
 Install docker-compose using Docker (default is distribution package)
 dockerclientcompose
 sourceengine dockerimage dockercompose180
 django_web Run up action any positional argument to docker-compose CLI If not defined only docker-composeyml is generatedstatus up Run image pull every time state is run triggering container restart in case its changedpull trueenvironmentSOMEVAR somevalue
 servicedb
 image postgresweb
 image djangoappvolumes- srvvolumesdjangosrvdjango
 ports- 80008000
 depends_on- db
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 Registry
 dockerclientregistry
 target_registry apt5000image
 - registry dockername compose180
 - registry tcpcloudname jenkinslatest
 - registry name registry2target_registry myregistry
 Service
 To deploy service in Swarm mode you can use dockerclientservice
 parametersdockerclient
 servicepostgresqlenvironment
 POSTGRES_USER userPOSTGRES_PASSWORD passwordPOSTGRES_DB mydb
 restartcondition on-failure
 image postgres95ports
 - 54325432volume
 datatype bindsource srvvolumespostgresqlmaasdestination varlibpostgresqldata
 Docker Registry
 dockerregistrylog
 level debugformatter json
 cacheengine redishost localhost
 storageengine filesystemroot srvdockerregistry
 bind
 (continues on next page)
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 host 0000port 5000
 hookmail
 levels- panic
 Options are rendered as yaml as is so use hook-specific options hereoptionssmtpaddr smtpsendhostcom25username sendernamepassword passwordinsecure true
 from namesendhostcomto
 - namereceivehostcom
 Docker login to private registry
 dockerhostenabled trueregistry
 firstaddress privatedockercomuser usernamepassword password
 secondaddress private2dockercomuser username2password password2
 Docker container service management
 Enforce the service in container is started
 contrail_control_starteddockerng_servicestart- container f020d0d3efa8- service contrail-control
 or
 contrail_control_starteddockerng_servicestart- container contrail_controller- service contrail-control
 Enforce the service in container is stoped
 contrail_control_stopeddockerng_servicestop- container f020d0d3efa8- service contrail-control
 Enforce the service in container will be restarted
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 contrail_control_restartdockerng_servicerestart- container f020d0d3efa8- service contrail-control
 Enforce the service in container is enabled
 contrail_control_enabledockerng_serviceenable- container f020d0d3efa8- service contrail-control
 Enforce the service in container is disabled
 contrail_control_disabledockerng_servicedisable- container f020d0d3efa8- service contrail-control
 More Information
 bull httpsdocsdockercominstallationubuntulinux
 bull httpsgithubcomsaltstack-formulasdocker-formula
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-dockerissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-docker
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Kubernetes Formula
 Kubernetes is an open-source system for automating deployment scaling and management of containerized applica-tions This formula deploys production ready Kubernetes and generate Kubernetes manifests as well
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 You can download kubectl configuration and connect to your cluster However keep in mind kuber-netes_control_address needs to be accessible from your computer
 mkdir -p ~kube[ -f ~kubeconfig ] ampamp cp -v ~kubeconfig ~kubeconfig-backupssh cfg01 sudo ssh ctl01 etckuberneteskubeconfigsh gt ~kubeconfigkubectl get no
 cfg01 is Salt master node and ctl01 is one of Kubernetes masters
 Sample Pillars
 REQUIRED Define image to use for hyperkube CNIs and calicoctl image
 parameterskubernetescommon
 hyperkubeimage gcriogoogle_containershyperkubev165
 poolnetwork
 calicoctlimage calicoctl
 cniimage calicocni
 Enable helm-tiller addon
 parameterskubernetescommon
 addonshelmenabled true
 Enable calico-policy addon
 parameterskubernetescommon
 addonscalico_policyenabled true
 Enable virtlet addon
 parameterskubernetescommon
 addonsvirtletenabled truenamespace kube-systemimage mirantisvirtletv080hosts- cmp01- cmp02
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 Enable netchecker addon
 parameterskubernetescommon
 addonsnetcheckerenabled true
 masternamespace
 netcheckerenabled true
 Enable Kubenetes Federation control plane
 parameterskubernetesmaster
 federationenabled Truename federationnamespace federation-systemsource httpsdlk8siov166kubernetes-client-linux-amd64targzhash 94b2c9cd29981a8e150c187193bab0d8c0b6e906260f837367feff99860a6376service_type NodePortdns_provider corednschildclusters- secondclustermydomain- thirdclustermydomain
 Enable external DNS addon with CoreDNS provider
 parameterskubernetescommon
 addonscorednsenabled True
 externaldnsenabled Truedomain companymydomainprovider coredns
 Enable external DNS addon with Designate provider
 parameterskubernetescommon
 addonsexternaldnsenabled Truedomain companymydomainprovider designatedesignate_os_options
 OS_AUTH_URL httpskeystone_auth_endpoint5000OS_PROJECT_DOMAIN_NAME defaultOS_USER_DOMAIN_NAME defaultOS_PROJECT_NAME admin
 (continues on next page)
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 OS_USERNAME adminOS_PASSWORD passwordOS_REGION_NAME RegionOne
 Enable external DNS addon with AWS provider
 parameterskubernetescommon
 addonsexternaldnsenabled Truedomain companymydomainprovider awsaws_options
 AWS_ACCESS_KEY_ID XXXXXXXXXXXXXXXXXXXXAWS_SECRET_ACCESS_KEY XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
 Enable external DNS addon with Google CloudDNS provider
 parameterskubernetescommon
 addonsexternaldnsenabled Truedomain companymydomainprovider googlegoogle_options
 key project default-123
 key should be exported from google console and processed as cat keyjson | tr -d lsquonrsquo
 Enable OpenStack cloud provider
 parameterskubernetescommon
 cloudproviderenabled Trueprovider openstackparamsauth_url httpsopenstackmydomain5000v3username novapassword novaregion RegionOnetenant_id 4bce4162d8744c599e350099cfa22a0adomain_name defaultsubnet_id 72407854-aca6-4cf1-b873-e9affb09484blb_version v2
 Configure service verbosity
 parameterskubernetesmaster
 (continues on next page)
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 verbosity 2pool
 verbosity 2
 Set cluster name and domain
 parameterskubernetescommon
 kubernetes_cluster_domain myclusterdomaincluster_name mycluster
 Enable autoscaler for dns addon Poll period can be skipped
 kubernetescommon
 addonsdnsdomain clusterlocalenabled truereplicas 1server 10254010autoscalerenabled truepoll-period-seconds 60
 Pass aditional parameters to daemons
 parameterskubernetesmaster
 apiserverdaemon_optsstorage-backend pigeon
 controller_managerdaemon_optslog-dir devnulL
 poolkubelet
 daemon_optsmax-pods 6
 Containers on pool definitions in poolservicelocal
 parameterskubernetespool
 servicelocalenabled Falseservice libvirtcluster openstack-computenamespace defaultrole $linuxsystemnametype LoadBalancerkind Deployment
 (continues on next page)
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 apiVersion extensionsv1beta1replicas 1host_pid TruenodeSelector- key openstack
 value $linuxsystemnamehostNetwork Truecontainer
 libvirt-computeprivileged Trueimage $_paramdocker_repositorylibvirt-computetag $_paramopenstack_container_tag
 Master definition
 kubernetescommon
 cluster_name clusteraddons
 dnsdomain clusterlocalenabled truereplicas 1server 10254010
 masteradmin
 password passwordusername admin
 apiserveraddress 100175100secure_port 443insecure_address 127001insecure_port 8080
 ca kubernetesenabled trueetcd
 host 127001members- host 100175100name node040
 name node040token ca939ec9c2a17b0786f6d411fe019e9b
 kubeletallow_privileged true
 networkengine calicomtu 1500hash fb5e30ebe6154911a66ec3fb5f1195b2private_ip_range 101500016version v0190
 service_addresses 102540016storage
 engine glusterfsmembers- host 100175101port 24007
 - host 100175102(continues on next page)
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 port 24007- host 100175103port 24007
 port 24007token
 admin DFvQ8GJ9JD4fKNfuyEddw3rjnFTkUKsvcontroller_manager EreGh6AnWf8DxH8cYavB2zS029PUi7vxdns RAFeVSE4UvsCz4gk3KYReuOI5jsZ1Xt3kube_proxy DFvQ8GelB7afH3wClC9romaMPhquyyEekubelet 7bN5hJ9JD4fKjnFTkUKsvVNfuyEddw3rlogging MJkXKdbgqRmTHSa2ykTaOaMykgO6KcEfmonitoring hnsj0XqABgrSww7Nqo7UVTSZLJUt2XRdscheduler HY1UUxEPpmjW4a1dDLGIANYQp1nZkLDk
 version v124
 kubernetespool
 address 0000allow_privileged trueca kubernetescluster_dns 10254010cluster_domain clusterlocalenabled truekubelet
 allow_privileged trueconfig etckubernetesmanifestsfrequency 5s
 masterapiservermembers- host 100175100
 etcdmembers- host 100175100
 host 100175100network
 engine calicomtu 1500hash fb5e30ebe6154911a66ec3fb5f1195b2version v0190
 tokenkube_proxy DFvQ8GelB7afH3wClC9romaMPhquyyEekubelet 7bN5hJ9JD4fKjnFTkUKsvVNfuyEddw3r
 version v124
 Enable basic token and http authentication disable ssl auth create some static users
 kubernetesmasterauth
 basicenabled trueuserjdoe
 password dummygroups
 (continues on next page)
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 - systemadminhttp
 enabled trueheaderuser X-Remote-Usergroup X-Remote-Group
 sslenabled false
 tokenenabled trueuserjdoetoken dummytokengroups- systemadmin
 Kubernetes with OpenContrail network plugin
 On Master
 kubernetescommonaddons
 contrail_network_controllerenabled truenamespace kube-systemimage yashulyakcontrail-controllerlatest
 masternetwork
 engine opencontraildefault_domain default-domaindefault_project default-domaindefault-projectpublic_network default-domaindefault-projectPublicpublic_ip_range 185229712826private_ip_range 101500016service_cluster_ip_range 102540016network_label nameservice_label usescluster_service kube-systemdefaultconfig
 apihost 10017070
 On pools
 kubernetespoolnetwork
 engine opencontrail
 Dashboard public IP must be configured when Contrail network is used
 kubernetescommon
 (continues on next page)
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 addonspublic_ip 1111
 Kubernetes control plane running in systemd
 By default kube-apiserver kube-scheduler kube-controllermanager kube-proxy etcd running in docker containersthrough manifests For stable production environment this should be run in systemd
 kubernetesmastercontainer false
 kubernetespoolcontainer false
 Because k8s services run under kube user without root privileges there is need to change secure port for apiserver
 kubernetesmasterapiserver
 secure_port 8081
 Kubernetes with Flannel
 On Master
 kubernetesmasternetwork
 engine flannel If you dont register master as node
 etcdmembers- host 100175101
 port 4001- host 100175102
 port 4001- host 100175103
 port 4001commonnetwork
 engine flannel
 On pools
 kubernetespoolnetwork
 engine flanneletcd
 members- host 100175101
 (continues on next page)
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 port 4001- host 100175102
 port 4001- host 100175103
 port 4001commonnetwork
 engine flannel
 Kubernetes with Calico
 On Master
 kubernetesmasternetwork
 engine calicomtu 1500
 If you dont register master as nodeetcd
 members- host 100175101
 port 4001- host 100175102
 port 4001- host 100175103
 port 4001
 On pools
 kubernetespoolnetwork
 engine calicomtu 1500etcd
 members- host 100175101
 port 4001- host 100175102
 port 4001- host 100175103
 port 4001
 Running with secured etcd
 kubernetespoolnetwork
 engine calicomtu 1500etcd
 sslenabled true
 master
 (continues on next page)
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 networkengine calicoetcd
 sslenabled true
 Running with calico-policy controller
 kubernetespoolnetwork
 engine calicomtu 1500addons
 calico_policyenabled true
 masternetwork
 engine calicomtu 1500addons
 calico_policyenabled true
 Enable Prometheus metrics in Felix
 kubernetespoolnetwork
 prometheusenabled true
 masternetwork
 prometheusenabled true
 Post deployment configuration
 set ETCDexport ETCD_AUTHORITY=1001112014001
 Set NAT for pods subnetcalicoctl pool add 1921680016 --nat-outgoing
 Status commandscalicoctl statuscalicoctl node show
 Kubernetes with GlusterFS for storage
 kubernetesmaster
 (continues on next page)
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 storageengine glusterfsport 24007members- host 100175101
 port 24007- host 100175102
 port 24007- host 100175103
 port 24007
 Kubernetes Storage Class
 AWS EBS storageclass integration It also requires to create IAM policy and profiles for instances and tag all resourcesby KubernetesCluster in EC2
 kubernetescommonaddons
 storageclassaws_slowenabled Truedefault Trueprovisioner aws-ebsname slowtype gp2iopspergb 10zones xxx
 nfs_sharedname elasti01enabled Trueprovisioner nfsspec
 name elastic_datanfsserver 10001path exported_path
 Kubernetes namespaces
 Create namespace
 kubernetesmasternamespace
 kube-systemenabled True
 namespace2enabled True
 namespace3
 (continues on next page)
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 enabled False
 Kubernetes labels
 Label node
 kubernetesmasterlabel
 label01value value01node node01enabled truekey key01
 Pull images from private registries
 kubernetesmasterregistry
 secretregistry01enabled Truekey (get from `cat rootdockerconfigjson | base64`)namespace default
 controlservice
 service01image_pull_secretes registry01
 Kubernetes Service Definitions in pillars
 Following samples show how to generate kubernetes manifest as well and provide single tool for complete infrastruc-ture management
 Deployment manifest
 saltcontrolenabled TruehostNetwork Trueservice
 (continues on next page)
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 memcachedprivileged Trueservice memcachedrole servertype LoadBalancerreplicas 3kind DeploymentapiVersion extensionsv1beta1ports- port 8774name nova-api
 - port 8775name nova-metadata
 volumevolume_nametype hostPathmount certspath etccerts
 containermemcachedimage memcachedtag2ports- port 8774name nova-api
 - port 8775name nova-metadata
 variables- name HTTP_TLS_CERTIFICATEvalue certsdomaincrt
 - name HTTP_TLS_KEYvalue certsdomainkey
 volumes- name etccertstype hostPathmount certspath etccerts
 PetSet manifest
 servicememcachedapiVersion appsv1alpha1kind PetSetservice_name memcachedcontainer
 memcached
 Configmap
 You are able to create configmaps using support layer between formulas It works simple eg in nova formula therersquosfile metaconfigyml which defines config files used by that service and roles
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 Kubernetes formula is able to generate these files using custom pillar and grains structure This way you are able torun docker images built by any way while still re-using your configuration management
 Example pillar
 kubernetescontrolconfig_type default|kubernetes Output is yaml k8s or default single filesconfigmap
 nova-controlgrains Alternate grains as OS running in container may differ from salt minion OS Needed only if grains matters for config generationos_family Debian
 pillar Generic pillar for nova controllernovacontrollerenabled trueversionn liberty
 To tell which services supports config generation you need to ensure pillar structure like this to determine support
 nova_supportconfig
 enabled true
 initContainers
 Example pillar
 kubernetescontrolservicememcached
 init_containers- name test-mysql
 image busyboxcommand- sleep- 3600volumes- name configmount test
 - name test-memcachedimage busyboxcommand- sleep- 3600volumes- name configmount test
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 Affinity
 podAffinity
 Example pillar
 kubernetescontrolservicememcached
 affinitypod_affinityname podAffinityexpression
 label_selectorname labelSelectorselectors- key appvalue memcached
 topology_key kubernetesiohostname
 podAntiAffinity
 Example pillar
 kubernetescontrolservicememcached
 affinityanti_affinityname podAntiAffinityexpression
 label_selectorname labelSelectorselectors- key appvalue opencontrail-control
 topology_key kubernetesiohostname
 nodeAffinity
 Example pillar
 kubernetescontrolservicememcached
 affinitynode_affinityname nodeAffinityexpression
 match_expressions
 (continues on next page)
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 name matchExpressionsselectors- key keyoperator Invalues- value1- value2
 Volumes
 hostPath
 servicememcachedcontainer
 memcachedvolumes- name volume1
 mountPath volumereadOnly True
 volume
 volume1name etccertstype hostPathpath etccerts
 emptyDir
 servicememcachedcontainer
 memcachedvolumes- name volume1
 mountPath volumereadOnly True
 volume
 volume1name etccertstype emptyDir
 configMap
 servicememcachedcontainer
 memcached
 (continues on next page)
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 volumes- name volume1mountPath volumereadOnly True
 volume
 volume1type config_mapitemconfigMap1key configconfpath configconf
 configMap2key policyjsonpath policyjson
 To mount single configuration file instead of whole directory
 servicememcachedcontainer
 memcachedvolumes- name volume1
 mountPath volumeconfigconfsub_path configconf
 Generating Jobs
 Example pillar
 kubernetescontroljob
 sleepjob sleeprestart_policy Nevercontainersleep
 image busyboxtag latestcommand- sleep- 3600
 Volumes and Variables can be used as the same way as during Deployment generation
 Custom params
 kubernetescontroljob
 host_network Truehost_pid Truecontainer
 (continues on next page)
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 sleepprivileged True
 node_selectorkey nodevalue one
 image_pull_secretes password
 Role-based access control
 To enable RBAC you need to set following option on your apiserver
 kubernetesmasterauth
 mode NodeRBAC
 Then you can use kubernetescontrolrole state to orchestrate role and rolebindings Following exampleshows how to create brand new role and binding for service account
 controlroleetcd-operator
 kind ClusterRolerules
 - apiGroups- etcdcoreoscom
 resources- clusters
 verbs-
 - apiGroups- extensions
 resources- thirdpartyresources
 verbs- create
 - apiGroups- storagek8sio
 resources- storageclasses
 verbs- create
 - apiGroups-
 resources- replicasets
 verbs-
 bindingetcd-operatorkind ClusterRoleBindingnamespace test lt-- if no namespace then its clusterrolebindingsubject
 etcd-operatorkind ServiceAccount
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 Simplest possible use-case add user test edit permissions on itrsquos test namespace
 kubernetescontrolrole
 editkind ClusterRole No rules defined so only binding will be created assuming role already existsbindingtest
 namespace testsubjecttestkind User
 More Information
 bull httpsgithubcomJuniperkubernetesblob
 opencontrail-integrationdocs getting-started-guidesopencontrailmd httpsgithubcomkuberneteskubernetestreemasterclustersaltbase
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-kubernetesissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-kubernetes
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
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 OpenStack Services
 All supported OpenStack cloud platform services
 Formula Repositoryaodh httpsgithubcomsalt-formulassalt-formula-aodhavinetworks httpsgithubcomsalt-formulassalt-formula-avinetworksbillometer httpsgithubcomsalt-formulassalt-formula-billometerceilometer httpsgithubcomsalt-formulassalt-formula-ceilometercinder httpsgithubcomsalt-formulassalt-formula-cinderdesignate httpsgithubcomsalt-formulassalt-formula-designateglance httpsgithubcomsalt-formulassalt-formula-glanceheat httpsgithubcomsalt-formulassalt-formula-heathorizon httpsgithubcomsalt-formulassalt-formula-horizonkeystone httpsgithubcomsalt-formulassalt-formula-keystonemagnum httpsgithubcomsalt-formulassalt-formula-magnummidonet httpsgithubcomsalt-formulassalt-formula-midonetmurano httpsgithubcomsalt-formulassalt-formula-muranoneutron httpsgithubcomsalt-formulassalt-formula-neutronnova httpsgithubcomsalt-formulassalt-formula-novaopencontrail httpsgithubcomsalt-formulassalt-formula-opencontrailopenvstorage httpsgithubcomsalt-formulassalt-formula-openvstoragerally httpsgithubcomsalt-formulassalt-formula-rallysahara httpsgithubcomsalt-formulassalt-formula-saharaswift httpsgithubcomsalt-formulassalt-formula-swifttempest httpsgithubcomsalt-formulassalt-formula-tempest
 aodh
 Aodh is an alarming service for OpenStack It used to be a part of Ceilometer but starting from Mitaka it is a separateproject Aodh supports several types of alarms like threshold event composite and gnocchi-specific In cluster modecoordination is enabled via tooz with Redis backend MySQL is used as a data backend for alarms and alarm history
 Sample pillars
 Cluster aodh service
 aodhserverenabled trueversion mitakattl 86400cluster true
 databaseengine mysql+pymysqlhost 10010620port 3306name aodhuser aodhpassword password
 bind
 (continues on next page)
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 host 10010620port 8042
 identityengine keystonehost 10010620port 35357tenant serviceuser aodhpassword password
 message_queueengine rabbitmqport 5672user openstackpassword passwordvirtual_host openstack
 cachemembers- host 10101010
 port 11211- host 10101011
 port 11211- host 10101012
 port 11211
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 Only WatchedFileHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 aodhserverlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 Development and testing
 Development and test workflow with Test Kitchen and kitchen-salt provisioner plugin
 Test Kitchen is a test harness tool to execute your configured code on one or more platforms in isolation There is akitchenyml in main directory that defines platforms to be tested and suites to execute on them
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 Kitchen CI can spin instances locally or remote based on used driver For local development kitchenymldefines a vagrant or docker driver
 To use backend drivers or implement your CI follow the section lsquoINTEGRATIONrstContinuous Integrationlsquo__
 The Busser Verifier is used to setup and run tests implementated in ltrepogttestintegration It installs the particulardriver to tested instance (Serverspec InSpec Shell Bats ) prior the verification is executed
 Usage
 list instances and statuskitchen list
 manually execute integration testskitchen [test || [create|converge|verify|exec|login|destroy|]] [instance] -t testsrarr˓integration
 use with provided Makefile (ie within CI pipeline)make kitchen
 Read more
 bull httpsdocsopenstackorgcli-referenceaodhhtml
 bull httpsdocsopenstackorgdeveloperaodh
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-aodhissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-aodh
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Avinetworks formula
 Sample pillars
 Salt formula to setup Avi Networks LBaaS
 21 Project Introduction 341
  SaltStack-Formulas Documentation Release master
 avinetworksserverenabled trueidentity cloud1image_location httpdisk_format qcow2public_network INET1saltmaster_ip 100090
 avinetworksclientenabled true
 External links
 bull httpskbavinetworkscominstalling-avi-vantage-for-openstack-2
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-avinetworksissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-avinetworks
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Billometer
 Sample pillar
 billometerserverenabled trueworkers 3secret_key secret_tokensync_time 600
 (continues on next page)
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 collect_time 1800metric
 inengine graphitehost 101010180port 80
 outengine statsdhost 101010180prefix fooport 81
 bindaddress 0000port 9753protocol tcp
 sourcetype gitaddress gitrepo1roboticeczpython-appsbillometergitrev master
 cacheengine memcachedhost 127001prefix CACHE_DJANGO_ENC
 databaseengine postgresqlhost 127001name django_billometerpassword db-pwduser django_billometer
 identityengine keystoneregion regionOnetoken tokenhost 127001port 5000api_version 2
 mailhost maildomaincompassword mail-pwduser mail-user
 loggingengine sentrydsn pubsecdsncz12
 Extra Resources
 billometerserverenabled trueworkers 3secret_key secret_tokensync_time 600collect_time 1800extra_resource
 (continues on next page)
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 networkrxlabel Network RXresource networkrxprice_rate 00002threshold 150000
 7k2_SASprice_rate 0008205resource cindervolumename 7k2_SASlabel 7k2 SA
 10k_SASprice_rate 0027383resource cindervolumelabel 10k2 SASname 10k_SAS
 15k_SASprice_rate 0034232resource cindervolumelabel 15k2 SASname 15k_SAS
 EasyTierprice_rate 0041082resource cindervolumelabel Easy TiernameEasyTier
 Read more
 bull httpdocsgunicornorgenlatestconfigurehtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-billometerissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-billometer
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 Ceilometer Formula
 The ceilometer project aims to deliver a unique point of contact for billing systems to acquire all of the measurementsthey need to establish customer billing across all current OpenStack components with work underway to support futureOpenStack components This formula provides different backends for Ceilometer data MongoDB InfluxDB AlsoGraphite and direct (to Elasticsearch) publishers are available If InfluxDB is used as a backend heka is configuredto consume messages from RabbitMQ and write in to InfluxDB ie ceilometer collector service is not used in thisconfiguration
 Sample Pillars
 Ceilometer APIcontroller node
 ceilometerserverenabled trueversion mitakacluster truesecret pwdbind
 host 127001port 8777
 identityengine keystonehost 127001port 35357tenant serviceuser ceilometerpassword pwd
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 Enable CORS parameters
 ceilometerservercors
 allowed_origin httpslocalhostlocalhttplocalhostlocalexpose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
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 Configuration of policyjson file
 ceilometerserverpolicy
 segregation rulecontext_is_admin Add key without value to remove line from policyjsontelemetryget_resource
 Databases configuration
 MongoDB example
 ceilometerserverdatabase
 engine mongodbmembers- host 10010610
 port 27017- host 10010620
 port 27017- host 10010630
 port 27017name ceilometeruser ceilometerpassword password
 InfluxDBElasticsearch example
 ceilometerserverdatabase
 influxdbhost 10010610port 8086user ceilometerpassword passworddatabase ceilometer
 elasticsearchenabled truehost 10010610port 9200
 Client-side RabbitMQ HA setup
 ceilometerserver
 (continues on next page)
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 message_queueengine rabbitmqmembers- host 10010610- host 10010620- host 10010630user openstackpassword pwdvirtual_host openstack
 Ceilometer Graphite publisher
 ceilometerserverenabled truepublisher
 graphiteenabled truehost 10001port 2003
 Ceilometer compute agent
 ceilometeragentenabled trueversion mitakasecret pwdidentity
 engine keystonehost 127001port 35357tenant serviceuser ceilometerpassword pwd
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstackrabbit_ha_queues true
 Ceilometer instance discovery method
 ceilometeragentdiscovery_method naive
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 Keystone auth caching
 ceilometerservercache
 members- host 10101010port 11211
 - host 10101011port 11211
 - host 10101012port 11211
 agentcache
 members- host 10101010port 11211
 - host 10101011port 11211
 - host 10101012port 11211
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 ceilometerserverlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 agentlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentd
 (continues on next page)
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 enabled trueossyslogenabled true
 More Information
 bull httpswikiopenstackorgwikiCeilometer
 bull httpdocsopenstackorgdeveloperceilometerinstallmanualhtml
 bull httpdocsopenstackorgdeveloperceilometer
 bull httpsfedoraprojectorgwikiQATestcase_OpenStack_ceilometer_install
 bull httpsgithubcomspilgamesceilometer_graphite_publisher
 bull httpengineeringspilgamescomusing-ceilometer-graphite
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-ceilometerissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-ceilometer
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Openstack Cinder Block Storage
 Cinder provides an infrastructure for managing volumes in OpenStack It was originally a Nova component callednova-volume but has become an independent project since the Folsom release
 Sample pillars
 New structure divides cinder-apicinder-scheduler to role controller and cinder-volume to role volume
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 cindercontrollerenabled trueversion junocinder_uid 304cinder_gid 304nas_secure_file_permissions falsenas_secure_file_operations falsecinder_internal_tenant_user_id f46924c112a14c80ab0a24a613d95eefcinder_internal_tenant_project_id b7455b8974bb4064ad247c8f375eae6cdefault_volume_type 7k2SaSenable_force_upload trueavailability_zone_fallback Truedatabase
 engine mysqlhost 127001port 3306name cinderuser cinderpassword pwd
 identityengine keystonehost 127001port 35357tenant serviceuser cinderpassword pwd
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 backend7k2_SAS
 engine storwizetype_name slow-diskshost 19216801port 22user usernamepassword passconnection FCiSCSImultihost truemultipath truepool SAS7K2
 auditenabled false
 osapi_max_limit 500barbican
 enabled true
 cindervolumeenabled trueversion junocinder_uid 304
 (continues on next page)
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 cinder_gid 304nas_secure_file_permissions falsenas_secure_file_operations falsecinder_internal_tenant_user_id f46924c112a14c80ab0a24a613d95eefcinder_internal_tenant_project_id b7455b8974bb4064ad247c8f375eae6cdefault_volume_type 7k2SaSnable_force_upload truedatabase
 engine mysqlhost 127001port 3306name cinderuser cinderpassword pwd
 identityengine keystonehost 127001port 35357tenant serviceuser cinderpassword pwd
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 backend7k2_SAS
 engine storwizetype_name 7k2 SAS diskhost 19216801port 22user usernamepassword passconnection FCiSCSImultihost truemultipath truepool SAS7K2
 auditenabled false
 barbicanenabled true
 Enable CORS parameters
 cindercontrollercors
 allowed_origin httpslocalhostlocalhttplocalhostlocalexpose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
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 Client-side RabbitMQ HA setup for controller
 cindercontrollermessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Client-side RabbitMQ HA setup for volume component
 cindervolumemessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Configuring TLS communications
 Note by default system wide installed CA certs are used so cacert_file param is optional as well as cacert
 bull RabbitMQ TLS
 cindercontroller volume
 message_queueport 5671sslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackrabbitmq-capem(optional) version TLSv1_2
 bull MySQL TLS
 cindercontroller
 databasesslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackmysql-capem
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 bull Openstack HTTPS API
 cindercontroller volume
 identityprotocol https(optional) cacert_file etcopenstackproxypem
 glanceprotocol https(optional) cacert_file etcopenstackproxypem
 Cinder setup with zeroing deleted volumes
 cindercontrollerenabled truewipe_method zero
 Cinder setup with shreding deleted volumes
 cindercontrollerenabled truewipe_method shred
 Configuration of policyjson file
 cindercontrollerpolicy
 volumedelete ruleadmin_or_owner Add key without value to remove line from policyjsonvolumeextend
 Default Cinder setup with iSCSI target
 cindercontrollerenabled trueversion mitakadefault_volume_type lvmdriver-1database
 engine mysqlhost 127001port 3306name cinderuser cinderpassword pwd
 identityengine keystonehost 127001port 35357tenant serviceuser cinderpassword pwd
 (continues on next page)
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 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 backendlvmdriver-1
 engine lvmtype_name lvmdriver-1volume_group cinder-volume
 Cinder setup for IBM Storwize
 cindervolumeenabled truebackend
 7k2_SASengine storwizetype_name 7k2 SAS diskhost 19216801port 22user usernamepassword passconnection FCiSCSImultihost truemultipath truepool SAS7K2
 10k_SASengine storwizetype_name 10k SAS diskhost 19216801port 22user usernamepassword passconnection FCiSCSImultihost truemultipath truepool SAS10K
 15k_SASengine storwizetype_name 15k SAShost 19216801port 22user usernamepassword passconnection FCiSCSImultihost truemultipath truepool SAS15K
 Cinder setup with NFS
 cindercontroller
 (continues on next page)
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 enabled truedefault_volume_type nfs-driverbackend
 nfs-driverengine nfstype_name nfs-drivervolume_group cinder-volumepath varlibcindernfsdevices- 1721610110varnfscinderoptions rwsync
 Cinder setup with NetApp
 cindercontrollerbackend
 netappengine netapptype_name netappuser openstackvserver vm1server_hostname 1721823password passwordstorage_protocol nfstransport_type httpslun_space_reservation enableduse_multipath_for_image_xfer Truenas_secure_file_operations falsenas_secure_file_permissions falsedevices- 1721812vol_1- 1721812vol_2- 1721812vol_3- 1721812vol_4
 linuxsystempackage
 nfs-commonversion latest
 Cinder setup with Hitachi VPS
 cindercontrollerenabled truebackend
 hus100_backendtype_name HUS100backend hus100_backendengine hitachi_vspconnection FC
 Cinder setup with Hitachi VPS with defined ldev range
 cindercontroller
 (continues on next page)
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 enabled truebackend
 hus100_backendtype_name HUS100backend hus100_backendengine hitachi_vspconnection FCldev_range 0-1000
 Cinder setup with CEPH
 cindercontrollerenabled truebackend
 ceph_backendtype_name standard-iopsbackend ceph_backendpool volumesengine cephuser cindersecret_uuid da74ccb7-aa59-1721-a172-0006b1aa4e3eclient_cinder_key AQDOavlU6BsSJhAAnpFR906mvdgdfRqLHwu0Uw==report_discard_supported True
 httpcephcomdocsmasterrbdrbd-openstack
 Cinder setup with HP3par
 cindercontrollerenabled truebackend
 hp3par_backendtype_name hp3parbackend hp3par_backenduser hp3paruserpassword somethingurl http10101010apiv1cpg OpenStackCPGhost 10101010login hp3paradminsanpassword somethingdebug Truesnapcpg OpenStackSNAPCPG
 Cinder setup with Fujitsu Eternus
 cindervolumeenabled truebackend
 10kThinProtype_name 10kThinProengine fujitsupool 10kThinProhost 19216801
 (continues on next page)
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 port 5988user usernamepassword passconnection FCiSCSIname 10kThinPro
 10k_SAStype_name 10k_SASpool SAS10Kengine fujitsuhost 19216801port 5988user usernamepassword passconnection FCiSCSIname 10k_SAS
 Cinder setup with IBM GPFS filesystem
 cindervolumeenabled truebackend
 GPFS-GOLDtype_name GPFS-GOLDengine gpfsmount_point mntgpfs-openstackcindergold
 GPFS-SILVERtype_name GPFS-SILVERengine gpfsmount_point mntgpfs-openstackcindersilver
 Cinder setup with HP LeftHand
 cindervolumeenabled truebackend
 HP-LeftHandtype_name normal-storageengine hp_lefthandapi_url https101010108081lhosusername userpassword passwordclustername cluster1iscsi_chap_enabled false
 Extra parameters for HP LeftHand
 cinder type-key normal-storage set hplhdata_pl=r-10-2 hplhprovisioning=full
 Cinder setup with Solidfire
 cindervolumeenabled truebackend
 (continues on next page)
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 solidfiretype_name normal-storageengine solidfiresan_ip 10101010san_login usersan_password passwordclustername cluster1sf_emulate_512 false
 Cinder setup with Block Device driver
 cindervolumeenabled truebackend
 bddengine bddenabled truetype_name bdddevices- sdb- sdc- sdd
 Enable cinder-backup service for ceph
 cindercontrollerenabled trueversion mitakabackup
 engine cephceph_conf etccephcephconfceph_pool backupceph_stripe_count 0ceph_stripe_unit 0ceph_user cinderceph_chunk_size 134217728restore_discard_excess_bytes false
 volumeenabled trueversion mitakabackup
 engine cephceph_conf etccephcephconfceph_pool backupceph_stripe_count 0ceph_stripe_unit 0ceph_user cinderceph_chunk_size 134217728restore_discard_excess_bytes false
 Enable auditing filter ie CADF
 cindercontrolleraudit
 (continues on next page)
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 enabled true
 filter_factory keystonemiddlewareauditfilter_factorymap_file etcpycadfcinder_api_audit_mapconf
 volumeaudit
 enabled true
 filter_factory keystonemiddlewareauditfilter_factorymap_file etcpycadfcinder_api_audit_mapconf
 Cinder setup with custom availability zones
 cindercontrollerdefault_availability_zone my-default-zonestorage_availability_zone my-custom-zone-name
 cindervolumedefault_availability_zone my-default-zonestorage_availability_zone my-custom-zone-name
 Cinder setup with custom non-admin volume query filters
 cindercontrollerquery_volume_filters
 - name- status- metadata- availability_zone- bootable
 public_endpoint and osapi_volume_base_url parameters ldquopublic_endpointrdquo is used for configuring versions endpointldquoosapi_volume_base_URLrdquo is used to present Cinder URL to users They are useful when running Cinder under loadbalancer in SSL
 cindercontrollerpublic_endpoint_address https$_paramcluster_domain8776
 The default availability zone is used when a volume has been created without specifying a zone in the create request(this zone must exist in your configuration obviously) The storage availability zone is the actual zone where the nodebelongs to Make sure to specify this per node Check the documentation of OpenStack for more information
 Client role
 cinderclientenabled trueidentity
 host 127001port 35357project serviceuser cinder
 (continues on next page)
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 password pwdprotocol httpendpoint_type internalURLregion_name RegionOne
 backendceph
 type_name standard-iopsengine cephkeyconn_speed fibre-10G
 Enable Barbican integration
 cindercontrollerbarbican
 enabled true
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 cindercontrollerlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 volumelogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
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 Documentation and Bugs
 To learn how to deploy OpenStack Salt consult the documentation available online at
 httpswikiopenstackorgwikiOpenStackSalt
 In the unfortunate event that bugs are discovered they should be reported to the appropriate bug tracker If youobtained the software from a 3rd party operating system vendor it is often wise to use their own bug tracker forreporting problems In all other cases use the master OpenStack bug tracker available at
 httpbugslaunchpadnetopenstack-salt
 Developers wishing to work on the OpenStack Salt project should always base their work on the latest formulas codeavailable from the master GIT repository at
 httpsgitopenstackorgcgitopenstacksalt-formula-cinder
 Developers should also join the discussion on the IRC list at
 httpswikiopenstackorgwikiMeetingsopenstack-salt
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-cinderissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-cinder
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Designate formula
 Designate provides DNSaaS services for OpenStack
 Sample pillars
 For Designate with BIND9 local backend
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 designateserverenabled trueregion RegionOnedomain_id 5186883b-91fb-4891-bd49-e6769234a8fcversion ocatabackend
 bind9rndc_key 4pc+X4PDqb2q+5o72dISm72LM1Ds9X2EYZjqg+nmsS7FhdTwzFFY8l
 rarr˓iEDmHxnyjkA33EQC8H+z0fLLBunoitw==rndc_algorithm hmac-sha512
 bindapi
 address 127001database
 engine mysqlhost 127001port 3306name
 main_database designatepool_manager designate_pool_manager
 user designatepassword passw0rd
 identityengine keystonehost 127001port 35357tenant serviceuser designatepassword passw0rd
 message_queueengine rabbitmqmembers- host 127001user openstackpassword passwordvirtual_host openstack
 poolsdefault
 description default poolattributesservice_tier GOLD
 ns_records- hostname ns1exampleorgpriority 10
 nameservers- host 127001port 53
 targetsdefault_targettype bind9description default targetmasters- host 127001port 5354
 optionshost 127001
 (continues on next page)
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 port 53rndc_host 127001rndc_port 953rndc_key_file etcdesignaterndckey
 Note domain_id parameter is UUID of DNS zone managed by designate-sink service This zone will be populatedby A records for fixed and floating ip addresses of spawned VMs After designate is deployed and zone is created thisparameter should be updated accordingly to UUID of newly created zone Then designate state should be reapplied
 Pools pillar for BIND9 master and multiple slaves setup
 poolsdefaultdescription default poolattributes
 service_tier GOLDns_records
 - hostname ns1exampleorgpriority 10
 nameservers- host 19216801
 port 53- host 19216802
 port 53- host 19216803
 port 53targets
 default_targettype bind9description default targetmasters- host 19216804port 5354
 optionshost 19216804port 53rndc_host 19216804rndc_port 953rndc_key_file etcdesignaterndckey
 Usage
 Create server
 designate server-create --name nsexamplecom
 Create domain
 designate domain-create --name examplecom --email mailexamplecom
 Create record
 21 Project Introduction 363
  SaltStack-Formulas Documentation Release master
 designate record-create examplecom --name testexamplecom --type A --data 10214rarr˓15
 Test it
 dig 127001 testexamplecom
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-letsencryptissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-letsencrypt
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Glance formula
 The Glance project provides services for discovering registering and retrieving virtual machine images Glance hasa RESTful API that allows querying of VM image metadata as well as retrieval of the actual image
 Sample pillars
 glanceserverenabled trueversion junoworkers 8glance_uid 302glance_gid 302policy
 publicize_image- roleadmin- roleimage_manager
 databaseengine mysqlhost 127001
 (continues on next page)
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 port 3306name glanceuser glancepassword pwd
 identityengine keystonehost 127001port 35357tenant serviceuser glancepassword pwd
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 storageengine file
 images- name CirrOS 031
 format qcow2file cirros-031-x86_64-diskimgsource httpcdndownloadcirros-cloudnet031cirros-031-x86_64-diskimgpublic true
 auditenabled false
 api_limit_max 100limit_param_default 50barbican
 enabled true
 The pagination is controlled by the api_limit_max and limit_param_default parameters as shown above
 bull api_limit_max defines the maximum number of records that the server will return
 bull limit_param_default is the default limit parameter that applies if the request didnrsquot defined it explicitly
 Configuration of policyjson file
 glanceserverpolicy
 publicize_image roleadmin Add key without value to remove line from policyjsonadd_member
 Keystone and cinder region
 glanceserverenabled trueversion kiloidentity
 engine keystone(continues on next page)
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 host 127001region RegionTwo
 Ceph integration glance
 glanceserverenabled trueversion junostorage
 engine rbdhttpuser glancepool imageschunk_size 8client_glance_key AQDOavlU6BsSJhAAnpFR906mvdgdfRqLHwu0Uw==
 RabbitMQ HA setup
 glanceservermessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Quota Options
 glanceserverquota
 image_member -1image_property 256image_tag 256image_location 15user_storage 0
 Configuring TLS communications
 Note by default system wide installed CA certs are used so cacert_file param is optional as well as cacert
 bull RabbitMQ TLS
 glanceserver
 message_queue
 (continues on next page)
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 port 5671sslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackrabbitmq-capem(optional) version TLSv1_2
 bull MySQL TLS
 glanceserver
 databasesslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackmysql-capem
 bull Openstack HTTPS API
 Set the https as protocol at glanceserver sections
 glanceserver
 identityprotocol https(optional) cacert_file etcopenstackproxypem
 registryprotocol https(optional) cacert_file etcopenstackproxypem
 storageengine cinder swiftcinder
 protocol https(optional) cacert_file etcopenstackproxypem
 swiftstore
 (optional) cafile etcopenstackproxypem
 Enable Glance Image Cache
 glanceserverimage_cache
 enabled trueenable_management truedirectory varlibglanceimage-cachemax_size 21474836480
 Enable auditing filter (CADF)
 glanceserveraudit
 enabled true
 filter_factory keystonemiddlewareauditfilter_factory
 (continues on next page)
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 map_file etcpycadfglance_api_audit_mapconf
 Swift integration glance
 glanceserverenabled trueversion mitakastorage
 engine swifthttpswift
 storeauth
 address httpkeystoneexamplecom5000v20version 2
 endpoint_type publicURLcontainer glancecreate_container_on_put trueretry_get_count 5user 2ec7966596504f59acc3a76b3b9d9291glance-userkey someRandomPassword
 Another way which also supports multiple swift backends can be configured like this
 glanceserverenabled trueversion mitakastorage
 engine swifthttpswift
 storeendpoint_type publicURLcontainer glancecreate_container_on_put trueretry_get_count 5references
 my_objectstore_reference_1authaddress httpkeystoneexamplecom5000v20version 2
 user 2ec7966596504f59acc3a76b3b9d9291glance-userkey someRandomPassword
 Enable CORS parameters
 glanceservercors
 allowed_origin httpslocalhostlocalhttplocalhostlocalexpose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
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 Enable Viewing Multiple Locations
 If you want to expose all locations available (for example when you have multiple backends configured) then you canconfigure this like so
 glanceservershow_multiple_locations Truelocation_strategy store_typestore_type_preference rbdswiftfile
 Please note the show_multiple_locations option is deprecated since Newton and is planned to be handled bypolicy files _only_ starting with the Pike release
 This feature is convenient in a scenario when you have swift and rbd configured and want to benefit from rbd enhance-ments
 Barbican integration glance
 glanceserver
 barbicanenabled true
 Client role
 Glance images
 glanceclientenabled trueserver
 profile_adminimagecirros-test
 visibility publicprotected falselocation httpdownloadcirros-cloudnet034cirros-034-i386-disk
 rarr˓img
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
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 glanceserverlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 Usage
 Import new public image
 glance image-create --name Windows 7 x86_64 --is-public true --container-formatrarr˓bare --disk-format qcow2 lt win7qcow2
 Change new imagersquos disk properties
 glance image-update Windows 7 x86_64 --property hw_disk_bus=ide
 Change new imagersquos NIC properties
 glance image-update Windows 7 x86_64 --property hw_vif_model=rtl8139
 External links
 bull httpcephcomdocsmasterrbdrbd-openstack
 Documentation and Bugs
 To learn how to deploy OpenStack Salt consult the documentation available online at
 httpswikiopenstackorgwikiOpenStackSalt
 In the unfortunate event that bugs are discovered they should be reported to the appropriate bug tracker If youobtained the software from a 3rd party operating system vendor it is often wise to use their own bug tracker forreporting problems In all other cases use the master OpenStack bug tracker available at
 httpbugslaunchpadnetopenstack-salt
 Developers wishing to work on the OpenStack Salt project should always base their work on the latest formulas codeavailable from the master GIT repository at
 httpsgitopenstackorgcgitopenstacksalt-formula-glance
 Developers should also join the discussion on the IRC list at
 httpswikiopenstackorgwikiMeetingsopenstack-salt
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-glanceissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-glance
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Heat Formula
 Heat is the main project in the OpenStack Orchestration program It implements an orchestration engine to launchmultiple composite cloud applications based on templates in the form of text files that can be treated like code A nativeHeat template format is evolving but Heat also endeavours to provide compatibility with the AWS CloudFormationtemplate format so that many existing CloudFormation templates can be launched on OpenStack Heat provides bothan OpenStack-native ReST API and a CloudFormation-compatible Query API
 Sample Pillars
 Single Heat services on the controller node
 heatserverenabled trueversion icehouseregion RegionOnebind
 metadataaddress 10010610port 8000protocol http
 waitconditionaddress 10010610port 8000protocol http
 watchaddress 10010610port 8003protocol http
 (continues on next page)
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 cloudwatchhost 10010620
 apihost 10010620
 api_cfnhost 10010620
 databaseengine mysqlhost 10010620port 3306name heatuser heatpassword password
 identityengine keystonehost 10010620port 35357tenant serviceuser heatpassword passwordendpoint_type_default internalURLendpoint_type_heat publicURL
 message_queueengine rabbitmqhost 10010620port 5672user openstackpassword passwordvirtual_host openstackha_queues True
 max_stacks_per_tenant 150max_nested_stack_depth 10
 Define server clients keystone parameter
 heatserverclients
 keystoneprotocol httpshost 10010610port 5000insecure false
 Enable CORS parameters
 heatservercors
 allowed_origin httpslocalhostlocalhttplocalhostlocalexpose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
 Heat client with specified git templates
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 heatclientenabled truetemplate
 admindomain defaultsourceengine gitaddress gitrepodomaincomadmin-templatesgitrevision master
 defaultdomain defaultsourceengine gitaddress gitrepodomaincomdefault-templatesgitrevision master
 Ceilometer notification
 heatserverenabled trueversion icehousenotification true
 Configuration of policyjson file
 heatserverpolicy
 deny_stack_user not roleheat_stack_usercloudformationValidateTemplate ruledeny_stack_user Add key without value to remove line from policyjsoncloudformationDescribeStackResource
 Client-side RabbitMQ HA setup
 heatservermessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Configuring TLS communications
 Note by default system wide installed CA certs are used so cacert_file param is optional as wellas cacert
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 bull RabbitMQ TLS
 heatserver
 message_queueport 5671sslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackrabbitmq-capem(optional) version TLSv1_2
 bull MySQL TLS
 heatserver
 databasesslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackmysql-capem
 bull Openstack HTTPS API
 heatserver
 identityprotocol https(optional) cacert_file etcopenstackproxypem
 clientskeystoneprotocol https(optional) cacert_file etcopenstackproxypem
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 heatserverlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentd
 (continues on next page)
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 enabled trueossyslogenabled true
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-heatissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-heat
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Horizon Formula
 Horizon is the canonical implementation of OpenStackrsquos Dashboard which provides a web based user interface toOpenStack services including Nova Swift Keystone etc
 Sample Pillars
 Simplest horizon setup
 horizonserverenabled truesecret_key secrethost
 name cloudlabczcache
 engine memcachedhost 127001port 11211prefix CACHE_HORIZON
 api_versionsidentity 2
 identityengine keystone
 (continues on next page)
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 host 127001port 5000
 mailhost 127001
 Multidomain setup for horizon
 horizonserverenabled truedefault_domain MYDOMAINmultidomain True
 Simple branded horizon
 horizonserverenabled truebranding OpenStack Company Dashboarddefault_dashboard adminhelp_url httpdocdomaincom
 Horizon with policy files metadata With source mine you can obtain real time policy file state from targeted node(OpenStack control node) provided you have policy file published to specified grain key Source file will obtain staticpolicy definition from formula files directory
 horizonserverenabled truepolicy
 identitysource minehost ctl01my-domainlocalname keystone_policyjsongrain_name keystone_policyenabled true
 computesource filename nova_policyjsonenabled true
 networksource filename neutron_policyjsonenabled true
 imagesource filename glance_policyjsonenabled true
 volumesource filename cinder_policyjsonenabled true
 telemetrysource filename ceilometer_policyjsonenabled true
 (continues on next page)
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 orchestrationsource filename heat_policyjsonenabled true
 Horizon with enabled SSL security (when SSL is realised by proxy)
 horizonserverenabled Truesecure True
 Horizon package setup with SSL
 horizonserverenabled truesecret_key MEGASECRETversion junossl
 enabled trueauthority CA_Authority
 hostname cloudlabcz
 cacheengine memcachedhost 127001port 11211prefix CACHE_HORIZON
 api_versionsidentity 2
 identityengine keystonehost 127001port 5000
 mailhost 127001
 Horizon with custom SESSION_ENGINE (default is ldquosigned_cookiesrdquo valid options are ldquosigned_cookiesrdquo ldquocacherdquoldquofilerdquo) and SESSION_TIMEOUT
 horizonserverenabled Truesecure Truesession
 engine cachetimeout 43200
 Multi-regional horizon setup
 horizonserverenabled trueversion junosecret_key MEGASECRET
 (continues on next page)
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 cacheengine memcachedhost 127001port 11211prefix CACHE_HORIZON
 api_versionsidentity 2
 identityengine keystonehost 127001port 5000
 mailhost 127001
 regions- name cluster1
 address httpcluster1examplecom5000v20- name cluster2
 address httpcluster2examplecom5000v20
 Horizon setup with sensu plugin
 horizonserverenabled trueversion junosensu_api
 host localhostport 4567
 pluginmonitoring
 app horizon_monitoringsourcetype gitaddress gitrepo1roboticeczdjangohorizon-monitoringgitrev develop
 Sensu multi API
 horizonserverenabled trueversion junosensu_api
 dc1host localhostport 4567
 dc2host anotherhostport 4567
 Horizon setup with jenkins plugin
 horizonserverenabled trueversion junojenkins_api
 (continues on next page)
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 url httpslocalhost8080user adminpassword pwd
 pluginjenkins
 app horizon_jenkinssourcetype pkg
 Horizon setup with billometer plugin
 horizonserverenabled trueversion junobillometer_api
 host localhostport 9753api_version 1
 pluginbilling
 app horizon_billingsourcetype gitaddress gitrepo1roboticeczdjangohorizon-billinggitrev develop
 Horizon setup with contrail plugin
 horizonserverenabled trueversion icehouseplugin
 contrailapp contrail_openstack_dashboardoverride truesourcetype gitaddress gitrepo1roboticeczdjangohorizon-contrailgitrev develop
 Horizon setup with sentry log handler
 horizonserverenabled trueversion junologging
 engine ravendsn httppubprivatesentry1testcz2
 Multisite with Git source
 Simple Horizon setup from git repository
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 horizonserverenabled trueapp
 defaultsecret_key MEGASECRETsourceengine gitaddress httpsgithubcomopenstackhorizongitrev stablehavana
 cacheengine memcachedhost 127001port 11211prefix CACHE_DEFAULT
 api_versionsidentity 2
 identityengine keystonehost 127001port 5000
 mailhost 127001
 Themed multisite setup
 horizonserverenabled trueapp
 openstack1csecret_key MEGASECRET1sourceengine gitaddress httpsgithubcomopenstackhorizongitrev stablehavana
 plugincontrail
 app contrail_openstack_dashboardoverride truesourcetype gitaddress gitrepo1roboticeczdjangohorizon-contrailgitrev develop
 themeapp site1_themesourcetype gitaddress gitrepo1domaincomdjangohorizon-site1-themegit
 cacheengine memcachedhost 127001port 11211prefix CACHE_SITE1
 api_versionsidentity 2
 identity
 (continues on next page)
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 engine keystonehost 127001port 5000
 mailhost 127001
 openstack2secret_key MEGASECRET2sourceengine gitaddress httpsrepo1domaincomopenstackhorizongitrev stableicehouse
 plugincontrailapp contrail_openstack_dashboardoverride truesourcetype gitaddress gitrepo1domaincomdjangohorizon-contrailgitrev develop
 monitoringapp horizon_monitoringsourcetype gitaddress gitdomaincomdjangohorizon-monitoringgitrev develop
 themeapp bootswatch_themesourcetype gitaddress gitrepo1roboticeczdjangohorizon-bootswatch-themegitrev develop
 cacheengine memcachedhost 127001port 11211prefix CACHE_SITE2
 api_versionsidentity 3
 identityengine keystonehost 127001port 5000
 mailhost 127001
 API versions override
 horizonserverenabled trueapp
 openstack_api_overrridesecret_key MEGASECRET1api_versionsidentity 3volume 2
 source(continues on next page)
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 engine gitaddress httpsgithubcomopenstackhorizongitrev stablehavana
 Control dashboard behaviour
 horizonserverenabled trueapp
 openstack_dashboard_overrridesecret_key passworddashboardssettings
 enabled trueproject
 enabled falseorder 10
 adminenabled falseorder 20
 sourceengine gitaddress httpsgithubcomopenstackhorizongitrev stablejuno
 Enable WebSSO feature
 horizonserverenabled truewebsso
 login_url WEBROOT + authloginlogout_url WEBROOT + authlogoutwebsso_choices
 - saml2- oidc
 More Information
 bull httpsgithubcomopenstackhorizon
 bull httpdijkswordpresscom20120706how-to-change-screen-resolution-of-novnc-client-in-openstack-essex-dashboard-nova-horizon
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-horizonissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
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 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-horizon
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 OpenStack Keystone
 Keystone provides authentication authorization and service discovery mechanisms via HTTP primarily for use byprojects in the OpenStack family It is most commonly deployed as an HTTP interface to existing identity systemssuch as LDAP
 From Kilo release Keystone v3 endpoint has definition without version in url
 +----------------------------------+-----------+--------------------------+-----------rarr˓---------------+---------------------------+----------------------------------+| id | region | publicurl |rarr˓internalurl | adminurl | service_id |+----------------------------------+-----------+--------------------------+-----------rarr˓---------------+---------------------------+----------------------------------+| 91663a8db11c487c9253c8c456863494 | RegionOne | http100150375000 | http10rarr˓0150375000 | http1001503735357 | 0fd2dba3153d45a1ba7f709cfc2d69c9 |+----------------------------------+-----------+--------------------------+-----------rarr˓---------------+---------------------------+----------------------------------+
 Sample pillars
 Caution When you use localhost as your database host (keystoneserver atabasehost) sqlalchemy will try toconnect to varrunmysql mysqldsock may cause issues if you located your mysql socket elsewhere
 Full stacked keystone
 keystoneserverenabled trueversion junoservice_token service_tokeenservice_tenant serviceservice_password servicepwdadmin_tenant adminadmin_name adminadmin_password adminpwdadmin_email stackmasterdomaincomroles
 - admin- Member
 (continues on next page)
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 - image_managerbind
 address 0000private_address 127001private_port 35357public_address 127001public_port 5000
 api_version 20region RegionOnedatabase
 engine mysqlhost 127001name keystonepassword LfTno5mYdZmRfoPVuser keystone
 Keystone public HTTPS API
 keystoneserverenabled trueversion junoservices- name nova
 type computedescription OpenStack Compute Serviceuser
 name novapassword password
 bindpublic_address clouddomaincompublic_protocol httpspublic_port 8774internal_address 100020internal_port 8774admin_address 100020admin_port 8774
 Keystone with custom policies Keys with specified rules are created or set to this value if they already exists Keyswith no value (like our ldquoexisting_rulerdquo) are deleted from the policy file
 keystoneserverenabled truepolicy
 new_rule ruleadmin_requiredexisting_rule
 Keystone memcached storage for tokens
 keystoneserverenabled trueversion juno
 (continues on next page)
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 token_store cachecache
 engine memcachedhost 127001port 11211
 services
 Keystone clustered memcached storage for tokens
 keystoneserverenabled trueversion junotoken_store cachecache
 engine memcachedmembers- host 19216001
 port 11211- host 19216002
 port 11211services
 Keystone client
 keystoneclientenabled trueserver
 host 10002public_port 5000private_port 35357service_token tokenadmin_tenant adminadmin_name adminadmin_password passwd
 Keystone cluster
 keystonecontrolenabled trueprovider
 os15_tokenhost 10002port 35357token token
 os15_tcp_core_stghost 10005port 5000tenant adminname adminpassword password
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 Keystone fernet tokens for OpenStack Kilo release
 keystoneservertokens
 engine fernetmax_active_keys 3
 Keystone auth methods
 keystoneserverauth_methods- external- password- token- oauth1
 Keystone domain with LDAP backend using SQL for roleproject assignment
 keystoneserverdomain
 externaldescription Testing domainbackend ldapassignmentbackend sql
 ldapurl ldapsidmdomaincomsuffix dc=clouddc=domaindc=com Will bind as uid=keystonecn=userscn=accountsdc=clouddc=domaindc=comuid keystonepassword password
 Using LDAP backend for default domain
 keystoneserverbackend ldapassignment
 backend sqlldap
 url ldapsidmdomaincomsuffix dc=clouddc=domaindc=com Will bind as uid=keystonecn=userscn=accountsdc=clouddc=domaindc=comuid keystonepassword password
 Using LDAP backend for default domain with ldquouser_enabledrdquo field emulation
 keystoneserverbackend ldap
 (continues on next page)
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 assignmentbackend sql
 ldapurl ldapidmdomaincomsuffix ou=Openstack Service Userso=domaincombind_user keystonepassword password Define LDAP group object class and membership attributegroup_objectclass groupOfUniqueNamesgroup_member_attribute uniqueMember User will receive enabled attribute basing on membership in os-user-enabled
 rarr˓ groupuser_enabled_emulation Trueuser_enabled_emulation_dn cn=os-user-enabledou=Openstacko=domaincomuser_enabled_emulation_use_group_config True
 Simple service endpoint definition (defaults to RegionOne)
 keystoneserverservice
 ceilometertype meteringdescription OpenStack Telemetry Serviceusername ceilometerpassword password
 bind
 Region-aware service endpoints definition
 keystoneserverservice
 ceilometer_region01service ceilometertype meteringregion region01description OpenStack Telemetry Serviceusername ceilometerpassword password
 bind
 ceilometer_region02service ceilometertype meteringregion region02description OpenStack Telemetry Servicebind
 Enable ceilometer notifications
 keystoneserver
 (continues on next page)
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 notification truemessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword passwordvirtual_host openstackha_queues true
 Client-side RabbitMQ HA setup
 keystoneservermessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Client-side RabbitMQ TLS configuration
 By default system-wide CA certs are used Nothing should be specified except sslenabled
 keystoneservermessage_queue
 sslenabled True
 Use cacert_file option to specify the CA-cert file path explicitly
 keystoneservermessage_queue
 sslenabled Truecacert_file etcsslrabbitmq-capem
 To manage content of the cacert_file use the cacert option
 keystoneserver
 (continues on next page)
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 message_queuessl
 enabled Truecacert |
 -----BEGIN CERTIFICATE-----
 -----END CERTIFICATE-------
 cacert_file etcopenstackrabbitmq-capem
 Notice
 bull The message_queueport is set to 5671 (AMQPS) by default if sslenabled=True
 bull Use message_queuesslversion if you need to specify protocol version By default is TLSv1 for python lt279 and TLSv1_2 for version above
 Enable CADF audit notification
 keystoneservernotification truenotification_format cadf
 Run keystone under Apache
 keystoneserverservice_name apache2
 apacheserverenabled truedefault_mpm eventsite
 keystoneenabled truetype keystonename wsgihostname $linuxnetworkfqdn
 modules- wsgi
 Enable SAML2 Federated keystone
 keystoneserverauth_methods- password- token- saml2federation
 saml2protocol saml2remote_id_attribute Shib-Identity-Providershib_url_scheme https
 (continues on next page)
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 shib_compat_valid_user onfederation_driver keystonecontribfederationbackendssqlFederationfederated_domain_name Federatedtrusted_dashboard
 - https$_paramcluster_public_hosthorizonauthwebssoapache
 serverpkgs
 - apache2- libapache2-mod-shib2
 modules- wsgi- shib2
 Enable OIDC Federated keystone
 keystoneserverauth_methods- password- token- oidcfederationoidc
 protocol oidcremote_id_attribute HTTP_OIDC_ISSremote_id_attribute_value httpsaccountsgooglecomoidc_claim_prefix OIDC-oidc_response_type id_tokenoidc_scope openid email profileoidc_provider_metadata_url httpsaccountsgooglecomwell-knownopenid-
 rarr˓configurationoidc_client_id ltopenid_client_idgtoidc_client_secret ltopenid_client_secretgtoidc_crypto_passphrase openstackoidc_redirect_uri httpskeyexamplecom5000v3authOS-FEDERATIONwebsso
 rarr˓oidcredirectoidc_oauth_introspection_endpoint httpswwwgoogleapiscomoauth2v1
 rarr˓tokeninfooidc_oauth_introspection_token_param_name access_tokenoidc_oauth_remote_user_claim user_idoidc_ssl_validate_server off
 federated_domain_name Federatedfederation_driver keystonecontribfederationbackendssqlFederationtrusted_dashboard
 - https$_paramcluster_public_hostauthwebssoapache
 serverpkgs
 - apache2- libapache2-mod-auth-openidc
 modules- wsgi- auth_openidc
 Notes Ubuntu Trusty repository doesnrsquot contain libapache2-mod-auth-openidc package Additonal repository shouldbe added to source list
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 Use a custom identity driver with custom options
 keystoneserverbackend k2kk2k
 auth_url httpskeystoneexamplecomv20read_user example_userread_pass passwordread_tenant_id adminidentity_driver sqlid_prefix k2kdomain defaultcaching truecache_time 600
 Enable CORS parameters
 keystoneservercors
 allowed_origin httpslocalhostlocalhttplocalhostlocalexpose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
 Keystone client
 Service endpoints enforcement with service token
 keystoneclientenabled trueserver
 keystone01adminhost 10002port 35357token service_token
 servicenova
 type computedescription OpenStack Compute Serviceendpoints- region region01public_address 17216101public_port 8773public_path v2internal_address 17216101internal_port 8773internal_path v2admin_address 17216101admin_port 8773admin_path v2
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 Project users roles enforcement with admin user
 keystoneclientenabled trueserver
 keystone01adminhost 10002port 5000project adminuser adminpassword passwdregion_name RegionOneprotocol https
 roles- admin- memberprojecttenant01
 description test envquotainstances 100cores 24ram 151200floating_ips 50fixed_ips -1metadata_items 128injected_files 5injected_file_content_bytes 10240injected_file_path_bytes 255key_pairs 100security_groups 20security_group_rules 40server_groups 20server_group_members 20
 useruser01email jdoedomaincomis_admin truepassword some
 user02email jdoe2domaincompassword someroles- custom-roles
 Multiple servers example
 keystoneclientenabled trueserver
 keystone01adminhost 10002port 5000project admin
 (continues on next page)
 392 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 user adminpassword workshopregion_name RegionOneprotocol https
 keystone02adminhost 10003port 5000project adminuser adminpassword workshopregion_name RegionOne
 Tenant quotas
 keystoneclientenabled trueserver
 keystone01adminhost 10002port 5000project adminuser adminpassword passwdregion_name RegionOneprotocol https
 roles- admin- memberprojecttenant01
 description test envquotainstances 100cores 24ram 151200floating_ips 50fixed_ips -1metadata_items 128injected_files 5injected_file_content_bytes 10240injected_file_path_bytes 255key_pairs 100security_groups 20security_group_rules 40server_groups 20server_group_members 20
 Extra config params in keystoneconf (since Mitaka release)
 keystoneserverextra_config
 ini_section1(continues on next page)
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 param1 valueparam2 value
 ini_section2param1 valueparam2 value
 Configuration of policyjson file
 keystoneserverpolicy
 admin_or_token_subject ruleadmin_required or ruletoken_subject
 Setting up default admin project name and domain
 keystoneserveradmin_project
 name admindomain default
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 keystoneserverlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 Usage
 Apply state keystoneclientservice first and then keystoneclient state
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 Documentation and Bugs
 To learn how to deploy OpenStack Salt consult the documentation available online at
 httpswikiopenstackorgwikiOpenStackSalt
 In the unfortunate event that bugs are discovered they should be reported to the appropriate bug tracker If youobtained the software from a 3rd party operating system vendor it is often wise to use their own bug tracker forreporting problems In all other cases use the master OpenStack bug tracker available at
 httpbugslaunchpadnetopenstack-salt
 Developers wishing to work on the OpenStack Salt project should always base their work on the latest formulas codeavailable from the master GIT repository at
 httpsgitopenstackorgcgitopenstacksalt-formula-keystone
 Developers should also join the discussion on the IRC list at
 httpswikiopenstackorgwikiMeetingsopenstack-salt
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-keystoneissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-keystone
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 magnum
 Service magnum description
 Sample pillars
 Single magnum service
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 magnumserverenabled trueversion kilo
 Read more
 bull links
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-magnumissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-magnum
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Midonet
 MidoNet is an advanced Software Defined Networking (SDN) solution which provides network virtualization forpublic and private cloud environments
 Sample pillars
 Cluster Control
 midonetcontrolversion v50enterprise
 enabled trueenabled truehost 127001nova
 (continues on next page)
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 controlhost 127001
 databasemembers- host 127001
 port 9160- host 127001
 port 9160- host 127001
 port 9160zookeeper
 members- host 127001- host 127001- host 127001
 identityuser midonetpassword passwdhost 127001admin
 token tokenpasspassword passwd
 Analytics
 midonetanalyticsversion v50enterprise
 enabled trueenabled truehost 127001
 Gateway
 midonetgateway
 version v50enterprise
 enabled trueenabled truezookeeper
 members- host 127001- host 127001- host 127001
 template medium
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 Compute
 midonetcompute
 version v50enterprise
 enabled trueenabled truezookeeper
 members- host 127001- host 127001- host 127001
 template medium
 Web
 midonetwebversion v50enabled trueapi
 host 127001analytics
 host 127001
 Read More
 bull httpwwwmidokuracommidonet
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-midonetissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-midonet
 Any questions or feedback is always welcome so feel free to join our IRC channel
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 Murano formula
 Murano Project introduces an application catalog which allows application developers and cloud administrators topublish various cloud-ready applications in a browsable categorised catalog which may be used by the cloud users(including the inexperienced ones) to pick-up the needed applications and services and composes the reliable environ-ments out of them in a ldquopush-the-buttonrdquo manner
 Sample pillars
 Single murano services on the controller node
 muranoserverenabled trueversion libertyinsecure falsedatabase
 engine mysqlhost 10102020port 3306name muranouser muranopassword password
 identityengine keystonehost 10102020port 35357tenant serviceuser muranopassword password
 message_queueengine rabbitmqmembers- host 192168113- host 192168114- host 192168115user openstackpassword supersecretvirtual_host openstack
 murano_agent_queueengine rabbitmqport 5672host 192168110user openstackpassword supersecretcatalogpassword
 External links
 bull httpswikiopenstackorgwikiMuranoProjectOverview
 bull httpmuranoreadthedocsorgenlatestinstall
 bull httpsgithubcomstackforgemurano
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 bull httpsgithubcomstackforgemurano-apps
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-muranoissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-murano
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 OpenContrail Formula
 Contrail Controller is an open standards-based software solution that delivers network virtualization and serviceautomation for federated cloud networks It provides self-service provisioning improves network troubleshooting anddiagnostics and enables service chaining for dynamic application environments across enterprise virtual private cloud(VPC) managed Infrastructure as a Service (IaaS) and Networks Functions Virtualization (NFV) use cases
 Package source
 Formula support OpenContrail as well as Juniper Contrail package repository in the backend
 Differences withing the configuration and state run are controlled by opencontrailcommonvendor[opencontrail|juniper] pillar attribute
 Default value is set to opencontrail
 Juniper releases tested with this formula
 bull 302x
 To use Juniper Contrail repository as a source of packages override pillar as in this example
 opencontrailcommonvendor juniper
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 Sample Pillars
 Controller nodes
 There are several scenarios for OpenContrail control plane
 All-in-one single
 Config control analytics database web ndash altogether on one node
 opencontrailcommonversion 22source
 engine pkgaddress httpmirrorroboticeczcontrail-havana
 identityengine keystonehost 127001port 35357token tokenpassword password
 networkengine neutronhost 127001port 9696
 configversion 22enabled truenetwork
 engine neutronhost 127001port 9696
 discoveryhost 127001
 analyticshost 127001
 bindaddress 127001
 message_queueengine rabbitmqhost 127001port 5672
 databasemembers- host 127001
 port 9160cache
 members- host 127001
 port 11211identity
 engine keystoneversion 20region RegionOne
 (continues on next page)
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 host 127001port 35357user adminpassword passwordtoken tokentenant admin
 members- host 127001
 id 1rootlogger INFO CONSOLE
 controlversion 22enabled truebind
 address 127001discovery
 host 127001master
 host 127001members- host 127001
 id 1collectorversion 22enabled truebind
 address 127001master
 host 127001discovery
 host 127001data_ttl 2database
 members- host 127001
 port 9160databaseversion 22cassandra
 version 2enabled trueminimum_disk 10name Contrailoriginal_token 0compaction_throughput_mb_per_sec 16concurrent_compactors 1data_dirs- varlibcassandraid 1discovery
 host 127001bind
 host 127001port 9042rpc_port 9160
 members- host 127001
 (continues on next page)
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 id 1webversion 22enabled Truebind
 address 127001analytics
 host 127001master
 host 127001cache
 engine redishost 127001port 6379
 members- host 127001
 id 1identity
 engine keystoneversion 20host 127001port 35357user adminpassword passwordtoken tokentenant admin
 All-in-one cluster
 Config control analytics database web ndash altogether clustered on multiple nodes
 opencontrailcommonversion 22source
 engine pkgaddress httpmirrorroboticeczcontrail-havana
 identityengine keystonehost 127001port 35357token tokenpassword password
 networkengine neutronhost 127001port 9696
 configversion 22enabled truenetwork
 engine neutronhost 127001port 9696
 discovery
 (continues on next page)
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 host 127001analytics
 host 127001bind
 address 127001message_queue
 engine rabbitmqhost 127001port 5672
 databasemembers- host 127001
 port 9160- host 127001
 port 9160- host 127001
 port 9160cache
 members- host 127001
 port 11211- host 127001
 port 11211- host 127001
 port 11211identity
 engine keystoneversion 20region RegionOnehost 127001port 35357user adminpassword passwordtoken tokentenant admin
 members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3controlversion 22enabled truebind
 address 127001discovery
 host 127001master
 host 127001members- host 127001
 id 1- host 127001
 id 2- host 127001
 (continues on next page)
 404 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 id 3collectorversion 22enabled truebind
 address 127001master
 host 127001discovery
 host 127001data_ttl 1database
 members- host 127001
 port 9160- host 127001
 port 9160- host 127001
 port 9160databaseversion 22cassandra
 version 2enabled truename Contrailminimum_disk 10original_token 0data_dirs- varlibcassandraid 1discovery
 host 127001bind
 host 127001port 9042rpc_port 9160
 members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3webversion 22enabled Truebind
 address 127001master
 host 127001analytics
 host 127001cache
 engine redishost 127001port 6379
 members(continues on next page)
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 - host 127001id 1
 - host 127001id 2
 - host 127001id 3
 identityengine keystoneversion 20host 127001port 35357user adminpassword passwordtoken tokentenant admin
 Separated analytics from control and config
 Config control database web
 opencontrailcommonversion 22identity
 engine keystonehost 127001port 35357token tokenpassword password
 networkengine neutronhost 127001port 9696
 configversion 22enabled truenetwork
 engine neutronhost 127001port 9696
 discoveryhost 127001
 analyticshost 127001
 bindaddress 127001
 message_queueengine rabbitmqhost 127001port 5672
 databasemembers- host 127001
 port 9160- host 127001
 (continues on next page)
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 port 9160- host 127001
 port 9160cache
 members- host 127001
 port 11211- host 127001
 port 11211- host 127001
 port 11211identity
 engine keystoneversion 20region RegionOnehost 127001port 35357user adminpassword passwordtoken tokentenant admin
 members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3controlversion 22enabled truebind
 address 127001discovery
 host 127001master
 host 127001members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3databaseversion 127001cassandra
 version 2enabled truename Contrailminimum_disk 10original_token 0data_dirs- varlibcassandraid 1discovery
 host 127001(continues on next page)
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 bindhost 127001port 9042rpc_port 9160
 members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3webversion 22enabled Truebind
 address 127001analytics
 host 127001master
 host 127001cache
 engine redishost 127001port 6379
 members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3identity
 engine keystoneversion 20host 127001port 35357user adminpassword passwordtoken tokentenant admin
 Analytic nodes
 Analytics and database on an analytic node(s)
 opencontrailcommonversion 22identity
 engine keystonehost 127001port 35357token tokenpassword password
 networkengine neutronhost 127001
 (continues on next page)
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 port 9696collectorversion 22enabled truebind
 address 127001master
 host 127001discovery
 host 127001data_ttl 1database
 members- host 127001
 port 9160- host 127001
 port 9160- host 127001
 port 9160databaseversion 22cassandra
 version 2enabled truename Contrailminimum_disk 10original_token 0data_dirs- varlibcassandraid 1discovery
 host 127001bind
 host 127001port 9042rpc_port 9160
 members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3
 Compute nodes
 Vrouter configuration on a compute node(s)
 opencontrailcommonversion 22identity
 engine keystonehost 127001port 35357
 (continues on next page)
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 token tokenpassword password
 networkengine neutronhost 127001port 9696
 computeversion 22enabled Truehostname node-12domaintlddiscovery
 host 127001interface
 address 127001dev eth0gateway 127001mask 24dns 127001mtu 9000
 Compute nodes with gateway_mode
 Gateway mode can be server vcpe (default is none)
 opencontrailcomputegateway_mode server
 TSN nodes
 Configure TSN nodes
 opencontrailcomputeenabled truetor
 enabled truebind
 port 8086agent
 tor01id 0port 6632host 127001address 127001
 Set up metadata secret for the Vrouter
 In order to get cloud-init within the instance to properly fetch instance metadata metadata_proxy_secret in the Vrouteragent config should match the value in novaconf The administrator should define it in the pillar
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 opencontrailcomputemetadata
 secret opencontrail
 Add auth info for Barbican on compute nodes
 opencontrailcomputelbaas
 enabled truesecret_manager
 engine barbicanidentityuser adminpassword supersecretpassword123tenant admin
 Keystone v3
 To enable support for keystone v3 in opencontrail there must be defined version for config and web role
 opencontrailconfigversion 22enabled trueidentity
 engine keystoneversion 3
 opencontrailwebversion 22enabled trueidentity
 engine keystoneversion 3
 Without Keystone
 opencontrailcommonidentity
 engine nonetoken none
 (continues on next page)
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 password none
 configidentity
 engine nonepassword nonetoken none
 webidentity
 engine nonepassword nonetoken none
 Kubernetes support
 Kubernetes vrouter nodes
 Vrouter configuration on a kubernetes node(s)
 opencontrailcomputeengine kubernetes
 vRouter with separated control plane
 Separate XMPP traffic from dataplane interface
 opencontrailcomputebind
 address 17216050
 Override RPF default in Contrail API
 From MCP11 with OpenContrail gt= 311 you can override RPF default for newly created virtual networks This canbe useful for usecases like running Calico and K8S in overlay The override_rpf_default_by has valid values disableenable If not defined the configuration fallbacks to Contrail default - currently enable
 opencontrailconfigoverride_rpf_default_by disable
 412 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 Cassandra GC logging
 From Contrail version 3 you can set a way you want to handle Cassandra GC logs The behavior is controlled bycassandra_gc_logging Valid values are lsquorotationrsquo (default) lsquolegacyrsquo and false
 bull lsquorotationrsquo is supported by JDK 6u34 7u2 or later and handles rotation of log
 files automatically - lsquolegacyrsquo is a way to support older JDKs and you will need to handle logs by other means Thiscan be handled for example by using - serviceopencontraildatabasecassandra_log_cleanup in your reclass model -false will disable the cassandra gc logging
 opencontraildatabasecassandra_gc_logging false
 Disable Contrail API authentication
 Contrail version must gt= 30 It is useful especially for Keystone v3
 opencontrailconfigmulti_tenancy false
 Enable RBAC
 opencontrailconfigaaa_mode rbaccloud_admin_role adminglobal_read_only_role member
 Switch from on demand to periodic keystone sync
 This can be useful when you want to sync projects from OpenStack to Contrail automatically The period of sync is60s
 opencontrailconfigidentity
 sync_on_demand false
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 Cassandra listen interface
 databasebindinterface eth0port 9042rpc_port 9160
 OpenContrail WebUI version gt= 311
 For OpenContrail version gt= 311 and Cassandra gt= 21 we should override WebUIrsquos cassandra port from 9160 to9042
 For appropriate node at class level
 opencontrailwebdatabase
 port 9042
 RabbitMQ HA hosts
 opencontrailconfigmessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 port 5672
 databasebindinterface eth0port 9042rpc_port 9160
 DPDK vRouter
 opencontrailcomputedpdk
 enabled truetaskset 0x0000003C00003C
 (continues on next page)
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 socket_mem 10241024interface
 mac_address 90e2ba7c22e1pci 000081001
 Increase number of alarm-gen workers
 Port prefix will increment used ports by workers starting with 5901
 collectoralarm_genworkers 1port_prefix 59
 Contrail client
 Basic parameters with identity and host configs
 opencontrailclientidentity
 user adminproject adminpassword adminpasshost keystone_host
 confighost contrail_api_hostport contrail_api_ort
 Enforcing virtual routers
 opencontrailclientvirtual_router
 cmp01ip_address 17216011dpdk_enabled True
 cmp02ip_address 17216012dpdk_enabled True
 Enforcing global system config
 opencontrailclientglobal_system_config
 name default-global-system-configasn 64512grp
 enable true
 (continues on next page)
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 restart_time 60end_of_rib_timeout 30bgp_helper_enable falsexmpp_helper_enable falselong_lived_restart_time 300
 Enforcing global vrouter config
 opencontrailclientglobal_vrouter_config
 name default-global-vrouter-configparent_type global-system-configencap_priority MPLSoUDPMPLSoGREvxlan_vn_id_mode automaticfq_names
 - default-global-system-config- default-global-vrouter-config
 Enforcing control nodes
 opencontrailclientbgp_router
 ntw01type control-nodeip_address 17216011
 nwt02type control-nodeip_address 17216012
 nwt03type control-nodeip_address 17216013
 Enforcing edge BGP routers
 opencontrailclientbgp_router
 mx01type routerip_address 17216021asn 64512
 mx02type routerip_address 17216022asn 64512key_type md5key password
 Enforcing config nodes
 opencontrailclient
 (continues on next page)
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 config_node
 ctl01ip_address 17216021
 ctl02ip_address 17216022
 Enforcing database nodes
 opencontrailclientdatabase_node
 ntw01ip_address 17216021
 ntw02ip_address 17216022
 Enforcing analytics nodes
 opencontrailclientanalytics_node
 nal01ip_address 17216031
 nal02ip_address 17216032
 Enforcing Link Local Services
 opencontrailclientlinklocal_service
 example with dns name address (only one permited)meta1lls_ip 100023lls_port 80ipf_addresses metaexamplecomipf_port 80
 example with multiple ip addressesmeta2lls_ip 100023lls_port 80ipf_addresses- 10101010- 10202020- 10303030ipf_port 80
 example with one ip addressmeta3lls_ip 100023lls_port 80ipf_addresses- 10101010ipf_port 80
 (continues on next page)
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 example with name overridells_meta4name meta4lls_ip 100023lls_port 80ipf_addresses- 10101010ipf_port 80
 Configuring OpenStack default quotasx
 Enforcing physical routers h code-block yaml
 opencontrail
 client physical_router
 router1 name router1 dataplane_ip 1234 management_ip 1234 vendor_nameovs product_name ovs agents
 bull tsn0-0
 bull tsn0
 Enforcing physicallogical interfaces for routers
 opencontrailclientphysical_routerrouter1
 interface
 port1name port1logical_interface
 port1_lname port10vlan_tag 0interface_type L2virtual_machine_interfaceport1_portname port1_portip_address 19216890107mac_address 2e92a8afc221security_group defaultvirtual_network virtual-network
 Enforcing virtual networks
 opencontrailclientvirtual_networks
 net01name network01ip_address 172161110ip_prefix 24asn 64512route_target 10000
 (continues on next page)
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 external Trueallow_transit Falseforwarding_mode l2_l3rpf disablemirror_destination Falsedomain default-domainproject adminipam_domain default-domainipam_project default-projectipam_name default-network-ipam
 net02name network02
 net03name network03
 Enforcing floating ip pool setings
 Virtual network with flag external needs to be created before managing the floating ip pool Param vn_name is thename of the external network
 opencontrailclientfloating_ip_pools
 pool1vn_name external-networkvn_project adminvn_domain default-domainowner_access 7global_access 0list_of_projects- [tenant1 7]- [tenant2 7]- [tenant3 7]
 pool2vn_name floating-ipsvn_project adminvn_domain default-domainowner_access 7global_access 0list_of_projects- [tenant3 7]
 If you want to remove all shares from the ip floating pool define only empty list in list of projects like this
 opencontrailclientfloating_ip_pools
 pool1vn_name external-networkvn_project adminvn_domain default-domainowner_access 7global_access 0list_of_projects []
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 Contrail DNS custom forwarders
 By default Contrail uses the etcresolvconf file to determine the upstream DNS servers This can have some side-affects like resolving internal DNS entries on you public instances
 In order to overrule this default set you can configure nameservers using pillar data The formula is then responsiblefor configuring and generating a alternate resolvconf file
 Note this has been patched recently in the Contrail distribution of Mirantis httpsgithubcomMirantiscontrail-controllercommited9a25ccbcfebd7d079a93aecc5a1a7bf1265ea4 httpsgithubcomMirantiscontrail-controllercommit94c844cf2e9bcfcd48587aec03d10b869e737ade
 To change forwarders for the default-dns option (which is handled by compute nodes)
 computednsforwarders- 8888- 8844
 To change forwarders for vDNS zones (handled by control nodes)
 controldnsforwarders- 8888- 8844
 Usage
 Basic installation
 Add control BGP
 python etccontrailprovision_controlpy --api_server_ip 192168111 --api_server_rarr˓port 8082 --host_name network1contraildomaincom --host_ip 192168111 --router_rarr˓asn 64512
 Install compute node
 yum install contrail-vrouter contrail-openstack-vrouter
 salt-call statesls novaopencontrail
 Add virtual router
 python etccontrailprovision_vrouterpy --host_name hostnode1intradomaincom --rarr˓host_ip 100100101 --api_server_ip 10010030 --oper add --admin_user admin --rarr˓admin_password cloudlab --admin_tenant_name admin
 etcsysconfignetwork-scriptsifcfg-bond0 -- comment GATEWAYNETMASKIPADDR
 (continues on next page)
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 reboot
 Debugging
 Display vhost XMPP connection status
 You should see the correct controller_ip and state should be established
 httpltcompute-nodegt8085Snh_AgentXmppConnectionStatusReq
 Display vrouter interface status
 When vrf_name = mdashERRORmdash then something goes wrong
 httpltcompute-nodegt8085Snh_ItfReqname=
 Display IF MAP table
 Look for neighbours if VM has 2 itrsquos ok
 httpltcontrol-nodegt8083Snh_IFMapTableShowReqtable_name=
 Trace XMPP requests
 httpltcompute-nodegt8085Snh_SandeshTraceRequestx=XmppMessageTrace
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-opencontrailissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-opencontrail
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Neutron Formula
 Neutron is an OpenStack project to provide ldquonetworking as a servicerdquo between interface devices (eg vNICs) managedby other Openstack services (eg nova)
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 Starting in the Folsom release Neutron is a core and supported part of the OpenStack platform (for Essex we were anldquoincubatedrdquo project which means use is suggested only for those who really know what theyrsquore doing with Neutron)
 Sample Pillars
 Neutron Server on the controller node
 neutronserverenabled trueversion mitakaallow_pagination truepagination_max_limit 100api_workers 2rpc_workers 2rpc_state_report_workers 2bind
 address 1722001port 9696
 databaseengine mysqlhost 127001port 3306name neutronuser neutronpassword pwd
 identityengine keystonehost 127001port 35357user neutronpassword pwdtenant serviceendpoint_type internal
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 metadatahost 127001port 8775password passworkers 2
 auditenabled false
 Note The pagination is useful to retrieve a large bunch of resources because a single request may fail (timeout) Thisis enabled with both parameters allow_pagination and pagination_max_limit as shown above
 Configuration of policyjson file
 neutronserver
 (continues on next page)
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 policycreate_subnet ruleadmin_or_network_ownerget_networkqueue_id ruleadmin_only Add key without value to remove line from policyjsoncreate_networkshared
 Neutron LBaaSv2 enablement
 neutronserverlbaas
 enabled trueproviders
 octaviaengine octaviadriver_path neutron_lbaasdriversoctaviadriverOctaviaDriverbase_url http1270019876
 avi_adcengine avinetworksdriver_path avi_lbaasv2avi_driverAviDrivercontroller_address 10182129239controller_user admincontroller_password Cloudlab2016controller_cloud_name Default-Cloud
 avi_adc2engine avinetworks
 Note If the Contrail backend is set Opencontrail loadbalancer would be enabled automatically In this case lbaasshould disabled in pillar
 neutronserverlbaas
 enabled false
 Neutron FWaaSv1 enablement
 neutronfwaasenabled trueversion ocataapi_version v1
 Enable CORS parameters
 neutronservercors
 allowed_origin httpslocalhostlocalhttplocalhostlocal
 (continues on next page)
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 expose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
 Neutron VXLAN tenant networks with Network nodes
 With DVR for East-West and Network node for North-South
 This use case describes a model utilising VxLAN overlay with DVR The DVR routers will only be utilized for trafficthat is router within the cloud infrastructure and that remains encapsulated External traffic will be routed to via thenetwork nodes
 The intention is that each tenant will require at least two (2) vrouters one to be utilised
 Neutron Server
 neutronserverversion mitakapath_mtu 1500bind
 address 1722001port 9696
 databaseengine mysqlhost 127001port 3306name neutronuser neutronpassword pwd
 identityengine keystonehost 127001port 35357user neutronpassword pwdtenant serviceendpoint_type internal
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 global_physnet_mtu 9000l3_ha False Which type of router will be created by defaultdvr True disabled for non DVR use casebackend
 engine ml2tenant_network_types flatvxlanexternal_mtu 9000mechanism
 (continues on next page)
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 ovsdriver openvswitch
 Network Node
 neutrongatewayenabled Trueversion mitakamessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 local_ip 1921682020 br-mesh ip addressdvr True disabled for non DVR use caseagent_mode dvr_snatmetadata
 host 127001password pass
 backendengine ml2tenant_network_types flatvxlanmechanism
 ovsdriver openvswitch
 Compute Node
 neutroncomputeenabled Trueversion mitakamessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 local_ip 1921682020 br-mesh ip addressdvr True disabled for non DVR use caseagent_mode dvrexternal_access false Compute node with DVR for east-west only Network Node
 rarr˓has True as defaultmetadata
 host 127001password pass
 backendengine ml2tenant_network_types flatvxlanmechanism
 ovsdriver openvswitch
 audit(continues on next page)
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 enabled false
 Disable physnet1 bridge
 By default we have external access turned on so among any physnets in your reclass there would be additional onephysnet1 which is mapped to br-floating
 If you need internal nets only without this bridge remove br-floating and configurations mappings Disable mappingsfor this bridge on neutron-servers
 neutronserverexternal_access false
 gateways
 neutrongatewayexternal_access false
 compute nodes
 neutroncomputeexternal_access false
 Add additional bridge mappings for OVS bridges
 By default we have external access turned on so among any physnets in your reclass there would be additional onephysnet1 which is mapped to br-floating
 If you need to add extra non-default bridge mappings they can be defined separately for both gateways and computenodes
 gateways
 neutrongatewaybridge_mappings
 physnet4 br-floating-internet
 compute nodes
 neutroncomputebridge_mappings
 physnet4 br-floating-internet
 Specify different mtu values for different physnets
 Neutron Server
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 neutronserverversion mitakabackend
 external_mtu 1500tenant_net_mtu 9000ironic_net_mtu 9000
 Neutron VXLAN tenant networks with Network Nodes (non DVR)
 This section describes a network solution that utilises VxLAN overlay networks without DVR with all routers be-ing managed on the network nodes
 Neutron Server
 neutronserverversion mitakabind
 address 1722001port 9696
 databaseengine mysqlhost 127001port 3306name neutronuser neutronpassword pwd
 identityengine keystonehost 127001port 35357user neutronpassword pwdtenant serviceendpoint_type internal
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 global_physnet_mtu 9000l3_ha Truedvr Falsebackend
 engine ml2tenant_network_types= flatvxlanexternal_mtu 9000mechanism
 ovsdriver openvswitch
 Network Node
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 neutrongatewayenabled Trueversion mitakamessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 local_ip 1921682020 br-mesh ip addressdvr Falseagent_mode legacyavailability_zone az1metadata
 host 127001password pass
 backendengine ml2tenant_network_types flatvxlanmechanism
 ovsdriver openvswitch
 Compute Node
 neutroncomputeenabled Trueversion mitakamessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 local_ip 1921682020 br-mesh ip addressexternal_access Falsedvr Falsebackend
 engine ml2tenant_network_types flatvxlanmechanism
 ovsdriver openvswitch
 Neutron VXLAN tenant networks with Network Nodes with DVR
 With DVR for East-West and North-South DVR everywhere Network node for SNAT
 This section describes a network solution that utilises VxLAN overlay networks with DVR with North-South andEast-West Network Node is used only for SNAT
 Neutron Server
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 neutronserverversion mitakabind
 address 1722001port 9696
 databaseengine mysqlhost 127001port 3306name neutronuser neutronpassword pwd
 identityengine keystonehost 127001port 35357user neutronpassword pwdtenant serviceendpoint_type internal
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 global_physnet_mtu 9000l3_ha Falsedvr Truebackend
 engine ml2tenant_network_types= flatvxlanexternal_mtu 9000mechanism
 ovsdriver openvswitch
 Network Node
 neutrongatewayenabled Trueversion mitakamessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 local_ip 1921682020 br-mesh ip addressdvr Trueagent_mode dvr_snatavailability_zone az1metadata
 (continues on next page)
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 host 127001password pass
 backendengine ml2tenant_network_types flatvxlanmechanism
 ovsdriver openvswitch
 Compute Node
 neutroncomputeenabled Trueversion mitakamessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 local_ip 1921682020 br-mesh ip addressdvr Trueexternal_access Trueagent_mode dvravailability_zone az1metadata
 host 127001password pass
 backendengine ml2tenant_network_types flatvxlanmechanism
 ovsdriver openvswitch
 Sample Linux network configuration for DVR
 linuxnetworkbridge openvswitchinterface
 eth1enabled truetype ethmtu 9000proto manual
 eth2enabled truetype ethmtu 9000proto manual
 eth3enabled truetype ethmtu 9000
 (continues on next page)
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 proto manualbr-int
 enabled truemtu 9000type ovs_bridge
 br-floatingenabled truemtu 9000type ovs_bridge
 float-to-exenabled truetype ovs_portmtu 65000bridge br-floating
 br-mgmtenabled truetype bridgemtu 9000address $_paramsingle_addressnetmask 2552552550use_interfaces- eth1
 br-meshenabled truetype bridgemtu 9000address $_paramtenant_addressnetmask 2552552550use_interfaces- eth2
 br-exenabled truetype bridgemtu 9000address $_paramexternal_addressnetmask 2552552550use_interfaces- eth3use_ovs_ports- float-to-ex
 Additonal VXLAN tenant network settings
 The default multicast group of 224001 only multicasts to a single subnet Allow overriding it to allow larger underlaynetwork topologies
 Neutron Server
 neutronservervxlan
 group 2390008vni_ranges 265535
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 Neutron VLAN tenant networks with Network Nodes
 VLAN tenant provider
 Neutron Server only
 neutronserverversion mitakaglobal_physnet_mtu 9000l3_ha Falsedvr Truebackend
 engine ml2tenant_network_types flatvlan Can be mixed flatvlanvxlantenant_vlan_range 10002000external_vlan_range 100200 Does not have to be definedexternal_mtu 9000mechanism
 ovsdriver openvswitch
 Compute node
 neutroncomputeversion mitakadvr Trueagent_mode dvrexternal_access Falsebackend
 engine ml2tenant_network_types flatvlan Can be mixed flatvlanvxlanmechanism
 ovsdriver openvswitch
 Advanced Neutron Features (DPDK SR-IOV)
 Neutron OVS DPDK
 Enable datapath netdev for neutron openvswitch agent
 neutronserverversion mitakadpdk True
 neutroncomputeversion mitakadpdk True
 (continues on next page)
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 vhost_socket_dir varrunopenvswitchbackend
 engine ml2mechanism
 ovsdriver openvswitch
 Neutron OVS SR-IOV
 neutronserverversion mitakabackend
 engine ml2mechanism
 ovsdriver openvswitch
 sriovdriver sriovnicswitch
 neutroncomputeversion mitakabackend
 engine ml2tenant_network_types flatvlan Can be mixed flatvlanvxlansriov
 nic_onedevname eth1physical_network physnet3
 mechanismovsdriver openvswitch
 Neutron with VLAN-aware-VMs
 neutronservervlan_aware_vms true
 computevlan_aware_vms true
 gatewayvlan_aware_vms true
 Neutron with OVN
 Control node
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 neutronserverbackend
 engine ovnmechanism
 ovndriver ovn
 tenant_network_types geneveflatovn_ctl_opts
 db-nb-create-insecure-remote yesdb-sb-create-insecure-remote yes
 Compute node
 neutroncomputelocal_ip 1020105controller_vip 1010101external_access falsebackend
 engine ovn
 Neutron Server
 Neutron Server with OpenContrail
 neutronserverbackend
 engine contrailhost contrail_discovery_hostport 8082user adminpassword passwordtenant admintoken token
 Neutron Server with Midonet
 neutronserverbackend
 engine midonethost midonet_api_hostport 8181user adminpassword password
 Neutron Keystone region
 neutronserverenabled trueversion kilo
 (continues on next page)
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 identityregion RegionTwo
 compute
 region RegionTwo
 Client-side RabbitMQ HA setup
 neutronservermessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Configuring TLS communications
 Note by default system wide installed CA certs are used so cacert_file param is optional as well as cacert
 bull RabbitMQ TLS
 neutronserver gateway compute
 message_queueport 5671sslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackrabbitmq-capem(optional) version TLSv1_2
 bull MySQL TLS
 neutronserver
 databasesslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackmysql-capem
 bull Openstack HTTPS API
 neutronserver
 identityprotocol https(optional) cacert_file etcopenstackproxypem
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 Enable auditing filter ie CADF
 neutronserveraudit
 enabled true
 filter_factory keystonemiddlewareauditfilter_factorymap_file etcpycadfneutron_api_audit_mapconf
 computeaudit
 enabled true
 filter_factory keystonemiddlewareauditfilter_factorymap_file etcpycadfneutron_api_audit_mapconf
 Neutron with security groups disabled
 neutronserversecurity_groups_enabled False
 computesecurity_groups_enabled False
 gatewaysecurity_groups_enabled False
 Neutron Client
 Neutron networks
 neutronclientenabled trueserver
 identityendpoint_type internalURLnetworkinet1
 tenant demoshared Falseadmin_state_up Truerouter_external Trueprovider_physical_network inetprovider_network_type flatprovider_segmentation_id 2subnetinet1-subnet1cidr 19216890024enable_dhcp False
 inet2tenant adminshared False
 (continues on next page)
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 router_external Trueprovider_network_type vlansubnetinet2-subnet1cidr 19216892024enable_dhcp False
 inet2-subnet2cidr 19216894024enable_dhcp True
 identity1network
 Neutron routers
 neutronclientenabled trueserver
 identityendpoint_type internalURLrouterinet1-router
 tenant demoadmin_state_up Truegateway_network inetinterfaces- inet1-subnet1- inet1-subnet2
 identity1router
 TODO implement adding new interfaces to a router while updating it
 Neutron security groups
 neutronclientenabled trueserver
 identityendpoint_type internalURLsecurity_groupsecurity_group1
 tenant demodescription security group 1rules- direction ingressethertype IPv4protocol TCPport_range_min 1port_range_max 65535remote_ip_prefix 00000
 - direction ingressethertype IPv4protocol UDP
 (continues on next page)
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 port_range_min 1port_range_max 65535remote_ip_prefix 00000
 - direction ingressprotocol ICMPremote_ip_prefix 00000
 identity1security_group
 TODO implement updating existing security rules (now it adds new rule if trying torarr˓update existing one)
 Floating IP addresses
 neutronclientenabled trueserver
 identityendpoint_type internalURLfloating_ipprx01-instance
 server prx01mk22-lab-basiclocalsubnet private-subnet1network public-net1tenant demo
 gtw01-instance
 Note The network must have flag routerexternal set to True Instance port in the stated subnet will be associatedwith the dynamically generated floating IP
 Enable Neutron extensions (QoS DNS etc)
 neutronserverbackend
 extensiondnsenabled Truehost 127001port 9001protocol http
 qosenabled True
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 Neutron with Designate
 neutronserverbackend
 extensiondnsenabled Truehost 127001port 9001protocol http
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 neutronserverlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 computelogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 gatewaylogging
 log_appender truelog_handlers
 watchedfileenabled true
 (continues on next page)
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 fluentdenabled true
 ossyslogenabled true
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-neutronissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-neutron
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Nova Formula
 OpenStack Nova provides a cloud computing fabric controller supporting a wide variety of virtualization technologiesincluding KVM Xen LXC VMware and more In addition to its native API it includes compatibility with thecommonly encountered Amazon EC2 and S3 APIs
 Sample Pillars
 Controller nodes
 Nova services on the controller node
 novacontrollerversion junoenabled truesecurity_group truecpu_allocation_ratio 80ram_allocation_ratio 10disk_allocation_ratio 10cross_az_attach falseworkers 8
 (continues on next page)
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 report_interval 60bind
 public_address 1000122public_name openstackdomaincomnovncproxy_port 6080
 databaseengine mysqlhost 127001port 3306name novauser novapassword pwd
 identityengine keystonehost 127001port 35357user novapassword pwdtenant service
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 networkengine neutronhost 127001port 9696extension_sync_interval 600identity
 engine keystonehost 127001port 35357user neutronpassword pwdtenant service
 metadatapassword password
 auditenabled false
 osapi_max_limit 500barbican
 enabled true
 Nova services from custom package repository
 novacontrollerversion junosource
 engine pkgaddress http
 Client-side RabbitMQ HA setup
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 novacontrollermessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Enable auditing filter ie CADF
 novacontrolleraudit
 enabled true
 filter_factory keystonemiddlewareauditfilter_factorymap_file etcpycadfnova_api_audit_mapconf
 Enable CORS parameters
 novacontrollercors
 allowed_origin httpslocalhostlocalhttplocalhostlocalexpose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
 Configuration of policyjson file
 novacontrollerpolicy
 context_is_admin roleadmin or roleadministratorcomputecreate ruleadmin_or_owner Add key without value to remove line from policyjsoncomputecreateattach_network
 Enable Barbican integration
 novacontrollerbarbican
 enabled true
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 Configuring TLS communications
 Note by default system wide installed CA certs are used so cacert_file param is optional as well as cacert
 bull RabbitMQ TLS
 novacompute
 message_queueport 5671sslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackrabbitmq-capem(optional) version TLSv1_2
 bull MySQL TLS
 novacontroller
 databasesslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackmysql-capem
 bull Openstack HTTPS API
 Set the https as protocol at novacompute and novacontroller sections
 novacontroller
 identityprotocol https(optional) cacert_file etcopenstackproxypem
 networkprotocol https(optional) cacert_file etcopenstackproxypem
 glanceprotocol https(optional) cacert_file etcopenstackproxypem
 novacompute
 identityprotocol https(optional) cacert_file etcopenstackproxypem
 networkprotocol https(optional) cacert_file etcopenstackproxypem
 imageprotocol https(optional) cacert_file etcopenstackproxypem
 ironicprotocol https(optional) cacert_file etcopenstackproxypem
 Note the barbican cinder and placement url endpoints are discovering using service catalog
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 Compute nodes
 Nova controller services on compute node
 novacomputeversion junoenabled truevirtualization kvmcross_az_attach falsedisk_cachemodes network=writebackblock=noneavailability_zone availability_zone_01aggregates- hosts_with_fc- hosts_with_ssdsecurity_group trueresume_guests_state_on_host_boot Falsemy_ip 101016bind
 vnc_address 172200100vnc_port 6080vnc_name openstackdomaincomvnc_protocol http
 databaseengine mysqlhost 127001port 3306name novauser novapassword pwd
 identityengine keystonehost 127001port 35357user novapassword pwdtenant service
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 imageengine glancehost 127001port 9292
 networkengine neutronhost 127001port 9696identity
 engine keystonehost 127001port 35357user neutron
 (continues on next page)
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 password pwdtenant service
 qemumax_files 4096max_processes 4096
 host node-12domaintld
 Group and user to be used for QEMU processes run by the system instance
 novacomputeenabled trueqemu
 user novagroup cinderdynamic_ownership 1
 Group membership for user nova (upgrade related)
 novacomputeenabled trueuser
 groups- libvirt
 Nova services on compute node with OpenContrail
 novacomputeenabled truenetworking contrail
 Nova services on compute node with memcached caching
 novacomputeenabled truecache
 engine memcachedmembers- host 127001
 port 11211- host 127001
 port 11211
 Client-side RabbitMQ HA setup
 novacomputemessage_queue
 (continues on next page)
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 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Nova with ephemeral configured with Ceph
 novacomputeenabled trueceph
 ephemeral yesrbd_pool novarbd_user novasecret_uuid 03006edd-d957-40a3-ac4c-26cd254b3731
 Nova with ephemeral configured with LVM
 novacomputeenabled truelvm
 ephemeral yesimages_volume_group nova_vg
 linuxstoragelvm
 nova_vgname nova_vgdevices- devsdf- devsdd- devsdg- devsde- devsdc- devsdj- devsdh
 Enable Barbican integration
 novacomputebarbican
 enabled true
 Nova metadata custom bindings
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 novacontrollerenabled truemetadata
 bindaddress 1234port 8776
 Client role
 Nova configured with NFS
 novacomputeinstances_path mntnovainstances
 linuxstorageenabled truemount
 nfs_novaenabled truepath $novacomputeinstances_pathdevice 1723135145datafile_system nfsopts rwvers=3
 Nova flavors
 novaclientenabled trueserver
 identityflavorflavor1
 flavor_id 10ram 4096disk 10vcpus 1
 flavor2flavor_id autoram 4096disk 20vcpus 2
 identity1flavor
 Availability zones
 novaclientenabled true
 (continues on next page)
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 serveridentity
 availability_zones- availability_zone_01- availability_zone_02
 Aggregates
 novaclientenabled trueserver
 identityaggregates- aggregate1- aggregate2
 Upgrade levels
 novacontrollerupgrade_levels
 compute juno
 novacomputeupgrade_levels
 compute juno
 SR-IOV
 Add PciPassthroughFilter into scheduler filters and NICs on specific compute nodes
 novacontrollersriov truescheduler_default_filters DifferentHostFilterSameHostFilterRetryFilter
 rarr˓AvailabilityZoneFilterRamFilterCoreFilterDiskFilterComputeFilterrarr˓ComputeCapabilitiesFilterImagePropertiesFilterServerGroupAntiAffinityFilterrarr˓ServerGroupAffinityFilterPciPassthroughFilter
 novacomputesriov
 nic_onedevname eth1physical_network physnet1
 CPU pinning amp Hugepages
 CPU pinning of virtual machine instances to dedicated physical CPU cores Hugepages mount point for libvirt
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 novacontrollerscheduler_default_filters DifferentHostFilterSameHostFilterRetryFilter
 rarr˓AvailabilityZoneFilterRamFilterCoreFilterDiskFilterComputeFilterrarr˓ComputeCapabilitiesFilterImagePropertiesFilterServerGroupAntiAffinityFilterrarr˓ServerGroupAffinityFilterNUMATopologyFilterAggregateInstanceExtraSpecsFilter
 novacomputevcpu_pin_set 2345hugepages
 mount_points- path mnthugepages_1GB- path mnthugepages_2MB
 Custom Scheduler filters
 If you have a custom filter that needs to be included in the scheduler then you can include it like so
 novacontrollerscheduler_custom_filters- my_custom_drivernovaschedulerfiltersmy_custom_filterMyCustomFilter
 Then add your custom filter on the end (make sure to include all other onesrarr˓that you need as well)
 scheduler_default_filters DifferentHostFilterSameHostFilterRetryFilterrarr˓AvailabilityZoneFilterRamFilterCoreFilterDiskFilterComputeFilterrarr˓ComputeCapabilitiesFilterImagePropertiesFilterServerGroupAntiAffinityFilterrarr˓ServerGroupAffinityFilterPciPassthroughFilterMyCustomFilter
 Hardware TripUnmap Support
 To enable TRIM support for ephemeral images (thru nova managed images) libvirt has this option
 novacomputelibvirt
 hw_disk_discard unmap
 In order to actually utilize this feature the following metadata must be set on the image as well so the SCSI unmap issupported
 glance image-update --property hw_scsi_model=virtio-scsi ltimagegtglance image-update --property hw_disk_bus=scsi ltimagegt
 Scheduler Host Manager
 Specify a custom host manager
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 libvirt CPU mode
 Allow setting the model of CPU that is exposed to a VM This allows better support live migration between hypervisorswith different hardware among other things Defaults to host-passthrough
 novacontrollerscheduler_host_manager ironic_host_manager
 computecpu_mode host-model
 Nova compute workarounds
 Live snapshotting is disabled by default in nova To enable this it needs a manual switch
 From manual
 When using libvirt 122 live snapshots fail intermittently under load (likely related to concurrent libvirtqemu operations) This config option provides a mechanism to disable live snapshot in favor of cold snapshot while this is resolved Cold snapshot causes an instance outage while the guest is going through the snapshotting process For more information refer to the bug report httpsbugslaunchpadnetnova+bug1334398
 Configurable pillar data
 novacomputeworkaround
 disable_libvirt_livesnapshot False
 Config drive options
 See example below on how to configure the options for the config drive
 novacomputeconfig_drive
 forced True Default Truecdrom True Default Falseformat iso9660 Default vfatinject_password False Default False
 Number of concurrent live migrates
 Default is to have no concurrent live migrations (so 1 live-migration at a time)
 Excerpt from config options page (httpsdocsopenstackorgocataconfig-referencecomputeconfig-optionshtml)
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 Maximum number of live migrations to run concurrently This limit is enforced to avoid outbound livemigrations overwhelming the hostnetwork and causing failures It is not recommended that you changethis unless you are very sure that doing so is safe and stable in your environment
 Possible values
 bull 0 treated as unlimited
 bull Negative value defaults to 0
 bull Any positive integer representing maximum number of live migrations to run concurrently
 To configure this option
 novacomputemax_concurrent_live_migrations 1 (1 is the default)
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 novacontroller
 logginglog_appender truelog_handlerswatchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 computelogging
 log_appender truelog_handlerswatchedfile
 enabled truefluentd
 enabled trueossyslog
 enabled true
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-novaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-nova
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Rally
 Rally is a Benchmark-as-a-Service project for OpenStack
 Sample pillars
 rallybenchmarkenabled truesource
 engine gitaddress gitgithubcomstackforgerallygitrevision master
 databaseengine mysqlhost 10102020port 3306name rallyuser rallypassword password
 providerexample_cloud
 authauth_url httpexamplenet5000v20username adminpassword myadminpasstenant_name demoendpoint_type internal
 tests
 (continues on next page)
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 - nova_volumes- neutron_networks
 Rally client with specified git scenarios
 rallyclientenabled truesource
 engine gitaddress gitrepodomaincomheat-templatesgitrevision master
 Read more
 bull httpsrallyreadthedocsorgenlatestinstallhtml
 bull httpswwwmirantiscomblogrally-openstack-tempest-testing-made-simpler
 bull httpswikiopenstackorgwikiRally
 bull httpswikiopenstackorgwikiRallyHowTo
 bull httpslaunchpadnetrally
 bull httpsgithubcomstackforgerally
 bull httpstrellocombDoD8aeZyrally
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-rallyissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-rally
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 Sahara formula
 The Sahara project provides a simple means to provision a data-intensive application cluster (Hadoop or Spark) on topof OpenStack
 Sample pillars
 saharaserverenabled trueversion kilobind
 host 0000port 8386
 databaseengine mysqlhost 127001port 3306name saharauser saharapassword password
 identityengine keystoneprotocol httphost 127001port 35357tenant saharauser saharapassword password
 message_queueengine rabbitmqport 5672members- host 192168113- host 192168114- host 192168115user openstackpassword supersecretvirtual_host openstack
 Usage
 Get Vanilla glance images
 bull httpsahara-filesmirantiscomsahara-icehouse-vanilla-121-ubuntu-1310qcow2
 bull httpsahara-filesmirantiscomsahara-juno-vanilla-121-ubuntu-1404qcow2
 bull httpsahara-filesmirantiscomsahara-juno-vanilla-241-ubuntu-1404qcow2
 bull httpsahara-filesmirantiscomsahara-juno-vanilla-121-centos-65qcow2
 Register image in sahara
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 sahara image-register --image-id $IMAGE_ID --username ubuntu
 sahara image-add-tag --image-id $IMAGE_ID --tag vanillasahara image-add-tag --image-id $IMAGE_ID --tag 121
 Make sure that image is registered correctly
 sahara image-list
 External links
 bull httpdocsopenstackorgdevelopersaharauserdocvanilla_pluginhtml
 bull httpdocsopenstackorgdevelopersaharadevrefquickstarthtml
 bull httpdocsopenstackorgdevelopersaharahorizoninstallationguidehtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-saharaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-sahara
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Swift Formula
 Swift is a highly available distributed eventually consistent objectblob store Organizations can use Swift to storelots of data efficiently safely and cheaply
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 Sample Metadata
 Swift proxy
 swiftcommoncache
 engine memcachedmembers- host 127001
 port 11211- host 127001
 port 11211enabled trueversion kiloswift_hash_path_suffix hashswift_hash_path_prefix hash
 proxyversion kiloenabled truebind
 address 0000port 8080
 identityengine keystonehost 127001port 35357user swiftpassword pwdtenant service
 Swift storage
 swiftcommoncache
 engine memcachedmembers- host 127001
 port 11211- host 127001
 port 11211version kiloenabled trueswift_hash_path_suffix hashswift_hash_path_prefix hash
 objectenabled trueversion kilobind
 address 0000port 6000
 containerenabled true
 (continues on next page)
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 version kiloallow_versions truebind
 address 0000port 6001
 accountenabled trueversion kilobind
 address 0000port 6002
 To enable object versioning feature
 swiftcontainerallow_versions true
 Ring builder
 parametersswiftring_builder
 enabled truerings
 - name defaultpartition_power 9replicas 3hours 1region 1devices
 - address $_paramstorage_node01_addressdevice vdb
 - address $_paramstorage_node02_addressdevice vdc
 - address $_paramstorage_node03_addressdevice vdd
 - partition_power 9replicas 2hours 1region 1devices
 - address $_paramstorage_node01_addressdevice vdb
 - address $_paramstorage_node02_addressdevice vdc
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
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 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-swiftissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-swift
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Tempest Formula
 This is a set of integration tests to be run against a live OpenStack cluster Tempest has batteries of tests for OpenStackAPI validation Scenarios and other specific tests useful in validating an OpenStack deployment
 Sample Pillars
 tempesttestenabled truesource
 engine gitaddress gitgithubcomopenstacktempestgitrevision master
 suiteidentity
 disable_ssl_certificate_validation trueauth_version v3uri_v3region RegionOne
 identity-feature-enabledtrust trueapi_v2 falseapi_v3 true
 More Information
 bull httpdocsopenstackorgdevelopertempestoverviewhtml
 bull httpwwwslidesharenetmasayukiigawatempest-scenariotests-20140512related=1
 bull httpsgithubcomstackforgepuppet-tempest
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 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Programming Languages
 Support programming languages libraries environments
 Formula Repositoryjava httpsgithubcomsalt-formulassalt-formula-javanodejs httpsgithubcomsalt-formulassalt-formula-nodejsphp httpsgithubcomsalt-formulassalt-formula-phppython httpsgithubcomsalt-formulassalt-formula-pythonruby httpsgithubcomsalt-formulassalt-formula-ruby
 Java
 Programming language environment
 Sample pillars
 OpenJDK 8 environment with development libs
 javaenvironmentenabled trueversion 8platform openjdkdevelopment true
 Oracle JAVA JDK 8
 javaenvironmentenabled trueversion 8platform oracle-javadevelopment true
 Oracle JAVA JDK 9
 javaenvironmentenabled trueversion 9release 01build 11
 (continues on next page)
 21 Project Introduction 459
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 platform oracle-javadevelopment true
 Read more
 bull httpopenjdkjavanetinstall
 bull httpwwwwikihowcomInstall-Oracle-Java-on-Ubuntu-Linux
 bull httpsgithubcomsaltstack-formulassun-java-formula
 bull httpswwwdigitaloceancomcommunityarticleshow-to-install-java-on-ubuntu-with-apt-get
 bull httpsgithubcomsaltstack-formulassun-java-formula
 bull httpsgithubcomsaltstack-formulasjava-formula
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-javaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-java
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 NodeJS
 Event-driven IO server-side JavaScript environment based on V8 Includes API documentation change-log examplesand announcements
 Sample pillars
 Simplest environment
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 nodejsenvironmentenabled true
 Pillar for development
 nodejsenvironmentenabled truedevelopment true
 Read more
 bull httpnodejsorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-nodejsissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-nodejs
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 PHP Formula
 PHP is a widely-used general-purpose scripting language that is especially suited for Web development and can beembedded into HTML
 Sample Pillars
 phpenvironmentenabled truecache
 (continues on next page)
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 engine apcshm_size 128max_file_size 10M
 More Information
 bull httpwwwphpnetmanualen
 Python formula
 Python is a widely used general-purpose high-level programming language Its design philosophy emphasizes codereadability and its syntax allows programmers to express concepts in fewer lines of code than would be possible inlanguages such as C++ or Java The language provides constructs intended to enable clear programs on both a smalland large scale
 Python supports multiple programming paradigms including object-oriented imperative and functional programmingor procedural styles It features a dynamic type system and automatic memory management and has a large andcomprehensive standard library
 Available metadata
 serviceenvironmentenvironment Basic Python environment
 serviceenvironmentdevelopment Python development environment
 pythonenvironmentdjango Python Django environment
 Sample pillars
 Simple Python environment
 pythonenvironmentenabled true
 Development Python environment
 pythonenvironmentenabled truemodule
 development true
 Python django environment
 pythonenvironmentenabled truemodule
 django true
 Using offline mirrors
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 pythonenvironmentenabled trueuser
 rootpypi_user userpypi_password passwordpypi_mirrorprotocol httphost pypilocalport 8084upstream_fallback trueuser userpassword password
 Read more
 bull httpswwwpythonorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-pythonissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-python
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Ruby programming language
 Ruby is a dynamic open source programming language with a focus on simplicity and productivity It has an elegantsyntax that is natural to read and easy to write
 Pillars
 Ruby version 18
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 rubyenabled trueversion 18development true
 Ruby version 19
 rubyenabled trueversion 19development true
 Ruby version 21
 rubyenabled trueversion 21development true
 Example gem deployment of Sensu plugin
 environmentmanaged Falsegemsensu-plugins-elasticsearch
 version 043user sensuexecutable optsensuembeddedbingem
 Read more
 bull httpswwwruby-langorgen
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-rubyissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-ruby
 Any questions or feedback is always welcome so feel free to join our IRC channel
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 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Web Applications
 Automated management of web-based applications
 Formula Repositoryflower httpsgithubcomsalt-formulassalt-formula-flowerjupyter httpsgithubcomsalt-formulassalt-formula-jupyterleonardo httpsgithubcomsalt-formulassalt-formula-leonardomayan httpsgithubcomsalt-formulassalt-formula-mayanmoodle httpsgithubcomsalt-formulassalt-formula-moodleopenode httpsgithubcomsalt-formulassalt-formula-openoderedmine httpsgithubcomsalt-formulassalt-formula-redminesentry httpsgithubcomsalt-formulassalt-formula-sentrysuitecrm httpsgithubcomsalt-formulassalt-formula-suitecrmtaiga httpsgithubcomsalt-formulassalt-formula-taigawordpress httpsgithubcomsalt-formulassalt-formula-wordpress
 Flower Formula
 Flower is a web based tool for monitoring and administrating Celery clusters
 Sample Pillars
 Flower single broker
 flowerserverenabled truebind
 port 5555address 0000
 brokerengine redishost localhostport 6379number 0
 Flower with multiple brokers
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 flowerserverenabled truemessage_queue
 location_hklab01bindport 5555address 0000
 brokerengine rabbitmqhost localhostport 5672virtual_host testuser testpassword test
 Flower with redis broker
 flowerserverenabled truebind
 port 5555address 0000
 brokerengine redishost localhostport 6379number 0
 More Information
 bull httpsgithubcommherflower
 Jupyter notebook server
 Open source interactive data science and scientific computing across over 40 programming languages
 Sample pillars
 Single jupyter server
 jupyterserverenabled truebind
 address 0000port 8888
 notebook_sourceengine gitaddress gitreporevision masterrequirements true
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 Read more
 bull httpjupyterorg
 bull httpjupyter-notebookreadthedocsorgenlatestconfightml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-jupyterissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-jupyter
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Django-Leonardo formula
 Pythondjango based CMS
 Sample metadata
 leonardoserverenabled trueapp
 example_appenabled trueworkers 3 disable strict host check on nginx proxy at app nodedev truebindaddress 0000 $linuxnetworkfqdnport 9754protocol tcp
 sourcetype gitaddress gitrepo1roboticeczpython-appsleonardogitrev master
 (continues on next page)
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 secret_key y5m^_^ak6+5(fm^_^ak6+5(fm^_^ak6+5(fdatabaseengine postgresqlhost 127001name leonardopassword db-pwduser leonardo
 mailhost maildomaincompassword mail-pwduser mail-user
 plugineshop static sentry my_sitesite true
 blogsourceengine gitaddress git+httpsgithubcomdjango-leonardoleonardo-module-blog
 rarr˓gitegg=leonardo_module_blog
 Site Name
 Without setting formula produce somethink like this Example app from your site name site_name
 leonardoserverapp
 example_appsite_name My awesome site
 Site Language
 leonardoserverapp
 example_applanguagesen
 default truecs de
 LDAP auth support
 leonardoserverapp
 (continues on next page)
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 myappldapurl ldapsidmexamplecombinddn uid=apachecn=userscn=accountsdc=exampledc=compassword secretpasswordbasedn dc=exampledc=comrequire_group myapp-usersflags_mappingis_active myapp-usersis_staff myapp-adminsis_superuser myapp-admins
 This settings needs leonardo-auth-ldap installed
 Site Admins amp Managers
 leonardoserverapp
 example_appadminsmailmajklkcz
 name majklkmailnewtcz
 managersmailmajklkcz
 name majklkmailnewtcz
 name newt
 Cache
 without setting cache we get default localhost memcache with per site prefix
 leonardoserverenabled trueapp
 example_appcacheengine memcachedhost 19216811prefix CACHE_EXAMPLEAPP
 Workers
 Leonardo uses Celery workers for long running backgrounds jobs which runs under supervisor
 Redis
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 leonardoserverenabled trueapp
 example_appworker truebrokerengine redishost 127001port 6379number 0
 AMQP
 leonardoserverenabled trueapp
 example_appworker truebrokerengine amqphost 127001port 5672password passworduser example_appvirtual_host
 Sentry Exception Handling
 leonardoserverapp
 example_apploggingengine ravendsn httppubprivatesentry1testcz2
 Backup and Initial Data
 leonardoserverenabled trueapp
 example_appbackup trueinitial_dataengine backupninjasource backupcomhost web01webappprddiobackupcomname example_app
 for reinit data do this
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 rm rootpostgresqlflagsleonardo_example_app-restoredsu postgrespsqldrop database leonardo_example_appsalt-call statesls postgresqlleonardo
 Gitversions
 leonardoserverenabled trueapp
 example_appbackup trueinitial_dataengine gitversionssource gitrepo1roboticeczmajklkbackup-testgit
 You also need django-gitversions installed
 Development Mode
 leonardoserverenabled trueapp
 example_appdevelopment true
 Init your site
 experimental feature for advanced users which provides easy way to start your site without site repository ready yet
 leonardoserverenabled trueapp
 example_appinit true
 This parameter says run makemigrations command before other management commands
 note In default state makemigrations generates migrations into main leonardo module(repository)
 Whatever
 Sometimes you need propagate plugin specifig config into your site for this purpose we have simple but elegantsolution for do this
 leonardoserverenabled true
 (continues on next page)
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 appexample_app
 plugineshopconfigorder true
 will be
 ESHOP_CONFIG = order True
 Note Appconfig will be rendered as python object in EXAMPLE_APP_CONFIG = app_config True
 More information
 bull httpslaunchpadnet~tcpcloud
 bull httpsgithubcomdjango-leonardodjango-leonardo
 bull httpsgithubcomleonardo-modulesleonardo-auth-ldap
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-leonardoissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-leonardo
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Mayan Formula
 Automated OCR of documents automatic categorization flexible metadata extensive access control Mayan EDMShas all this to offers and many more features to help you tame your documents
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 Sample pillars
 mayanserverenabled trueworkers 3bind
 address 0000port 9753
 sourcetype git
 address gitgithubcommayan-edmsmayan-edmsgitrev master
 databaseengine postgresqlhost localhostport 5672name mayanpassword passuser mayan
 apienabled truehmac_key d2d00896183011e28eb950e5493b99d90uri_id 1sadfasfg468h7j9g7j9h78gk6g54fg6fbind
 port 33333host 0000
 Sample pillar with specific folder for documents
 mayanserverenabled trueworkers 3storage_location sharebind
 address 0000port 9753
 sourcetype git
 address gitgithubcommayan-edmsmayan-edmsgitrev master
 databaseengine postgresqlhost localhostport 5672name mayanpassword passuser mayan
 apienabled truehmac_key d2d00896183011e28eb950e5493b99d90uri_id 1sadfasfg468h7j9g7j9h78gk6g54fg6fbind
 port 33333host 0000
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 More Information
 bull httpwwwmayan-edmscom
 bull httpopenodereadthedocsorg
 bull httpsgithubcomopenodemayan_pyro_api
 bull httpmayanreadthedocsorgenlatestintroinstallationhtml
 bull httpsopenodereadthedocsorgenlatestinstall_mayan_serverhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-mayanissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-mayan
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Moodle Formula
 Moodle is a Course Management System (CMS) also known as a Learning Management System (LMS) or a VirtualLearning Environment (VLE) It is a Free web application that educators can use to create effective online learningsites
 Sample Pillars
 moodleenabled trueapps- enabled truename uniprefix uni_ max 5 charsversion 25database
 engine postgresqlhost 127001
 (continues on next page)
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 name moodle_unipassword pwduser moodle_uni
 cacheengine memcachedhost 127001
 themes- name uni
 sourcetype gitaddress gitrepogitczdomainrepogitbranch master
 More Information
 bull httpsmoodleorgpluginsviewphpplugin=cachestore_apc
 bull httpmidactcomcontentmoodle-how-enable-memcached
 bull httpdocsmoodleorgdevThe_Moodle_Universal_Cache_28MUC29
 bull httpdocsmoodleorg24enCron
 OPENODE
 OPENode is open source web application for communities seeking answers for diverse problems in commercial publicor voluntary sectors Based on flexible communication in nodes it helps to find solutions effectively and build smarterknowledgebase It enables users to
 Ask questions and write answers Discuss specific topics in linear forums Group topics by tags Index and searchdocuments amp images using OCR technology Set public or private nodes and user rights
 Example pillar
 openodeserverenabled trueworkers 3bind
 address 0000port 9753
 sourcetype git
 address httpsgithubcomopenodeopenodegitrev master
 databaseengine postgresqlhost localhostport 5672name openodepassword passuser openode
 mayan
 (continues on next page)
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 hmac_key qweeAopiuri_id asdsdaport 33333host mayandomaincom
 Read More
 bull httpopenodenet
 bull httpopenodereadthedocsorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-openodeissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-openode
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Redmine Formula
 Redmine is a flexible project management web application Written using the Ruby on Rails framework it is cross-platform and cross-database
 Sample pillars
 redmineserverenabled trueversion 23apps- name majklk
 databaseengine postgresql
 (continues on next page)
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 host 127001name db_namepassword passuser user_name
 mailhost host-mailpassword passuser emaildomain domain
 More Information
 bull httpwwwredmineorg
 bull httpwwwredmineorgprojectsredminewikiRedmineInstall
 Sentry formula
 Sentry is a realtime event logging and aggregation platform At its core it specializes in monitoring errors and ex-tracting all the information needed to do a proper post-mortem without any of the hassle of the standard user feedbackloop
 Itrsquos important to note that Sentry should not be thought of as a log stream but as an event aggregator It fits somewherein-between a simple metrics solution (such as Graphite) and a full-on log stream aggregator (like Logstash)
 Sample pillars
 Standalone server
 pythonenvironmentenabled truemodule
 development truesentry
 serverenabled trueworkers 3secret_key rfui34bt34bierbrebsbfhvbfdsvbind
 name sentrydomaincomaddress 0000port 8080
 cacheengine redishost 127001
 databaseengine postgresqlhost 127001name sentrypassword pwduser sentry
 (continues on next page)
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 mailhost domaincompassword passuser robotdomaincom
 Server behind proxy
 pythonenvironmentenabled truemodule
 development truesentry
 serverenabled trueworkers 3secret_key rfui34bt34bierbrebsbfhvbfdsvurl httpanotherdomainczbind
 name sentrydomaincomaddress 0000port 8080
 cacheengine redishost 127001
 databaseengine postgresqlhost 127001name sentrypassword pwduser sentry
 mailhost domaincompassword passuser robotdomaincom
 More information
 bull httpsgithubcomgetsentrysentry
 bull httpsdocssentryioserverinstallation
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-sentryissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
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 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-sentry
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 SuiteCRM
 SuiteCRM is SugarCRM Supercharged SuiteCRM is a fork of the popular open source SugarCRM Community Edi-tion This release features a host of additional open source modules along with the standard features and functionalityfound within SugarCRM CE
 Sample pillars
 Simple server with 1 app
 suitecrm
 server enabled true app
 devel1 enabled true version lsquo713rsquo database
 engine lsquopostgresqlrsquo host lsquo127001rsquo name lsquosuitecrm_develrsquo password lsquopass-wordrsquo user lsquosuitecrm_develrsquo
 Read more
 bull httpssuitecrmcom
 bull httpssuitecrmcomindexphpoption=com_wrapperampview=wrapperampItemid=1383 installation guide
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-suitecrmissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
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 httpsgithubcomsalt-formulassalt-formula-suitecrm
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Taiga
 Project management web application with scrum in mind Built on top of Django and AngularJ
 Sample pillars
 Simple taiga server
 taigaserverenabled trueserver_name taigadomaincommail_from taigadomaincomsecret_key y5m^_^ak6+5(fm^_^ak6+5(fm^_^ak6+5(fcache
 engine memcachedhost 127001prefix CACHE_TAIGA
 databaseengine postgresqlhost 127001name taigapassword passworduser taiga
 mailhost localhostport 25encryption none
 Simple taiga server with TLS mail and authentication
 taigaservermail
 host localhostport 465user taigapassword passwordencryption tls
 Simple taiga server with SSL mail
 taigaservermail
 host localhostport 995user taiga
 (continues on next page)
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 password passwordencryption ssl
 Install ldap authentication plugin
 taigaserverplugin
 taiga_contrib_ldap_authenabled truesourceengine pipname taiga-contrib-ldap-auth
 parametersbackend
 ldap_server ldapsidmexamplecomldap_port 636bind_bind_dn uid=taigacn=userscn=accountsdc=tcpclouddc=eubind_bind_password passwordldap_search_base cn=userscn=accountsdc=tcpclouddc=euldap_search_property uidldap_email_property mailldap_full_name_property displayName
 frontendloginFormType ldap
 Read more
 bull httpsgithubcomtaigaio
 bull httptaigaiogithubiotaiga-docdistsetup-productionhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-taigaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-taiga
 Any questions or feedback is always welcome so feel free to join our IRC channel
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 Wordpress formula
 WordPress is web software you can use to create a beautiful website or blog
 Sample metadata
 Simple site
 wordpressserverapp
 app_nameenabled trueversion 40url examplecomtitle TCPisekWebadmin_user adminadmin_password passwordadmin_email nikicreslgmailcomcore_update falsetheme_update falsepluginbbpress
 engine httpversion latest
 git_pluginengine gitaddress gitgitdomaincomgit-reporevision master
 databaseengine mysqlhost 127001name w_sitepassword passworduser w_tcpisekprefix tcpisek
 Read more
 bull httpcodexwordpressorgInstalling_WordPress
 bull httpwwwseveralninescomblogscaling-wordpress-and-mysql-multiple-servers-performance
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
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 httpsgithubcomsalt-formulassalt-formula-wordpressissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-wordpress
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 IoT Services
 Support for Internet of Things services
 Formula Repositoryffmpeg httpsgithubcomsalt-formulassalt-formula-ffmpegkodi httpsgithubcomsalt-formulassalt-formula-kodihome-assistant httpsgithubcomsalt-formulassalt-formula-home-assistantoctoprint httpsgithubcomsalt-formulassalt-formula-octoprint
 ffmpeg formula
 A complete cross-platform solution to record convert and stream audio and video
 Sample pillars
 ffmpegserverenabled trueinput
 video0source devvideo0bindhost 19216821port 8888
 video_format mjpeg
 (continues on next page)
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 width 640height 480format mpegcodec avi
 note type in your browser http192168218888video0mjpeg
 Read more
 bull httpswwwffmpegorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-ffmpegissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-ffmpeg
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 KODI formula
 Kodi (formerly known as XBMC) is a software media center for playing videos music pictures games and more
 Sample pillars
 kodiserverenabled True
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 Usage
 plugin repositories
 wget httpsdmd-xbmcgooglecodecomfilesrepositorydmd-xbmcv2googlecodecomzip
 wget httpkodi-czskgithubiorepositoryreporepositorykodi-czskrepositorykodi-czsk-100zip
 tvheadend
 curl httpapttvheadendorgrepogpgkey | sudo apt-key add - apt-add-repository -r httpapttvheadendorgstableapt-add-repository httpapttvheadendorgunstable apt-get update
 apt-get update apt-get install tvheadend apt-get install kodi-pvr-tvheadend-hts v4l-conf v4l-utils dvb-tools w-scan
 install tvb-t device firmware if necessary tvheadend ui - httplocalhost9981
 Read more
 bull httpscodegooglecompdmd-xbmc
 bull httpkodi-czskgithubiorepository
 bull httpstvheadendorgprojectstvheadendwikiAptRepository
 bull httpskoditv
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-kodiissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-kodi
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Home Assistant Formula
 Home Assistant is an open-source home automation platform running on Python 3 Track and control all devices athome and automate control
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 Sample Metadata
 Single homeassistant service
 home_assistantserverenabled truebind
 address 0000port 8123
 home-assistant service wit git based configuration
 home_assistantserverenabled truebind
 address 0000port 8123
 configengine gitaddress $_paramhome_assistant_config_repositorybranch $_paramhome_assistant_config_revision
 References
 bull httpshome-assistantiogetting-started
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-home-assistantissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-home-assistant
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 Octoprint formula
 The web interface for your 3D printer
 Sample pillars
 Single printer [deprecated]
 octoprintserverenabled truesource
 engine gitaddress httpsgithubcomfooselOctoPrintgitrev master
 printerengine serialwebcam true
 webcamhost localhostport 1234
 Multi printers setup
 octoprintserverenabled truesource
 engine gitaddress httpsgithubcomfooselOctoPrintgitrev master
 printerprinter01
 bindaddress 0000port 5001
 devicebus serialport devACM01model prusa-mk2
 cameraprotocol mjpgurl localhostport 1234
 printer02devicebus serialport devACM02model prusa-clone
 bindaddress 0000port 5002
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 More Information
 bull httpoctoprintorg
 bull httpsgithubcomfooselOctoPrint
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-octoprintissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-octoprint
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 22 Development Documentation
 In this section you will find documentation relevant to developing SaltStack formulas How to change existing for-mula how to create a new formula
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 221 Extending
 Chapter 1 Extending
 Home SaltStack-Formulas Development Documentation
 Creating New Formula with Cookiecutter
 bull Installation
 bull Usage
 This guide shows how to use cookiecutter template to create new Salt formula
 Installation
 Install in blank virtualenv
 pip install cookiecutter
 cd cookiecutter
 Usage
 cookiecutter salt-formula
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Development Documentation
 Sync Multiple Repository with Myrepos
 bull Installation
 bull Clone Repositories
 bull Update Repositories
 bull More Information
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 Installation
 apt-get install myrepos
 To add gerrit remote automatically set your username
 git config --global gitreviewusername johndoe
 To avoid using --trust-all option add this mrconfig into trusts file
 echo $PWDmrconfig gtgt ~mrtrust
 Clone Repositories
 Simply run checkout tool without parameters or with formula names eg
 checkout
 checkout nova freeipa salt
 Or with some parallelism
 mr --trust-all --force -j 4 checkout
 Update Repositories
 Pull with rebase in each repo or only one
 mr --trust-all updatemr --trust-all -d tcpcloud updatemr --trust-all -d tcpcloudapache update
 More Information
 bull httpswikidebianorgTeamsRubyPackaging
 bull httpsmyreposbranchablecom
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Development Documentation
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 Formula Authoring Guidelines
 bull Formula Directory Structure
 bull Salt state files
 ndash servicemapjinja
 ndash serviceinitsls
 ndash servicerole1sls
 ndash servicerole2initsls
 ndash Coding styles for state files
 Line length above 80 characters
 Single line declaration
 No newline at the end of the file
 Trailing whitespace characters
 bull Reclass metadata files
 ndash metadataservicerole1localyml
 ndash metadataservicerole1singleyml
 ndash metadataservicerole1clusteryml
 bull Debian packaging
 ndash debianchangelog
 ndash debiancopyright
 ndash debiandocs
 ndash debianinstall
 ndash debiancontrol
 bull Supplemental files
 ndash READMErst
 ndash LICENSE
 ndash VERSION
 ndash CHANGELOGrst
 Versioning
 bull Formula unit testing
 bull More information
 Salt formulas encapsulate specific services This document contains guidelines to salt formula creation and mainte-nance
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 Formula Directory Structure
 Formulas follow the same directory structure as Salt official conventions and best practices described in the SaltStackdocumentation
 Every formula should have the following directory layout
 service-formula|-- _grains| `-- serviceyml|-- _modules| `-- serviceyml|-- _states| `-- serviceyml|-- service| `-- files| |-- serviceconf| `-- service-systemd| `-- meta| |-- sphinxyml| `-- colletdyml| |-- mapjinja| |-- initsls| |-- _commonsls| |-- role1sls| `-- role2| |-- initsls| |-- servicesls| `-- moresls|-- debian| changelog| compat| control| copyright| docs| install| rules| source| format|-- metadata| `-- service| |-- role1| | |-- deployment1yml| | `-- deployment2yml| `-- role2| `-- deployment3yml|-- CHANGELOGrst|-- LICENSE|-- pillarexample|-- READMErst`-- VERSION
 Content of the formula directories in more detail
 _grains Optional grain modules
 _modules Optional execution modules
 _states Optional state modules
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 service Salt state files
 servicemeta Support metadata definitions
 debian APT Package metadata
 metadata Reclass metadata
 Salt state files
 Salt state files are located in service directory
 servicemapjinja
 Map file helps to clean the differences among operating systems and provides default values so therersquos no need toprovide default value in state files
 Following snippet uses YAML to serialize the data and is the recommended way to write mapjinja file as YAMLcan be easily extended in place
 - load_yaml as role1_defaults Debian
 pkgs- python-psycopg2dirbase srvservicevenvhome varlibservice
 RedHatpkgs- python-psycopg2dirbase srvservicevenvhome varlibserviceworkspace srvserviceworkspace
 - endload
 - set role1 = salt[grainsfilter_by](role1_defaults merge=salt[pillarget](rarr˓servicerole1))
 Following snippet uses JSON to serialize the data and was favored in past
 set api = salt[grainsfilter_by](Debian
 pkgs [salt-api]service salt-api
 RedHat
 pkgs [salt-api]service salt-api
 merge=salt[pillarget](saltapi))
 Following snippet sets different common role parameters according to servicerolesourceengine pillarvariable of given service role
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 - set source_engine = salt[pillarget](servicerolesourceengine)
 - load_yaml as base_defaults - if source_engine == git Debian
 pkgs- python-psycopg2dirbase srvservicevenvhome varlibserviceworkspace srvserviceworkspace
 - else Debian
 pkgs- helpdeskdirbase usrlibservice
 - endif - endload
 serviceinitsls
 Conditional include of individual service roles Basically this is essential piece that makes the usage of formulas trulymodel-driven You have catalog of services and this determines according to present metadata what roles get started
 Using serviceinitsls file allows the service catalog to be role independent
 include if pillarservicerole1 is defined - servicerole1 endif if pillarservicerole2 is defined - servicerole2 endif
 You can use one file as role1sls for simple roles For more complex roles handling many resources use individualdirectories as role2
 service-formula`-- service
 |-- role1sls`-- role2
 |-- initsls|-- servicesls|-- resource1sls`-- resource2sls
 Then you can verify the full service catalog on node by following command
 rootweb01~ salt-call stateshow_top[INFO ] Loading fresh modules for state activitylocal
 ----------base
 - linux- openssh
 (continues on next page)
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 (continued from previous page)
 - ntp- salt- backupninja- git- sphinx- python- nginx- nodejs- postgresql- rabbitmq- redis- ruby
 Service metadata are stored also as services grain
 rootweb01~ salt-call grainsitem serviceslocal
 ----------services
 - linux- openssh- ntp- salt- backupninja- git- sphinx- python- nginx- nodejs- postgresql- rabbitmq- redis- ruby
 And each service roles metadata is stored as detailed roles grain
 rootweb01~ salt-call grainsitem roleslocal
 ----------roles
 - gitclient- postgresqlserver- nodejsenvironment- ntpclient- linuxstorage- linuxsystem- linuxnetwork- redisserver- rabbitmqserver- pythonenvironment- backupninjaclient- nginxserver- opensshclient- opensshserver- saltminion- sphinxserver
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 Note It is recommended to run statesls salt prior the statehighstate command as grains may not begenerated properly and some configuration parameters may not be set at all
 servicerole1sls
 Actual salt state resources that enforce service existence Common production and recommended pattern is to installpackages setup configuration files and ensure the service is up and running
 - from redismapjinja import server with context - if serverenabled
 redis_packagespkginstalled- names serverpkgs
 serverdirconf redisconffilemanaged- source saltredisfilesredisconf- template jinja- user root- group root- mode 644- require- pkg redis_packages
 redis_serviceservicerunning- enable true- name serverservice - watch- file serverdirconf redisconf
 - endif
 For development purposes other installation than s
 Note The role for roleenabled condition is to restrict the give service role from execution with default param-etes the single error is thrown instead You can optionaly add else statement to disable or completely remove givenservice role
 servicerole2initsls
 This approach is used with more complex roles it is similar to serviceinitsls but uses conditions to furtherlimit the inclusion of unnecessary files
 For example Linux network role includes conditionally hosts and interfaces
 - from linuxmapjinja import network with context include- linuxnetworkhostname- if networkhost|length gt 0
 (continues on next page)
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 (continued from previous page)
 - linuxnetworkhost- endif - if networkinterface|length gt 0 - linuxnetworkinterface- endif - linuxnetworkproxy
 Coding styles for state files
 Good styling practices for writing salt state declarations
 Line length above 80 characters
 As a lsquostandard code width limitrsquo and for historical reasons - IBM punch card had exactly 80 columns
 Single line declaration
 Avoid extending your code by adding single-line declarations It makes your code much cleaner and easier to parse grep while searching for those declarations
 The bad example
 pythonpkg- installed
 The correct example
 pythonpkginstalled
 No newline at the end of the file
 Each line should be terminated in a newline character including the last one Some programs have problems processingthe last line of a file if it isnrsquot newline terminated
 Trailing whitespace characters
 Trailing whitespaces take more spaces than necessary any regexp based searches wonrsquot return lines as a result due totrailing whitespace(s)
 Reclass metadata files
 Each of these files serve as default metadata set for given deployment Each service role can have several deploymentsFor example rabbitmq server role has following deployments
 bull metadatarabbitmqserverlocalyml
 bull metadatarabbitmqserversingleyml
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 bull metadatarabbitmqserverclusteryml
 metadataservicerole1localyml
 applications- rabbitmqparameters
 _paramrabbitmq_admin_user admin
 rabbitmqserver
 enabled truesecret_key $_paramrabbitmq_secret_keybind
 address 127001port 5672
 plugins- amqp_client- rabbitmq_managementadmin
 name $_paramrabbitmq_admin_userpassword $_paramrabbitmq_admin_password
 metadataservicerole1singleyml
 applications- rabbitmqparameters
 _paramrabbitmq_admin_user admin
 rabbitmqserver
 enabled truesecret_key $_paramrabbitmq_secret_keybind
 address 0000port 5672
 plugins- amqp_client- rabbitmq_managementadmin
 name $_paramrabbitmq_admin_userpassword $_paramrabbitmq_admin_password
 metadataservicerole1clusteryml
 applications- rabbitmqparameters
 rabbitmqserver
 enabled true
 (continues on next page)
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 secret_key $_paramrabbitmq_secret_keybind
 address $_paramcluster_local_addressport 5672
 plugins- amqp_client- rabbitmq_managementadmin
 name adminpassword $_paramrabbitmq_admin_password
 hostopenstackenabled trueuser openstackpassword $_paramrabbitmq_openstack_passwordpolicies- name HApattern ^(amq)definition ha-mode all
 clusterenabled truename openstackrole $_paramrabbitmq_cluster_rolemaster $_paramcluster_node01_hostnamemode discmembers- name $_paramcluster_node01_hostname
 host $_paramcluster_node01_address- name $_paramcluster_node02_hostname
 host $_paramcluster_node02_address- name $_paramcluster_node03_hostname
 host $_paramcluster_node03_address
 Parameters like $_paramrabbitmq_secret_key are interpolation of common parameter passed fromhigher system or cluster levels
 Debian packaging
 Use of debian packaging is preferable way for deploying production salt masters and itrsquos formulas Take basic structureof debian directory from some existing formula and modify to suit your formula
 Description of most important files follows
 debianchangelog
 salt-formula-salt (01) trusty urgency=medium
 + Initial release
 -- Ales Komarek ltaleskomarektcpcloudeugt Thu 13 Aug 2015 232341 +0200
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 debiancopyright
 Licensing informations of the package
 Format httpwwwdebianorgdocpackaging-manualscopyright-format10Upstream-Name salt-formula-saltUpstream-Contact Ales Komarek ltaleskomarektcpcloudeugtSource httpsgithubcomtcpcloudsalt-formula-salt
 Files Copyright 2014-2015 tcp cloud asLicense Apache-20
 Copyright (C) 2014-2015 tcp cloud asLicensed under the Apache License Version 20 (the License)you may not use this file except in compliance with the LicenseOn a Debian system you can find a copy of this license inusrsharecommon-licensesApache-20
 debiandocs
 Files listed here will be available in usrsharedoc Donrsquot put COPYRIGHT or LICENSE files here as they arehandled in a different way
 READMErstCHANGELOGrstVERSION
 debianinstall
 Defines what is going to be installed in which location
 salt usrsharesalt-formulasenvsaltmetadataservice usrsharesalt-formulasreclassservicesalt
 debiancontrol
 This file keeps metadata of source and binary package
 Source salt-formula-saltMaintainer tcpcloud Packaging Team ltpkg-teamtcpcloudeugtSection adminPriority optionalBuild-Depends debhelper (gt= 9)Standards-Version 396Homepage httpwwwtcpcloudeuVcs-Browser httpsgithubcomtcpcloudsalt-formula-saltVcs-Git httpsgithubcomtcpcloudsalt-formula-saltgit
 Package salt-formula-saltArchitecture all
 (continues on next page)
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 Depends $miscDepends salt-master reclassDescription Salt salt formulaInstall and configure Salt masters and minions
 Supplemental files
 Files that are required to complete information about given formula
 READMErst
 A sample skeleton of the READMErst file
 =======service=======
 Install and configure the Specific service
 note
 See the full `Salt Formulas installation and usage instructionslthttpdocssaltstackcomenlatesttopicsdevelopmentconventionsformulashtmlgt
 rarr˓`_
 Available states================
 contentslocal
 ``service``-----------
 Install the ``service`` package and enable the service
 ``servicerole1``-----------------
 Setup individual role
 Available metadata==================
 contentslocal
 ``metadataservicerolesingle``----------------------------------
 Setup from system packages
 (continues on next page)
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 ``metadataserviceroledevelopment`--------------------------------------
 Setup from git repository
 Configuration parameters========================
 contentslocal
 ``service_secret_key``------------------------------
 ``rabbitmq_service_password``-------------------------------------
 ``postgresql_service_password``---------------------------------------
 If development is setup
 ``service_source_revision``---------------------------
 If development is setup
 Example reclass===============
 Production setup
 code-block yaml
 service-singlename service-singledomain devdomaincomclasses- systemserviceserversingleparams
 rabbitmq_admin_password cwerfwefzdcdsfrabbitmq_secret_key fsdfwfdsfdsfrabbitmq_service_password fdsf24fsdfsdacadfkeystone_service_password fdasfdsafdasfdasfdapostgresql_service_password dfdasfdafdsanginx_site_service_host $linuxnetworkfqdnservice_secret_key fda32r
 Development setup
 code-block yaml
 service-singlename service-singledomain devdomaincomclasses
 (continues on next page)
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 - systemserviceserverdevelopmentparams
 rabbitmq_admin_password cwerfwefzdcdsfrabbitmq_secret_key fsdfwfdsfdsfrabbitmq_service_password fdsf24fsdfsdacadfkeystone_service_password fdasfdsafdasfdasfdapostgresql_service_password dfdasfdafdsanginx_site_service_host $linuxnetworkfqdnservice_secret_key fda32rservice_source_repository gitgittcpcloudeupython-appsservicegitservice_source_revision feature243
 Example pillar==============
 Install from specific branch of Git
 code-block yaml
 serviceserver
 sourceengine gitaddress gitgittcpcloudeupython-appsservicegitrevision feature214
 To enable debug logging for both Django and Gunicorn and raisenumber of Gunicorn workers
 code-block yaml
 serviceserver
 log_level debugworkers 8
 To change where Django listens
 code-block yaml
 serviceserver
 bindaddress not-localhostport 9755
 Read more=========
 httpdoctcpcloudeu
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 LICENSE
 Contains license information and terms amp conditions how you are allowed to use and distribute the files of the under-lying directories
 Copyright (c) 2014-2015 Your name
 Licensed under the Apache License Version 20 (the License)you may not use this file except in compliance with the LicenseYou may obtain a copy of the License at
 httpwwwapacheorglicensesLICENSE-20
 Unless required by applicable law or agreed to in writing softwaredistributed under the License is distributed on an AS IS BASISWITHOUT WARRANTIES OR CONDITIONS OF ANY KIND either express or impliedSee the License for the specific language governing permissions andlimitations under the License
 VERSION
 Latest version number git repository tag package version as well
 002
 CHANGELOGrst
 The CHANGELOGrst file should detail the individual versions their release date and a set of bullet points for eachversion highlighting the overall changes in a given version of the formula
 A sample skeleton of the CHANGELOGrst file
 CHANGELOGrst
 service formula===============
 002 (2014-01-01)
 - Re-organized formula file layout- Fixed filename used for upstart logger template- Allow for pillar message to have default if none specified
 001 (2013-01-01)
 - Initial formula setup
 Versioning
 Formula are versioned according to Semantic Versioning httpsemverorg
 Note Given a version number MAJORMINORPATCH increment the
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 1 MAJOR version when you make incompatible API changes
 2 MINOR version when you add functionality in a backwards-compatible manner and
 3 PATCH version when you make backwards-compatible bug fixes
 Additional labels for pre-release and build metadata are available as extensions to the MAJORMINORPATCH format
 Formula versions are tracked using Git tags as well as the VERSION file in the formula repository The VERSION fileshould contain the currently released version of the particular formula
 Formula unit testing
 A smoke-test for invalid Jinja invalid YAML or an invalid Salt state structure can be performed by with the stateshow_sls function
 salt stateshow_sls service-name
 Salt Formulas can then be tested by running each sls file via statesls and checking the output for the successor failure of each state in the Formula This should be done for each supported platform
 salt statesls sls-file-name test
 More information
 bull httpdocssaltstackcomenlatesttopicsbest_practiceshtml
 bull httpdocssaltstackcomenlatesttopicsdevelopmentconventionsformulashtml
 bull httpdocssaltstackcomenlatesttopicsdevelopmentconventionsstylehtml
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Development Documentation
 Contributor Guidelines
 bull Bugs
 ndash Tags
 ndash Status
 ndash Importance
 ndash Triaging Bugs
 bull Submitting Code
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 bull Backporting
 bull Style Guide
 Bugs
 Bugs should be filed on Bug Launchpad for SaltStack-formulas
 When submitting a bug or working on a bug please ensure the following criteria are met
 bull The description clearly states or describes the original problem or root cause of the problem
 bull Include historical information on how the problem was identified
 bull Any relevant logs are included
 bull If the issue is a bug that needs fixing in a branch other than master please note the associated branch within thelaunchpad issue
 bull The provided information should be totally self-contained External access to web servicessites should not beneeded
 bull Steps to reproduce the problem if possible
 Tags
 If itrsquos a bug that needs fixing in a branch in addition to master add a lsquoltreleasegt-backport-potentialrsquo tag (egkilo-backport-potential) There are predefined tags that will auto-complete
 Status
 Please leave the status of an issue alone until someone confirms it or a member of the bugs team triages it Whilewaiting for the issue to be confirmed or triaged the status should remain as New
 Importance
 Should only be touched if it is a BlockerGating issue If it is please set to High and only use Critical if you havefound a bug that can take down whole infrastructures Once the importance has been changed the status should bechanged to Triaged by someone other than the bug creator
 Triaging Bugs
 Reported bugs need prioritization confirmation and shouldnrsquot go stale If you care about OpenStack stability but arenrsquotwanting to actively develop the roles and playbooks used within the ldquosalt-formulasrdquo project consider contributing in thearea of bug triage which helps immensely The whole process is described in the upstream Bug Triage Documentation
 Submitting Code
 bull Write good commit messages We follow the OpenStack ldquoGit Commit Good Practicerdquo guide if you have anyquestions regarding how to write good commit messages please review the upstream OpenStack documentation
 506 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 bull Changes to the project should be submitted for review via the Gerrit tool following the workflow documentedhere
 bull Pull requests submitted through GitHub will be ignored and closed without regard
 bull All feature additionsdeletions should be accompanied by a blueprintspec ie adding additional active agentsto neutron developing a new service role etc
 bull Before creating blueprintspec an associated issue should be raised on launchpad This issue will be triaged and adetermination will be made on how large the change is and whether or not the change warrants a blueprintspecBoth features and bug fixes may require the creation of a blueprintspec This requirement will be voted on bycore reviewers and will be based on the size and impact of the change
 bull All blueprintsspecs should be voted on and approved by core reviewers before any associated code will bemerged For more information on blueprintsspecs please review the upstream OpenStack Blueprint documen-tation At the time the blueprintspec is voted on a determination will be made whether or not the work will bebackported to any of the ldquoreleasedrdquo branches
 bull Patches should be focused on solving one problem at a time If the review is overly complex or generally largethe initial commit will receive a ldquo-2rdquo and the contributor will be asked to split the patch up across multiplereviews In the case of complex feature additions the design and implementation of the feature should be donein such a way that it can be submitted in multiple patches using dependencies Using dependent changes shouldalways aim to result in a working build throughout the dependency chain Documentation is available foradvanced gerrit usage too
 bull All patch sets should adhere to the Salt Style Guide listed here as well as adhere to the Salt best practices whenpossible
 bull All changes should be clearly listed in the commit message with an associated bug idblueprint along with anyextra information where applicable
 bull Refactoring work should never include additional ldquoriderrdquo features Features that may pertain to something thatwas re-factored should be raised as an issue and submitted in prior or subsequent patches
 Backporting
 bull Backporting is defined as the act of reproducing a change from another branch Uncleansquashedmodifiedcherry-picks and complete reimplementations are OK
 bull Backporting is often done by using the same code (via cherry picking) but this is not always the case Thismethod is preferred when the cherry-pick provides a complete solution for the targeted problem
 bull When cherry-picking a commit from one branch to another the commit message should be amended with anyfiles that may have been in conflict while performing the cherry-pick operation Additionally cherry-pick com-mit messages should contain the original commit SHA near the bottom of the new commit message This can bedone with cherry-pick -x Herersquos more information on Submitting a change to a branch for review
 bull Every backport commit must still only solve one problem as per the guidelines in Submitting Code
 bull If a backport is a squashed set of cherry-picked commits the original SHAs should be referenced in the commitmessage and the reason for squashing the commits should be clearly explained
 bull When a cherry-pick is modified in any way the changes made and the reasons for them must be explicitlyexpressed in the commit message
 bull Refactoring work must not be backported to a ldquoreleasedrdquo branch
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 Style Guide
 When creating tasks and other roles for use in Salt please create then using the YAML dictionary format
 Example YAML dictionary format
 - name The name of the tasksmodule_namething1 some-stuffthing2 some-other-stuff
 tags- some-tag- some-other-tag
 Example what NOT to do
 - name The name of the tasksmodule_name thing1=some-stuff thing2=some-other-stufftags some-tag
 - name The name of the tasksmodule_name gtthing1=some-stuffthing2=some-other-stuff
 tags some-tag
 Usage of the ldquogtrdquo and ldquo|rdquo operators should be limited to Salt conditionals and command modules such as the Saltshell or command
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 222 Testing
 Chapter 2 Testing
 Home SaltStack-Formulas Development Documentation
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 Testing Coding Style
 bull Using Double Quotes with no Variables
 bull Line Length Above 80 Characters
 bull Single Line Declarations
 bull No Newline at the End of the File
 bull Trailing Whitespace Characters
 Formulas are pre-written Salt States They are as open-ended as Salt States themselves and can be used for tasks suchas installing a package configuring and starting a service setting up users or permissions and many other commontasks They have certain rules that needs to be adhered
 Using Double Quotes with no Variables
 In general - itrsquos a bad idea All the strings which does not contain dynamic content ( variables ) should use single quoteinstead of double
 Line Length Above 80 Characters
 As a lsquostandard code width limitrsquo and for historical reasons - [IBM punch card](httpenwikipediaorgwikiPunched_card) had exactly 80 columns
 Single Line Declarations
 Avoid extending your code by adding single-line declarations It makes your code much cleaner and easier to parse grep while searching for those declarations
 No Newline at the End of the File
 Each line should be terminated in a newline character including the last one Some programs have problems processingthe last line of a file if it isnrsquot newline terminated [Stackoverflow thread](httpstackoverflowcomquestions729692why-should-files-end- with-a-newline)
 Trailing Whitespace Characters
 Trailing whitespaces take more spaces than necessary any regexp based searches wonrsquot return lines as a result due totrailing whitespace(s)
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
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 Home SaltStack-Formulas Development Documentation
 Testing Metadata
 bull Testing Scenarios
 ndash File metadatayml
 Pillars are tree-like structures of data defined on the Salt Master and passed through to the minions They allowconfidential targeted data to be securely sent only to the relevant minion Pillar is therefore one of the most importantsystems when using Salt
 Testing Scenarios
 Testing plan tests each formula with the example pillars covering all possible deployment setups
 The first test run covers stateshow_sls call to ensure that it parses properly with debug output
 The second test covers statesls to run the state definition and run statesls again capturing output assertingthat ^Not Run is not present in the output because if it is then it means that a state cannot detect by itself whetherit has to be run or not and thus is not idempotent
 File metadatayml
 name serviceversion 02source httpsgithubcomtcpcloudsalt-formula-service
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home Salt-Formulas Development Documentation
 Testing Salt Formulas
 bull Generate Test Structures in Formula
 bull Formula Testing with Test Kitchen
 ndash Using Test Kitchen
 ndash How it Works
 ndash Verifying Deployment
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 ndash Requirements
 ndash Sample Configurations
 bull Continous Integration with Travis
 ndash Sample Configurations
 bull Common Practices
 Each formula contains Makefile with at least test target Under tests directory are located resources for test execu-tion
 Test target executes ldquosmoke testrdquo implemented by testsrun_testssh capable to fetch dependencies in python virtualenvironment by executing salt-call stateshow_sls with provided testspillar data
 The purpose of the smoke test is to find syntax typo issues and verify example pillar data against the formula
 Initial content of tests folder contains test pillars and a run_testssh as generated by cookiecutter
 testspillar
 client_singleslsserver_singlesls
 run_testssh
 Create or update pillars in testspillarsls with test data
 Generate Test Structures in Formula
 There is and salt-formulas cookiecutter template to generate initial repository structure for new formula
 For existing formulas there is an convenient script capable to generate initial structures from available content Formore details follow the README in the above linked repository To simply generate test structures according speci-fication stated in this document simply run kitchen-initsh
 tldr
 curl -skL httpsrawgithubusercontentcomsalt-formulassalt-formulasmasterrarr˓cookiecuttersalt-formulakitchen-initsh | bash -s --
 Formula Testing with Test Kitchen
 Test Kitchen with forked kitchen-salt provisioner plugin may be used for local development as well as CI scenario
 Test Kitchen is a test harness tool to execute your configured code on one or more platforms in isolation There is akitchenyml in main directory that defines platforms to be tested and suites to execute on them
 Kitchen CI can spin instances locally or remote based on used driver For example kitchenyml may define adocker or vagrant driver
 For more explore itrsquos rich ecosystem of supported driversprovisionersverifiers
 Using Test Kitchen
 A listing of scenarios to be executed
 22 Development Documentation 511
  SaltStack-Formulas Documentation Release master
 $ kitchen list
 Instance Driver Provisioner Verifier Transport Last Action
 client-single-ubuntu-1404 Docker SaltSolo Inspec Ssh ltNot Createdgtclient-single-ubuntu-1604 Docker SaltSolo Inspec Ssh ltNot Createdgtclient-single-centos-71 Docker SaltSolo Inspec Ssh ltNot Createdgt
 The Busser Verifier is used to setup and run tests implementated in ltrepogttestintegration It installs the particulardriver to tested instance (Serverspec InSpec Shell Bats ) prior the verification is executed
 Example workflow
 list instances and statuskitchen list
 manually execute integration testskitchen [test || [create|converge|verify|exec|login|destroy|]] [instance] -t testsrarr˓integration
 use with provided Makefile (ie within CI pipeline)make kitchen
 How it Works
 Kitchen spin an instances in Docker Vagrant OpenStack environment etc based on configured driver Instance isconfigured as salt minion where the configuration is defined by kitchenyml and testspillarsls
 Override your specific needs with kitchenltbackend|localgtyml that you may load asKITCHEN_LOCAL_YAML=kitchenltdrivergtyml kitchen ltactiongt ltsuitegt
 Example KITCHEN_LOCAL_YAML=kitchenlocal kitchen verify server-ubuntu-1404 -ttestsintegration
 Test Kitchen then allows you execute several action to perform your testing under configured conditions
 1 create provision an test instance (VM container)
 2 converge run a provisioner (shell script kitchen-salt)
 3 verify run a verification (inspec other may be added)
 4 destroy
 Verifying Deployment
 There is couple of verifier plugins that are shipped with Test Kitchen They allow to run simple bash scripts andchecking itrsquos exit codes to run specific purpose based frameworks
 The Busser Verifier goes with test-kitchen by default It is used to setup and run tests implemented in ltrepogttestintegration It guess and installs the particular driver to tested instance By default InSpec is expected
 You may avoid to install busser framework if you configure specific verifier in kitchenyml
 verifiername inspec
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 For default Inspec Verifier implement your scripts directly in ltrepogttestintegrationltsuitegt directorywith _specrb suffix
 If you would to write another verification scripts than InSpec store them in ltrepogttestsintegrationltsuitegtltverifiergt Busser lthttpsgithubcomtest-kitchenbussergt is a test setup andexecution framework under test kitchen
 Implement integration tests under ltrepogttestsintegrationltsuitegtltverifiergt directory with_specltverifier suffixgt filename suffix
 InSpec
 InSpec is native validation framework for Test Kitchen and as such donrsquot require usage of ltverifiergt folder Thusthe tests may by stored directly under ltrepogttestsintegrationltsuitegt
 Additional resources
 bull httpsinspecio
 bull httpsgithubcomchefinspec
 bull httpsgithubcomchefkitchen-inspec
 Example verification scripts under testsintegration folder of the formula
 testsintegration
 defaultdefault_testcase_specrb Written in InSpec
 backupmxserverspec ltVerifier frameworkgt
 backupmx_specrb Written in ServerSpechelpers
 serverspecspec_helperrb
 relayserverspec
 relay_specrbserver
 serverspecaliases_specrbserver_specrb
 pillarbackupmxslsrelayslsserversls
 run_testssh
 Requirements
 Use latest stable kitchen-salt lthttpsgithubcomsaltstackkitchen-saltgt and kitchen-test
 TLDR
 First you have to install ruby package manager gem
 Install required gems
 Ruby sidegem install ltgem name from the list belowgt
 (continues on next page)
 22 Development Documentation 513
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 Isolated wBundlergem install bundler
 cat gt Gemfile lt-EOFsource httpsrubygemsorg
 gem rakegem test-kitchengem kitchen-dockergem kitchen-inspecgem inspecgem kitchen-salt git =gt httpsgithubcomsalt-formulaskitchen-
 rarr˓saltgitEOF
 bundle install [--path $PWDvendorbundle]
 use with preffix bundle kitchen bundle exec kitchen list
 Create aliases
 cat gt ~$SHELLrc lt-EOFalias bk=nocorrect bundle exec kitchenalias kl=nocorrect bundle exec kitchen list
 EOF
 See httpkitchenci for more details
 Install procedure
 One may be satisfied installing ruby and gems system-wide right from OS package manager
 If you are an rubychef developer you will probably want to use ChefDK lthttpsdownloadschefiochefdkgt
 For advanced users or the sake of complex environments you may use rbenv for user side ruby installation
 bull httpsgithubcomrbenvrbenv
 bull httpkitchencidocsgetting-startedinstalling
 An example steps to install user side ruby and prerequisites
 Use package manager to install rbenv and ruby-buildsudo apt-get install rbenv ruby-build
 list all available versionsrbenv install -l
 install a Ruby version of your choice or pick latestrbenv install $(rbenv install -l|grep -E ^[ ][0-9][0-9]+|tail -1)
 activaterbenv local 240
 its usually a good idea to update rubygems firstrbenv exec gem update --system
 (continues on next page)
 514 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 install test kitchenrbenv exec gem install bundlerrbenv exec gem install test-kitchen
 Continue with the optional Gemfile in the formula main directory to fetch fine tuned dependencies If you use Gem-file and Bundler for local dependencies prepend all command with rbenv exec bundler exec and possibly setan alias in your ~bashrc etc
 cat gtgt ~$SHELLrc ltlt-EOFalias rk=rbenv exec kitchenalias bk=rbenv exec bundler exec kitchen
 EOF
 With such alias set you should be able to execute rbenv exec bundler exec make kitchen and see testresults
 Sample Configurations
 For advanced configs have a look at kitchenyml examples in cookiecutter template lthttpsgithubcomsalt-formulassalt-formulastreemastercookiecuttersalt-formula7B7Bcookiecutterservice_name7D7Dgt_
 kitchenyml
 ---driver
 name dockerhostname opencontrailuse_sudo true
 provisionername salt_solosalt_install bootstrapsalt_bootstrap_url httpsbootstrapsaltstackcomsalt_version latestrequire_chef falselog_level errorformula opencontrailgrainsnoservices True
 dependencies- name linux
 repo gitsource httpsgithubcomsalt-formulassalt-formula-linux
 state_topbase
 - linux- opencontrail
 pillarstopsls
 base- linux_repo_openstack- linux_repo_cassandra- linux_repo_opencontrail
 (continues on next page)
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 - linux_repo_mos- linux- opencontrail- opencontrail_juniper
 linuxslslinux
 systemenabled truename opencontrail
 opencontrail_junipersls pillars-from-fileslinux_repo_mossls testspillarrepo_mos8slslinux_repo_cassandrasls testspillarrepo_cassandraslslinux_repo_openstacksls testspillarrepo_openstackslslinux_repo_opencontrailsls testspillarrepo_opencontrailsls
 verifiername inspecsudo true
 platforms- name lt= ENV[PLATFORM] || ubuntu-xenial gtdriver_config
 image lt= ENV[PLATFORM] || trevorjsalty-whalesxenial gtplatform ubuntu
 suites
 - name lt= ENV[SUITE] || single gtprovisioner
 pillars-from-filesopencontrailsls testspillarlt= ENV[SUITE] || single gtsls
 - name clusterprovisioner
 pillars-from-filesopencontrailsls testspillarclustersls
 - name analyticsprovisioner
 pillars-from-filesopencontrailsls testspillaranalyticssls
 - name controlprovisioner
 pillars-from-filesopencontrailsls testspillarcontrolsls
 - name vendor-juniperprovisioner
 vendor_repo- type apturl httpaptlylocalcontrailkey_url httpaptlylocalpublicgpgcomponents maindistribution trusty
 pillars-from-files(continues on next page)
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 opencontrailsls testspillarcontrolslspillars
 opencontrail_juniperslsopencontrailcommonvendor juniper
 vim ft=yaml sw=2 ts=2 sts=2 tw=125
 Continous Integration with Travis
 Salt-formulas uses Travis CI to run smoke and integration tests To generate travisyml follow Generate teststructures in formula
 Sample Configurations
 travisyml
 sudo requiredservices
 - docker
 PREREQUISITESinstall
 - pip install PyYAML- pip install virtualenv- |test -e Gemfile || cat ltltEOF gt Gemfilesource httpsrubygemsorggem rakegem test-kitchengem kitchen-dockergem kitchen-inspecgem inspecgem kitchen-salt git =gt httpsgithubcomsalt-formulaskitchen-saltgit
 - bundle install
 BUILD MATRIXenv
 - PLATFORM=trevorjsalty-whalestrusty- PLATFORM=trevorjsalty-whalesxenial- PLATFORM=trevorjsalty-whalesxenial-20163
 SMOKE TESTbefore_script
 - set -o pipefail- make test | tail
 KITCHEN TESTscript
 - bundle exec kitchen test -t testsintegration
 vim ft=yaml sw=2 ts=2 sts=2 tw=125
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 Common Practices
 noservices
 At some rare cases execution of given state in the formula is not possible or required For these cases set grainnoservices True and wrap corresponding code as in the example below
 - if not grainsget(noservices False) mysql_database_ database_name mysql_databasepresent- name database_name - character_set databaseget(encoding utf8) - connection_user connectionuser - connection_pass connectionpassword - connection_charset connectioncharset
 - endif
 As the mysql database might not be available in the given test environment (travisdocker etc)
 In kitchenyml we set grain noservices True by default
 grainsnoservices True
 formula dependencies
 Formula dependencies might be specified in ltformula repogtmetadatayml
 name galeraversion 10source httpsgithubcomsalt-formulassalt-formula-galeradependencies- name mysql
 source httpsgithubcomsalt-formulassalt-formula-mysql
 While using test-kitchen formula dependencies must be specified in kitchenyml as well Dependencies may beinstalled from git spm or even apt repository
 provisionerdependencies- name mysql
 repo gitsource httpsgithubcomsalt-formulassalt-formula-mysqlgit
 - name linuxrepo gitsource httpsgithubcomsalt-formulassalt-formula-linuxgit
 For convenience kitchen-salt will read metadatayml of these dependencies and install their dependencies in caseyou omit them in kitchenyml
 build matrix
 To simplify local CI we ship kitchenyml with limited number of platforms (ie latest ubuntu as a falback optionif no ENV variable PLATFORM is specified)
 However this is later extended on Travis CI while using ENV variables in build matrix
 travisyml snippet
 518 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 BUILD MATRIXenv
 - PLATFORM=trevorjsalty-whalestrusty- PLATFORM=trevorjsalty-whalesxenial
 kitchenyml snippet
 platforms- name lt= ENV[PLATFORM] || ubuntu-xenial gtdriver_config
 image lt= ENV[PLATFORM] || trevorjsalty-whalesxenial gtplatform ubuntu
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Development Documentation
 Testing Salt models
 bull Kitchen-salt to validate mode
 bull Running the Tests
 In order to test your model you may use kitchen-salt again
 To validate model use
 Kitchen-salt to validate mode
 With the below approach you may validate or even deploy your model in any platform the kitchen-test support
 Expected repository structure
 tree -L 3
 classes
 service
 system
 clusterk8s-aio-calicok8s-aio-contrailk8s-ha-calicok8s-ha-calico-cloudproviderk8s-ha-calico-syndic
 (continues on next page)
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 k8s-ha-contrailos-aio-contrailos-aio-ovsos-ha-contrailos-ha-contrail-40os-ha-contrail-ironicos-ha-ovsos-ha-ovs-ceph
 MakefileREADMErst
 verifysh
 Place this kitchenyml and verifysh to to your model repo
 Example kitchenyml
 ---driver
 name dockeruse_sudo falsevolume- lt= ENV[PWD] gttmpkitchen
 provisionername shellscript verifysh
 platformslt `find classescluster -maxdepth 1 -mindepth 1 -type d | tr _ - |sort -u`
 rarr˓split()each do |cluster| gtlt cluster=clustersplit()[2] gt- name lt= cluster gtdriver_config
 image ubuntu1604image tcpcloudsalt-models-testing With preinstalled dependencies (faster)platform ubuntuhostname cfg01lt= cluster gtlocalprovision_command
 - apt-get update- apt-get install -y git curl python-pip- pip install --upgrade pip- git clone httpsgithubcomsalt-formulassalt-formulas-scripts srvsalt
 rarr˓scripts- cd srvsaltscripts git pull -r cd - NOTE Configure ENV options as needed example- echo
 export BOOTSTRAP=1nexport CLUSTER_NAME=lt= cluster gtnexport FORMULAS_SOURCE=pkgnexport RECLASS_VERSION=masternexport RECLASS_IGNORE_CLASS_NOTFOUND=Truenexport RECLASS_IGNORE_CLASS_REGEXP=servicenexport EXTRA_FORMULAS=n
 gt kitchenenv
 (continues on next page)
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 export RECLASS_SOURCE_PATH=usrlibpython27site-packagesreclassnexport PYTHONPATH=$RECLASS_SOURCE_PATH$PYTHONPATHn
 lt end gt
 suites- name cluster
 Example verifysh
 binbash
 export HOSTNAME=$`hostname -s`export DOMAIN=$`hostname -d`cd srvsaltscripts git pull -r || true source bootstrapsh || exit 1
 BOOTSTRAPif [[ $BOOTSTRAP =~ ^(True|true|1|yes)$ ]] then
 workarounds for kitchentest -e tmpkitchen || (mkdir -p srvsaltreclass rsync -avh tmpkitchen
 rarr˓srvsaltreclass)cd srvsaltreclass clone latest system-level if missingif [[ -e gitmodules ]] ampamp [[ -e classessystemlinux ]] thengit submodule update --init --recursive --remote || true
 fisource_local_envssrvsaltscriptsbootstrapsh ampampif [[ -e tmpkitchen ]] then sed -i BOOTSTRAP=d kitchenenv fi
 fi
 VERIFYexport RECLASS_IGNORE_CLASS_NOTFOUND=Falsecd srvsaltreclass ampampif [[ -z $1 ]] then
 verify_salt_master ampampverify_salt_minions
 elseverify_salt_minion $1
 fi
 Usage
 kitchen list
 Instance Driver Provisioner Verifier Transportrarr˓Last Action Last Error--------------------------------------------------------------------------------------rarr˓-----------------------cluster-k8s-aio-calico Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-k8s-aio-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-k8s-ha-calico Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-k8s-ha-calico-cloudprovider Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-k8s-ha-calico-syndic Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegt (continues on next page)
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 cluster-k8s-ha-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-aio-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-aio-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-ha-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-ha-contrail-40 Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-ha-contrail-ironic Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-ha-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-ha-ovs-ceph Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegt
 Once all require requirements are set use testsruntestspy to run all of the tests included in Saltrsquos test suiteFor more information see ndashhelp
 Running the Tests
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 223 Maintenance
 Chapter 3 Maintenance
 Home SaltStack-Formulas Development Documentation
 Formula Versioning
 bull Creating New Release
 522 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 Current versioning system is date based same as Saltstack versioning using format YYYY-MM-R (year-month-revision)where revision is minor release that increments of 1 starting at 0
 Creating New Release
 Releasing is currently not automatic and is up to maintainer of individual formula
 To automate the tasks needed to make a new release there are unified targets in Makefile that should be present ineach formula repository
 See make help for more information there are release-major and release-minor targets First one willcreate new major release by current date Second will raise revision of current major release
 Example use and output
 $ make release-minorCurrent version is 20172 new version is 201721echo 201721 gt VERSIONsed -i sversion version 201721g metadatayml[ -f debianchangelog ] || dch -v 201721 -m --force-distribution -D `dpkg-rarr˓parsechangelog -S Distribution` New versionmake genchangelog-201721make[1] Entering directory homefilipsrcsalt-formulasformulasletsencrypt(echo =========nChangelogn=========n (echo 201721git tag) | sort -r | grep -E ^[0-9]+ | while read i do
 cur=$i test $i = 201721 ampamp i=HEAD prev=`(echo 201721git tag)|sort|grep -E ^[0-9]+|grep -B1 $cur$|head -1`
 rarr˓ echo Version $curn=============================n git log --pretty=short --invert-grep --grep=Merge pull request --decorate $prev
 rarr˓$i echo
 done) gt CHANGELOGrstmake[1] Leaving directory homefilipsrcsalt-formulasformulasletsencrypt(git add -u git commit -m Version 201721)[master 4859e22] Version 2017214 files changed 81 insertions(+) 13 deletions(-)rewrite CHANGELOGrst (98)
 git tag -s -m 201721 201721
 $ git show
 $ git push origin master$ git push origin --tags
 bull Documentation Home
 bull Project Introduction
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 Home SaltStack-Formulas Development Documentation
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 Formula Packaging
 bull Debian
 ndash Native Packages
 ndash Quilt Packages
 bull More Information
 This section describes process of building distribution packages for various distributions
 Debian
 Debian packaging ecosystems is very diversed therersquos many ways how to build and maintain a package
 We have decided to use git-buildpackage (aka gbp) and support two source formats depending on formulaneeds 30 (native) and 30 (quilt)
 Native Packages
 Native source format is for applications made especially for Debian it doesnrsquot distinquish upstream vs debian dis-tribution As itrsquos the easiest format available itrsquos currently used by most of the formulas The only requirement is tohave debian directory in formularsquos git repository and building the package is as simple as
 dpkg-buildpackage -uc -us
 or building source package and using cowbuilder
 dpkg-buildpackage -S -nc -uc -ussudo cowbuilder --build salt-formula-somthin_dsc
 Disadvantages of using native format is that itrsquos not possible to maintain stable versions and therefore maintain formulapackage in Debian distribution
 Quilt Packages
 Quilt format adds more complexity as it distinquish upstream vs debian distribution
 Upstream is original unmodified source code originating from Git repository Pypy or some source tarball providedby upsteram etc Such distribution doesnrsquot care about debian packaging and doesnrsquot ship debian directory
 Debian consists of actual debian directory with everything needed similar to native format but as an additionalit supports quilt patches This feature allows package maintainer to maintain patches to specific upstream versionseparately (eg to backport new features fixes etc) In this way itrsquos possible to maintain stable versions of softwareeven if itrsquos no longer supported upstream
 This format doesnrsquot solve way how debian packaging is done whether itrsquos tracked in a Git repository SVN etc Thengit-buildpackage comes into play
 With gbp itrsquos possible to have separate branch for packaging (eg debianunstable) and upstream (usuallymaster) and this is what we are using to maintain packages for some formulas
 Example branches in such formula can be following
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 bull master
 ndash formulas itself
 bull debianunstable
 ndash packaging for Debian uploaded into unstable
 ndash if itrsquos needed to patch formula in particular stable release (eg stretch) according branch can be createdeg debianstretch
 bull debiantrusty
 ndash packaging for specific Ubuntu version
 ndash uploaded on Launchpad into ~salt-formulasppa
 bull debianxenial
 ndash packaging for specific Ubuntu version
 ndash uploaded on Launchpad into ~salt-formulasppa
 This mechanism also utilizes Git tags to mark specific release eg debian10-1
 To build package checkout into debian branch and run
 gbp buildpackage --git-ignore-new --git-ignore-branch -S -uc -us
 More Information
 Debian packaging is complex topic so itrsquos good to check some external resources as well
 bull httphonksigxcpuorgprojectsgit-buildpackagemanual-htmlgbphtml
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
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 Chapter 1 Environment Installation
 Home Installation and Operations Manual
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 Configuration Node Setup
 bull Configuring the Operating System
 ndash Setting up package repository
 ndash Configuring Secure Shell (SSH) keys
 Configuring the Operating System
 The configuration files will be installed to etcsalt and are named after the respective components etcsaltmaster and etcsaltminion
 By default the Salt master listens on ports 4505 and 4506 on all interfaces (0000) To bind Salt to a specific IPredefine the ldquointerfacerdquo directive in the master configuration file typically etcsaltmaster as follows
 - interface 0000+ interface 10001
 After updating the configuration file restart the Salt master for more details about other configurable options Makesure that mentioned ports are open by your network firewall
 Open salt master config
 vim etcsaltmasterdmasterconf
 And set the content to the following enabling dev environment and reclass metadata source
 file_rootsbase- srvsaltenvdev- srvsaltenvbase
 pillar_opts False
 reclass ampreclassstorage_type yaml_fsinventory_base_uri srvsaltreclass
 ext_pillar- reclass reclass
 master_topsreclass reclass
 And set the content to the following to setup reclass as salt-master metadata source
 vim etcreclassreclass-configyml
 storage_type yaml_fspretty_print Trueoutput yamlinventory_base_uri srvsaltreclass
 Configure the master service
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 Ubuntuservice salt-master restart Redhatsystemctl enable salt-masterservicesystemctl start salt-master
 See the master configuration reference for more details about other configurable options
 Setting up package repository
 Use curl to install your distributionrsquos stable packages Examine the downloaded file install_saltsh to ensurethat it contains what you expect (bash script) You need to perform this step even for salt-master instalation as it addsofficial saltstack package management PPA repository
 apt-get install vim curl git-corecurl -L httpsbootstrapsaltstackcom -o install_saltshsudo sh install_saltsh
 Install the Salt master from the apt repository with the apt-get command after you installed salt-minion
 sudo apt-get install salt-minion salt-master reclass
 Note Instalation is tested on Ubuntu Linux 14041604 but should work on any distribution with python 27installed
 You should keep Salt components at current stable version
 Configuring Secure Shell (SSH) keys
 Generate SSH key file for accessing your reclass metadata and development formulas
 mkdir rootsshssh-keygen -b 4096 -t rsa -f rootsshid_rsa -q -N chmod 400 rootsshid_rsa
 Create SaltStack environment file root we will use dev environment
 mkdir srvsaltenvdev -p
 Get the reclass metadata definition from the git server
 git clone gitgithubcomtcpcloudworkshop-salt-modelgit srvsaltreclass
 Get the core formulas from git repository server needed to setup the rest
 git clone gitgithubcomtcpcloudsalt-formula-linuxgit srvsaltenvdevlinux -brarr˓developgit clone gitgithubcomtcpcloudsalt-formula-saltgit srvsaltenvdevsalt -brarr˓developgit clone gitgithubcomtcpcloudsalt-formula-opensshgit srvsaltenvdevopenssh -rarr˓b developgit clone gitgithubcomtcpcloudsalt-formula-gitgit srvsaltenvdevgit -brarr˓develop
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 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home Installation and Operations Manual
 Target Nodes Installation
 bull Basic minion Configuration
 ndash Setting Salt Master host
 ndash Setting Salt minion ID
 On most distributions you can set up a Salt Minion with the Salt Bootstrap
 Note In every two-step example you would be well-served to examine the downloaded file and examine it to ensurethat it does what you expect
 Using curl to install latest git
 curl -L httpsbootstrapsaltstackcom -o install_saltshsudo sh install_saltsh git develop
 Using wget to install your distributionrsquos stable packages
 wget -O install_saltsh httpsbootstrapsaltstackcomsudo sh install_saltsh
 Install a specific version from git using wget
 wget -O install_saltsh httpsbootstrapsaltstackcomsudo sh install_saltsh -P git v20155
 On the above example we added -P which will allow PIP packages to be installed if required but itrsquos no a necessaryflag for git based bootstraps
 Basic minion Configuration
 Salt configuration is very simple The only requirement for setting up a minion is to set the location of the master inthe minion configuration file
 The configuration files will be installed to etcsalt and are named after the respective components etcsaltmaster and etcsaltminion
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 Setting Salt Master host
 Although there are many Salt Minion configuration options configuring a Salt Minion is very simple By defaulta Salt Minion will try to connect to the DNS name ldquosaltrdquo if the Minion is able to resolve that name correctly noconfiguration is needed
 If the DNS name ldquosaltrdquo does not resolve to point to the correct location of the Master redefine the ldquomasterrdquo directivein the minion configuration file typically etcsaltminion as follows
 - master salt+ master 10001
 Setting Salt minion ID
 Then explicitly declare the ID for this minion to use Since Salt uses detached IDs it is possible to run multiple minionson the same machine but with different IDs
 id foobarcom
 After updating the configuration files restart the Salt minion
 Ubuntuservice salt-minion restart
 Redhatsystemctl enable salt-minionservicesystemctl start salt-minion
 See the minion configuration reference for more details about other configurable options
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home Installation and Operations Manual
 Install Infrastructure Services
 bull Support infrastructure deployment
 First execute basic states on all nodes to ensure Salt minion system and OpenSSH are set up
 salt statesls linuxsaltopensshntp
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 Support infrastructure deployment
 Metering node is deployed by running highstate
 salt mtr statehighstate
 On monitoring node git needs to be setup first
 salt mon statesls gitsalt mon statehighstate
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home Installation and Operations Manual
 Validate Configuration Node
 Now itrsquos time to validate your configuration infrastrucuture
 Check validity of reclass data for entire infrastructure
 reclass-salt --top
 It will return service catalog of entire infrastructure
 Get reclass data for specific node
 reclass-salt --pillar ctl01workshopcloudlabcz
 Verify that all salt minions are accepted at master
 rootcfg01~ salt-keyAccepted Keyscfg01workshopcloudlabczmtr01workshopcloudlabczDenied KeysUnaccepted KeysRejected Keys
 Verify that all Salt minions are responding
 rootcfg01~ salt workshopcloudlabcz testpingcfg01workshopcloudlabcz
 Truemtr01workshopcloudlabcz
 Trueweb01workshopcloudlabcz
 Truecmp02workshopcloudlabcz
 True
 (continues on next page)
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 cmp01workshopcloudlabczTrue
 mon01workshopcloudlabczTrue
 ctl02workshopcloudlabczTrue
 ctl01workshopcloudlabczTrue
 ctl03workshopcloudlabczTrue
 Get IP addresses of minions
 rootcfg01~ salt workshopcloudlabcz grainsget ipv4
 Show top states (installed services) for all nodes in the infrastructure
 rootcfg01~ salt stateshow_top[INFO ] Loading fresh modules for state activitynodeXXX
 ----------base
 - git- linux- ntp- salt- collectd- openssh- reclass
 bull Documentation Home
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 bull Development Documentation
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 Initial Environment Configuration
 bull Linux system setup
 ndash Basic linux box
 ndash Linux with defined users (optionaly with password)
 ndash Linux package installation
 ndash Linux cron job
 ndash Linux security limits
 ndash Enable autologin on tty1
 bull Linux Kernel setup
 bull Linux repositories setup
 bull Linux prompt setup
 bull Linux network setup
 ndash Linux interfaceroute setup
 ndash Linux network bridges
 ndash Other network related configuration
 bull Linux storage setup
 bull OpenSSH client
 bull OpenSSH server
 bull Salt minion configuration
 bull NTP client
 Linux system setup
 Basic linux box
 linuxsystemenabled truename node1domain domaincomcluster systemenvironment prodtimezone EuropePragueutc true
 Linux with defined users (optionaly with password)
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 linuxsystemuser
 jdoename jdoeenabled truesudo trueshell binbashfull_name Jonh Doehome homejdoeemail jonhdoecom
 jsmithname jsmithenabled truefull_name Passwordhome homejsmithpassword userpassword
 Linux package installation
 Install latest version
 linuxsystempackage
 package-nameversion latest
 Linux package with specified version and repository
 linuxsystempackage
 package-nameversion 2132323repo custom-repohold true
 Linux package with specified version and repository - disable GPG check
 linuxsystempackage
 package-nameversion 2132323repo custom-repoverify false
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 Linux cron job
 linuxsystemjob
 cmd1command cmdtorunenabled trueuser roothour 2minute 0
 Linux security limits
 Limit sensu user maximum memory usage to 1GB
 linuxsystemlimit
 sensuenabled truedomain sensulimits- type hard
 item asvalue 1000000
 Enable autologin on tty1
 linuxsystemconsole
 tty1autologin root
 Linux Kernel setup
 Install always up to date LTS kernel and headers from Ubuntu trusty
 linuxsystemkernel
 type genericlts trustyheaders true
 Install specific kernel version and ensure all other kernel packages are not present Also install extra modules andheaders for this kernel
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 linuxsystemkernel
 type genericextra trueheaders trueversion 420-22
 Linux repositories setup
 RedHat based Linux with additional OpenStack repo
 linuxsystemrepo
 rdo-icehouseenabled truesource httpsreposfedorapeopleorgreposopenstackopenstack-kiloel7pgpcheck 0
 Ensure system repository to use czech Debian mirror (default true) Also pin itrsquos packages with priority 900
 linuxsystemrepo
 debiandefault truesource deb httpftpczdebianorgdebian jessie main contrib non-free Import signing key from URL if neededkey_url httpdummycompublicgpgpin- pin origin ftpczdebianorg
 priority 900package
 rclocal example
 linuxsystemrc
 local |binsh -e rclocal This script is executed at the end of each multiuser runlevel Make sure that the script will exit 0 on success or any other value on error In order to enable or disable this script just change the execution bits By default this script does nothingexit 0
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 Linux prompt setup
 Setting prompt is implemented by creating etcprofiledpromptsh Every user can have different prompt
 linuxsystemprompt
 root n[033[037m]Dymd HMS $(hostname -rarr˓f)[e[0m]n[e[131m][uhw][e[0m]
 default nDymd HMS $(hostname -f)n[uhw]
 Linux network setup
 Linux interfaceroute setup
 Linux with default static network interfaces default gateway interface and DNS servers
 linuxnetworkenabled trueinterface
 eth0enabled truetype ethaddress 1921680102netmask 2552552550gateway 19216801name_servers- 8888- 8844mtu 1500
 Linux with bonded interfaces and disabled NetworkManager
 linuxnetworkenabled trueinterface
 eth0type eth
 eth1type eth
 bond0enabled truetype bondaddress 1921680102netmask 2552552550mtu 1500use_in- interface $linuxinterfaceeth0- interface $linuxinterfaceeth0
 network_managerdisable true
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 Linux with vlan interface_params
 linuxnetworkenabled trueinterface
 vlan69type vlanuse_interfaces- interface $linuxinterfacebond0
 Linux networks with routes defined
 linuxnetworkenabled truegateway 10001default_interface eth0interface
 eth0type ethroutedefault
 address 1921680123netmask 2552552550gateway 19216801
 Linux network bridges
 Native linux bridges
 linuxnetworkinterface
 eth1enabled truetype ethproto manualup_cmds- ip address add 00 dev $IFACE- ip link set $IFACE updown_cmds- ip link set $IFACE down
 br-exenabled truetype bridgeaddress $linuxnetworkhostpublic_localaddressnetmask 2552552550use_interfaces- eth1
 OpenVSwitch bridges
 linuxnetworkbridge openvswitch
 (continues on next page)
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 interfaceeth1
 enabled truetype ethproto manualup_cmds- ip address add 00 dev $IFACE- ip link set $IFACE updown_cmds- ip link set $IFACE down
 br-exenabled truetype bridgeaddress $linuxnetworkhostpublic_localaddressnetmask 2552552550use_interfaces- eth1
 Other network related configuration
 Linux with network manager
 linuxnetworkenabled truenetwork_manager true
 etchosts configuration
 linuxnetworkhost
 node1address 19216810200names- node2domaincom- service2domaincom
 node2address 19216810201names- node2domaincom- service2domaincom
 etcresolvconf configuration
 linuxnetworkresolv
 dns- 8844- 8888
 domain myexamplecomsearch
 (continues on next page)
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 - myexamplecom- examplecom
 Linux storage setup
 Linux with mounted Samba
 linuxstorageenabled truemount
 samba1- path mediamyuserpublic- device 19216801storage- file_system cifs- options guestuid=myuseriocharset=utf8file_mode=0777dir_mode=0777noperm
 Linux with file swap
 linuxstorageenabled trueswap
 fileenabled trueengine filedevice swapfilesize 1024
 LVM group vg1 with one device and data volume mounted into mntdata
 linuxstoragemount
 datadevice devvg1datafile_system ext4path mntdata
 lvmvg1
 enabled truedevices- devsdb
 volumedatasize 40Gmount $linuxstoragemountdata
 OpenSSH client
 OpenSSH client with shared private key
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 opensshclientenabled trueuser
 rootenabled trueprivate_key $private_keysvaionewtczuser $linuxsystemuserroot
 OpenSSH client with individual private key and known host
 opensshclientenabled trueuser
 rootenabled trueuser $linuxsystemuserrootknown_hosts- name repodomaincomtype rsafingerprint ddfae868b1eaeaa063f15a5548e17e37
 OpenSSH server
 OpenSSH server with configuration parameters
 opensshserverenabled truepermit_root_login truepublic_key_auth truepassword_auth truehost_auth truebanner Welcome to server
 OpenSSH server with auth keys for users
 opensshserverenabled trueuser
 user1enabled trueuser $linuxsystemuseruser1public_keys- $public_keysuser1
 rootenabled trueuser $linuxsystemuserrootpublic_keys- $public_keysuser1
 OpenSSH server for use with FreeIPA
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 opensshserverenabled truepublic_key_auth trueauthorized_keys_command
 command usrbinsss_ssh_authorizedkeysuser nobody
 Salt minion configuration
 Simple Salt minion
 saltminionenabled truemaster
 host masterdomaincom
 Multi-master Salt minion
 saltminionenabled truemasters- host master1domaincom- host master2domaincom
 Salt minion with salt mine options
 saltminionenabled truemaster
 host masterdomaincommine
 interval 60module
 grainsitems []networkinterfaces []
 Salt minion with graphing dependencies
 saltminionenabled truegraph_states truemaster
 NTP client
 ntpclientenabled true
 (continues on next page)
 23 Installation and Operations Manual 541
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 strata- ntpcesnetcz- ntpniccz
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 233 Monitoring
 Chapter 3 Monitoring
 Home Installation and Operations Manual
 Monitoring Metering and Logging
 The overall health of the systems is measured continuously The metering system collects metrics from the systemsand store them in time-series database for furher evaluation and analysys The log collecting system collects logsfrom all systems transforms them to unified form and stores them for analysis The monitoring system checks forfunctionality of separate systems and raises events in case of threshold breach The monitoring systems may query logand time-series databases for accident patterns and raise an event if anomaly is detected
 The difference between monitoring and metering systems
 Monitoring is generally used to check for functionality on the overall system and to figure out if the hardware for theoverall installation and usage needs to be scaled up With monitoring we also do not care that much if we have lostsome samples in between Metering is required for information gathering on usage as a base for resource utilisationMany monitoring checks are simple meter checks with threshold definitions
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home Installation and Operations Manual
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 Event Monitoring
 bull Monitoring Service (Sensu)
 The overall health of the systems is measured continuously The metering system collects metrics from the systemsand store them in time-series database for furher evaluation and analysys The log collecting system collects logsfrom all systems transforms them to unified form and stores them for analysis The monitoring system checks forfunctionality of separate systems and raises events in case of threshold breach The monitoring systems may query logand time-series databases for accident patterns and raise an event if anomaly is detected
 The difference between monitoring and metering systems
 Monitoring is generally used to check for functionality on the overall system and to figure out if the hardware for theoverall installation and usage needs to be scaled up With monitoring we also do not care that much if we have lostsome samples in between Metering is required for information gathering on usage as a base for resource utilisationMany monitoring checks are simple meter checks with threshold definitions
 Monitoring Service (Sensu)
 Sensu is often described as the ldquomonitoring routerrdquo Essentially Sensu takes the results of ldquocheckrdquo scripts run acrossmany systems and if certain conditions are met passes their information to one or more ldquohandlersrdquo Checks are usedfor example to determine if a service like Apache is up or down Checks can also be used to collect data such asMySQL query statistics or Rails application metrics Handlers take actions using result information such as sendingan email messaging a chat room or adding a data point to a graph There are several types of handlers but the mostcommon and most powerful is ldquopiperdquo a script that receives data via standard input Check and handler scripts can bewritten in any language and the community repository continues to grow
 Sensu properties
 bull Written in Ruby using EventMachine
 bull Great test coverage with continuous integration via Travis CI
 bull Can use existing Nagios plugins
 bull Configuration all in JSON
 bull Has a message-oriented architecture using RabbitMQ and JSON payloads
 bull Packages are ldquoomnibusrdquo for consistency isolation and low-friction deployment
 Sensu embraces modern infrastructure design works elegantly with configuration management tools and is built forthe cloud
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home Installation and Operations Manual
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 Collecting Telemetry Data
 bull CollectdGraphite
 ndash Graphite Metrics Functions
 Gathering metrics and other values There are three basic types of meters that are stored in the time-series database
 Cumulative
 Increasing over time (network or disk usage counters)
 Gauge
 Discrete items (number of connected users) and fluctuating values (system load)
 Delta
 Values changing over time (bandwidth)
 CollectdGraphite
 Collectd gathers statistics about the system it is running on and stores this information Those statistics can then beused to find current performance bottlenecks (ie performance analysis) and predict future system load (ie capacityplanning) Itrsquos written in C for performance and portability allowing it to run on systems without scripting language orcron daemon such as embedded systems At the same time it includes optimizations and features to handle hundredsof thousands of data sets It comes with over 90 plugins which range from standard cases to very specialized andadvanced topics It provides powerful networking features and is extensible in numerous ways
 Graphite is an enterprise-scale monitoring tool that runs well on cheap hardware It was originally designed and writtenby Chris Davis at Orbitz in 2006 as side project that ultimately grew to be a foundational monitoring tool In 2008Orbitz allowed Graphite to be released under the open source Apache 20 license Since then Chris has continued towork on Graphite and has deployed it at other companies including Sears where it serves as a pillar of the e-commercemonitoring system Today many large companies use it
 What Graphite does not do is collect data for you however there are some tools out there that know how to send datato graphite Even though it often requires a little code sending data to Graphite is very simple
 Graphite consists of 3 software components
 bull carbon - a Twisted daemon that listens for time-series data
 bull whisper - a simple database library for storing time-series data (similar in design to RRD)
 bull graphite - A Django webapp that renders graphs on-demand using Cairo
 Graphite Metrics Functions
 The metrics can be adjusted by applying functions on them within the Graphite composer Aside the ability to storetime-series data Graphite has a lot of additional functions that can be used to alter time-series data to more appropriateform if we want to get the delta from the cumulative metrics or ad vice versa
 integral(seriesList)
 This will show the sum over time sort of like a continuous addition function Useful for finding totals ortrends in metrics that are collected per minute
 Example
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 amptarget=integral(companysalesperMinute)
 This would start at zero on the left side of the graph adding the sales each minute and show the totalsales for the time period selected at the right side (time now or the time specified by lsquoampuntil=rsquo)
 derivative(seriesList)
 This is the opposite of the integral function This is useful for taking a running total metric and calculatingthe delta between subsequent data points
 This function does not normalize for periods of time as a true derivative would Instead see the perSec-ond() function to calculate a rate of change over time
 Example
 amptarget=derivative(companyserverapplication01ifconfigTXPackets)
 sumSeries(seriesLists)
 Short form sum()
 This will add metrics together and return the sum at each datapoint (See integral for a sum over time)
 Example
 amptarget=sum(companyserverapplicationrequestsHandled)
 This would show the sum of all requests handled per minute (provided requestsHandled are collected oncea minute) If metrics with different retention rates are combined the coarsest metric is graphed and thesum of the other metrics is averaged for the metrics with finer retention rates
 Read more about functions at httpgraphitereadthedocsorgenlatestfunctionshtmlmodule-graphiterenderfunctions
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home Installation and Operations Manual
 Collecting Log Events
 bull Heka
 bull ElasticSearch
 bull Kibana Dashboard
 Our logging stack currently contains following services
 bull Heka - log collection streaming and processing
 bull Rabbitmq - amqp message broker
 bull Elasticsearch - indexed log storage
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 bull Kibana - UI for log analysis
 Heka
 Heka is an open source stream processing software system developed by Mozilla Heka is a ldquoSwiss Army Kniferdquo typetool for data processing useful for a wide variety of different tasks such as
 bull Loading and parsing log files from a file system
 bull Accepting statsd type metrics data for aggregation and forwarding to upstream time series data stores such asgraphite or InfluxDB
 bull Launching external processes to gather operational data from the local system
 bull Performing real time analysis graphing and anomaly detection on any data flowing through the Heka pipeline
 bull Shipping data from one location to another via the use of an external transport (such as AMQP) or directly (viaTCP)
 bull Delivering processed data to one or more persistent data stores
 ElasticSearch
 Elasticsearch is a search server based on LuceneIt provides a distributed multitenant-capable full-text search enginewith an HTTP web interface and schema-free JSON documents
 Kibana Dashboard
 Kibana is an open source data visualization plugin for Elasticsearch It provides visualization capabilities on top ofthe content indexed on an Elasticsearch cluster Users can create bar line and scatter plots or pie charts and maps ontop of large volumes of data
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 234 Use cases
 Chapter 4 Use Cases
 Home Installation and Operations Manual
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 Use Case Kubernetes
 TODO
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home Installation and Operations Manual
 Use Case Openstack
 TODO
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
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 548 Chapter 2 Contents
  CHAPTER 3
 Indices and tables
 bull genindex
 bull modindex
 bull search
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  CHAPTER 1
 Overview
 This project provides scalable and reliable IT automation using SaltStack for installing and operating wide variety ofservices and resources Project provides standards to define service models and processes with ability to reuse thesecomponents in varying contexts
 1
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 2 Chapter 1 Overview
  CHAPTER 2
 Contents
 21 Project Introduction
 Here you will find documentation relevant to architecture and goals of the project Existing formula ecosystem andundelying metadata standards
 211 Overview
 Chapter 1 Overview
 Home SaltStack-Formulas Project Introduction
 Project Objectives
 bull Collateral Goodies
 Project provides standards to define service models and processes with ability to reuse these components in varyingcontexts Metadata model shared accross all services let us explore underlying relationships that ease the managementof infrastructures acoross whole life-span
 The project has little different objectives compare to official salt-formulas The general orientation of project may besimilar to the official salt formulas but the major differences lie at meta-data model and clear decomposition whichbeing consistent accross all formulas in SaltStack- Formulas project
 Collateral Goodies
 Adhering to the standards allows further services to be declared and configured in dynamic way consuming metadataof surrounding services This include following domains
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 bull Dynamic monitoring Event collecting telemetry with dashboards alarms with notifications
 bull Dynamic backup Data backuping and restoring
 bull Dynamic security Firewall rules router configurations
 bull Dynamic documentation topology visualizations
 bull Dynamic audit profiles and beacons
 All these can be generated out of your existing infrastructure without need for any further parametrisation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Project History
 bull Beginnings
 bull tcp cloud Era
 bull openstack-salt Project
 bull saltstack-formulas Project
 Beginnings
 The initial formula structure was created in 2013 The formulas were not even called formulas back then but states Itwas time of great confusion and the quality of newly created salt-formulas was low
 tcp cloud Era
 The majority of formulas were rewritten to current standard structure and were used in production for cloud deploy-ments All the formulas were open-sourced and support metadata were instroduces in 2015
 openstack-salt Project
 OpenStack-Salt project was OpenStack Big Tent initiative project in 201516 and provided resources for installingand operating OpenStack deployments It used subset of the formulas and project was abandoned when tcp cloud wasbought by Mirantis
 4 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 saltstack-formulas Project
 The scope of current project is much wider than management of OpenStack installations and provides generic formulaecosystem capable of managing multiple heterogenous infrastructures
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Introduction to SaltStack
 bull Pillar Metadata
 SaltStack-Formulas uses Salt configuration platform to install and manage infrastructures Salt is an automation plat-form that greatly simplifies system and application deployment Salt uses service formulas to define resources writtenin the YAML language that orchestrate the individual parts of system into the working entity
 Pillar Metadata
 Pillar is an interface for Salt designed to offer global values that are distributed to all minions The ext_pillar optionallows for any number of external pillar interfaces to be called to populate the pillar data
 Pillars are tree-like structures of data defined on the Salt Master and passed through to the minions They allowconfidential targeted data to be securely sent only to the relevant minion Pillar is therefore one of the most importantsystems when using Salt
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
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 212 Quick Start
 Chapter 2 Quick start
 Home SaltStack-Formulas Project Introduction
 Deployment Preparation Guidelines
 bull Salt Master Formulas
 bull Salt Master Metadata
 Letrsquos consider simple deployment of single configuration node with one application and one database node
 bull Config node [salt master]
 bull Application node [python app]
 bull Database node [postgres db]
 To start the simple deployment you need first setup the Salt master Installation of salt minions on controlled nodes isthen very simple
 Salt Master Formulas
 States are delivered by formulas and are stored in srvsaltenvltenvgt directory Environment can be eitherproduction [prd] or development [dev] This directory is correlates with salt_files root for given environment You canserve multiple environments from single salt master at once but this setup is not recommentded
 Usually production environment formulas are delivered by packages and development environment formulas are de-livered by git sourced formulas
 srvsaltenvltenvgt|-- service1| |-- ititsls| |-- role1| | |-- servicesls| | `-- resourcesls| `-- role2sls`-- service2
 |-- ititsls`-- rolesls
 For example basic linux python-app and openssh services for development environment in a little shortened version
 srvsaltenvdev|-- linux| |-- ititsls| |-- system| | |-- reposls| | `-- usersls| `-- network| |-- interfacesls| `-- hostsls
 (continues on next page)
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 |-- python-app| |-- ititsls| |-- serversls`-- openssh
 |-- ititsls|-- serversls`-- clientsls
 More about structure and layout of the formulas can be found in Development documentation
 Salt Master Metadata
 Metadata then define what state formulas in given specific context are projected to managed nodes
 Following trees shows simple metadata structure for simple python application deployment Important parameters arecluster_name labeling individual deployments and clusterdomain giving the deployment nodes domain part of theFQDN
 srvsaltreclass|-- classes| |-- cluster| | `-- deployment| | |-- infra| | | `-- configyml| | |-- python_app| | | |-- databaseyml| | | `-- webyml| | `-- inityml| |-- system| | |-- python_app| | | `-- server| | | |-- [dev|prd]yml| | | `-- [single|cluster]yml| | |-- postgresql| | | `-- server| | | |-- clusteryml| | | `-- singleyml| | |-- linux| | | `-- system| | | `-- inityml| | `-- deployment2yml| `-- service| |-- linux [formula metadata]| |-- python-app [formula metadata]| `-- openssh [formula metadata]`-- nodes
 `-- cfgclusterdomainyml
 You start with defining single node cfgclusterdomain in nodes directory and that is core node pointing to your clus-terdeployinfraconfig class
 Content of the nodescfgclusterdomainyml file
 classes- clusterdeployinfraconfigparameters
 (continues on next page)
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 _paramreclass_data_revision master
 linuxsystem
 name cfg01domain clusterdomain
 Contains pointer to class clusterdeployinfraconfig and some basic parameters
 Content of the classesclusterdeployinfraconfigyml file
 classes- systemopensshclient- systemsaltmastergit- systemsaltmasterformulagit- systemreclassstoragesalt- clustercluster_nameparameters
 _paramsalt_master_base_environment devreclass_data_repository gitgitdomaincomreclass-modelssalt-modelgitsalt_master_environment_repository httpsgithubcomsalt-formulasreclass_data_revision masterreclass_config_master $_paraminfra_config_deploy_addresssingle_address $_paraminfra_config_address
 reclassstorage
 nodepython_app01name app01domain $_paramcluster_domainclasses- cluster$_paramcluster_namepython_appapplicationparams
 salt_master_host $_paramreclass_config_mastersingle_address $_parampython_application_node01_single_addressdatabase_address $_parampython_database_node01_single_address
 python_dbs01name dbs01domain $_paramcluster_domainclasses- cluster$_paramcluster_namepython_appdatabaseparamssalt_master_host $_paramreclass_config_mastersingle_address $_parampython_database_node01_single_address
 More about structure and layout of the metadata can be found in Metadata chapter
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
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 Bootstrap Salt-Formulas infrastructure
 bull TLDR
 bull Quick bootstrap
 ndash Bootstrap salt-master
 ndash Bootstrap salt-minion
 bull Advanced usage
 ndash Additional bootstrap ENV variables
 ndash Bootstrap Salt Master in a container for model validation purposes
 ndash To verify the model (reclass model)
 This documentrsquos describes scripted way to configure Salt Master node
 To setup the environment according to Quickstart Configure specification
 TLDR
 We uses and script that provide functions to install and configure required primitives and dependencies
 Script with function library is to
 bull install and configure salt master and minions
 bull install and configure reclass
 bull bootstrap salt master with salt-formulas common prerequisites in mind
 bull validate reclass the model pillar for all nodes
 Note This script is expected to convert to salt formula in a longterm perspective
 Expected usage in shortcut is
 git clone httpsgithubcomsalt-formulassalt-formulas-scripts srvsaltscriptssource srvsaltscriptsbootstrapsh
 Use one of the functions or follow the ldquosetup()rdquo which is executed by default
 source_local_envs()
 install_reclass()
 clone_reclass()
 configure_pkg_repo()
 configure_salt_master()
 configure_salt_minion()
 install_salt_formula_git()
 install_salt_formula_pkg()
 install_salt_master_pip()
 install_salt_master_pkg()
 (continues on next page)
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 install_salt_minion_pip()
 install_salt_minion_pkg()
 verify_salt_master()
 verify_salt_minion()
 verify_salt_minions()
 Quick bootstrap
 Bootstrap salt-master
 (expects salt-formulas reclass model repo)
 git clone httpsgithubcomsalt-formulassalt-formulas-scripts srvsaltscripts
 git clone ltmodel-repositorygt srvsaltreclasscd srvsaltreclassgit submodule update --init --recursive
 cd srvsaltscripts
 CLUSTER_NAME=regionOne HOSTNAME=cfg01 DOMAIN=infracilocal bootstrapsh OR justHOSTNAME=cfg01 DOMAIN=infracilocal bootstrapsh
 Note Creates $PWDsalt-master-setupshpassed if succesfully passed the ldquosetup scriptrdquo with the aim to avoidsubsequent setup
 Bootstrap salt-minion
 This is mostly just to makeweight as configure minion as a super simple task that can be achieved by other means aswell
 export HTTPS_PROXY=httpproxyyourcorp8080 export HTTP_PROXY=$HTTPS_PROXY
 export MASTER_HOSTNAME=cfg01infracilocal || export MASTER_IP=100010export MINION_ID=$(hostname -f) || export HOSTNAME=prx01 DOMAIN=infracirarr˓localsource lt(curl -qL httpsrawgithubusercontentcomsalt-formulassalt-formulas-rarr˓scriptsmasterbootstrapsh)install_salt_minion_pkg
 Advanced usage
 The script is fully driven by environment variables Thatrsquos Pros and known Cons of course
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 Additional bootstrap ENV variables
 (for full list of options see the bootstrapsh source)
 reclassexport RECLASS_ADDRESS=ltrepo urlgt if not already cloned in srvsaltreclass gt
 formulaexport FORMULAS_BRANCH=masterexport FORMULAS_SOURCE=git
 system host salt master minion idexport HOSTNAME=cfg01export DOMAIN=infracilocal Following variables are calculated from the above if not providedexport MINION_IDexport MASTER_HOSTNAMEexport MASTER_IP
 saltexport BOOTSTRAP_SALTSTACK_OPTS= -dX stable 20163export EXTRA_FORMULAS=prometeusSALT_SOURCE=$SALT_SOURCE-pkgSALT_VERSION=$SALT_VERSION-latest
 bootstrap controlexport SALT_MASTER_BOOTSTRAP_MINIMIZED=Falseexport CLUSTER_NAME=lt= cluster gt
 workarounds (forked reclass)export RECLASS_IGNORE_CLASS_NOTFOUND=Falseexport EXTRA_FORMULAS=prometheus telegraph
 Bootstrap Salt Master in a container for model validation purposes
 We use this to check the model during CI The example countrsquos with using forked version of Reclasslthttpsgithubcomsalt-formulasreclassgt with additional features like ability to ignore missing classes during thebootstrap
 To spin a container we uses a kitchen-test framework The setup required you may find in the Testing formulas sectionltdeveloptesting-formulashtmlrequirements
 Assume you have a repository with your reclass model Add to this repository following files Both files can be foundat salt-formulasdeploymodel lthttpsgithubcomsalt-formulassalt-formulastreemasterdeploymodelgt repo
 kitchenyml
 ---driver
 name dockeruse_sudo falsevolume- lt= ENV[PWD] gttmpkitchen
 provisionername shell
 (continues on next page)
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 script verifysh
 platformslt `find classescluster -maxdepth 1 -mindepth 1 -type d | tr _ - |sort -u`
 rarr˓split()each do |cluster| gtlt cluster=clustersplit()[2] gt- name lt= cluster gtdriver_config
 image ubuntu1604image tcpcloudsalt-models-testing With preinstalled dependencies (faster)platform ubuntuhostname cfg01lt= cluster gtlocalprovision_command
 - apt-get update- apt-get install -y git curl python-pip- git clone httpsgithubcomsalt-formulassalt-formulas-scripts srvsalt
 rarr˓scripts- cd srvsaltscripts git pull -r cd - NOTE Configure ENV options as needed example- echo
 export BOOTSTRAP=1nexport CLUSTER_NAME=lt= cluster gtnexport FORMULAS_SOURCE=pkgnexport RECLASS_VERSION=devnexport RECLASS_IGNORE_CLASS_NOTFOUND=Truenexport EXTRA_FORMULAS=n
 gt kitchenenvexport RECLASS_SOURCE_PATH=usrlibpython27site-packagesreclassnexport PYTHONPATH=$RECLASS_SOURCE_PATH$PYTHONPATHn
 lt end gt
 suites- name cluster
 verifysh
 binbash
 ENV variables for MASTER_HOSTNAME composition export HOSTNAME=$`hostname -s` export DOMAIN=$`hostname -d`cd srvsaltscripts git pull -r || true source bootstrapsh || exit 1
 BOOTSTRAPif [[ $BOOTSTRAP =~ ^(True|true|1|yes)$ ]] then
 workarounds for kitchentest -e tmpkitchen || (mkdir -p srvsaltreclass rsync -avh tmpkitchen
 rarr˓srvsaltreclass)cd srvsaltreclass clone latest system-level if missingif [[ -e gitmodules ]] ampamp [[ -e classessystemlinux ]] thengit submodule update --init --recursive --remote || true
 fisource_local_envssrvsaltscriptsbootstrapshif [[ -e tmpkitchen ]] then sed -i export BOOTSTRAP=d kitchenenv fi
 fi(continues on next page)
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 VERIFYexport RECLASS_IGNORE_CLASS_NOTFOUND=Falsecd srvsaltreclass ampampif [[ -z $1 ]] then
 verify_salt_master ampampverify_salt_minions
 elseverify_salt_minion $1
 fi
 Then with kitchen list command list the models in repository to test and finally converge and salt master instancewhere you will trigger the validation
 $ kitchen list
 Instance Driver Provisioner Verifier Transportrarr˓Last Action Last Error--------------------------------------------------------------------------------------rarr˓-----------------------cluster-aaa-ha-freeipa Docker Shell Busser Sshrarr˓Createdcluster-ceph-ha Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-k8s-aio-calico Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-k8s-ha-calico Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-aio-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-aio-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-ha-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-ha-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-ha-ovs-syndic Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-liberty-dvr Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-liberty-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-mitaka-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-mitaka-dvr Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-mitaka-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-aio Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-contrail Docker Shell Busser Sshrarr˓Createdcluster-ost-virt-ocata-contrail-nfv Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-dvr Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegt
 (continues on next page)
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 cluster-ost-virt-ocata-k8s-calico Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-k8s-calico-dyn Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-k8s-calico-min Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-k8s-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-ovs-dpdk Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-ovs-ironic Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegt
 To converge an instance
 $ kitchen converge cluster-ost-virt-ocata-contrail
 To verify the model (reclass model)
 You may use a custom module build for this purpose in reclass formula httpsgithubcomsalt-formulassalt-formula-reclass
 $SUDO salt-call $SALT_OPTS --id=$MASTER_HOSTNAME reclassvalidate_yaml$SUDO salt-call $SALT_OPTS --id=$MASTER_HOSTNAME reclassvalidate_pillar$SUDO salt-call $SALT_OPTS --id=$MASTER_HOSTNAME grainsitem roles$SUDO salt-call $SALT_OPTS --id=$MASTER_HOSTNAME stateshow_lowstate$SUDO salt-call --no-color grainsitems$SUDO salt-call --no-color pillardata$SUDO reclass --nodeinfo $HOSTNAME
 Home SaltStack-Formulas Project Introduction
 Quick Deploy on OpenStack with Heat
 bull Available Heat Templates
 bull Heat Client Setup
 ndash Installation on Ubuntu
 bull Connecting to OpenStack Cloud
 ndash Get Network Resource Name
 ndash Get Image Resource Name
 bull Launching the Heat Stack
 Single node deployments are a great way to setup an SaltStack-Formulas cloud for
 bull a service development environment
 bull an overview of how all of the OpenStack services and roles play together
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 bull a simple lab deployment for testing
 It is possible to run full size proof-of-concept deployment on OpenStack with Heat template the stack has followingrequirements for cluster deployment
 bull At least 200GB disk space
 bull 70GB RAM
 The single-node deployment has following requirements
 bull At least 80GB disk space
 bull 16GB RAM
 Available Heat Templates
 The app_single environment consists of three nodes
 FQDN Role IPconfigopenstacklocal Salt master node 101010200controlopenstacklocal OpenStack control node 101010201computeopenstacklocal OpenStack compute node 101010202
 Heat Client Setup
 The preffered way of installing OpenStack clients is isolated Python environment To creat Python environment andinstall compatible OpenStack clients you need to install build tools first
 Installation on Ubuntu
 Install required packages
 $ apt-get install python-dev python-pip python-virtualenv build-essential
 Now create and activate virtualenv venv-heat so you can install specific versions of OpenStack clients
 $ virtualenv venv-heat$ source venv-heatbinactivate
 Use following requirementstxt Clients were tested with Juno and Kilo Openstack versions
 python-cinderclientgt=131lt140python-glanceclientgt=0190lt0200python-heatclientgt=060lt070git+httpsgithubcomtcpcloudpython-heatclientgitstablejunoegg=heatclientpython-keystoneclientgt=160lt170python-neutronclientgt=226lt230python-novaclientgt=2190lt2200python-swiftclientgt=250lt260
 osloconfiggt=220lt230osloi18ngt=230lt240
 (continues on next page)
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 osloserializationgt=180lt190osloutilsgt=140lt150
 Put requirements into file and install them
 $ pip install -r requirementstxt
 If everything goes right you should be able to use openstack clients heat nova etc
 Connecting to OpenStack Cloud
 Setup OpenStack credentials so you can use openstack clients You can download openrc file from Openstackdashboard and source it or execute following commands with filled credentials
 $ vim ~openrc
 export OS_AUTH_URL=httpsltopenstack_endpointgt5000v20export OS_USERNAME=ltusernamegtexport OS_PASSWORD=ltpasswordgtexport OS_TENANT_NAME=lttenantgt
 Now source the OpenStack credentials
 $ source openrc
 To test your sourced variables
 $ env | grep OS
 Some resources required for heat environment deployment
 Get Network Resource Name
 The public network is needed for setting up both testing heat stacks The network ID can be found in OpenstackDashboard or by running following command
 $ neutron net-list
 Get Image Resource Name
 Image ID is required to run OpenStack Salt lab templates Ubuntu 1404 LTS is required as config_image and imagefor one of the supported platforms is required as instance_image used for OpenStack instances To lookup for actualinstalled images run
 $ glance image-list
 Launching the Heat Stack
 Download heat templates from this repository
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 $ git clone gitgithubcomopenstacksalt-formulasgit$ cd docsource_staticscripts
 Now you need to customize env files for stacks see examples in envs directory docsource_staticscriptsenvs and set required parameters
 Full examples of env files for the two respective stacks
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Quick Deploy on AWS with CloudFormations
 bull AWS Client Setup
 bull Connecting to Amazon Cloud
 ndash Get the Access Keys
 bull Launching the CFN Stack
 AWS Client Setup
 If you already have pip and a supported version of Python you can install the AWS CLI with the following command
 $ pip install awscli --upgrade --user
 You can then verify that the AWS CLI installed correctly by running aws ndashversion
 $ aws --version
 Connecting to Amazon Cloud
 Get the Access Keys
 Access keys consist of an access key ID and secret access key which are used to sign programmatic requests thatyou make to AWS If you donrsquot have access keys you can create them from the AWS Management Console Werecommend that you use IAM access keys instead of AWS account root user access keys IAM lets you securelycontrol access to AWS services and resources in your AWS account
 For general use the aws configure command is the fastest way to set up your AWS CLI installation
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 $ aws configureAWS Access Key ID [None] AKIAIOSFODNN7EXAMPLEAWS Secret Access Key [None] wJalrXUtnFEMIK7MDENGbPxRfiCYEXAMPLEKEYDefault region name [None] us-west-2Default output format [None] json
 Launching the CFN Stack
 After successful login you can test the credentials
 aws create-stack --stack-name
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Quick Deploy with Vagrant
 bull Vagrant Setup
 bull Environment Setup
 ndash Minion Configuration Files
 ndash Vagrant Configuration File
 bull Launching Vagrant Nodes
 ndash Salt master Bootstrap
 Single deployments are a great way to setup an infrastructure for
 bull a service development environment
 bull an overview of how all of the OpenStack services and roles play together
 bull a simple lab deployment for testing
 Although single builds arenrsquot suitable for large production deployments theyrsquore great for small proof-of-concept de-ployments
 Itrsquos strongly recommended to have hardware that meets the following requirements before starting an AIO deployment
 bull CPU with hardware-assisted virtualization support
 bull At least 20GB disk space
 bull 2GB RAM
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 Vagrant Setup
 Installing Vagrant is extremely easy for many operating systems Go to the Vagrant downloads page and get theappropriate installer or package for your platform Install the package using standard procedures for your operatingsystem
 The installer will automatically add vagrant to your system path so that it is available in shell Try logging out andlogging back in to your system (this is particularly necessary sometimes for Windows) to get the updated system pathup and running
 Add the generic ubuntu1604 image for virtualbox virtualization
 $ vagrant box add ubuntuxenial64
 ==gt box Loading metadata for box ubuntuxenial64box URL httpsatlashashicorpcomubuntuxenial4
 ==gt box Adding box ubuntuxenial64 (v2016012200) for provider virtualboxbox Downloading httpsvagrantcloudcomubuntuboxesxenial64versions
 rarr˓2016012200providersvirtualboxbox==gt box Successfully added box ubuntuxenial64 (v2016012200) for virtualbox
 Environment Setup
 The environment consists of three nodes
 FQDN Role IPconfigclusterlocal Salt master node 101010200serviceclusterlocal Managed node 101010201
 Minion Configuration Files
 Download salt-formulas
 Look at configuration files for each node deployed
 scriptsminionsconfigconf configuration
 id configclusterlocal
 master 101010200
 scriptsminionsserviceconf configuration
 id serviceclusterlocal
 master 101010200
 Vagrant Configuration File
 The main vagrant configuration for SaltStack-Formulas deployment is located at scriptsVagrantfile
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 -- mode ruby -- vi set ft=ruby
 boxes = ubuntuxenial64 =gt name =gt ubuntuxenial64url =gt ubuntuxenial64
 Vagrantconfigure(2) do |config|
 configvmdefine cluster_config do |cluster_config|
 cluster_configvmhostname = configclusterlocalcluster_configvmbox = ubuntuxenial64cluster_configvmbox_url = boxes[ubuntuxenial64][url]cluster_configvmnetwork private_network ip 101010200
 cluster_configvmprovider virtualbox do |vb|vbcustomize [modifyvm id --memory 512]vbcustomize [modifyvm id --cpus 1]vbname = cluster-configvbgui = false
 end
 cluster_configvmprovision salt do |salt|saltminion_config = minionsconfigconfsaltcolorize = truesaltbootstrap_options = -F -c tmp -P
 end
 end
 configvmdefine cluster_service do |cluster_service|
 cluster_servicevmhostname = serviceclusterlocalcluster_servicevmbox = ubuntuxenial64cluster_servicevmbox_url = boxes[ubuntuxenial64][url]cluster_servicevmnetwork private_network ip 101010201
 cluster_servicevmprovider virtualbox do |vb|vbcustomize [modifyvm id --memory 4096]vbcustomize [modifyvm id --cpus 1]vbname = cluster-servievbgui = false
 end
 cluster_servicevmprovision salt do |salt|saltminion_config = minionsserviceconfsaltcolorize = truesaltbootstrap_options = -F -c tmp -P
 end
 end
 end
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 Launching Vagrant Nodes
 Check the status of the deployment environment
 $ cd srvvagrant-cluster$ vagrant status
 Current machine states
 cluster_config not created (virtualbox)cluster_service not created (virtualbox)
 Setup config node launch it and connect to it using following commands it cannot be provisioned by vagrant salt asthe salt master is not configured yet
 $ vagrant up cluster_config$ vagrant ssh cluster_config
 Salt master Bootstrap
 Bootstrap the salt master service on the config node it can be configured with following parameters
 $ export RECLASS_ADDRESS=httpsgithubcomsalt-formulassalt-formulas-modelgit$ export CONFIG_HOST=configclusterlocal
 To deploy salt-master from packages run on config node
 $ vagrantbootstrapsalt-master-setupsh
 Now setup the server node Launch it using following command
 $ vagrant up cluster_service
 To orchestrate all defined services accross all nodes run following command on config node
 $ salt-run stateorchestrate orchestrate
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
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 213 Metadata Modelling
 Chapter 3 Metadata Authoring Guidelines
 Home SaltStack-Formulas Project Introduction
 Model-driven Architectures
 bull Core Principles
 bull Sample Model Architecture
 bull Horizontally Scaled Services
 We have the formula structures covered now we can proceed to define how the metadata is modelled and key patternswe need to know to build nice standard models
 Model Driven Architecture (MDA) is an answer to growing complexity of systems controlled by configuration man-agement and orchestration tools It provides unified node classification with atomic service definitions
 Core Principles
 Following table shows the core principles for creating model-driven architectures
 Atomicity Services are separated with such affinity that allows running them on single nodeReusability Re-placibility
 Different services serving the same role can be replaced without affecting connectedservices
 Service Roles Services may implement multiple roles these can be then separated to individual nodesDynamic Resources Service metadata is alwyas available for definition of dynamic resourcesChange Manage-ment
 The strength lies not in descibing the static topology of services but more the process ofongoing updates
 Sample Model Architecture
 Following figure show sample system that has around 10 services with some outsourced by 3rd party service providers
 We can identify several subsystem layers within this complex application system
 bull Proxy service - Distributing load to application layer
 bull Application service - Application with caches
 bull Data persistence - Databases and filesystem storage
 Horizontally Scaled Services
 Certain services span across multiple application systems These usually play critical roles in system maintenance andare essential for smooth ongoing operations
 These services usually fit into one of following categories
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 Access Control SSH access orchestration engine access user authenticationMonitoring Events and metric collections alarmins dashboards and notificationsEssential Name services time services mail transports etc
 These horizontal services are not entirely configured directly but rather reuse the metadata of other surrounding ser-vices to configure itself (for example metering agent collects metrics to collect for metadata of surrounding serviceson the same node node exports also metadata for external metric collector to pick)
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Standard Metadata Layout
 bull Basic Functional Units (Service Class Level)
 bull Business Function Unit (System Class Level)
 bull Product Deployments (Cluster Class Level)
 bull NodeCluster Classification (Node Level)
 Metadata models are separated into 3 individual layers service system and cluster The layers are firmly isolated fromeach other and can be aggregated on south-north direction and using service interface agreements for objects on thesame level This approach allows to reuse many already created objects both on service and system layers as buildingblocks for a new solutions and deployments following the fundamental MDA principles
 Basic Functional Units (Service Class Level)
 The services are the atomic units of config management SaltStack formula or Puppet recipe with default metadataset can be considered as a service Each service implements one or more roles and together with other services formsystems Following list shows decomposition
 bull Formula - Set of states that perform together atomic service
 bull State - Declarative definition of various resources (package files services)
 bull Module - Imperative interaction enforcing defined state for each State
 Meta-data fragments for individual services are stored in salt formulas and can be reused in multiple contexts Servicelevel roles set the granularity of service to certain level role is limited to 1 virtual machine or container aggregationService models are used to provide models with defaults for various contexts This the low level modelling wheremodels are directly mapped to the Salt formula functions and get projected to the actual nodes
 Given Redis formula from Gitlab example we set basic set of parametes that can be used for actual service configura-tion as well as support services configuration
 Basic service metadata is present in metadataservice directory of every service formula
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 service-formula`-- metadata
 `-- service|-- role1| |-- deployment1yml| `-- deployment2yml`-- role2
 `-- deployment3yml
 For example RabbitMQ service in various deployments
 rabbitmq`-- metadata
 `-- service`-- server
 |-- singleyml`-- clusteryml
 The metadata fragment srvsaltreclassclassesserviceservice-formula maps to srvsaltenvformula-namemetadataservice so then you can easily refer the metadata as serviceformula-namerole1deployment1class for example
 Example metadataserviceserverclusteryml for the cluster setup PostgreSQL server
 parameterspostgresqlserver
 enabled truebind
 address 127001port 5432protocol tcp
 clients- 127001
 clusterenabled truemembers- node01- node02- node03
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 Example metadataserviceserverclusteryml for the single PostgreSQL server
 parameterspostgresqlserver
 enabled truebind
 address 0000port 5432protocol tcp
 Example metadataserviceserverclusteryml for the standalone PostgreSQL server
 parameterspostgresqlserver
 enabled truebind
 address 127001port 5432protocol tcp
 clients- 127001
 There are about 140 formulas in several categories You can look at complete Formula Ecosystem chapter
 Business Function Unit (System Class Level)
 Aggregation of services performing given role in business IT infrastructure System level models are the sets of thelsquoservicesrsquo combined in a such way that the result of the installation of these services will produce a ready-to-useapplication (system) on integration level In the lsquosystemrsquo model you can not only include the lsquoservicesrsquo but alsooverride some lsquoservicesrsquo options to get the system with the expected functionality
 The systems are usually one of the following type
 Single
 Usually all-in-one application system on a node (Taiga Gitlab)
 Multi
 Multiple all-in-one application systems on a node (Horizon Wordpress)
 Cluster
 Service is part of a cluster (OpenStack controllers large-scale web applications)
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 Container
 Service is run as Docker container
 For example in the service lsquohaproxyrsquo there is only one port configured by default (haproxy_admin_port 9600) but the system lsquohorizonrsquo add to the service lsquohaproxyrsquo several new ports extending the service model and getting thesystem components integrated with each other
 system`-- business-system
 |-- role1| |-- deployment1yml| `-- deployment2yml`-- role2
 `-- deployment3yml
 For example Graphite server with Carbon collector
 system`-- graphite
 |-- server| |-- singleyml| `-- clusteryml`-- collector
 |-- singleyml`-- clusteryml
 Example classessystemgraphitecollectorsingleyml for the standalone Graphite Carbon installation
 classes- servicememcachedserverlocal- servicegraphitecollectorsingleparameters
 _paramrabbitmq_monitor_password password
 carbonrelay
 enabled false
 Example classessystemgraphitecollectorsingleyml for the standalone Graphite web server installation Where youcombine your individual formulas to functional business unit of single node scope
 classes- servicememcachedserverlocal- servicepostgresqlserverlocal- servicegraphiteserversingle- serviceapacheserversingle- servicesupervisorserversingleparameters
 _paramgraphite_secret_key secretpostgresql_graphite_password passwordapache2_site_graphite_host $_paramsingle_addressrabbitmq_graphite_password passwordrabbitmq_monitor_password passwordrabbitmq_admin_password passwordrabbitmq_secret_key password
 apache
 (continues on next page)
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 servermodules- wsgisite
 graphite_serverenabled truetype graphitename serverhostname $_paramapache2_site_graphite_host
 postgresqlserver
 databasegraphiteencoding UTF8locale cs_CZusers- name graphitepassword $_parampostgresql_graphite_passwordhost 127001rights all privileges
 Product Deployments (Cluster Class Level)
 Clusterdeployment level aggregating systems directly referenced by individual host nodes or container services Clus-ter is the set of models that combine the already created lsquosystemrsquo objects into different solutions We can override anysettings of lsquoservicersquo or lsquosystemrsquo level from the lsquoclusterrsquo level with the highest priority
 Also for salt-based environments here are specified the list of nodes and some specific parameters for different nodes(future lsquoinventoryrsquo files for salt future generated pillars that will be used by salt formulas) The actual mapping isdefined where each node is member of specific cluster and is implementing specific role(s) in systems
 Fig 1 Cluster level in detail
 If we want not just to re-use an object we can change its behaviour depending of the requirements of a solution Wedefine basic defaults on service level then we can override these default params for specific system needs and thenif needed provide overrides per deployment basis For example a database engine HA approaches IO schedulingpolicy for kernel and other settings may vary from one solution to another
 Default structure for cluster level has following strucuture
 cluster`-- deployment1
 (continues on next page)
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 |-- product1| |-- cluster1yml| `-- cluster2yml`-- product2
 `-- cluster3yml
 Where deployments is usually one datacenter product realises full business units [OpenStack cloud Kubernetes clus-ter etc]
 For example deployment Graphite server with Carbon collector
 cluster`-- demo-lab
 |-- infra| |-- configyml| `-- integrationyml`-- monitoring
 `-- monitoryml
 Example demo-labmonitoringmonitoryml class implementing not only Graphite services butr alsografana sever and sensu server
 classes- systemgrapitecollectorsingle- systemgrapiteserversingle- systemgrafanaserversingle- systemgrafanaclientsingle- systemsensuservercluster- clusterdemo-lab
 Cluster level classes can be shared by members of the particular cluster or by single node
 NodeCluster Classification (Node Level)
 Servers contain one or more systems that bring business value and several maintenance systems that are common toany node Services running on single host can be viewed as at following picture
 Nodes generally include cluster level classes which include relevant system classes and these include service levelclasses which configure individual formulas to work
 The previous figure shows the real composition of individual metadata fragments that form the complete servicecatalog for each managed node
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 ReClass - Recursive Classification
 bull Resources
 bull Core Functions
 ndash Deep Data Merging
 ndash Parameter Interpolation
 bull Overriding the Metadata
 ndash The lsquoSoftrsquo Metadata
 ndash The lsquoHardrsquo Metadata
 reclass in node centric classifier for any configuration management When reclass parses a node or class definitionand encounters a parent class it recurses to this parent class first before reading any data of the node (or class) Whenreclass returns from the recursive depth first walk it then merges all information of the current node (or class) intothe information it obtained during the recursion
 This means any class may define a list of classes it derives metadata from in which case classes defined further downthe list will be able to override classes further up the list
 Resources
 Original reclass implementation
 bull httpsgithubcommadduckreclass
 Forked reclass with many additional features
 bull httpsgithubcomsalt-formulasreclass
 bull httpsgithubcomsalt-formulasreclasstreedevelop (develop branch)
 Core Functions
 reclass is very simple and there are only two main concepts
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 Deep Data Merging
 When retrieving information about a node reclass first obtains the node definition from the storage backend Then ititerates the list of classes defined for the node and recursively asks the storage backend for each class definition Nextreclass recursively descends each class looking at the classes it defines and so on until a leaf node is reached ie aclass that references no other classes
 Now the merging starts At every step the list of applications and the set of parameters at each level is merged intowhat has been accumulated so far
 Merging of parameters is done ldquodeeplyrdquo meaning that lists and dictionaries are extended (recursively) rather thanreplaced However a scalar value does overwrite a dictionary or list value While the scalar could be appended toan existing list there is no sane default assumption in the context of a dictionary so this behaviour seems the mostlogical Plus it allows for a dictionary to be erased by overwriting it with the null value
 After all classes (and the classes they reference) have been visited reclass finally merges the applications list andparameters defined for the node into what has been accumulated during the processing of the classes and returns thefinal result
 Parameter Interpolation
 Parameters may reference each other including deep references eg
 After merging and interpolation which happens automatically inside the storage modules the python-applicationserverdatabasehost parameter will have a value of ldquohostnamedomaincomrdquo
 Types are preserved if the value contains nothing but a reference Hence the value of dict_reference will actually be adictionary
 Overriding the Metadata
 The reclass deals with complex data structures we call lsquohardrsquo metadata these are defined in class files mentionedin previous text These are rather complex structures that you donrsquot usually need to manage directly but a specialdictionary for so called lsquosoftrsquo metadata was introduced that holds simple list of most frequently changed propertiesof the lsquohardrsquo metadata model It uses the parameter interpolation function of reclass to achieve defining parameter atsingle location
 The lsquoSoftrsquo Metadata
 In reclass storage is a special dictionary called _param which contains keys that are interpolated to the lsquohardrsquo metadatamodels These soft parameters can be defaulted at system level or on cluster level and or changed at the node definitionWith some modufications to formulas it will be also possible to have ETCD key-value store to replace or ammed the_params dictionary
 parameters_paramservice_database_host hostnamedomaincom
 All of these values are preferably scalar and can be referenced as $_paramservice_database_hostparameter These metadata are considered cluster level readable and can be overriden by reclassset_cluster_param name value module
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 Fig 2 Parameter interpolation of soft parameters to hard metadata models
 32 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 The lsquoHardrsquo Metadata
 This metadata are the complex metadata structures that can contain interpolation stings pointing to the lsquosoftrsquo metadataor containing precise values
 parameterspython-applicationserver
 databasename database_namehost $_paramservice_database_host
 bull Documentation Home
 bull Project Introduction
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 Common Metadata Patterns
 bull Creating Service Metadata
 ndash Service Formula Roles
 ndash Scalar Parameters
 ndash Common Service Metadata
 ndash Modelling and Iterating Resource Sets
 ndash Service Network Binding
 ndash Service Backend Structure
 ndash Client Relationship
 ndash SSL Certificates
 bull Using Service Support Metadata
 ndash Basics of Support Metadata
 ndash Service Documentation
 ndash Service monitoring checks
 bull Virtual Machines versus Containers
 ndash Virtual machine service deployment models
 ndash Container metadata requirements
 When working with metadata a lot of common patterns emerge over the time The formulas reuse these patterns tomaintain the cross-formula consistency
 21 Project Introduction 33
  SaltStack-Formulas Documentation Release master
 Creating Service Metadata
 Following points are selected as the most frequently asked questions and try to explain the design patters behind ourmetadata modes
 Service Formula Roles
 The service roles provide level of separation for the formulas if your service can be split across multiple nodes youshould use the role You can imagine role as simple kubernetes Kubernetes Pods For example a sensu formula hasfollowing roles defined
 server
 Definion of server service that sends commands to the clients andconsumes the responses
 client
 Client role is installed on each of the client nodes and uses the support metadata concept to get themetadata from installed services
 dashoboard
 Optional definion of Uchiwa dashboard
 You monitoring node can have all 3 roles running on single node and that is completely OK
 Scalar Parameters
 Always keep in mind that we model the resources not the configurations However tempting can it be to just iterate theconfig dictionaries and adding all the values it is not recommended This approach prevents further parameter schemadefinition as well as allowing to add the defaults etc
 Donrsquot do following snippet it may save you same at the start but with at the price of untestable and unpredictableresults
 Warning
 serviceroleconfig
 option1 value1optionN valueN
 Common Service Metadata
 When some metadata is reused by multiple roles it is possible to add the new virtual common role definition Thiscommon metadata should be then available to every role
 The definition in the pillar metadata file
 servicecommonparam1 value1
 (continues on next page)
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 paramN valueN
 And the corresponding code for joining the metadata in the mapjinja
 set raw_server = salt[grainsfilter_by](Debian
 merge=salt[pillarget](memcachedcommon))
 set server = raw_server merge=salt[pillarget](memcachedserver))
 Modelling and Iterating Resource Sets
 Resource sets are resources provided by the service formula for example for MySQL and PostgreSQL formuladatabase is a resource set for NGINX or Apache formula a member of resource set is vhost Users reposi-tories packages jobs interfaces routes mounts etc in the Linux formula are also good example of this pattern
 mysqlserverdatabase
 database_nameparam1 value1param2 value2
 Following snippet shows defined virtual hosts for the Nginx
 nginxservervhost
 vhost_nameparam1 value1param2 value2
 Service Network Binding
 You can define the address and port on whis the service listens in simple way For single network binding you can usefollowing code
 memcachedserverenabled truemaxconn 8192bind
 address 0000port 11211protocol tcp
 Service Backend Structure
 When service plugin mechanism allows to add arbitrary plugins to the individual roles it is advised to use followingformat Following snippet shows multiple defined backends in this case itrsquos pillar data sources
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 saltmasterpillar
 engine compositereclass
 index 1storage_type yaml_fsinventory_base_uri srvsaltreclasspropagate_pillar_data_to_reclass Falseignore_class_notfound False
 saltclasspath srvsaltsaltclass
 naclindex 99
 Note The reason for existence of engine parameter is to separate various implementations For relational databaseswe can determine what specific database is used to construct proper connection strings
 Client Relationship
 The client relationship has form of a dictionary The name of the dictionary represents the required role [databasecache identity] and the engine parameter then refers to the actual implementation Following snippet shows singleservice to service relation
 keystoneservermessage_queue
 engine rabbitmqhost 200200200200port 5672user openstackpassword redactedvirtual_host openstackha_queues true
 Following snippet shows backend with multiple members
 keystoneservercache
 engine memcachedmembers- host 200200200200
 port 11211- host 200200200201
 port 11211- host 200200200202
 port 11211
 SSL Certificates
 Multiple service use SSL certificates There are several possible ways how to obtain a certificate
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 TODO
 Using Service Support Metadata
 You can think of support metadata as the k8s annotations for other services to pickup and be configured accordinglyThis concept is heavily used in the definition of monitoring documentation etc
 Basics of Support Metadata
 In formula therersquos meta directory each service that needs to extract some data has file with serviceyml forexample collectdyml telegragyml
 Service Documentation
 Following snippet shows how we can provide metadata for dynamic documentation creation for Glance service
 docname Glancedescription The Glance project provides services for discovering registering and
 rarr˓retrieving virtual machine imagesrole- if pillarglanceserver is defined - from glancemapjinja import server with context server
 name serverendpoint
 glance_apiname glance-apitype glance-apiaddress http serverbindaddress serverbindport protocol http
 glance_registryname glance-registrytype glance-registryaddress http serverregistryhost serverregistryport protocol http
 parambindvalue serverbindaddress serverbindport
 versionname Versionvalue serverversion
 workersname Number of workersvalue serverworkers
 database_hostname Databasevalue serverdatabaseuser serverdatabasehost server
 rarr˓databaseport serverdatabasename message_queue_ipname Message queuevalue servermessage_queueuser servermessage_queuehost
 rarr˓servermessage_queueport servermessage_queuevirtual_host identity_host
 (continues on next page)
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 name Identity servicevalue serveridentityuser serveridentityhost server
 rarr˓identityport storage_enginename Glance storage enginevalue serverstorageengine
 packagesvalue |- for pkg in serverpkgs - set pkg_version = dpkg -l +pkg+ | grep +pkg+ | awk print $3
 rarr˓
 pkg salt[cmdrun](pkg_version) - endfor
 - endif
 Service monitoring checks
 Letrsquos have our memcached service and look how the monitoring is defined for this service
 We start with definitions of metric collections
 - from memcachedmapjinja import server with context - if serverget(enabled False) agent
 inputprocstat
 processmemcachedexe memcached
 memcachedservers
 - address serverbindaddress | replace(0000 127001) port serverbindport
 - endif
 We also define the functional monitoring for the collected metrics
 - from memcachedmapjinja import server with context - if serverget(enabled False) server
 alertMemcachedProcessDown
 if gt-procstat_runningprocess_name=memcached == 0
 raw labels
 severity warningservice memcached
 annotationssummary Memcached service is downdescription Memcached service is down on node $labelshost
 endraw - endif
 Also the definition of the dashboard for the collected metrics is provided
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 dashboardmemcached_prometheusdatasource prometheusformat jsontemplate memcachedfilesgrafana_dashboardsmemcached_prometheusjson
 memcached_influxdbdatasource influxdbformat jsontemplate memcachedfilesgrafana_dashboardsmemcached_influxdbjson
 main_influxdbdatasource influxdbrow
 ost-middlewaretitle Middlewarepanelmemcached
 title Memcachedlinks- dashboard Memcachedtitle Memcachedtype dashboard
 targetcluster_statusrawQuery truequery SELECT last(value) FROM cluster_status WHERE cluster_name =
 rarr˓memcached AND environment_label = $environment AND $timeFilter GROUP BY time(rarr˓$interval) fill(null)main_prometheusdatasource prometheusrow
 ost-middlewaretitle Middlewarepanelmemcached
 title Memcachedlinks- dashboard Memcachedtitle Memcachedtype dashboard
 targetcluster_statusexpr avg(memcached_up) by (name)
 This snippet appends panel to the main dashboard at grafana and creates a new dashboard The prometheus andinfluxdb time-series are supported out of box throughout all formulas
 Virtual Machines versus Containers
 The containers and services share great deal of parameters but the way they are delivered is differnt accross variouscontainer platforms
 Virtual machine service deployment models
 bull local deployemnt
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 bull single deployment
 bull cluster deployment
 Container metadata requirements
 bull Metadata for docker swarm
 bull Metadata for kubenetes
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Working with Metadata
 bull Scaling Metadata Models
 ndash Shared Cluster and System Level
 ndash Separate Cluster with Single System Level
 ndash Separate Cluster with Multiple System Levels
 bull Handling Sensitive Metadata
 bull Creating new Models
 ndash Creating a New Formula (Service Level)
 ndash Creating New Business Units (System Level)
 ndash Creating New Deployments (Cluster Level)
 bull Making Changes to Existing Models
 ndash Updating Existing Formula (Service Level)
 ndash Updating Business Unit (System Level)
 ndash Updating Deployment Configurations (Cluster Level)
 Every IT solution can be described by using several layers of objects where the objects of higher layer are combina-tions of the objects from lower layers For example we may install lsquoapache serverrsquo and call it lsquoapache servicersquo butthere are objects that contain multiple services like lsquoapache servicersquo lsquomysql servicersquo and some python scripts (forexample keystone) we will call these ldquokeystone systemrdquo or ldquofreeipa systemrdquo and separate them on a higher (System)layer The systems represent units of business logic and form working components We can map systems to individualdeployments where ldquoopenstack clusterrdquo consists of ldquonova systemrdquo ldquoneutron systemrdquo and others OpenStack systemsand ldquokubernetes clusterrdquo consists of ldquoetcd systemrdquo ldquocalico systemrdquo and few others We can define and map PaaSIaaS or SaaS solutions of any size and complexity
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 Fig 3 Decomposition of services systems and clusters
 This model has been developed to cope with huge scopes of services consisting of hundreds of services running VMsand containers across multiple physical servers or locations Following text takes apart individual layers and explainsthem in further detail
 Scaling Metadata Models
 Keeping consistency across multiple modelsdeployments has proven to be the most difficult part of keeping thingsrunning smooth over time with evolving configuration management You have multiple strategies on how to manageyour metadata for different scales
 The service level metadata can be handled in common namespace not by formulas itself but it is recommended tokeep the relevant metadata states
 Shared Cluster and System Level
 If every deployment only defined on system level you need to keep copy of all system definitions at all deploymentsThis is suitable only for small number of deployments
 Separate Cluster with Single System Level
 With introduction of new features and services shared deployments does not provide necessary flexibility to copewith the change Having service metadata provided along formulas helps to deliver the up-to-date models to thedeployments but does not reflect changes on the system level Also the need of multiple parallel deployments lead toadjusting the structure of metadata with new common system level and only cluster level for individual deployment(s)The cluster layer only contains soft parametrization and class references
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 Separate Cluster with Multiple System Levels
 When customer is reusing the provided system but also has formulas and system on its own Customer is free to createits own system level classes
 Fig 4 Multiple system levels for customer servicesrsquo based payloads
 In this setup a customer is free to reuse the generic formulas with generic systems At the same time hersquos free to createformulas of itrsquos own as well as custom systems
 Handling Sensitive Metadata
 Sensitive data refers to any information that you would not wish to share with anyone accessing a server This couldinclude data such as passwords keys or other information For sensitive data we use the GPG renderer on salt masterto cipher all sensitive data
 To generate a cipher from a secret use following command
 $ echo -n supersecret | gpg --homedir --armor --encrypt -r ltKEY-namegt
 The ciphered secret is stored in block of text within PGP MESSAGE delimiters which are part of cipher
 -----BEGIN PGP MESSAGE-----Version GnuPG v1-----END PGP MESSAGE-----
 Following example shows full use of generated cipher for virtually any secret
 parameters_paramrabbitmq_secret_key |
 -----BEGIN PGP MESSAGE-----Version GnuPG v1
 hQEMAweRHKaPCfNeAQf9GLTN16hCfXAbPwU6BbBK0unOc7i9etGuVc5CyU9Q6umQuetdvQVLFOHkrC4lgeNQdM6D9E8PKonMlgJPyUvC8ggxhj0IPFEKmrsnv2k6+cnEfmVexS7oU1VOVjoyUeliMCJlAz30RXaME49Cpi6No2+vKD8a4q4nZN1UZcGRhkhC0S22zNxOXQ38TBkmtJcqxnqT6YWKTUsjVubW3bVC+u2HGqJHu79wmwuN8tz
 (continues on next page)
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 m4wBkfCAd8Eyo2jEnWQcM4TcXiF01XPL4z4g19AAxh+Q4d8RIRP4fbw7ct4nCJvGr9v2DTF7HNigIMl4ivMIn9fp+EZurJNiQskLgNbktJGAeEKYkqX5iCuB1b693hJFKlwHiJt5yA8X2dDtfk8Ph1Jx2TwGS+lGjlZaNqp3R1xuAZzXzZMLyZDe5+i3RJskqmFTbOiA===Eqsm-----END PGP MESSAGE-----
 rabbitmqserver
 secret_key $_paramrabbitmq_secret_key
 As you can see the GPG encrypted parameters can be further referenced with reclass interpolation$_paramrabbitmq_secret_key statement
 Creating new Models
 Following text shows steps that need to be undertaken to implement new functionality new system or entire deploy-ment
 Creating a New Formula (Service Level)
 If some of required services are missing you can create a new service formula for Salt with the default model thatdescribe the basic setup of the service The process of creating new formula is streamlined by Using Cookiecutter andafter the formula is created you can check Formula Authoring Guidelines chapter for furher instructions
 If you download formula to salt master you can point the formula metadata to the proper service level directory
 ln -s ltservice_namegtmetadataservice srvsaltreclassclassesserviceltservice_namegt
 And symlink of the formula content to the specific salt-master file root
 ln -s ltservice_namegtltservice_namegt srvsaltenvltenv_namegtltservice_namegt
 Creating New Business Units (System Level)
 If some lsquosystemrsquo is missing then you can create a new lsquosystemrsquo from the set of lsquoservicesrsquo and extend the lsquoservicesrsquomodels with necessary settings for the system (additional ports for haproxy additional network interfaces for linuxetc) Do not introduce too much of hard metadata on the system level try to use class references as much as possible
 Creating New Deployments (Cluster Level)
 Determine which products are being used in the selected deployemnt you can have infrastructure services applica-tions monitoring products defined at once for single deployemnt You need to make suere that all necessary systemswas already created and included into global system level then it can be just referenced Follow the guidelines furtherup in this text
 Making Changes to Existing Models
 When you have decided to add or modify some options in the existing models the right place of the modificationshould be considered depending of the impact of the change
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 Updating Existing Formula (Service Level)
 Change the model in salt-formula-ltservice-namegt for some service-specific improvements For example if thechange is related to the change in the new package version of this service the change is fixing some bug or im-prove performance or security of the service and should be applied for every cluster In most cases we introduce newresources or configuration parameters
 Example where the common changes can be applied to the service httpsgithubcomopenstacksalt-formula-horizontree mastermetadataserviceserver
 Updating Business Unit (System Level)
 Change the system level for a specific application if the base services donrsquot provide required configurations for theapplication functionality Example where the application-related change can be applied to the service
 Updating Deployment Configurations (Cluster Level)
 Changes on the cluster level are related to the requirements that are specific for this particular cluster solution forexample number and names of nodes domain name IP addresses network interface names and configurationslocations of the specific lsquosystemsrsquo on the specific nodes and other things that are used by formulas for services
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 214 Service Ecosystem
 Chapter 4 Service Ecosystem
 Home SaltStack-Formulas Project Introduction
 Actual Service Ecosystem
 The SaltStack-Formulas service are divided into several groups according to the target role in the system All ser-vicesformulas share same structure and metadata definions expose vital information into the Salt Mine for furtherprocessing
 Infrastructure services Core services needed for basic infrastructure operation
 Supplemental services Support services as databases proxies application servers
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 OpenStack services All supported OpenStack cloud platform services
 Monitoring services Monitoring metering and log collecting tools implementing complete monitoring stack
 Integration services Continuous integration services for automated integration and delivery pipelines
 Each of the service groups contain of several individual service formulas listed in following tables
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Infrastructure Services
 Core services needed for basic infrastructure operation
 Formula Repositoryaptcacher httpsgithubcomsalt-formulassalt-formula-aptcacherbackupninja httpsgithubcomsalt-formulassalt-formula-backupninjaceph httpsgithubcomsalt-formulassalt-formula-cephchrony httpsgithubcomsalt-formulassalt-formula-chronyfreeipa httpsgithubcomsalt-formulassalt-formula-freeipagit httpsgithubcomsalt-formulassalt-formula-gitglusterfs httpsgithubcomsalt-formulassalt-formula-glusterfsiptables httpsgithubcomsalt-formulassalt-formula-iptablesletsecrypt httpsgithubcomsalt-formulassalt-formula-letsecryptlinux httpsgithubcomsalt-formulassalt-formula-linuxnetwork httpsgithubcomsalt-formulassalt-formula-networknfs httpsgithubcomsalt-formulassalt-formula-nfsntp httpsgithubcomsalt-formulassalt-formula-ntpopenssh httpsgithubcomsalt-formulassalt-formula-opensshopenvpn httpsgithubcomsalt-formulassalt-formula-openvpnpritunl httpsgithubcomsalt-formulassalt-formula-pritunlreclass httpsgithubcomsalt-formulassalt-formula-reclasssalt httpsgithubcomsalt-formulassalt-formula-saltsphinx httpsgithubcomsalt-formulassalt-formula-sphinxsquid httpsgithubcomsalt-formulassalt-formula-squid
 aptcacher
 Apt-Cacher NG is a caching HTTP proxy intended for use with download clients of system distributionrsquos packagemanagers
 Sample pillars
 Single apt-cacher service
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 aptcacherserverenabled truebind
 address 0000port 3142
 More advanced setup with Proxy and passthru patterns
 aptcacherserverenabled truebind
 address 0000port 3142
 proxy httpproxy-userproxy-passproxy-host9999passthruurl
 - reposinfluxdatacom- packagecloudio- packagecloud-repositoriess3dualstackus-west-1amazonawscom- launchpadnet- aptdockerprojectorg
 passhthrupattern- key$- gpg$- pub$- jar$
 Read more
 bull httpswwwunix-aguni-klde~blochacng
 Backupninja formula
 Backupninja allows you to coordinate system backup by dropping a few simple configuration files into etcbackupdMost programs you might use for making backups donrsquot have their own configuration file format
 Backupninja provides a centralized way to configure and schedule many different backup utilities It allows for secureremote incremental filesytem backup (via rdiff-backup) compressed incremental data backup system and hardwareinfo encrypted remote backups (via duplicity) safe backup of MySQLPostgreSQL databases subversion or tracrepositories burn CDDVDs or create ISOs incremental rsync with hardlinking
 Sample pillars
 Backup client with sshrsync remote target
 backupninjaclientenabled truetarget
 engine rsynchost 101010208user backupninja
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 Backup client with s3 remote target
 backupninjaclientenabled truetarget
 engine dupurl s3+httpbucket-namefolder-nameauth
 awsaccesskeyid awsaccesskeyidawssecretaccesskey awssecretaccesskey
 Backup client with webdav target
 backupninjaclientenabled truetarget
 engine dupurl webdavsbackupcloudexamplecomboxexamplecomauth
 gssprincipal host$linuxnetworkfqdnkeytab etckrb5keytab
 Backup server rsyncrdiff
 backupninjaserverenabled truerdiff truekey
 client1domaincomenabled truekey ssh-key
 Backup client with local storage
 backupninjaclientenabled truetarget
 engine local
 More information
 bull httpslabsriseupnetcodeprojectsbackupninjawikiConfiguration
 bull httpwwwdebian-administrationorgarticles351
 bull httpduncanlocknetblog20130827comprehensive-linux-backups-with-etckeeper-backupninja
 bull httpsgithubcomriseuplabspuppet-backupninja
 bull httpwwwushillscouk200802backup-with-backupninjahtml
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-backupninjaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-backupninja
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Ceph formula
 Ceph provides extraordinary data storage scalability Thousands of client hosts or KVMs accessing petabytes toexabytes of data Each one of your applications can use the object block or file system interfaces to the same RADOScluster simultaneously which means your Ceph storage system serves as a flexible foundation for all of your datastorage needs
 Use salt-formula-linux for initial disk partitioning
 Daemons
 Ceph uses several daemons to handle data and cluster state Each daemon type requires different computing capacityand hardware optimization
 These daemons are currently supported by formula
 bull MON (cephmon)
 bull OSD (cephosd)
 bull RGW (cephradosgw)
 Architecture decisions
 Please refer to upstream achritecture documents before designing your cluster Solid understanding of Ceph principlesis essential for making architecture decisions described bellow httpdocscephcomdocsmasterarchitecture
 bull Ceph version
 There is 3 or 4 stable releases every year and many of nightydev release You should decide which version will beused since the only stable releases are recommended for production Some of the releases are marked LTS (Long TermStable) and these releases receive bugfixed for longer period - usually until next LTS version is released
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 bull Number of MON daemons
 Use 1 MON daemon for testing 3 MONs for smaller production clusters and 5 MONs for very large productioncluster There is no need to have more than 5 MONs in normal environment because there isnrsquot any significant benefitin running more than 5 MONs Ceph require MONS to form quorum so you need to heve more than 50 of the MONsup and running to have fully operational cluster Every IO operation will stop once less than 50 MONs is availabebecause they canrsquot form quorum
 bull Number of PGs
 Placement groups are providing mappping between stored data and OSDs It is necessary to calculate number of PGsbecause there should be stored decent amount of PGs on each OSD Please keep in mind decreasing number of PGsisnrsquot possible and increading can affect cluster performance
 httpdocscephcomdocsmasterradosoperationsplacement-groups httpcephcompgcalc
 bull Daemon colocation
 It is recommended to dedicate nodes for MONs and RWG since colocation can have and influence on cluster opera-tions Howerver small clusters can be running MONs on OSD node but it is critical to have enough of resources forMON daemons because they are the most important part of the cluster
 Installing RGW on node with other daemons isnrsquot recommended because RGW daemon usually require a lot ofbandwith and it harm cluster health
 bull Store type (BluestoreFilestore)
 Recent version of Ceph support Bluestore as storage backend and backend should be used if available
 httpdocscephcomdocsmasterradosconfigurationbluestore-config-ref
 bull Blockdb location for Bluestore
 There are two ways to setup blockdb
 bull Colocated blockdb partition is created on the same disk as partition for the data This setup is easierfor installation and it doesnrsquot require any other disk to be used However colocated setup is significantlyslower than dedicated)
 bull Dedicate blockdb is placed on different disk than data (or into partition) This setup can deliver muchhigher performance than colocated but it require to have more disks in servers Blockdb drives should becarefully selected because high IO and durability is required
 bull Blockwal location for Bluestore
 There are two ways to setup blockwal - stores just the internal journal (write-ahead log)
 bull Colocated blockwal uses free space of the blockdb device
 bull Dedicate blockwal is placed on different disk than data (better put into partition as the size can be small)and possibly blockdb device This setup can deliver much higher performance than colocated but it requireto have more disks in servers Blockwal drives should be carefully selected because high IO and durabilityis required
 bull Journal location for Filestore
 There are two ways to setup journal
 bull Colocated journal is created on the same disk as partition for the data This setup is easier for installationand it doesnrsquot require any other disk to be used However colocated setup is significantly slower thandedicated)
 bull Dedicate journal is placed on different disk than data (or into partition) This setup can deliver muchhigher performance than colocated but it require to have more disks in servers Journal drives should becarefully selected because high IO and durability is required
 21 Project Introduction 49
  SaltStack-Formulas Documentation Release master
 bull Cluster and public network
 Ceph cluster is accessed using network and thus you need to have decend capacity to handle all the client There aretwo networks required for cluster public network and cluster network Public network is used for client connectionsand MONs and OSDs are listening on this network Second network ic called cluster networks and this network isused for communication between OSDs
 Both networks should have dedicated interfaces bonding interfaces and dedicating vlans on bonded interfaces isnrsquotallowed Good practise is dedicate more throughput for the cluster network because cluster traffic is more importantthan client traffic
 bull Pool parameters (size min_size type)
 You should setup each pool according to itrsquos expected usage at least min_size and size and pool type should beconsidered
 bull Cluster monitoring
 bull Hardware
 Please refer to upstream hardware recommendation guide for general information about hardware
 Ceph servers are required to fulfil special requirements becauce load generated by Ceph can be diametrically opposedto common load
 httpdocscephcomdocsmasterstarthardware-recommendations
 Basic management commands
 Cluster
 bull ceph health - check if cluster is healthy (ceph health detail can provide more information)
 rootc-01~ ceph healthHEALTH_OK
 bull ceph status - shows basic information about cluster
 rootc-01~ ceph statuscluster e2dc51ae-c5e4-48f0-afc1-9e9e97dfd650health HEALTH_OKmonmap e1 3 mons at 1=19216831201678902=19216831202678903=192168
 rarr˓3120367890election epoch 38 quorum 012 123
 osdmap e226 6 osds 6 up 6 inpgmap v27916 400 pgs 2 pools 21233 MB data 5315 objects
 121 GB used 10924 GB 11058 GB avail400 active+clean
 client io 481 kBs rd 132 kBs wr 185 op
 MON
 httpcephcomdocsmasterradostroubleshootingtroubleshooting-mon
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 OSD
 httpcephcomdocsmasterradostroubleshootingtroubleshooting-osd
 bull ceph osd tree - show all OSDs and itrsquos state
 rootc-01~ ceph osd treeID WEIGHT TYPE NAME UPDOWN REWEIGHT PRIMARY-AFFINITY-4 0 host c-04-1 1079993 root default-2 359998 host c-010 179999 osd0 up 100000 1000001 179999 osd1 up 100000 100000
 -3 359998 host c-022 179999 osd2 up 100000 1000003 179999 osd3 up 100000 100000
 -5 359998 host c-034 179999 osd4 up 100000 1000005 179999 osd5 up 100000 100000
 bull ceph osd pools ls - list of pool
 rootc-01~ ceph osd lspools0 rbd1 test
 PG
 httpcephcomdocsmasterradostroubleshootingtroubleshooting-pg
 bull ceph pg ls - list placement groups
 rootc-01~ ceph pg ls | head -n 4pg_stat objects mip degr misp unf bytes log disklog staterarr˓state_stamp v reported up up_primary acting acting_rarr˓primary last_scrub scrub_stamp last_deep_scrub deep_scrub_stamp00 11 0 0 0 0 46137344 3044 3044rarr˓active+clean 2015-07-02 101240603692 22610652 2261798 [4rarr˓20] 4 [420] 4 00 2015-07-01 183833126953 00 2015-rarr˓07-01 18170190419401 7 0 0 0 0 25165936 3026 3026rarr˓active+clean 2015-07-02 101240585833 2265808 2261070 [2rarr˓41] 2 [241] 2 00 2015-07-01 183832352721 00 2015-rarr˓07-01 18170190419802 18 0 0 0 0 75497472 3039 3039rarr˓active+clean 2015-07-02 101239569630 22617447 2263213 [3rarr˓15] 3 [315] 3 00 2015-07-01 183834308228 00 2015-rarr˓07-01 181701904199
 bull ceph pg map 11 - show mapping between PG and OSD
 rootc-01~ ceph pg map 11osdmap e226 pg 11 (11) -gt up [512] acting [512]
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 Sample pillars
 Common metadata for all nodesroles
 cephcommonversion luminousconfig
 globalparam1 value1param2 value1param3 value1
 pool_sectionparam1 value2param2 value2param3 value2
 fsid a619c5fc-c4ed-4f22-9ed2-66cf2feca23dmembers- name cmn01
 host 10001- name cmn02
 host 10002- name cmn03
 host 10003keyring
 admincapsmds allow mgr allow mon allow osd allow
 bootstrap-osdcapsmon allow profile bootstrap-osd
 Optional definition for cluster and public networks Cluster network is used for replication Public network for front-end communication
 cephcommonversion luminousfsid a619c5fc-c4ed-4f22-9ed2-66cf2feca23dpublic_network 1000024 1010024cluster_network 10100024 10110024
 Ceph mon (control) roles
 Monitors A Ceph Monitor maintains maps of the cluster state including the monitor map the OSD map the Place-ment Group (PG) map and the CRUSH map Ceph maintains a history (called an ldquoepochrdquo) of each state change in theCeph Monitors Ceph OSD Daemons and PGs
 cephcommonconfig
 (continues on next page)
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 monkey value
 monenabled truekeyring
 moncapsmon allow
 admincapsmds allow mgr allow mon allow osd allow
 Ceph mgr roles
 The Ceph Manager daemon (ceph-mgr) runs alongside monitor daemons to provide additional monitoring and inter-faces to external monitoring and management systems Since the 12x (luminous) Ceph release the ceph-mgr daemonis required for normal operations The ceph-mgr daemon is an optional component in the 11x (kraken) Ceph release
 By default the manager daemon requires no additional configuration beyond ensuring it is running If there is no mgrdaemon running you will see a health warning to that effect and some of the other information in the output of cephstatus will be missing or stale until a mgr is started
 cephmgrenabled truedashboard
 enabled truehost 10103255252port 7000
 Ceph OSD (storage) roles
 cephcommonversion luminousfsid a619c5fc-c4ed-4f22-9ed2-66cf2feca23dpublic_network 1000024 1010024cluster_network 10100024 10110024keyring
 bootstrap-osdcapsmon allow profile bootstrap-osd
 osdenabled truecrush_parent rack01journal_size 20480 (20G)bluestore_block_db_size 10073741824 (10G)bluestore_block_wal_size 10073741824 (10G)bluestore_block_size 807374182400 (800G)
 (continues on next page)
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 backendfilestore
 disks- dev devsdmenabled falsejournal devssdjournal_partition 5data_partition 6lockbox_partition 7data_partition_size 12000 (MB)class bestssdweight 1666dmcrypt truejournal_dmcrypt false
 - dev devsdfjournal devssdjournal_dmcrypt trueclass bestssdweight 1666
 - dev devsdljournal devssdclass bestssdweight 1666
 bluestoredisks- dev devsdb- dev devsdfblock_db devssdblock_wal devssdblock_db_dmcrypt trueblock_wal_dmcrypt true
 - dev devsdcblock_db devssdblock_wal devssddata_partition 1block_partition 2lockbox_partition 5block_db_partition 3block_wal_partition 4class ssdweight 1666dmcrypt trueblock_db_dmcrypt falseblock_wal_dmcrypt false
 - dev devsddenabled false
 Ceph client roles - Deprecated - use cephcommon instead
 Simple ceph client service
 cephclientconfig
 global
 (continues on next page)
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 mon initial members ceph1ceph2ceph3mon host 101032552526789101032552536789101032552546789
 keyringmonitoring
 key 00000000000000000000000000000000000000==
 At OpenStack control settings are usually located at cinder-volume or glance- registry services
 cephclientconfig
 globalfsid 00000000-0000-0000-0000-000000000000mon initial members ceph1ceph2ceph3mon host 101032552526789101032552536789101032552546789osd_fs_mkfs_arguments_xfsosd_fs_mount_options_xfs rwnoatimenetwork public 1000024network cluster 1000024osd_fs_type xfs
 osdosd journal size 7500filestore xattr use omap true
 monmon debug dump transactions false
 keyringcinder
 key 00000000000000000000000000000000000000==glance
 key 00000000000000000000000000000000000000==
 Ceph gateway
 Rados gateway with keystone v2 auth backend
 cephradosgwenabled truehostname gwcephlabbind
 address 1010101port 8080
 identityengine keystoneapi_version 2host 101010100port 5000user adminpassword passwordtenant admin
 Rados gateway with keystone v3 auth backend
 cephradosgw
 (continues on next page)
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 enabled truehostname gwcephlabbind
 address 1010101port 8080
 identityengine keystoneapi_version 3host 101010100port 5000user adminpassword passwordproject admindomain default
 Ceph setup role
 Replicated ceph storage pool
 cephsetup
 poolreplicated_poolpg_num 256pgp_num 256type replicatedcrush_rule sataapplication rbd
 note For Kraken and earlier releases please specify crush_rule as a rulesetrarr˓number
 For Kraken and earlier releases application param is not needed
 Erasure ceph storage pool
 cephsetuppool
 erasure_poolpg_num 256pgp_num 256type erasurecrush_rule ssdapplication rbd
 Inline compression for Bluestore backend
 cephsetuppool
 volumespg_num 256pgp_num 256type replicatedcrush_rule hdd
 (continues on next page)
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 application rbdcompression_algorithm snappycompression_mode aggressivecompression_required_ratio 875
 Ceph manage keyring keys
 Keyrings are dynamically generated unless specified by the following pillar
 cephcommonmanage_keyring truekeyring
 glancename imageskey AACf3ulZFFPNDxAAd2DWds3aEkHh4IklZVgIaQ==capsmon allow rosd allow class-read object_prefix rdb_children allow rwx pool=images
 Generate CRUSH map - Recommended way
 It is required to define the type for crush buckets and these types must start with root (top) and end with host OSDdaemons will be assigned to hosts according to itrsquos hostname Weight of the buckets will be calculated according toweight of itrsquos children
 If the pools that are in use have size of 3 it is best to have 3 children of a specific type in the root CRUSH tree toreplicate objects across (Specified in rule steps by lsquotype regionrsquo)
 cephsetupcrush
 enabled Truetunables
 choose_total_tries 50choose_local_tries 0choose_local_fallback_tries 0chooseleaf_descend_once 1chooseleaf_vary_r 1chooseleaf_stable 1straw_calc_version 1allowed_bucket_algs 54
 type- root- region- rack- host- osd
 root- name root-ssd- name root-sata
 region
 (continues on next page)
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 - name eu-1parent root-sata
 - name eu-2parent root-sata
 - name eu-3parent root-ssd
 - name us-1parent root-sata
 rack- name rack01parent eu-1
 - name rack02parent eu-2
 - name rack03parent us-1
 rulesataruleset 0type replicatedmin_size 1max_size 10steps- take take root-ssd- chooseleaf firstn 0 type region- emit
 ssdruleset 1type replicatedmin_size 1max_size 10steps- take take root-sata- chooseleaf firstn 0 type region- emit
 Generate CRUSH map - Alternative way
 Itrsquos necessary to create per OSD pillar
 cephosdcrush
 - type rootname root1
 - type regionname eu-1
 - type rackname rack01
 - type hostname osd001
 Add OSDs with specific weight
 Add OSD device(s) with initial weight set specifically to certain value
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 cephosdcrush_initial_weight 0
 Apply CRUSH map
 Before you apply CRUSH map please make sure that settings in generated file in etccephcrushmap are correct
 cephsetup
 crushenforce true
 poolimagescrush_rule sataapplication rbd
 volumescrush_rule sataapplication rbd
 vmscrush_rule ssdapplication rbd
 note For Kraken and earlier releases please specify crush_rule as a rulesetrarr˓number
 For Kraken and earlier releases application param is not needed
 Persist CRUSH map
 After the CRUSH map is applied to Ceph itrsquos recommended to persist the same settings even after OSD reboots
 cephosdcrush_update false
 Ceph monitoring
 By default monitoring is setup to collect information from MON and OSD nodes To change the default values addthe following pillar to MON nodes
 cephmonitoringspace_used_warning_threshold 075space_used_critical_threshold 085apply_latency_threshold 0007commit_latency_threshold 07pool_space_used_utilization_warning_threshold 075pool_space_used_critical_threshold 085pool_write_ops_threshold 200pool_write_bytes_threshold 70000000pool_read_bytes_threshold 70000000pool_read_ops_threshold 1000
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 Ceph monitor backups
 Backup client with sshrsync remote host
 cephbackupclient
 enabled truefull_backups_to_keep 3hours_before_full 24target
 host cfg01
 Backup client with local backup only
 cephbackupclient
 enabled truefull_backups_to_keep 3hours_before_full 24
 Backup server rsync
 cephbackupserver
 enabled truehours_before_full 24full_backups_to_keep 5key
 ceph_pub_keyenabled truekey ssh_rsa
 bull httpsgithubcomcloud-eeceph-salt-formula
 bull httpcephcomceph-storage
 bull httpcephcomdocsmasterstartintro
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-cephissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-ceph
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 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 chrony
 WIP
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-chronyissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-chrony
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 FreeIPA
 This forumla installs and configured the FreeIPA Identity Management service and client
 Sample pillars
 Client
 freeipaclientenabled trueserver ipaexamplecomdomain salt[grainsget](domain ) realm salt[grainsget](domain )upper() hostname salt[grainsget](fqdn )
 To automatically register the client with FreeIPA you will first need to create a Kerberos principal Start by creatinga service account in FreeIPA You may wish to restrict that users permissions to only host creation (see httpswwwfreeipaorgpageHowTosWorking_with_FreeIPA) Next you will need to obtain a kerberos ticket as admin on theIPA server then generate a service account principal
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 kinit admin
 ipa-getkeytab -p service-accountEXAMPLEcom -k principalkeytab -sfreeipahostexamplecom
 scp principalkeytab usersaltmasterexamplecomsrvsaltfreeipafilesprincipalkeytab
 Then add to your pillar
 This will allow your client to use FreeIPArsquos JSON interface to create a host entry with a One Time Password and thenregister to the FreeIPA server For security purposes the kerberos principal will only be pushed down to the clientif the installer reports it is not registered to the FreeIPA server and will be removed from the client as soon as theendpoint has registered with the FreeIPA server
 Additionally the openssh formula (see httpsgithubcomsalt-formulassalt-formula-openssh) is needed and is a de-pendency for this formula Configure it thusly
 opensshserverpublic_key_auth truegssapi_auth truekerberos_auth falseauthorized_keys_command
 command usrbinsss_ssh_authorizedkeysuser nobody
 If you wish to update DNS records using nsupdate add
 freeipaclientnsupdate
 - name testexamplecomipv4- 8888
 ipv6- 2a001450400180a1009
 ttl 1800keytab etckrb5keytab
 For requesting certificates using certmonger
 freeipaclientcert
 HTTPwwwexamplecomuser rootgroup www-datamode 640cert etcsslcertshttp-wwwexamplecomcrtkey etcsslprivatehttp-wwwexamplecomkey
 Server
 freeipaserverrealm IPAEXAMPLECOM
 (continues on next page)
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 domain ipaexamplecomldap
 password secretpassword
 Server definition for new verion of freeipa (43+) Replicas dont require generation of gpg file on master But principaluser has to be defined with
 freeipaserverrealm IPAEXAMPLECOMdomain ipaexamplecomprincipal_user adminadmin
 password secretpasswordservers- idm01ipaexamplecom- idm02ipaexamplecom- idm03ipaexamplecom
 Disable CA Default is True
 freeipaserverca false
 Disable LDAP access logs but enable audit
 freeipaserverldap
 loggingaccess falseaudit true
 Read more
 bull httpwwwfreeipaorgpageQuick_Start_Guide
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-freeipaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
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 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-freeipa
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Git formula
 Git is a free and open source distributed version control system designed to handle everything from small to very largeprojects with speed and efficiency
 Sample pillars
 Simplest GIT setup
 gitclientenabled true
 GIT with user setup
 gitclientenabled trueuser- user
 name jdoeemail jdoecom
 GIT with user and SSL setup
 gitclientdisable_ssl_verification Trueenabled trueuser- user
 name jdoeemail jdoecom
 Reclass with GIT with user setup
 gitclientenabled trueuser- user $linuxsystemuserjdoe
 Reclass with GIT with user and SSL setup
 gitclientdisable_ssl_verification True
 (continues on next page)
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 enabled trueuser- user $linuxsystemuserjdoe
 Reclass with GIT over HTTP server setup Requires web server
 gitserverdirectory srvgitrepos
 - name custom-repo-1- name custom-repo-2
 Reclass with GIT over HTTP server setup Requires web server Mirrored upsream repos example
 gitserverdirectory srvgitrepos
 - name gerritliburl httpsgithubcomopenstack-infragerritlibgit
 - name jeepyburl httpsgithubcomopenstack-infrajeepybgit
 Read more
 bull httpgit-scmcom
 bull httpgit-scmcombookenCustomizing-Git-Git-Configuration
 bull httpsgithubcomnesipuppet-gittreemastermanifests
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-gitissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-git
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 GlusterFS
 Install and configure GlusterFS server and client
 Available states
 bull glusterfsserver
 bull glusterfsserverservice
 bull glusterfsserversetup
 bull glusterfsclient
 glusterfsserver
 Setup GlusterFS server (including both service and setup)
 glusterfsserverservice
 Setup and start GlusterFS server service
 glusterfsserversetup
 Setup GlusterFS peers and volumes
 glusterfsclient
 Setup GlusterFS client
 Available metadata
 bull metadataglusterfsserver
 bull metadataglusterfsclient
 metadataglusterfsserver
 Setup basic server
 metadataglusterfsclient
 Setup client only
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 Configuration parameters
 Example reclass
 Example for distributed glance images storage where every control node is gluster peer
 classes- serviceglusterfsserver- serviceglusterfsclient
 _paramcluster_node01_address 192168121cluster_node02_address 192168122cluster_node03_address 192168123
 parametersglusterfsserver
 peers- $_paramcluster_node01_address- $_paramcluster_node02_address- $_paramcluster_node03_addressvolumes
 glancestorage srvglusterfsglancereplica 3bricks- $_paramcluster_node01_addresssrvglusterfsglance- $_paramcluster_node02_addresssrvglusterfsglance- $_paramcluster_node03_addresssrvglusterfsglanceoptionsclusterreaddir-optimize Onnfsdisable Onnetworkremote-dio Ondiagnosticsclient-log-level WARNINGdiagnosticsbrick-log-level WARNING
 clientvolumes
 glancepath varlibglanceimagesserver $_paramcluster_node01_addressuser glancegroup glance
 Example pillar
 Server
 glusterfsserverpeers- 192168121- 192168122- 192168123volumes
 (continues on next page)
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 glancestorage srvglusterfsglancereplica 3bricks- 172168121srvglusterfsglance- 172168121srvglusterfsglance- 172168121srvglusterfsglance
 enabled true
 Client
 glusterfsclientvolumes
 glancepath varlibglanceimagesserver 192168121user glancegroup glance
 enabled true
 Read more
 bull httpswwwglusterorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-glusterfsissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-glusterfs
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 iptables formula
 Iptables is used to set up maintain and inspect the tables of IPv4 packet filter rules in the Linux kernel Severaldifferent tables may be defined Each table contains a number of built-in chains and may also contain user-definedchains Each chain is a list of rules which can match a set of packets Each rule specifies what to do with a packet thatmatches This is called a target which may be a jump to a user-defined chain in the same table
 Sample pillars
 Most common rules - allow traffic on localhost accept relatedestablished and ping
 parametersiptablesservice
 enabled Truechain
 INPUTrules
 - in_interface lojump ACCEPT
 - connection_state RELATEDESTABLISHEDmatch statejump ACCEPT
 - protocol icmpjump ACCEPT
 Accept connections on port 22
 parametersiptablesservice
 chainINPUTrules
 - destination_port 22protocol tcpjump ACCEPT
 Set drop policy on INPUT chain
 parametersiptablesservice
 chainINPUTpolicy DROP
 Redirect privileged port 443 to 8081
 parametersiptablesservice
 chainPREROUTINGfilter natdestination_port 443
 (continues on next page)
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 to_port 8081protocol tcpjump REDIRECT
 Allow access from local network
 parametersiptablesservice
 chainINPUTrules
 - protocol tcpdestination_port 22source_network 1921681024jump ACCEPTcomment Blah
 Support logging with custom prefix and log level
 parametersiptablesservice
 chainPOSTROUTINGrules
 - table natprotocol tcpmatch multiportdestination_ports- 21- 80- 443- 2220
 source_network 102030024log_level 7log_prefix iptables-logging jump LOG
 IPv6 is supported as well
 parametersiptablesservice
 enabled Trueipv6 Truechain
 INPUTrules
 - protocol tcpfamily ipv6destination_port 22source_network 2001DB832jump ACCEPT
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 Read more
 bull httpdocssaltstackcomenlatestrefstatesallsaltstatesiptableshtml
 bull httpshelpubuntucomcommunityIptablesHowTo
 bull httpwikicentosorgHowTosNetworkIPTables
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-iptablesissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-iptables
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Letrsquos Encrypt
 Service letsencrypt description
 Sample pillars
 Installation
 There are 3 installation methods available
 bull package (default for Debian)
 For Debian Jessie you need to use jessie-backports repository For Ubuntu use Launchpad PPA providingcertbot package You can use linux formula to manage these APT sources
 letsencryptclient
 sourceengine pkg
 If the certbot package doesnrsquot include Systemd service and timer files you can set them to beinstalled by this formula by supplying install_units True and cli
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 letsencryptclient
 sourceengine pkgcli usrbincertbotinstall_units true
 bull URL to certbot-auto (default)
 This is default installation method for systems with no available certbot package
 letsencryptclient
 sourceengine urlurl httpsdlefforgcertbot-auto
 bull Docker container
 Alternate installation method where Docker image is used to provide certbot tool and executed using wrapperscript
 letsencryptclient
 sourceengine dockerimage deliverouscertbot
 Usage
 Default authentication method using standalone server on specified port But this wonrsquot work without configuration ofapachenginx (read on) unless you donrsquot have webserver running so you can select port 80 or 443
 letsencryptclientemail rootdummyorgauth
 method standalonetype http-01port 9999
 domaindummyorg
 enabled truewwwdummyorg
 enabled true Following will produce multidomain certificatesitedummyorg
 enabled truenames- dummyorg- wwwdummyorg
 However ACME server always visits port 80 (or 443) where most likely Apache or Nginx is listening This means thatyou need to configure well-knownacme-challenge to proxy requests on localhost9999 For exampleensure you have following configuration for Apache
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 ProxyPass well-knownacme-challenge http1270019999well-knownacme-rarr˓challenge retry=1ProxyPassReverse well-knownacme-challenge http1270019999well-knownrarr˓acme-challenge
 ltLocation well-knownacme-challengegtProxyPreserveHost OnOrder allowdenyAllow from allRequire all granted
 ltLocationgt
 You can also use apache or nginx auth methods and let certbot do whatrsquos needed this should be the simplest option
 letsencryptclientauth apache
 Alternatively you can use webroot authentication (using eg existing apache installation serving directory for all sites)
 letsencryptclientauth
 method webrootpath varwwwhtmlport 80
 domaindummyorg
 enabled truewwwdummyorg
 enabled true
 Itrsquos also possible to override auth method or other options only for single domain
 letsencryptclientemail rootdummyorgauth
 method standalonetype http-01port 9999
 domaindummyorg
 enabled trueauthmethod webrootpath varwwwhtmldummyorgport 80
 wwwdummyorgenabled true
 You are able to use multidomain certificates
 letsencryptclientemail sylvainhomestaging true
 (continues on next page)
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 authmethod apache
 domainkeynotdomain
 enabled truename lsopensource-expertcomnames- wwwlsopensource-expertcom- vim22opensource-expertcom- wwwvim22opensource-expertcom
 rmopensource-expertcomenabled truenames- wwwrmopensource-expertcom
 vim7opensource-expertcomenabled truenames- wwwvim7opensource-expertcom
 vim88opensource-expertcomenabled truenames- wwwvim88opensource-expertcom- awkopensource-expertcom- wwwawkopensource-expertcom
 Legacy configuration
 Common metadata
 letsencryptclientenabled trueconfig |
 host = httpsacme-v01apiletsencryptorgdirectoryemail = webmasterexamplecomauthenticator = webrootwebroot-path = varlibwwwagree-tos = Truerenew-by-default = True
 domainsetwww
 - examplecom- wwwexamplecom
 mail- imapexamplecom- smtpexamplecom- mailexamplecom
 intranet- intranetexamplecom
 Example of authentication via another port without stopping nginx server
 location well-knownacme-challenge proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_forproxy_set_header Host $http_host
 (continues on next page)
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 proxy_redirect offproxy_pass http sitehostname 9999well-knownacme-challenge
 letsencryptclientenabled trueconfig |
 renew-by-default = Truehttp-01-port = 9999standalone-supported-challenges = http-01
 domainsetwww
 - examplecom
 Read more
 bull Certbot authentication plugins
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-letsencryptissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-letsencrypt
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Linux Fomula
 Linux Operating Systems
 bull Ubuntu
 bull CentOS
 bull RedHat
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 bull Fedora
 bull Arch
 Sample Pillars
 Linux System
 Basic Linux box
 linuxsystemenabled truename node1domain domaincomcluster systemenvironment prodtimezone EuropePragueutc true
 Linux with system users some with password set WARNING If no lsquopasswordrsquo variable has been passed - anypredifined password will be removed
 linuxsystemuser
 jdoename jdoeenabled truesudo trueshell binbashfull_name Jonh Doehome homejdoeemail jonhdoecom
 jsmithname jsmithenabled truefull_name With clear passwordhome homejsmithhash_password truepassword userpassword
 markname markenabled truefull_name unchange passwordhome homemarkpassword false
 elizabethname elizabethenabled truefull_name With hased passwordhome homeelizabethpassword $6$nUI7QEz3
 rarr˓$dFYjzQqK5cJ6HQ38KqG4gTWA9eJu3aKx6TRVDFh6BVJxJgFWg2akfAA7f1fCxcSUeOJ2arCO6EEI6XXnHXxG10rarr˓
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 Configure sudo for users and groups under etcsudoersd This ways linuxsystemsudo pillar map toactual sudo attributes
 simplified templateCmds_Alias alias = commands user hosts =( runas ) NOPASSWD commands group hosts =( runas ) NOPASSWD commands
 when renderedsaltuser1 ALL=(ALL) NOPASSWD ALL
 linuxsystemsudo
 enabled truealiases
 hostLOCAL- localhostPRODUCTION- db1- db2
 runasDBA- postgres- mysqlSALT- root
 command Note This is not 100 safe when ALL keyword is used user still may
 rarr˓modify configs and hide his actions Best practice is to specify full list of commands user is allowed
 rarr˓to runSUPPORT_RESTRICTED- binvi etcsudoers- binvim etcsudoers- binnano etcsudoers- binemacs etcsudoers- binsu - root- binsu -- binsu- usrsbinvisudoSUPPORT_SHELLS- binsh- binksh- binbash- binrbash- bindash- binzsh- bincsh- binfish- bintcsh- usrbinlogin- usrbinsu- usrsuALL_SALT_SAFE- usrbinsalt state- usrbinsalt service
 (continues on next page)
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 - usrbinsalt pillar- usrbinsalt grains- usrbinsalt saltutil- usrbinsalt-call state- usrbinsalt-call service- usrbinsalt-call pillar- usrbinsalt-call grains- usrbinsalt-call saltutilSALT_TRUSTED- usrbinsalt
 users saltuser1 with default values saltuser1 ALL=(ALL) NOPASSWD ALLsaltuser1 saltuser2
 hosts- LOCAL
 User Alias DBADBA
 hosts- ALLcommands- ALL_SALT_SAFE
 groupsdb-ops
 hosts- ALL- PRODUCTIONrunas- DBAcommands- bincat - binless - binls
 salt-opshosts- ALLrunas- SALTcommands- SUPPORT_SHELLS
 salt-ops-2ndname salt-opsnopasswd falsesetenv true Enable sudo -E optionrunas- DBAcommands- ALL- SUPPORT_SHELLS- SUPPORT_RESTRICTED
 Linux with package latest version
 linuxsystempackage
 (continues on next page)
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 package-nameversion latest
 Linux with package from certail repo version with no upgrades
 linuxsystempackage
 package-nameversion 2132323repo custom-repohold true
 Linux with package from certail repo version with no GPG verification
 linuxsystempackage
 package-nameversion 2132323repo custom-repoverify false
 Linux with autoupdates (automatically install security package updates)
 linuxsystemautoupdates
 enabled truemail rootlocalhostmail_only_on_error trueremove_unused_dependencies falseautomatic_reboot trueautomatic_reboot_time 0200
 Linux with cron jobs By default it will use name as an identifier unless identifier key is explicitly set or False (then itwill use Saltrsquos default behavior which is identifier same as command resulting in not being able to change it)
 linuxsystemjob
 cmd1command cmdtorunidentifier cmd1enabled trueuser roothour 2minute 0
 Linux security limits (limit sensu user memory usage to max 1GB)
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 linuxsystemlimit
 sensuenabled truedomain sensulimits- type hard
 item asvalue 1000000
 Enable autologin on tty1 (may work only for Ubuntu 1404)
 linuxsystemconsole
 tty1autologin root
 Enable serial consolettyS0
 autologin rootrate 115200term xterm
 To disable set autologin to false
 Set policy-rcd on Debian-based systems Action can be any available command in while true loop andcase context Following will disallow dpkg to stopstart services for cassandra package automatically
 linuxsystempolicyrcd
 - package cassandraaction exit 101
 - package action switch
 Set system locales
 linuxsystemlocale
 en_USUTF-8default true
 cs_CZUTF-8 UTF-8enabled true
 Systemd settings
 linuxsystemsystemd
 systemManagerDefaultLimitNOFILE 307200
 (continues on next page)
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 DefaultLimitNPROC 307200user
 ManagerDefaultLimitCPU 2DefaultLimitNPROC 4
 Ensure presence of directory
 linuxsystemdirectory
 tmptestuser rootgroup rootmode 700makedirs true
 Ensure presence of file by specifying itrsquos source
 linuxsystemfile
 tmptesttxtsource httpexamplecomtesttxtuser root optionalgroup root optionalmode 700 optionaldir_mode 700 optionalencoding utf-8 optionalhash ltlthashgtgt or ltltURI to hashgtgt optionalmakedirs true optional
 linuxsystemfile
 testtxtname tmptesttxtsource httpexamplecomtesttxt
 Ensure presence of file by specifying itrsquos contents
 linuxsystemfile
 tmptesttxtcontents |line1line2
 linuxsystemfile
 tmptesttxtcontents_pillar linuxnetworkhostname
 linuxsystem
 (continues on next page)
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 filetmptesttxt
 contents_grains motd
 Kernel
 Install always up to date LTS kernel and headers from Ubuntu trusty
 linuxsystemkernel
 type genericlts trustyheaders true
 Load kernel modules and add them to etcmodules
 linuxsystemkernel
 modules- nf_conntrack- tp_smapi- 8021q
 Configure or blacklist kernel modules with additional options to etcmodprobed following example will addetcmodprobednf_conntrackconf file with line options nf_conntrack hashsize=262144
 linuxsystemkernel
 modulenf_conntrackoption
 hashsize 262144
 Install specific kernel version and ensure all other kernel packages are not present Also install extra modules andheaders for this kernel
 linuxsystemkernel
 type genericextra trueheaders trueversion 420-22
 Systcl kernel parameters
 linuxsystemkernel
 sysctlnetipv4tcp_keepalive_intvl 3
 (continues on next page)
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 netipv4tcp_keepalive_time 30netipv4tcp_keepalive_probes 8
 Configure kernel boot options
 linuxsystemkernel
 boot_options- elevator=deadline- spectre_v2=off- nopti
 CPU
 Enable cpufreq governor for every cpu
 linuxsystemcpu
 governor performance
 CGROUPS
 Setup linux cgroups
 linuxsystemcgroup
 enabled truegroup
 ceph_group_1controller
 cpusharesvalue 250
 cpuacctusagevalue 0
 cpusetcpusvalue 123
 memorylimit_in_bytesvalue 2G
 memswlimit_in_bytesvalue 3G
 mappingsubjects- ceph
 generic_group_1controllercpu
 (continues on next page)
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 sharesvalue 250
 cpuacctusagevalue 0
 mappingsubjects- firefox- studentcp
 Shared Libraries
 Set additional shared library to Linux system library path
 linuxsystemld
 libraryjava- usrlibjvmjre-openjdklibamd64server- optjavajrelibamd64server
 Certificates
 Add certificate authority into system trusted CA bundle
 linuxsystemca_certificates
 mycert |-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 Sysfs
 Install sysfsutils and set sysfs attributes
 linuxsystem
 (continues on next page)
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 sysfsscheduler
 blocksdaqueuescheduler deadlinepower
 modepowerstate 0660
 ownerpowerstate rootpower
 devicessystemcpucpu0cpufreqscaling_governor powersave
 Huge Pages
 Huge Pages give a performance boost to applications that intensively deal with memory allocationdeallocation bydecreasing memory fragmentation
 linuxsystemkernel
 hugepagessmallsize 2Mcount 107520mount_point mnthugepages_2MBmount falsetrue default false
 largedefault true default automatically mountedsize 1Gcount 210mount_point mnthugepages_1GB
 Note not recommended to use both pagesizes in concurrently
 Intel SR-IOV
 PCI-SIG Single Root IO Virtualization and Sharing (SR-IOV) specification defines a standardized mechanism tovirtualize PCIe devices The mechanism can virtualize a single PCIe Ethernet controller to appear as multiple PCIedevices
 linuxsystemkernel
 sriov Trueunsafe_interrupts False Default is false for older platforms and AMD we
 rarr˓need to add interrupt remapping workaroundrc
 local |binsh -e Enable 7 VF on eth1echo 7 gt sysclassneteth1devicesriov_numvfs sleep 2 ifup -aexit 0
 21 Project Introduction 85
  SaltStack-Formulas Documentation Release master
 Isolate CPU options
 Remove the specified CPUs as defined by the cpu_number values from the general kernel SMP balancing and sched-uler algroithms The only way to move a process onto or off an ldquoisolatedrdquo CPU is via the CPU affinity syscallscpu_number begins at 0 so the maximum value is 1 less than the number of CPUs on the system
 linuxsystemkernel
 isolcpu 1234567 isolate first cpu 0
 Repositories
 RedHat based Linux with additional OpenStack repo
 linuxsystemrepo
 rdo-icehouseenabled truesource httpreposfedorapeopleorgreposopenstackopenstack-icehouse
 rarr˓epel-6pgpcheck 0
 Ensure system repository to use czech Debian mirror (default true) Also pin itrsquos packages with priority 900
 linuxsystemrepo
 debiandefault truesource deb httpftpczdebianorgdebian jessie main contrib non-free Import signing key from URL if neededkey_url httpdummycompublicgpgpin- pin origin ftpczdebianorg
 priority 900package
 Package manager proxy setup globally
 linuxsystemrepo
 apt-mksource deb httpapt-mkmirantiscom stable main salt
 proxy
 pkgenabled trueftp ftpftp-proxy-for-apthostlocal2121
 NOTE Global defaults for any other componet that configure proxy on the
 rarr˓system(continues on next page)
 86 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 If your environment has just one simple proxy set it onrarr˓linuxsystemproxy
 fall back system defaults if linuxsystemproxypkg has no protocol specific
 rarr˓entries as for https and httpftp ftpproxyhostlocal2121http httpproxyhostlocal3142https httpsproxyhostlocal3143
 Package manager proxy setup per repository
 linuxsystemrepo
 debiansource deb httpapt-mkmirantiscom stable main salt
 apt-mk
 source deb httpapt-mkmirantiscom stable main salt per repository proxyproxyenabled truehttp httpmaas-018080https httpmaas-018080
 proxy
 package manager fallback defaults used if linuxsystemrepoapt-mkproxy has no protocol specific entriespkg
 enabled trueftp ftpproxyhostlocal2121http httpproxyhostlocal3142https httpsproxyhostlocal3143
 global system fallback system defaultsftp ftpproxyhostlocal2121http httpproxyhostlocal3142https httpsproxyhostlocal3143
 Remove all repositories
 linuxsystempurge_repos true
 Setup custom apt config options
 linuxsystemapt
 configcompression-workaroundAcquireCompressionTypesOrder gz
 docker-cleanDPkgPost-Invoke
 (continues on next page)
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 - rm -f varcacheaptarchivesdeb varcacheaptarchivespartialrarr˓deb varcacheaptbin || true
 APTUpdatePost-Invoke- rm -f varcacheaptarchivesdeb varcacheaptarchivespartial
 rarr˓deb varcacheaptbin || true
 RC
 rclocal example
 linuxsystemrc
 local |binsh -e rclocal This script is executed at the end of each multiuser runlevel Make sure that the script will exit 0 on success or any other value on error In order to enable or disable this script just change the execution bits By default this script does nothingexit 0
 Prompt
 Setting prompt is implemented by creating etcprofiledpromptsh Every user can have different prompt
 linuxsystemprompt
 root n[033[037m]Dymd HMS $(hostname -rarr˓f)[e[0m]n[e[131m][uhw][e[0m]
 default nDymd HMS $(hostname -f)n[uhw]
 On Debian systems to set prompt system-wide itrsquos necessary to remove setting PS1 in etcbashbashrc and~bashrc (which comes from etcskelbashrc) This formula will do this automatically but will nottouch existing userrsquos ~bashrc files except root
 Bash
 Fix bash configuration to preserve history across sessions (like ZSH does by default)
 linuxsystembash
 preserve_history true
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 Message of the day
 pam_motd from package update-motd is used for dynamic messages of the day Setting custom motd will cleanupexisting ones
 linuxsystemmotd
 - release |binsh[ -r etclsb-release ] ampamp etclsb-release
 if [ -z $DISTRIB_DESCRIPTION ] ampamp [ -x usrbinlsb_release ] then Fall back to using the very slow lsb_release utilityDISTRIB_DESCRIPTION=$(lsb_release -s -d)
 fi
 printf Welcome to s (s s s)n $DISTRIB_DESCRIPTION $(uname -o) rarr˓$(uname -r) $(uname -m)
 - warning |binshprintf This is [company name] networknprintf Unauthorized access strictly prohibitedn
 Services
 Stop and disable linux service
 linuxsystemservice
 apt-dailytimerstatus dead
 Possible status is dead (disable service by default) running (enable service by default) enabled disabled
 Linux with atop service
 linuxsystematop
 enabled trueinterval 20logpath varlogatopoutfile varlogatopdailylog
 RHEL CentOS
 Unfortunately update-motd is currently not available for RHEL so therersquos no native support for dynamic motdYou can still set static one only pillar structure differs
 linuxsystemmotd |
 (continues on next page)
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 This is [company name] networkUnauthorized access strictly prohibited
 Haveged
 If you are running headless server and are low on entropy it may be a good idea to setup Haveged
 linuxsystemhaveged
 enabled true
 Linux network
 Linux with network manager
 linuxnetworkenabled truenetwork_manager true
 Linux with default static network interfaces default gateway interface and DNS servers
 linuxnetworkenabled trueinterface
 eth0enabled truetype ethaddress 1921680102netmask 2552552550gateway 19216801name_servers- 8888- 8844mtu 1500
 Linux with bonded interfaces and disabled NetworkManager
 linuxnetworkenabled trueinterface
 eth0type eth
 eth1type eth
 bond0enabled truetype bond
 (continues on next page)
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 address 1921680102netmask 2552552550mtu 1500use_in- interface $linuxinterfaceeth0- interface $linuxinterfaceeth0
 network_managerdisable true
 Linux with vlan interface_params
 linuxnetworkenabled trueinterface
 vlan69type vlanuse_interfaces- interface $linuxinterfacebond0
 Linux with wireless interface parameters
 linuxnetworkenabled truegateway 10001default_interface eth0interface
 wlan0type ethwirelessessid examplekey example_keysecurity wpapriority 1
 Linux networks with routes defined
 linuxnetworkenabled truegateway 10001default_interface eth0interface
 eth0type ethroutedefault
 address 1921680123netmask 2552552550gateway 19216801
 Native Linux Bridges
 linuxnetwork
 (continues on next page)
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 interfaceeth1
 enabled truetype ethproto manualup_cmds- ip address add 00 dev $IFACE- ip link set $IFACE updown_cmds- ip link set $IFACE down
 br-exenabled truetype bridgeaddress $linuxnetworkhostpublic_localaddressnetmask 2552552550use_interfaces- eth1
 OpenVswitch Bridges
 linuxnetworkbridge openvswitchinterface
 eth1enabled truetype ethproto manualup_cmds- ip address add 00 dev $IFACE- ip link set $IFACE updown_cmds- ip link set $IFACE down
 br-exenabled truetype bridgeaddress $linuxnetworkhostpublic_localaddressnetmask 2552552550use_interfaces- eth1
 br-prvenabled truetype ovs_bridgemtu 65000
 br-ens7enabled truename br-ens7type ovs_bridgeproto manualmtu 9000use_interfaces- ens7
 patch-br-ens7-br-prvenabled truename ens7-prvovs_type ovs_porttype ovs_port
 (continues on next page)
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 bridge br-ens7port_type patchpeer prv-ens7mtu 65000
 patch-br-prv-br-ens7enabled truename prv-ens7bridge br-prvovs_type ovs_porttype ovs_portport_type patchpeer ens7-prvmtu 65000
 ens7enabled truename ens7proto manualovs_port_type OVSPorttype ovs_portovs_bridge br-ens7bridge br-ens7
 Debian manual proto interfaces
 When you are changing interface proto from static in up state to manual you may need to flush ip addresses For exam-ple if you want to use the interface and the ip on the bridge This can be done by setting the ipflush_onchangeto true
 linuxnetworkinterface
 eth1enabled truetype ethproto manualmtu 9100ipflush_onchange true
 Debian static proto interfaces
 When you are changing interface proto from dhcp in up state to static you may need to flush ip addresses and restartinterface to assign ip address from a managed file For example if you want to use the interface and the ip on thebridge This can be done by setting the ipflush_onchange with combination restart_on_ipflush paramset to to true
 linuxnetworkinterface
 eth1enabled truetype ethproto staticaddress 101022netmask 2552552550ipflush_onchange truerestart_on_ipflush true
 Concatinating and removing interface files
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 Debian based distributions have etcnetworkinterfacesd directory where you can store configuration of networkinterfaces in separate files You can concatinate the files to the defined destination when needed this operation removesthe file from the etcnetworkinterfacesd If you just need to remove iface files you can use the remove_iface_fileskey
 linuxnetworkconcat_iface_files- src etcnetworkinterfacesd50-cloud-initcfg
 dst etcnetworkinterfacesremove_iface_files- etcnetworkinterfacesd90-customcfg
 DHCP client configuration
 None of the keys is mandatory include only those you really need For full list of available options under sendsupersede prepend append refer to dhcp-options(5)
 linuxnetworkdhclient
 enabled truebackoff_cutoff 15initial_interval 10reboot 10retry 60select_timeout 0timeout 120send
 - option host-namedeclaration = gethostname()
 supersede- option host-namedeclaration spaceship
 - option domain-namedeclaration domainhome
 - option arp-cache-timeout declaration 20
 prepend- option domain-name-serversdeclaration- 8888- 8844
 - option domain-searchdeclaration- examplecom- engexamplecom
 append- option domain-name-servers declaration 127001
 ip or subnet to reject dhcp offer fromreject
 - 19233137209- 1002024
 request- subnet-mask- broadcast-address- time-offset
 (continues on next page)
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 - routers- domain-name- domain-name-servers- domain-search- host-name- dhcp6name-servers- dhcp6domain-search- dhcp6fqdn- dhcp6sntp-servers- netbios-name-servers- netbios-scope- interface-mtu- rfc3442-classless-static-routes- ntp-servers
 require- subnet-mask- domain-name-servers
 if per interface configuration required add belowinterface
 ens2initial_interval 11reject- 19233137210
 ens3initial_interval 12reject- 19233137211
 Linux network systemd settings
 linuxnetworksystemd
 link10-iface-dmzMatch
 MACAddress c85b67fa1aafOriginalName eth0
 LinkName dmz0
 netdev20-bridge-dmzmatchname dmz0
 networkmescription bridgebridge br-dmz0
 network works with lowercase keys are by default capitalized
 40-dhcpmatchname
 networkDHCP yes
 Configure global environment variables
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 Use etcenvironment for static system wide variable assignment after boot Variable expansion is frequentlynot supported
 linuxsystemenv
 BOB_VARIABLE AliceBOB_PATH
 - srvalicebin- srvbobbin
 ftp_proxy nonehttp_proxy httpglobal-http-proxyhostlocal8080https_proxy $linuxsystemproxyhttpsno_proxy
 - 192168080- 192168180- domaincom- local
 NOTE global defaults proxy configurationproxy
 ftp ftpproxyhostlocal2121http httpproxyhostlocal3142https httpsproxyhostlocal3143noproxy
 - domaincom- local
 Configure profiled scripts
 The profiled scripts are being sourced during sh execution and support variable expansion in opposite toetcenvironment global settings in etcenvironment
 linuxsystemprofile
 locales |export LANG=Cexport LC_ALL=C
 vi_flavorssh |
 export PAGER=viewexport EDITOR=vimalias vi=vim
 shell_localessh |export LANG=en_USexport LC_ALL=en_USUTF-8
 shell_proxiessh |export FTP_PROXY=ftp1270332121export NO_PROXY=local
 Linux with hosts
 Parameter purge_hosts will enforce whole etchosts file removing entries that are not defined in model except defaultsfor both IPv4 and IPv6 localhost and hostname + fqdn
 Itrsquos good to use this option if you want to ensure etchosts is always in a clean state however itrsquos not enabled by default
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 for safety
 linuxnetworkpurge_hosts truehost
 No need to define this one if purge_hosts is truehostname
 address 127011names- $linuxnetworkfqdn- $linuxnetworkhostname
 node1address 19216810200names- node2domaincom- service2domaincom
 node2address 19216810201names- node2domaincom- service2domaincom
 Linux with hosts collected from mine
 In this case all dns records defined within infrastrucuture will be passed to local hosts records or any DNS server Onlyhosts with grain parameter to true will be propagated to the mine
 linuxnetworkpurge_hosts truemine_dns_records truehost
 node1address 19216810200grain truenames- node2domaincom- service2domaincom
 Setup resolvconf nameservers domain and search domains
 linuxnetworkresolv
 dns- 8844- 8888domain myexamplecomsearch- myexamplecom- examplecomoptions- ndots 5- timeout 2- attempts 2
 setting custom TX queue length for tap interfaces
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 linuxnetworktap_custom_txqueuelen 10000
 DPDK OVS interfaces
 DPDK OVS NIC
 linuxnetworkbridge openvswitchdpdk
 enabled truedriver uiovfio
 openvswitchpmd_cpu_mask 0x6dpdk_socket_mem 10241024dpdk_lcore_mask 0x400memory_channels 2
 interfacedpkd0
 name $_paramdpdk_nicpci 000006000driver igb_uiovfio-pcienabled truetype dpdk_ovs_portn_rxq 2pmd_rxq_affinity 0112bridge br-prvmtu 9000
 br-prvenabled truetype dpdk_ovs_bridge
 DPDK OVS Bond
 linuxnetworkbridge openvswitchdpdk
 enabled truedriver uiovfio
 openvswitchpmd_cpu_mask 0x6dpdk_socket_mem 10241024dpdk_lcore_mask 0x400memory_channels 2
 interfacedpdk_second_nic
 name $_paramprimary_second_nicpci 000006000driver igb_uiovfio-pcibond dpdkbond0enabled truetype dpdk_ovs_portn_rxq 2pmd_rxq_affinity 0112mtu 9000
 (continues on next page)
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 dpdk_first_nicname $_paramprimary_first_nicpci 000005000driver igb_uiovfio-pcibond dpdkbond0enabled truetype dpdk_ovs_portn_rxq 2pmd_rxq_affinity 0112mtu 9000
 dpdkbond0enabled truebridge br-prvtype dpdk_ovs_bondmode active-backup
 br-prvenabled truetype dpdk_ovs_bridge
 DPDK OVS bridge for VXLAN
 If VXLAN is used as tenant segmentation then ip address must be set on br-prv
 linuxnetworkinterface
 br-prvenabled truetype dpdk_ovs_bridgeaddress 192168500netmask 2552552550tag 101mtu 9000
 Linux storage
 Linux with mounted Samba
 linuxstorageenabled truemount
 samba1- enabled true- path mediamyuserpublic- device 19216801storage- file_system cifs- options guestuid=myuseriocharset=utf8file_mode=0777dir_mode=0777noperm
 NFS mount
 linuxstorageenabled true
 (continues on next page)
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 mountnfs_glance
 enabled truepath varlibglanceimagesdevice 1721610110varnfsglancefile_system nfsopts rwsync
 File swap configuration
 linuxstorageenabled trueswap
 fileenabled trueengine filedevice swapfilesize 1024
 Partition swap configuration
 linuxstorageenabled trueswap
 partitionenabled trueengine partitiondevice devvg0swap
 LVM group vg1 with one device and data volume mounted into mntdata
 parameterslinuxstorage
 mountdataenabled truedevice devvg1datafile_system ext4path mntdata
 lvmvg1enabled truedevices- devsdb
 volumedatasize 40Gmount $linuxstoragemountdata
 Create partitions on disk Specify size in MB It expects empty disk without any existing partitions (set startsector=1if you want to start partitions from 2048)
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 linuxstoragedisk
 first_drivestartsector 1name devloop1type gptpartitions- size 200 size in MB
 type fat32- size 300 size in MB
 mkfs Truetype xfs
 devvda1partitions- size 5type ext2
 - size 10type ext4
 Multipath with Fujitsu Eternus DXL
 parameterslinuxstorage
 multipathenabled trueblacklist_devices- devsda- devsdbbackends- fujitsu_eternus_dxl
 Multipath with Hitachi VSP 1000
 parameterslinuxstorage
 multipathenabled trueblacklist_devices- devsda- devsdbbackends- hitachi_vsp1000
 Multipath with IBM Storwize
 parameterslinuxstorage
 multipathenabled trueblacklist_devices- devsda- devsdbbackends- ibm_storwize
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 Multipath with multiple backends
 parameterslinuxstorage
 multipathenabled trueblacklist_devices- devsda- devsdb- devsdc- devsddbackends- ibm_storwize- fujitsu_eternus_dxl- hitachi_vsp1000
 PAM LDAP integration
 parameterslinuxsystem
 authenabled trueldapenabled truebinddn cn=bindou=service_usersdc=exampledc=combindpw secreturi ldap127001base ou=usersdc=exampledc=comldap_version 3pagesize 65536referrals offfilter
 passwd (amp(amp(objectClass=person)(uidNumber=))(unixHomeDirectory=))shadow (amp(amp(objectClass=person)(uidNumber=))(unixHomeDirectory=))group (amp(objectClass=group)(gidNumber=))
 Disabled multipath (the default setup)
 parameterslinuxstorage
 multipathenabled false
 Linux with local loopback device
 linuxstorageloopback
 disk1file srvdisk1size 50G
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 External config generation
 You are able to use config support metadata between formulas and only generate config files for external use egdocker etc
 parameterslinuxsystem
 configpillarjenkins
 masterhome srvvolumesjenkinsapproved_scripts- method javanetURL openConnection
 credentials- type username_passwordscope globalid testdesc Testing credentialsusername testpassword test
 Netconsole Remote Kernel Logging
 Netconsole logger could be configured for configfs-enabled kernels (CONFIG_NETCONSOLE_DYNAMIC shouldbe enabled) Configuration applies both in runtime (if network is already configured) and on-boot after interfaceinitialization Notes
 bull receiver could be located only in same L3 domain (or you need to configure gateway MAC manually)
 bull receiverrsquos MAC is detected only on configuration time
 bull using broadcast MAC is not recommended
 parameterslinuxsystem
 netconsoleenabled trueport 514 (optional)loglevel debug (optional)target19216801
 interface bond0mac ffffffffffff (optional)
 Usage
 Set mtu of network interface eth0 to 1400
 ip link set dev eth0 mtu 1400
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 Read more
 bull httpswwwarchlinuxorg
 bull httpaskubuntucomquestions175172how-do-i-configure-proxies-in-ubuntu-server-or-minimal-cli-ubuntu
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-linuxissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-linux
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 network configuration formula
 Sets up network devices
 Sample pillars
 Single network config snippet
 networkcontrolenabled trueconfig
 switch_vlaneth0-0-1address 1000124
 eth0-0-2address 1000224
 eth0-0-3address 1000324
 devicevsrx1
 interfaceeth0-0-1 $networkconrolconfigswitch_vlan
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 JunOS VSRX device
 networkcontrolenabled truemanaged truedevice
 vsrx1type junosauthpassword $1$gpbfkJr$
 interfaceeth0-0-1
 address 1000124
 Read more
 bull links
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-networkissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-network
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 NFS Formula
 Sample Pillars
 NFS Server Basic sharing
 nfsserverenabled true
 (continues on next page)
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 sharehome_majklk
 path homemajklkhostinterhost 101010024params- rw- no_root_squash- sync
 pubhost 1000024params- rw- no_root_squash- sync
 NFS Client with mounted directory
 nfsclientenabled truemount
 samba1path mediamyuserpublicfstype nfsdevice 19216801homemajklk
 NFS mount
 linuxstoragemount
 nfsenabled truepath varlibglancefile_system nfsdevice 100103152storageglancevpc20
 More Information
 bull httpwikiubuntucznfs
 NTP
 Network time synchronisation services
 Sample pillars
 NTP client
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 ntpclientenabled truestrata- ntpcesnetcz- ntpniccz
 Read more
 bull httpscollectdorgwikiindexphpPluginNTPd
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-ntpissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-ntp
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 OpenSSH
 OpenSSH is a FREE version of the SSH connectivity tools that technical users of the Internet rely on Users oftelnet rlogin and ftp may not realize that their password is transmitted across the Internet unencrypted but it isOpenSSH encrypts all traffic (including passwords) to effectively eliminate eavesdropping connection hijacking andother attacks Additionally OpenSSH provides secure tunneling capabilities and several authentication methods andsupports all SSH protocol versions
 Sample pillar
 OpenSSH client
 OpenSSH client with shared private key
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 opensshclientenabled trueuse_dns Falseuser
 rootenabled trueprivate_keytype rsakey $_paramroot_private_key
 user $linuxsystemuserroot
 OpenSSH client with individual private key and known host
 opensshclientenabled trueuser
 rootenabled trueuser $linuxsystemuserrootknown_hosts- name repodomaincomtype rsafingerprint ddfae868b1eaeaa063f15a5548e17e37fingerprint_hash_type sha256|md5
 Configure keep alive settings
 opensshclientalive
 interval 600count 3
 OpenSSH server
 OpenSSH server with configuration parameters
 opensshserverenabled truepermit_root_login truepublic_key_auth truepassword_auth truehost_auth truebanner Welcome to serverbind
 address 0000port 22
 OpenSSH server with auth keys for users Parameter purge will ensure exact authorized_keys contents co undefinedkeys will be removed
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 opensshserverenabled truebind
 address 0000port 22
 user
 newtenabled trueuser $linuxsystemusernewtpublic_keys- $public_keysnewt
 rootenabled truepurge trueuser $linuxsystemuserrootpublic_keys- $public_keysnewt
 You can also bind openssh on multiple addresses and ports
 opensshserverenabled truebinds
 - address 127001port 22
 - address 19216811port 2222
 OpenSSH server for use with FreeIPA
 opensshserverenabled truebind
 address 0000port 22
 public_key_auth trueauthorized_keys_command
 command usrbinsss_ssh_authorizedkeysuser nobody
 Configure keep alive settings
 opensshserveralive
 keep yesinterval 600count 3
 will give you an timeout of 30 minutes (600 sec x 3)
 Enable DSA legacy keys
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 opensshserverdss_enabled true
 Read more
 bull httpwwwopensshorgmanualhtml
 bull httpshelpubuntucomcommunitySSHOpenSSHConfiguring
 bull httpwwwcybercitibiztipslinux-unix-bsd-openssh-server-best-practiceshtml
 bull httpwwwzeitounnetarticlesssh-through-http-proxystart
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-opensshissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-openssh
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 OpenVPN
 OpenVPN can tunnel any IP subnetwork or virtual ethernet adapter over a single UDP or TCP port configure a scal-able load-balanced VPN server farm using one or more machines which can handle thousands of dynamic connectionsfrom incoming VPN clients
 Sample pillars
 Simple OpenVPN server
 openvpnserverenabled truedevice tun
 (continues on next page)
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 sslauthority Domain_Service_CAcertificate serverdomaincom
 bindaddress 0000port 1194protocol tcp
 OpenVPN server with private subnet with DHCP and predefined clients
 openvpnserverinterface
 topology subnetnetwork 10080netmask 2552552550dhcp_pool
 start 1008100end 1008199
 clients- name client1domaincom
 address 100812- name client2domaincom
 address 100813
 openvpnservertopology subnetinterface
 network 10080netmask 2552552550
 dhcp_poolstart 1008100end 1008199
 topology gatewaydevice tunmode p2pinterface
 network 10080netmask 2552552550
 endpointlocal 10801remote 10802
 dhcp_poolstart 10804end 1080255
 routes- network 10801
 netmask 255255255255- network 1001100
 netmask 2552552550- network 1001010
 netmask 2552552550
 OpenVPN server with custom auth
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 openvpnserverinterface
 topology subnetnetwork 10080netmask 2552552550
 authengine pamgoogle-authenticator
 sslauthority Domain_Service_CAcertificate serverdomaincom
 Single OpenVPN client with multiple servers
 openvpnclientenabled truetunnel
 tunnel_nameautostart trueservers- host 10001port 1194
 - host 10002port 1194
 protocol tcpdevice tupcompression truesslauthority Domain_Service_CAcertificate clientdomaincom
 Multiple OpenVPN clients
 openvpnclientenabled truetunnel
 tunnel01autostart trueserverhost 10001port 1194
 protocol tcpdevice tupcompression truesslengine saltauthority Domain_Service_CAcertificate clientdomaincom
 tunnel02autostart trueserverhost 10001port 1194
 protocol tcp
 (continues on next page)
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 device tupcompression truesslengine saltauthority Domain_Service_CAcertificate clientdomaincom
 OpenVPN client auth
 openvpnclientenabled truetunnel
 tunnel01authengine pamgoogle-authenticator
 sslengine saltauthority Domain_Service_CAcertificate clientdomaincom
 Read more
 bull httpsgithubcomluxfluxpuppet-openvpn
 bull httpsgithubcomConsumerAffairssalt-statesblobmasteropenvpnsls
 bull httpshelpubuntucomltsserverguideopenvpnhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-openvpnissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-openvpn
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 pritunl
 Pritunl is a distributed enterprise vpn server built using the OpenVPN protocol
 Sample pillars
 Single pritunl service
 pritunlserverenabled true
 Read more
 bull httpsgithubcompritunlpritunl
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-pritunlissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-pritunl
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Reclass Formula
 reclass is an ldquoexternal node classifierrdquo (ENC) as can be used with automation tools such as Puppet Salt and AnsibleIt is also a stand-alone tool for merging data sources recursively
 Sample Metadata
 Install sources from [repository git pip]
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 saltsourceengine pkg
 sourceengine gitrepo git+httpsgithubcomsalt-formulasreclassbranch master
 sourceengine pip
 If reclass is pre-installed set the engine to None to avoid updates
 saltsourceengine None
 Reclass storage with data fetched from git
 reclassstorageenabled truebase_dir srvreclasssource
 engine gitrepo git+httpsgithubcomsalt-formulasreclassbranch master
 Reclass storage with local data source
 reclassstorageenabled truebase_dir srvreclassdata_source
 engine local
 Reclass storage with archive data source
 reclassstorageenabled truebase_dir srvreclassdata_source
 engine archiveaddress saltpathreclass-projecttar
 Reclass storage with archive data source with content hash check
 reclassstorageenabled truebase_dir srvreclassdata_source
 engine archive
 (continues on next page)
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 address httpsmydomaintldbartargzhash sha1=5edb7d584b82ddcbf76e311601f5d4442974aaa5
 Reclass model with single node definition
 reclassstorageenabled truenode
 service_node01name svc01domain deploymentlocalclasses- clusterdeployment_nameserviceroleparamssalt_master_host ltltsalt-master-ipgtgtlinux_system_codename trustysingle_address ltltnode-ipgtgt
 Reclass model with multiple node defined
 reclassstorageenabled truerepeat_replace_symbol ltltcountgtgtnode
 service_node01name nodeltltcountgtgtdomain deploymentlocalclasses- clusterdeploymentservicerolerepeatcount 2start 5digits 2params
 single_addressvalue 1000ltltcountgtgtstart 100
 deploy_addressvalue part-ltltcountgtgt-wholestart 5digits 3
 paramssalt_master_host ltltsalt-master-ipgtgtlinux_system_codename trusty
 Reclass model with multiple node defined and interpolation enabled
 reclassstorageenabled truerepeat_replace_symbol ltltcountgtgtnode
 service_node01name nodeltltcountgtgtdomain deploymentlocal
 (continues on next page)
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 classes- clusterdeploymentservicerolerepeatcount 2start 5digits 2paramssingle_addressvalue ceph_osd_nodeltltcountgtgt_addressstart 1digits 2interpolate true
 paramssalt_master_host ltltsalt-master-ipgtgtlinux_system_codename trusty
 Reclass storage with simple class mappings
 reclassstorageenabled trueclass_mappings- target class default
 ignore_class_notfound true
 Reclass models with dynamic node classification
 reclassstorageenabled trueclass_mapping
 common_nodeexpression allnode_paramsingle_address
 value_template ltltnode_ipgtgtlinux_system_codename
 value_template ltltnode_osgtgtsalt_master_host
 value_template ltltnode_master_ipgtgtinfra_config
 expression ltltnode_hostnamegtgt__startswith__cfgcluster_paraminfra_config_addressvalue_template ltltnode_ipgtgt
 infra_config_deploy_addressvalue_template ltltnode_ipgtgt
 infra_proxyexpression ltltnode_hostnamegtgt__startswith__prxnode_classvalue_template- clusterltltnode_clustergtgtstacklightproxy
 kubernetes_control01expression ltltnode_hostnamegtgt__equals__ctl01cluster_paramkubernetes_control_node01_address
 (continues on next page)
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 value_template ltltnode_ipgtgtkubernetes_control02
 expression ltltnode_hostnamegtgt__equals__ctl02cluster_paramkubernetes_control_node02_addressvalue_template ltltnode_ipgtgt
 kubernetes_control03expression ltltnode_hostnamegtgt__equals__ctl03cluster_paramkubernetes_control_node03_addressvalue_template ltltnode_ipgtgt
 kubernetes_computeexpression ltltnode_hostnamegtgt__startswith__cmpnode_classvalue_template- clusterltltnode_clustergtgtkubernetescompute
 Classify node after creation and unclassify on node deletion
 saltmasterreactor
 reclassminionclassify- saltreclassreactornode_registerslsreclassminiondeclassify- saltreclassreactornode_unregistersls
 Event to trigger the node classification
 salt-call eventsend reclassminionclassify node_master_ip $config_hostrarr˓node_ip $node_ip node_domain $node_domain node_cluster $node_rarr˓cluster node_hostname $node_hostname node_os $node_os
 Note You can send any parameters in the event payload all will be checked against dynamic node classificationconditions
 Both actions will use the minion ID as the node_name to be updated
 Event to trigger the node declassification
 salt-call eventsend reclassminiondeclassify
 More Information
 bull httpreclasspantsfullofunixnetindexhtml
 bull httpreclasspantsfullofunixnetoperationshtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
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 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-reclassissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-reclass
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Salt Formula
 Salt is a new approach to infrastructure management Easy enough to get running in minutes scalable enough tomanage tens of thousands of servers and fast enough to communicate with them in seconds
 Salt delivers a dynamic communication bus for infrastructures that can be used for orchestration remote executionconfiguration management and much more
 Sample Metadata
 Salt Master
 Salt master with base formulas and pillar metadata backend
 gitclientenabled true
 linuxsystemenabled true
 saltmasterenabled truecommand_timeout 5worker_threads 2base_environment prdenvironment
 prdformulaservice01
 source gitaddress gitgitdomaincomservice01-formulagitrevision master
 service02source pkgname salt-formula-service02
 (continues on next page)
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 pillarengine saltsource
 engine gitaddress gitrepodomaincomsaltpillar-demogitbranch master
 Salt master with reclass ENC metadata backend
 gitclientenabled true
 linuxsystemenabled true
 reclassstorageenabled truedata_source
 engine gitaddress gitgitdomaincombranch master
 saltmasterenabled truecommand_timeout 5worker_threads 2base_environment prdenvironment
 prdformulaservice01source gitaddress gitgitdomaincomservice01-formulagitrevision master
 service02source pkgname salt-formula-service02
 pillarengine reclassreclass
 storage_type yaml_fsinventory_base_uri srvsaltreclasspropagate_pillar_data_to_reclass Falsereclass_source_path tmpreclass
 Salt master with Architect ENC metadata backend
 saltmasterenabled truepillar
 engine architectproject project-namehost architect-apiport 8181username salt
 (continues on next page)
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 password password
 Salt master with multiple ext_pillars
 gitclientenabled true
 linuxsystemenabled true
 reclassstorageenabled truedata_source
 engine gitbranch masteraddress httpsgithubcomsalt-formulasopenstack-saltgit
 saltmasterenabled truecommand_timeout 5worker_threads 2base_environment prdpillar_safe_render_error Falseenvironment prd formula python source git address httpsgithubcomsalt-formulassalt-formula-pythongit revision masterpillar
 engine compositereclass
 index 1 is default valueindex 1storage_type yaml_fsinventory_base_uri srvsaltreclass_encryptedclass_mappings- target ^cfgd+class systemnon-existingclass
 ignore_class_notfound Trueignore_class_regexp- service- fluentd
 propagate_pillar_data_to_reclass Falsestack not yet implemented httpsdocssaltstackcomenlatestrefpillarallsaltpillarstackhtmloption 1path - pathtostackcfgoption 2pillarenvironmentdev pathtodevstasckcfgprod pathtoprodstasckcfg
 grainscustomgrainvalue
 (continues on next page)
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 - pathtostack1cfg- pathtostack2cfg
 saltclasspath srvsaltsaltclass
 nacl if order is provided 99 is used to compose 99-nacl key name which is
 rarr˓later used to order entriesindex 99
 gpg vault-1 not yet implementedname vaultpath secretsalt
 vault-2 not yet implementedname vaultpath secretroot
 vault not yet implemented httpsdocssaltstackcomenlatestrefmodulesallsaltmodulesvaulthtmlname myvaulturl httpsvaultservicedomain8200auth
 method tokentoken 11111111-2222-3333-4444-555555555555
 policies- saltstackminions- saltstackminionminion
 nacl httpsdocssaltstackcomendeveloprefmodulesallsaltmodulesnaclhtmlbox_type sealedboxsk_file etcsaltpkimasternaclpk_file etcsaltpkimasternaclpubsk Nonepk None
 Salt master with API
 gitclientenabled true
 linuxsystemenabled true
 saltmastercommand_timeout 5worker_threads 2enabled truesource
 engine pkgpillar
 engine saltsource
 engine localenvironment
 prdformula
 apienabled true
 (continues on next page)
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 sslengine salt
 bindaddress 0000port 8000
 Salt master with defined user ACLs
 gitclientenabled true
 linuxsystemenabled true
 saltmastercommand_timeout 5worker_threads 3enabled truesource
 engine pkgpillar
 engine saltsource
 engine localenvironment
 prdformula
 userpeter
 enabled truepermissions- fsfs- fs
 Salt master with preset minions
 saltmasterenabled trueminions- name node1systemlocationdomaincom
 Salt master with pip based installation (optional)
 saltmasterenabled truesource
 engine pipversion 201630rc2
 Install formula through system package management
 saltmaster
 (continues on next page)
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 enabled trueenvironment
 prdkeystonesource pkgname salt-formula-keystone
 novasource pkgname salt-formula-keystoneversion 01+0~2016081813341224~1gbp6e1ebb
 postresqlsource pkgname salt-formula-postgresqlversion purged
 Formula keystone is installed latest version and the formulas without version are installed in one call to aptpkg moduleIf the version attribute is present sls iterates over formulas and take action to install specific version or remove it Theversion attribute may have these values [latest|purged|removed|ltVERSIONgt]
 Clone master branch of keystone formula as local feature branch
 saltmasterenabled trueenvironment
 devformulakeystone
 source gitaddress gitgithubcomopenstacksalt-formula-keystonegitrevision masterbranch feature
 Salt master with specified formula refs (for example for Gerrit review)
 saltmasterenabled trueenvironment
 devformulakeystone
 source gitaddress httpsgitopenstackorgopenstacksalt-formula-keystonerevision refschanges561234561
 Salt master with logging handlers
 saltmasterenabled truehandler
 handler01engine udp
 (continues on next page)
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 bindhost 127001port 9999
 minionhandler
 handler01engine udpbindhost 127001port 9999
 handler02engine zmqbindhost 127001port 9999
 Salt engine definition for saltgraph metadata collector
 saltmasterengine
 graph_metadataengine saltgraphhost 127001port 5432user saltpassword saltdatabase salt
 Salt engine definition for Architect service
 saltmasterengine
 architectengine architectproject project-namehost architect-apiport 8181username saltpassword password
 Salt engine definition for sending events from docker events
 saltmasterengine
 docker_eventsdocker_url unixvarrundockersock
 Salt master peer setup for remote certificate signing
 saltmasterpeer
 - x509sign_remote_certificate
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 Salt master backup configuration
 saltmasterbackup trueinitial_data
 engine backupninjasource backup-node-hosthost original-salt-master-id
 Configure verbosity of state output (used for salt command)
 saltmasterstate_output changes
 Pass pillar render error to minion log
 Note When set to False this option is great for debuging However it is not recomended for any production environ-ment as it may contain templating data as passwords etc that minion should not expose
 saltmasterpillar_safe_render_error False
 EventReactor Systems
 Salt synchronise node pillar and modules after start
 saltmasterreactor
 saltminionstart- saltsaltreactornode_startsls
 Trigger basic node install
 saltmasterreactor
 saltminioninstall- saltsaltreactornode_installsls
 Sample event to trigger the node installation
 salt-call eventsend saltminioninstall
 Run any defined orchestration pipeline
 saltmasterreactor
 saltorchestratestart- saltsaltreactororchestrate_startsls
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 Event to trigger the orchestration pipeline
 salt-call eventsend saltorchestratestart orchestrate saltorchestraterarr˓infra_installsls
 Synchronise modules and pillars on minion start
 saltmasterreactor
 saltminionstart- saltsaltreactorminion_startsls
 Add andor remove the minion key
 saltmasterreactor
 saltkeycreate- saltsaltreactorkey_createslssaltkeyremove- saltsaltreactorkey_removesls
 Event to trigger the key creation
 salt-call eventsend saltkeycreate gt node_id id-of-minion node_host 1721610100 orch_post_createrarr˓kubernetesorchestratecompute_install post_create_pillar node_name id-rarr˓of-minion
 Note You can add pass additional orch_pre_create orch_post_create orch_pre_remove or orch_post_remove pa-rameters to the event to call extra orchestrate files This can be useful for example for registeringunregistering nodesfrom the monitoring alarms or dashboards
 The key creation event needs to be run from other machine than the one being registered
 Event to trigger the key removal
 salt-call eventsend saltkeyremove
 Encrypted Pillars
 Note NACL + below configuration will be available in Salt gt 20177
 External resources
 bull Tutorial to configure salt + reclass ext_pillar and nacl httpapealivenetpost2017-09-salt-nacl-ext-pillar
 bull Saltstack documentation httpsdocssaltstackcomenlatestrefmodulesallsaltmodulesnaclhtml
 Configure salt NACL module
 pip install --upgrade libnacl===152salt-call --local naclkeygen etcsaltpkimasternacl
 (continues on next page)
 21 Project Introduction 127
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 localsaved sk_fileetcsaltpkimasternacl pk_file etcsaltpkimasternaclpub
 saltmasterpillar
 reclass reclassnacl
 index 99nacl
 box_type sealedboxsk_file etcsaltpkimasternaclpk_file etcsaltpkimasternaclpubsk Nonepk None
 NACL encrypt secrets
 salt-call ndashlocal naclenc lsquomy_secret_valuersquo pk_file=etcsaltpkimasternaclpubhXTkJpC1hcKMS7yZVGESutWrkvzusXfETXkacSklIxYjfWDlMJmR37MlmthdIgjXpg4f2AlBKb8tc9Woma7q
 or salt-run naclenc lsquomyotherpassrsquo
 ADDFD0Rav6p6+63sojl7Htfrncp5rrDVyeE4BSPO7ipq8fZuLDIVAzQLf4PCbDqi+Fau5KD3JE+Pw=
 NACL encrypted values on pillar
 Use Boxed syntax NACL[CryptedValue=] to encode value on pillar
 my_pillarmy_nacl
 key0 unencrypted_valuekey1
 rarr˓NACL[hXTkJpC1hcKMS7yZVGESutWrkvzusXfETXkacSklIxYjfWDlMJmR37MlmthdIgjXpg4f2AlBKb8tc9Woma7q]
 NACL large files
 NACL within templatenative pillars
 pillarexample user root password1 saltnacldec(lsquoDRB7Q6X5gGSRCTpZyxS6hlbWj0llUA+uaVyvou3vJ4=rsquo)|jsoncert_key saltnacldec_file(lsquosrvsaltenvdevcertsexamplecomcertnaclrsquo)|json cert_key2saltnacldec_file(lsquosaltcertsexamplecomcert2naclrsquo)|json
 Salt Syndic
 The master of masters
 saltmasterenabled trueorder_masters True
 Lower syndicated master
 saltsyndicenabled true
 (continues on next page)
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 masterhost master-of-master-host
 timeout 5
 Syndicated master with multiple master of masters
 saltsyndicenabled truemasters- host master-of-master-host1- host master-of-master-host2timeout 5
 Salt Minion
 Simplest Salt minion setup with central configuration node
 saltminionenabled truemaster
 host config01dc01domaincom
 Multi-master Salt minion setup
 saltminionenabled truemasters- host config01dc01domaincom- host config02dc01domaincom
 Salt minion with salt mine options
 saltminionenabled truemine
 interval 60module
 grainsitems []networkinterfaces []
 Salt minion with graphing dependencies
 saltminionenabled truegraph_states true
 Salt minion behind HTTP proxy
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 saltminionproxy
 host 127001port 3128
 Salt minion to specify non-default HTTP backend The default tornado backend does not respect HTTP proxy settingsset as environment variables This is useful for cases where you need to set no_proxy lists
 saltminionbackend urllib2
 Salt minion with PKI certificate authority (CA)
 saltminionenabled trueca
 salt-ca-defaultcommon_name Test CA Defaultcountry Czechstate Praguelocality Zizkovdays_validauthority 3650certificate 90
 signing_policycert_server
 type v3_edge_cert_serverminions
 cert_clienttype v3_edge_cert_clientminions
 ca_edgetype v3_edge_caminions
 ca_intermediatetype v3_intermediate_caminions
 salt-ca-testcommon_name Test CA Testingcountry Czechstate Praguelocality Karlindays_validauthority 3650certificate 90
 signing_policycert_server
 type v3_edge_cert_serverminions
 cert_clienttype v3_edge_cert_clientminions
 ca_edgetype v3_edge_ca
 (continues on next page)
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 minions ca_intermediatetype v3_intermediate_caminions
 salt-ca-altcommon_name Alt CA Testingcountry Czechstate Praguelocality Cesky Krumlovdays_validauthority 3650certificate 90
 signing_policycert_server
 type v3_edge_cert_serverminions
 cert_clienttype v3_edge_cert_clientminions
 ca_edgetype v3_edge_caminions
 ca_intermediatetype v3_intermediate_caminions
 ca_file etctestcacrtca_key_file etctestcakeyuser testgroup test
 Salt minion using PKI certificate
 saltmaster enabled true accept_policy open_mode peer - x509sign_remote_certificateminionenabled truetrusted_ca_minions- cfg01
 certceph_cert
 alternative_namesIP127001DNSsaltcilocalDNScephcilocalDNSradosgwcilocal
 rarr˓DNSswiftcilocalcert_file
 srvsaltpkicicephcilocalcrtcommon_name
 ceph_moncilocalkey_file
 srvsaltpkicicephcilocalkeycountry CZstate Prague
 (continues on next page)
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 locality Karlinsigning_cert
 etcpkicasalt-ca-testcacrtsigning_private_key
 etcpkicasalt-ca-testcakey Kitchen-Salt CI trigger `salt-call --local` below attributes cant be used as there is no required SaltMaster connectivityauthority
 salt-ca-testhost saltcilocalsigning_policy cert_server
 proxy_certalternative_names
 IP127001DNSsaltcilocalDNSproxycilocalcert_file
 srvsaltpkiciprxcilocalcrtcommon_name
 prxcilocalkey_file
 srvsaltpkiciprxcilocalkeycountry CZstate Praguelocality Zizkovsigning_cert
 etcpkicasalt-ca-defaultcacrtsigning_private_key
 etcpkicasalt-ca-defaultcakey Kitchen-Salt CI trigger `salt-call --local` below attributes cant be used as there is no required SaltMaster connectivityauthority
 salt-ca-defaulthost saltcilocalsigning_policy cert_server
 test_certalternative_names
 IP127001DNSsaltcilocalDNStestcilocalcert_file
 srvsaltpkicitestcilocalcrtcommon_name
 testcilocalkey_file
 srvsaltpkicitestcilocalkeycountry CZstate Praguelocality Cesky Krumlovsigning_cert
 etctestcacrtsigning_private_key
 etctestcakey Kitchen-Salt CI trigger `salt-call --local` below attributes cant be used as there is no required SaltMaster connectivityauthority
 salt-ca-alt
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 Salt minion trust CA certificates issued by salt CA on a specific host (ie salt-master node)
 saltminiontrusted_ca_minions
 - cfg01
 Salt Minion Proxy
 Salt proxy pillar
 saltminionproxy_minion
 master localhostdevice
 vsrx01mydomainlocalenabled trueengine napalm
 csr1000vmydomainlocalenabled trueengine napalm
 Note This is pillar of the the real salt-minion
 Proxy pillar for IOS device
 proxyproxytype napalmdriver ioshost csr1000vmydomainlocalusername rootpasswd r00tme
 Note This is pillar of the node thats not able to run salt-minion itself
 Proxy pillar for JunOS device
 proxyproxytype napalmdriver junoshost vsrx01mydomainlocalusername rootpasswd r00tmeoptional_argsconfig_format set
 Note This is pillar of the node thats not able to run salt-minion itself
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 Salt SSH
 Salt SSH with sudoer using key
 gitclientenabled true
 linuxsystemenabled true
 saltmastercommand_timeout 5worker_threads 2enabled truesource
 engine pkgpillar
 engine saltsource
 engine localenvironment
 prdformula
 sshminion
 node01host 10001user saltsshsudo truekey_file pathtothekeyport 22
 Salt SSH with sudoer using password
 gitclientenabled true
 linuxsystemenabled true
 saltmastercommand_timeout 5worker_threads 2enabled truesource
 engine pkgpillar
 engine saltsource
 engine localenvironment
 prdformula
 sshminion
 (continues on next page)
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 node01host 10001user saltsshsudo truepassword passwordport 22
 Salt SSH with root using password
 gitclientenabled true
 linuxsystemenabled true
 saltmastercommand_timeout 5worker_threads 2enabled truesource
 engine pkgpillar
 engine saltsource
 engine localenvironment
 prdformula
 sshminion
 node01host 10001user rootpassword passwordport 22
 Salt control (cloudkvmdocker)
 Salt cloud with local OpenStack provider
 saltcontrolenabled truecloud_enabled trueprovider
 openstack_accountengine openstackinsecure trueregion RegionOneidentity_url https1000235357tenant projectuser userpassword passwordfixed_networks
 (continues on next page)
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 - 123d3332-18be-4d1d-8d4d-5f5a54456554efloating_networks- publicignore_cidr 1921680016
 clusterdc01_prd
 domain dc01prddomaincomengine cloudconfigengine salthost masterdc01domaincom
 nodeubuntu1provider openstack_accountimage Ubuntu1404 x86_64size m1medium
 ubuntu2provider openstack_accountimage Ubuntu1404 x86_64size m1medium
 Salt cloud with Digital Ocean provider
 saltcontrolenabled truecloud_enabled trueprovider
 digitalocean_accountengine digital_oceanregion New York 1client_key xxxxxxxapi_key xxxxxxx
 clusterdc01_prd
 domain dc01prddomaincomengine cloudconfigengine salthost masterdc01domaincom
 nodeubuntu1provider digitalocean_accountimage Ubuntu1404 x86_64size m1medium
 ubuntu2provider digitalocean_accountimage Ubuntu1404 x86_64size m1medium
 Salt virt with KVM cluster
 virtdiskthree_disks
 - systemsize 4096
 (continues on next page)
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 image ubuntuqcow- repository_snapshot
 size 8192image snapshotqcow
 - cinder-volumesize 2048
 saltminionenabled truemaster
 host config01dc01domaincomcontrolenabled truevirt_enabled truesize
 smallcpu 1ram 1
 mediumcpu 2ram 4
 largecpu 4ram 8
 medium_three_diskscpu 2ram 4disk_profile three_disks
 clustervpc20_infra
 domain necovirtdomaincomengine virtconfigengine salthost masterdomaincom
 nodeubuntu1provider node01domaincomimage ubuntuqcowsize medium
 ubuntu2provider node02domaincomimage bubuntuqcomwsize small
 ubuntu3provider node03domaincomimage meowbuntuqcom2size medium_three_disks
 salt virt with custom destination for image file
 virtdiskthree_disks
 - systemsize 4096image ubuntuqcow
 (continues on next page)
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 - repository_snapshotsize 8192image snapshotqcow
 - cinder-volumesize 2048
 saltminionenabled truemaster
 host config01dc01domaincomcontrolenabled truevirt_enabled truesize
 smallcpu 1ram 1
 mediumcpu 2ram 4
 largecpu 4ram 8
 medium_three_diskscpu 2ram 4disk_profile three_disks
 clustervpc20_infra
 domain necovirtdomaincomengine virtconfigengine salthost masterdomaincom
 nodeubuntu1provider node01domaincomimage ubuntuqcowsize mediumimg_dest varliblibvirtssdimages
 ubuntu2provider node02domaincomimage bubuntuqcomwsize smallimg_dest varliblibvirthddimages
 ubuntu3provider node03domaincomimage meowbuntuqcom2size medium_three_disks
 Usage
 Working with salt-cloud
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 salt-cloud -m pathtomap --assume-yes
 Debug LIBCLOUD for salt-cloud connection
 export LIBCLOUD_DEBUG=devstderr salt-cloud --list-sizes provider_name --log-levelrarr˓all
 References
 bull httpsaltreadthedocsorgenlatest
 bull httpsgithubcomDanielBryansalt-state-graph
 bull httpkarlgrzcomtesting-salt-states-rapidly-with-docker
 bull httpsmywushublogcom201303configuration-management-with-salt-stack
 bull httprussellballestrininetreplace-the-nagios-scheduler-and-nrpe-with-salt-stack
 bull httpsgithubcomsaltstack-formulassalt-formula
 bull httpdocssaltstackcomenlatesttopicstutorialsmultimasterhtml
 salt-cloud
 bull httpwwwblogsandro-mathysch201307setting-user-password-when-launchinghtml
 bull httpcloudinitreadthedocsorgenlatesttopicsexampleshtml
 bull httpsalt-cloudreadthedocsorgenlatesttopicsinstallindexhtml
 bull httpdocssaltstackcomtopicsclouddigitaloceanhtml
 bull httpsalt-cloudreadthedocsorgenlatesttopicsrackspacehtml
 bull httpsalt-cloudreadthedocsorgenlatesttopicsmaphtml
 bull httpdocssaltstackcomenlatesttopicstutorialsmultimasterhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-saltissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
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 httpsgithubcomsalt-formulassalt-formula-salt
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Sphinx
 Sphinx is a tool that makes it easy to create intelligent and beautiful documentation written by Georg Brandl andlicensed under the BSD license It was originally created for the new Python documentation and it has excellentfacilities for the documentation of Python projects but CC++ is already supported as well and it is planned to addspecial support for other languages as well
 Sample pillars
 Simple documentation with local source
 sphinxserverenabled truedoc
 boardbuilder htmlsourceengine localpath pathtosphinxdocumentation
 Simple documentation with Git source
 sphinxserverenabled truedoc
 boardbuilder htmlsourceengine gitaddress gitrepo1domaincomrepogitrevision master
 Simple documentation with reclass source
 sphinxserverenabled truedoc
 boardbuilder htmlsourceengine reclass
 Read more
 bull httpsphinx-docorgtutorialhtml
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-sphinxissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-sphinx
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Squid Formula
 Sample Pillars
 Squid as proxy
 squidproxyenabled trueadmin
 user managerpassword passwd
 deny- 192168230allow- localnet
 More Information
 bull httpsrawgithubusercontentcomsaltstack-formulassquid-formula
 bull httpitkiacomusing-squid-to-cache-apt-updates-for-debian-and-ubuntu
 bull httpserverascodecom20140329squid-cache-yumhtml
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
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 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Supplemental Services
 Support services as databases proxies application servers
 Formula Repositoryapache httpsgithubcomsalt-formulassalt-formula-apachebind httpsgithubcomsalt-formulassalt-formula-bindbird httpsgithubcomsalt-formulassalt-formula-birdcadf httpsgithubcomsalt-formulassalt-formula-cadfcassandra httpsgithubcomsalt-formulassalt-formula-cassandradovecot httpsgithubcomsalt-formulassalt-formula-dovecotelasticsearch httpsgithubcomsalt-formulassalt-formula-elasticsearchetcd httpsgithubcomsalt-formulassalt-formula-etcdgalera httpsgithubcomsalt-formulassalt-formula-galerahaproxy httpsgithubcomsalt-formulassalt-formula-haproxykeepalived httpsgithubcomsalt-formulassalt-formula-keepalivedknot httpsgithubcomsalt-formulassalt-formula-knotletsencrypt httpsgithubcomsalt-formulassalt-formula-letsencryptlogrotate httpsgithubcomsalt-formulassalt-formula-logrotatememcached httpsgithubcomsalt-formulassalt-formula-memcachedmosquitto httpsgithubcomsalt-formulassalt-formula-mosquittomongodb httpsgithubcomsalt-formulassalt-formula-mongodbmysql httpsgithubcomsalt-formulassalt-formula-mysqlnginx httpsgithubcomsalt-formulassalt-formula-nginxopenldap httpsgithubcomsalt-formulassalt-formula-openldappostfix httpsgithubcomsalt-formulassalt-formula-postfixpostgresql httpsgithubcomsalt-formulassalt-formula-postgresqlpowerdns httpsgithubcomsalt-formulassalt-formula-powerdnsrabbitmq httpsgithubcomsalt-formulassalt-formula-rabbitmqredis httpsgithubcomsalt-formulassalt-formula-redisrsync httpsgithubcomsalt-formulassalt-formula-rsyncsupervisor httpsgithubcomsalt-formulassalt-formula-supervisorvarnish httpsgithubcomsalt-formulassalt-formula-varnishzookeeper httpsgithubcomsalt-formulassalt-formula-zookeeper
 Apache Formula
 Install and configure Apache webserver
 Sample Pillars
 Simple Apache proxy
 apacheserverenabled true
 (continues on next page)
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 bindaddress 0000ports- 80
 modules- proxy- proxy_http- proxy_balancer
 Apache plain static sites (eg sphinx generated from githg sources)
 apacheserverenabled truebind
 address 0000ports- 80
 modules- rewrite- statussite- enabled true
 name sphinxdoctype statichost
 name docdomaincomport 80
 sourceengine local
 - enabled truename impressjstype statichost
 name presdomaincomport 80
 sourceengine gitaddress gitrepo1domainczimpressbillometergitrevision master
 Tune settings of mpm_prefork
 parametersapachempm
 preforkmax_clients 250serversmin 32max 64max_requests 4000
 Apache kerberos authentication
 parametersapache
 (continues on next page)
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 serversite
 authengine kerberosname Kerberos Authenticationrequire- ldap-attribute memberOf=cn=somegroupcn=groupscn=accountsdc=example
 rarr˓dc=com
 kerberosrealms- EXAMPLECOM
 Bellow is optionalkeytab etcapache2ipakeytabservice HTTPmethodnegotiate truek5passwd true
 ldapurl ldapsidm01examplecomdc=exampledc=comkrbPrincipalName mech is optionalmech GSSAPI
 Tune security settings (these are default)
 parametersapacheserver
 ServerTokenstokens Prod ServerSignature can be also set per-sitesignature false TraceEnable can be also set per-sitetrace false Deny access to git svn hg directoriessecure_scm true Required for settings bellowmodules
 - headers Set X-Content-Type-Optionscontent_type_options nosniff Set X-Frame-Optionsframe_options sameorigin
 Tuned up log configuration
 parametersapacheserver
 sitefooenabled truetype staticlog
 customenabled true
 (continues on next page)
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 file varlogapache2mylittleponysitecustomlogformat gt-
 X-Forwarded-Fori l u t r gts b D Refereri rarr˓User-Agenti
 errorenabled falsefile varlogapache2fooerrorloglevel notice
 Apache wsgi application
 apacheserverenabled truedefault_mpm eventsite
 manilaenabled falseavailable truetype wsginame manilawsgidaemon_process manila-apithreads 2user manilagroup maniladisplay_name GROUPscript_alias usrbinmanila-wsgiapplication_group GLOBALauthorization On
 limitsrequest_body 114688
 Roundcube webmail postfixadmin and mailman
 classes- serviceapacheserversingleparameters
 apacheserver
 enabled truemodules
 - cgi- php
 siteroundcubeenabled truetype staticname roundcuberoot usrshareroundcubelocations
 - uri adminpath usrsharepostfixadmin
 - uri mailmanpath usrlibcgi-binmailmanscript true
 - uri pipermail(continues on next page)
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 path varlibmailmanarchivespublic- uri imagesmailmanpath usrshareimagesmailman
 hostname mailexamplecomaliases- mailexamplecom- listsexamplecom- mail01examplecom- mail01
 More Information
 bull httpshttpdapacheorgdocs
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-apacheissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-apache
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Bind formula
 BIND is open source software that enables you to publish your Domain Name System (DNS) information on theInternet and to resolve DNS queries for your users The name BIND stands for ldquoBerkeley Internet Name Domainrdquobecause the software originated in the early 1980s at the University of California at Berkeley
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 Sample pillars
 Server
 bindserverenabled truekey
 keynamesecret xyzalgorithm hmac-sha512
 server8888
 keys- keyname
 controllocal
 enabled truebindaddress 127001port 953
 allow- 127001
 keys- xyz
 zonesubdomaincom
 ttl 86400root hostmasterdomaincomtype masterrecords- name type Attl 7200value 19216805
 1168192in-addrarpatype masternotify false
 slavedomaincomtype slavenotify truemasters Masters must be specified by IP address- 8888- 8844
 dnssecenabled true
 Dont hide versionversion true Allow recursion better dont on public dns serversrecursion
 hosts- localhost
 You can use following command to generate key
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 dnssec-keygen -a HMAC-SHA512 -b 512 -n HOST -r devurandom mykey
 Client
 bindclientenabled trueoption
 defaultserver localhostport 953key keyname
 keykeyname
 secret xyzalgorithm hmac-sha512
 server8888
 keys- keyname
 Read more
 bull httpsgithubcomtheforemanpuppet-dns
 bull httpshelpubuntucomcommunityBIND9ServerHowto
 bull httpswwwiscorgdownloadsbind
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-bindissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-bind
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 BIRD Formula
 The BIRD project aims to develop a fully functional dynamic IP routing daemon primarily targeted on (but not limitedto) Linux FreeBSD and other UNIX-like systems and distributed under the GNU General Public License
 Sample Pillars
 birdserverenabled Truelogging
 engine syslogprotocol
 my_ospftype ospftick 2rfc1583compat Trueecmp Truearea0000
 interfacep3p1type ptpparamX xxx
 p3p2type ptpparamX xxx
 tap0 vhost0hello 9type broadcastparamX xxx
 More Information
 bull httpbirdnetworkcz
 bull httpsgitlablabsnicczlabsbirdwikishome
 CADF Formula
 The Cloud Auditing Data Federation (CADF) standard defines a full event model anyone can use to fill in the essentialdata needed to certify self-manage and self-audit application security in cloud environments
 Sample Pillars
 Single cadf service
 cadfdistpatherenabled true
 (continues on next page)
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 listenerenabled true
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-cadfissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-cadf
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 cassandra
 Service cassandra description
 Sample pillars
 Single cassandra service
 cassandraserverenabled trueversion icehouse
 Backup client with sshrsync remote host
 cassandrabackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24targethost cfg01
 (continues on next page)
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 note full_backups_to_keep param states how many backup will be stored locally onrarr˓cassandra client
 More options to relocate local backups can be done using salt-formula-rarr˓backupninja
 Backup client with local backup only
 cassandrabackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24
 note full_backups_to_keep param states how many backup will be stored locally onrarr˓cassandra client
 Backup server rsync
 cassandrabackupserver
 enabled truehours_before_full 24full_backups_to_keep 5key
 cassandra_pub_keyenabled truekey ssh_rsa
 Client restore from local backup
 cassandrabackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24targethost cfg01
 restore_latest 1restore_from local
 note restore_latest param with a value of 1 means to restore db from the lastrarr˓full backup 2 would mean to restore second latest full backup
 Client restore from remote backup
 cassandrabackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24targethost cfg01
 (continues on next page)
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 restore_latest 1restore_from remote
 note restore_latest param with a value of 1 means to restore db from the lastrarr˓full backup 2 would mean to restore second latest full backup
 Read more
 bull links
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-cassandraissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-cassandra
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 dovecot
 Install and configure dovecot
 Available states
 bull dovecotserver
 dovecotserver
 Setup dovecot server
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 Available metadata
 bull metadatadovecotserver
 metadatadovecotserver
 Setup dovecot server
 Requirements
 bull linux
 bull mysql (for mysql backend)
 Optional
 bull glusterfs (to serve as mail storage backend)
 bull postfix
 bull roundcube
 Configuration parameters
 For complete list of parameters please check metadataserviceserveryml
 Example reclass
 Server
 classes- servicedovecotserver
 parameters_paramdovecot_origin mailerumysql_mailserver_password Peixeilaephahmoosa2daihoh4yiaThe
 dovecotserver
 origin $_paramdovecot_originmysqlserver
 databasemailserverencoding UTF8locale cs_CZusers- name mailserverpassword $_parammysql_mailserver_password
 (continues on next page)
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 host 127001rights all privileges
 apacheserver
 sitedovecotadminenabled truetype staticname dovecotadminroot usrsharedovecotadminhostname $_paramdovecot_originaliases- $linuxsystemname$linuxsystemdomain- $linuxsystemname
 LDAP and GSSAPI
 parametersdovecotserver
 gssapihost imap01examplecomkeytab etcdovecotkrb5keytabrealms- examplecom
 default_realm examplecom
 userdbdriver ldap
 passdbdriver ldap
 ldapservers- ldapsidm01examplecom- ldapsidm02examplecom
 basedn dc=exampledc=combinddn uid=dovecotcn=userscn=accountsdc=exampledc=compassword password
 Auth users by binding as themauth_bindenabled trueuserdn mail=ucn=userscn=accountsdc=exampledc=com
 user_filter (amp(objectClass=posixAccount)(mail=u))
 Director
 Dovecot Director is used to ensure connection affinity to specific backends This seems to be a must-have for sharedstorage such as NFS GlusterFS etc otherwise you are going to meet split-brains corrupted files and other issues
 Unfortunately director for LMTP canrsquot be used when director and backend servers are the same
 See httpwiki2dovecotorgDirector for more informations
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 dovecotserveradmin postmaster$_parampostfix_origin GlusterFS storage is usednfs trueservice
 directorenabled trueport 9090backends- $_paramcluster_node01_address- $_paramcluster_node02_address
 directors- $_paramcluster_node01_address- $_paramcluster_node02_address
 lmtpinet_enabled trueport 24
 postfixserverdovecot_lmtp
 enabled truetype inetaddress localhost24
 Example pillar
 Server
 dovecotserverorigin $_paramdovecot_originadmin
 enabled false
 Read more
 bull httpwiki2dovecotorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-dovecotissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
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 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-dovecot
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Elasticsearch
 Elasticsearch provides a distributed multitenant-capable full-text search engine with a HTTP web interface andschema-free JSON documents
 Sample pillars
 Single-node elasticsearch with clustering disabled
 elasticsearchserverenabled truebind
 address 0000port 9200
 clustermulticast false
 indexshards 1replicas 0
 Setup shared repository for snapshots
 elasticsearchserversnapshot
 reponamepath varlibglusterfsrepocompress true
 Cluster with manually defined members
 elasticsearchserverenabled truebind
 address 0000port 9200
 clustermulticast falsemembers
 - host elastic01port 9300
 - host elastic02
 (continues on next page)
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 port 9300- host elastic03port 9300
 indexshards 5replicas 1
 Common definition for curator
 elasticsearchservercurator
 timeout 900logfile varlogelasticsearchcuratorloglogformat jsonmaster_only trueactions
 - action delete_indicesdescription gt-
 Delete indices older than 45 days (based on index name)Ignore the error if the filter does not result in an actionablelist of indices (ignore_empty_list) and exit cleanly
 optionsignore_empty_list Truecontinue_if_exception Falsedisable_action False
 filters- filtertype patternkind regexvalue -dddddddd$
 - filtertype agesource namedirection oldertimestring Ymdunit daysunit_count 90
 - action replicasdescription gt-
 Reduce the replica count to 0 for indices older than 30 days(based on index creation_date)
 optionscount 0wait_for_completion Falsecontinue_if_exception Falsedisable_action False
 filters- filtertype patternkind regexvalue -dddddddd$
 - filtertype agesource creation_datedirection olderunit daysunit_count 30
 - action forcemergedescription gt-
 forceMerge indices older than 2 days (based on index(continues on next page)
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 creation_date) to 2 segments per shard Delay 120 secondsbetween each forceMerge operation to allow the cluster toquiesceThis action will ignore indices already forceMerged to the sameor fewer number of segments per shard so the forcemergedfilter is unneeded
 optionsmax_num_segments 2delay 120continue_if_exception Falsedisable_action True
 filters- filtertype patternkind regexvalue -dddddddd$
 - filtertype agesource creation_datedirection olderunit daysunit_count 2
 Client setup
 Client with host and port
 elasticsearchclientenabled trueserver
 host elasticsearchhostport 9200
 Client where you download an index template that is stored in the directory files
 elasticsearchclientenabled trueserver
 host elasticsearchhostport 9200
 indexmy_index
 enabled truetemplate elasticsearchfilesmy_index_templatejson
 Client where you download an index template from the metadata definition and force index creation
 elasticsearchclientenabled trueserver
 host elasticsearchhostport 9200
 indexmy_index
 (continues on next page)
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 enabled trueforce_operation truedefinitiontemplate notificationssettingsnumber_of_shards 5number_of_replicas 1
 mappingsnotificationpropertiesapplicationIdtype long
 contenttype textfieldskeywordtype keywordignore_above 256
 Read more
 bull httpswwwelasticco
 bull httpalexnederlofcomblog20121119installing-elasticsearch-with-jenkins-on-ubuntu
 bull httpwebsightdesignscomwikiSetting_up_Centralized_Event_Parsing_on_Ubuntu_1204
 bull httpsgistgithubcomwingdspur2026107
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-elasticsearchissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-elasticsearch
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 etcd Formula
 Service etcd description
 Possible sourceengine
 bull pkg - install etcd package (default)
 bull docker_hybrid - copy binaries from docker image (specified in serverimage)
 Sample pillars
 Certificates
 Use certificate authentication (for peers and clients) Certificates must be prepared in advance
 etcdserverenabled truessl
 enabled truebind
 host 100175101token $(uuidgen)members- host 100175101
 name etcd01port 4001
 Single etcd service
 etcdserverenabled truebind
 host 100175101token $(uuidgen)members- host 100175101
 name etcd01port 4001
 Cluster etcd service
 etcdserverenabled truebind
 host 100175101token $(uuidgen)members- host 100175101
 (continues on next page)
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 name etcd01port 4001
 - host 100175102name etcd02port 4001
 - host 100175103name etcd03port 4001
 etcd proxy
 etcdserverenabled truebind
 host 100175101proxy truemembers- host 100175101
 name etcd01- host 100175102
 name etcd02- host 100175103
 name etcd03
 Run etcd on k8s
 etcdserverengine kubernetesimage etcdlatest
 Copy etcd binary from container
 etcdserverimage quayiocoreosetcdlatest
 Read more
 bull httpsgithubcomcoreosetcd
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
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 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-etcdissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-etcd
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Galera
 Galera Cluster for MySQL is a true Multimaster Cluster based on synchronous replication Galera Cluster is an easy-to-use high-availability solution which provides high system uptime no data loss and scalability for future growth
 Sample pillars
 Galera cluster master node
 galeraversionmysql 56galera 3
 masterenabled truename openstackbind
 address 19216801port 3306
 members- host 19216801
 port 4567- host 19216802
 port 4567admin
 user rootpassword pass
 databasename
 encoding utf8users- name usernamepassword passwordhost localhostrights all privileges
 Galera cluster slave node
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 galeraslaveenabled truename openstackbind
 address 19216802port 3306
 members- host 19216801
 port 4567- host 19216802
 port 4567admin
 user rootpassword pass
 Enable TLS support
 galeraslave or master
 sslenabled True
 pathcert_file etcmysqlsslcertpemkey_file etcmysqlsslkeypemca_file etcmysqlsslcapem
 content (not required if files already exists)key ltlt body of key gtgtcert ltlt body of cert gtgtcacert_chain ltlt body of ca certs chain gtgt
 Additional mysql users
 mysqlserverusers
 - name clustercheckpassword clustercheckdatabase grants PROCESS
 - name inspectorhost 127001password passworddatabasesmydb- database mydb- table mytable- grant_option True- grants- all privileges
 Additional mysql SSL grants
 mysqlserver
 (continues on next page)
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 users- name clustercheck
 password clustercheckdatabase grants PROCESSssl_option- SSL True- X509 True- SUBJECT ltsubjectgt- ISSUER ltissuergt- CIPHER ltciphergt
 Additional check params
 galeraclustercheck- enabled True- user clustercheck- password clustercheck- available_when_donor 0- available_when_readonly 1- port 9200
 Configurable soft parameters
 bull galera_innodb_buffer_pool_size - the default value is 3138M
 bull galera_max_connections - the default value is 20000
 Usage code-block yaml
 _param galera_innodb_buffer_pool_size 1024M galera_max_connections 200
 Usage
 MySQL Galera check sripts
 mysqlgt SHOW STATUS LIKE wsrep
 mysqlgt SHOW STATUS LIKE wsrep_cluster_size
 Galera monitoring command performed from extra server
 garbd -a gcommipaddrofone4567 -g my_wsrep_cluster -l tmp1out -d
 1 salt-call statesls mysql
 2 Comment everything starting wsrep (wsrep_provider wsrep_cluster wsrep_sst)
 3 service mysql start
 4 run on each node mysql_secure_install and filling root password
 164 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 Enter current password for root (enter for none)OK successfully used password moving on
 Setting the root password ensures that nobody can log into the MySQLroot user without the proper authorisation
 Set root password [Yn] yNew passwordRe-enter new passwordPassword updated successfullyReloading privilege tables Success
 By default a MySQL installation has an anonymous user allowing anyoneto log into MySQL without having to have a user account created forthem This is intended only for testing and to make the installationgo a bit smoother You should remove them before moving into aproduction environment
 Remove anonymous users [Yn] y Success
 Normally root should only be allowed to connect from localhost Thisensures that someone cannot guess at the root password from the network
 Disallow root login remotely [Yn] n skipping
 By default MySQL comes with a database named test that anyone canaccess This is also intended only for testing and should be removedbefore moving into a production environment
 Remove test database and access to it [Yn] y- Dropping test database Success- Removing privileges on test database Success
 Reloading the privilege tables will ensure that all changes made so farwill take effect immediately
 Reload privilege tables now [Yn] y Success
 Cleaning up
 5 service mysql stop
 6 uncomment all wsrep lines except first server where leave only in mycnf wsrep_cluster_address=rsquogcommrsquo
 7 start first node
 8 Start third node which is connected to first one
 9 Start second node which is connected to third one
 10 After starting cluster it must be change cluster address at first starting node without restart database and changeconfig mycnf
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 mysqlgt SET GLOBAL wsrep_cluster_address=gcomm10002
 Read more
 bull httpsgithubcomCaptTofuansible-galera
 bull httpwwwsebastien-hanfrblog20120415active-passive-failover-cluster-on-a-mysql-galera-cluster-with-haproxy-lsb-agent
 bull httpopentodonet201212mysql-multi-master-replication-with-galera
 bull httpwwwcodershipcomwikidokuphp
 bull Best one - httpwwwsebastien-hanfrblog20120401mysql-multi-master-replication-with-galera
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-galeraissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-galera
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 HAproxy
 The Reliable High Performance TCPHTTP Load Balancer
 Sample pillars
 Simple admin listener
 haproxyproxyenabled Truelisten
 admin_pagetype admin
 (continues on next page)
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 binds- address 0000port 8801
 user fsdfdsfdspassword dsfdsf
 Simple stats listener
 haproxyproxyenabled Truelisten
 admin_pagetype statsbinds- address 0000port 8801
 Sample pillar with admin
 haproxyproxyenabled Truemode httptcplogging syslogmaxconn 1024timeout
 connect 5000client 50000server 50000
 listenhttps-in
 binds- address 0000port 443
 servers- name server1host 10001port 8443
 - name server2host 10002port 8443params maxconn 256
 Sample pillar with custom logging
 haproxyproxyenabled Truemode httptcplogging syslogmaxconn 1024timeout
 connect 5000client 50000server 50000
 listen(continues on next page)
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 https-inbindsaddress 0000port 443
 servers- name server1host 10001port 8443
 - name server2host 10002port 8443params maxconn 256
 haproxyproxyenabled truemode tcplogging syslogmax_connections 1024listen
 mysqltype mysqlbinds- address 1008870port 3306
 servers- name node1host 1008813port 3306params check inter 15s fastinter 2s downinter 1s rise 5 fall 3
 - name node2host 1008814port 3306params check inter 15s fastinter 2s downinter 1s rise 5 fall 3 backup
 - name node3host 1008815port 3306params check inter 15s fastinter 2s downinter 1s rise 5 fall 3 backup
 rabbitmqtype rabbitmqbinds- address 1008870port 5672
 servers- name node1host 1008813port 5673params check inter 5000 rise 2 fall 3
 - name node2host 1008814port 5673params check inter 5000 rise 2 fall 3 backup
 - name node3host 1008815port 5673params check inter 5000 rise 2 fall 3 backup
 (continues on next page)
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 keystone-1type general-servicebinds- address 100106170port 5000
 servers- name node1host 1008813port 5000params check
 haproxyproxyenabled truemode tcplogging syslogmax_connections 1024listen
 mysqltype mysqlbinds- address 1008870port 3306
 servers- name node1host 1008813port 3306params check inter 15s fastinter 2s downinter 1s rise 5 fall 3
 - name node2host 1008814port 3306params check inter 15s fastinter 2s downinter 1s rise 5 fall 3 backup
 - name node3host 1008815port 3306params check inter 15s fastinter 2s downinter 1s rise 5 fall 3 backup
 rabbitmqtype rabbitmqbinds- address 1008870port 5672
 servers- name node1host 1008813port 5673params check inter 5000 rise 2 fall 3
 - name node2host 1008814port 5673params check inter 5000 rise 2 fall 3 backup
 - name node3host 1008815port 5673params check inter 5000 rise 2 fall 3 backup
 keystone-1type general-service
 (continues on next page)
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 binds- address 100106170port 5000
 servers- name node1host 1008813port 5000params check
 Custom more complex listener (for Artifactory and subdomains for docker registries)
 haproxyproxylisten
 artifactorymode httpoptions- forwardfor- forwardfor header X-Real-IP- httpchk- httpclose- httplog
 sticks- stick on src- stick-table type ip size 200k expire 2m
 aclis_docker path_reg ^v[12][]
 http_request- action set-path artifactoryapidocker[reqhdr(host)lowerfield(1
 rarr˓)][path]condition if is_docker
 balance sourcebinds- address $_paramcluster_vip_addressport 8082sslenabled true This PEM file needs to contain key cert CA and possibly intermediate certificatespem_file etchaproxysslserverpem
 servers- name $_paramcluster_node01_name
 host $_paramcluster_node01_addressport 8082params check
 - name $_paramcluster_node02_namehost $_paramcluster_node02_addressport 8082params backup check
 Itrsquos also possible to use multiple certificates for one listener (eg when itrsquos bind on multiple interfaces)
 haproxyproxylisten
 dummy_sitemode http
 (continues on next page)
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 binds- address 127001port 8080sslenabled truekey |my super secret key follows
 cert |certificate
 chain |CA chain (if any)
 - address 127011port 8081sslenabled truekey |my super secret key follows
 cert |certificate
 chain |CA chain (if any)
 Definition above will result in creation of etchaproxyssldummy_site directory with files 1-allpemand 2-allpem (per binds)
 Custom listener with tcp-check options specified (for Redis cluster with Sentinel)
 haproxyproxylisten
 redis_clusterservice_name redishealth-checktcp
 enabled Trueoptions- send PINGrn- expect string +PONG- send info replicationrn- expect string rolemaster- send QUITrn- expect string +OK
 binds- address $_paramcluster_address
 port 6379servers- name $_paramcluster_node01_namehost $_paramcluster_node01_addressport 6379params check inter 1s
 - name $_paramcluster_node02_namehost $_paramcluster_node02_addressport 6379params check inter 1s
 - name $_paramcluster_node03_namehost $_paramcluster_node03_addressport 6379
 (continues on next page)
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 params check inter 1s
 Frontend for routing between exists listeners via URL with SSL an redirects You can use one backend for severalURLs
 haproxyproxylisten
 service_proxymode httpbalance sourceformat endbinds- address $_paramhaproxy_bind_address
 port 80ssl $_paramhaproxy_frontend_sslssl_port 443
 redirects- code 301
 location domaincomimagesconditions- type hdr_dom(host)condition imagesdomaincom
 acls- name gerritconditions- type hdr_dom(host)condition gerritdomaincom
 - name jenkinsconditions- type hdr_dom(host)condition jenkinsdomaincom
 - name dockerbackend artifactroyconditions- type hdr_dom(host)condition dockerdomaincom
 Enable customisable forwardfor option in defaults section
 haproxyproxyenabled truemode tcplogging syslogmax_connections 1024forwardfor
 enabled trueexceptheaderif-none false
 haproxyproxyenabled truemode tcp
 (continues on next page)
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 logging syslogmax_connections 1024forwardfor
 enabled trueexcept 127001header X-Real-IPif-none false
 Sample pillar with multiprocess multicore configuration
 haproxyproxyenabled Truenbproc 4cpu_map
 1 02 13 24 3
 stats_bind_process 1 2mode httptcplogging syslogmaxconn 1024timeout
 connect 5000client 50000server 50000
 listenhttps-in
 bind_process 1 2 3 4binds- address 0000port 443
 servers- name server1host 10001port 8443
 - name server2host 10002port 8443params maxconn 256
 Read more
 bull httpsgithubcomjesusaurushpcs-salt-statetreemasterhaproxy
 bull httpwwwnineproductionscomsaltstack-ossec-state-using-reactor - example reactor usage
 bull httpsgistgithubcomtomeduarte6340205 - example on how to use peer from within a config file (using jinja)
 bull httpyoutubejJJ8cfDjcTct=8m58s - from 900 on a good overview of peer vs mine
 bull httpsgithubcomrusskicluster-agents
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-haproxyissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-haproxy
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Keepalived
 Keepalived is a routing software written in C The main goal of this project is to provide simple and robust facilitiesfor loadbalancing and high-availability to Linux system and Linux based infrastructures Loadbalancing frameworkrelies on well-known and widely used Linux Virtual Server (IPVS) kernel module providing Layer4 loadbalancingKeepalived implements a set of checkers to dynamically and adaptively maintain and manage loadbalanced server poolaccording their health On the other hand high-availability is achieved by VRRP protocol VRRP is a fundamentalbrick for router failover In addition Keepalived implements a set of hooks to the VRRP finite state machine providinglow-level and high-speed protocol interactions Keepalived frameworks can be used independently or all together toprovide resilient infrastructures
 Sample pillar
 Simple virtual IP on an interface
 keepalivedclusterenabled Trueinstance
 VIP1nopreempt Truepriority 100 (highest priority must be on primary server different for
 rarr˓cluster members)virtual_router_id 51auth_type AHpassword passaddress 192168101interface eth0
 VIP2nopreempt True
 (continues on next page)
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 priority 150 (highest priority must be on primary server different forrarr˓cluster members)
 virtual_router_id 52auth_type PASSpassword passaddress 10005interface eth1
 Multiple virtual IPs on single interface
 keepalivedclusterenabled Trueinstance
 VIP1nopreempt Truepriority 100 (highest priority must be on primary server different for
 rarr˓cluster members)virtual_router_id 51password passaddresses- 192168101- 192168102interface eth0
 Use unicast
 keepalivedclusterenabled Trueinstance
 VIP1nopreempt Truepriority 100 (highest priority must be on primary server different for
 rarr˓cluster members)virtual_router_id 51password passaddress 192168101interface eth0unicast_src_ip 17216101unicast_peer1721610217216103
 Disable nopreempt mode to have Master Highest priority is taken in all cases
 keepalivedclusterenabled Trueinstance
 VIP1nopreempt Falsepriority 100 (highest priority must be on primary server different for
 rarr˓cluster members)virtual_router_id 51password passaddresses
 (continues on next page)
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 - 192168101- 192168102interface eth0
 Notify action in keepalived
 keepalivedclusterenabled Trueinstance
 VIP1nopreempt Truenotify_actionmaster
 - usrbindocker start jenkins- usrbindocker start gerrit
 backup- usrbindocker stop jenkins- usrbindocker stop gerrit
 fault- usrbindocker stop jenkins- usrbindocker stop gerrit
 priority 100 highest priority must be on primary server different forrarr˓cluster members
 virtual_router_id 51password passaddresses- 192168101- 192168102interface eth0
 Trackvrrp scripts for keepalived instance
 keepalivedclusterenabled Trueinstance
 VIP2priority 100virtual_router_id 10password passaddresses- 192168111- 192168112interface eth0track_script check_haproxy
 VIP3priority 100virtual_router_id 11password passaddresses- 192168101- 192168102interface eth0track_scriptcheck_random_exit
 interval 10(continues on next page)
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 check_portweight 50
 vrrp_scriptscheck_haproxy
 name check_pidofargs- haproxy
 check_mysql_portname check_portargs- 3306- TCP- 4
 check_sshname check_portargs 22
 check_mysql_clusterargs github olafzpercona-clustercheck ltusergt ltpassgt ltavailable_when_donor=0|1gt ltlog_filegt ltavailable_when_
 rarr˓readonly=0|1gt ltdefaults_extra_filegt- clustercheck- clustercheck- available_when_donor=0- available_when_readonly=0
 check_random_exitinterval 10content |binbashexit $(($RANDOM2))
 weight 50
 Read more
 bull httpsraymiiorgstutorialsKeepalived-Simple-IP-failover-on-Ubuntuhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-keepalivedissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
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 httpsgithubcomsalt-formulassalt-formula-keepalived
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Knot
 Knot DNS is a high-performance authoritative-only DNS server which supports all key features of the modern domainname system
 Sample pillars
 Simple server
 knotserverenabled true
 Server dns templates
 knotserverenabled truetemplate
 defaultstorage varlibknotmaster
 signedstorage varlibknotsigned
 slavestorage varlibknotslave
 Server dns zones
 knotserverenabled truezone
 example1com example2com
 semantic-checks Falsetemplate default
 Read more
 bull httpswwwknot-dnscz
 Salt Logrotate Formula
 Logrotate is designed to ease administration of systems that generate large numbers of log files It allows automaticrotation compression removal and mailing of log files Each log file may be handled daily weekly monthly or whenit grows too large
 178 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 Example pillar
 Configuration for syslog from Ubuntu 1404 (trusty)
 logrotateserverenabled truejob
 rsyslog- files- varlogmailinfo- varlogmailwarn- varlogmailerr- varlogmaillog- varlogdaemonlog- varlogkernlog- varlogauthlog- varloguserlog- varloglprlog- varlogcronlog- varlogdebug- varlogmessages
 options- rotate 4- weekly- missingok- notifempty- compress- delaycompress- sharedscripts- postrotate reload rsyslog gtdevnull 2gtamp1 || true
 - files- varlogsyslog
 options- rotate 7- daily- missingok- notifempty- delaycompress- compress- postrotate reload rsyslog gtdevnull 2gtamp1 || true
 Change parameters in main logrotateconf file
 logrotateserverenabled trueglobal_conf
 compress truerotate dailykeep_rotate 6dateext true
 Cross-formula relationship
 Itrsquos possible to use support meta to define logrotate rules from within other formula
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 Example metalogrotateyml for horizon formula
 jobhorizon- files
 - varloghorizonlogoptions
 - compress- delaycompress- missingok- notifempty- rotate 10- daily- minsize 20M- maxsize 500M- postrotate if etcinitdapache2 status gt devnull then etcinitd
 rarr˓apache2 reload gt devnull fi
 Reference
 bull httpwwwlinuxcommandorgman_pageslogrotate8html
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-logrotateissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-logrotate
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Memcached Formula
 Memcached is an in-memory key-value store for small chunks of arbitrary data (strings objects) from results ofdatabase calls API calls or page rendering
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 Sample Metadata
 memcachedserverenabled truecache_size 64bind
 address 0000port 11211protocol tcp
 References
 bull httpmemcachedorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-memcachedissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-memcached
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 MongoDB
 MongoDB (from ldquohumongousrdquo) is an open-source document database and the leading NoSQL database Written inC++
 Available states
 bull mongodbserver
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 mongodbserver
 Setup MongoDB server
 Available metadata
 bull metadatamongodbserversingle
 bull metadatamongodbservercluster
 metadatamongodbserversingle
 Single-node MongoDB setup
 metadatamongodbservercluster
 Clustered MongoDB setup
 Configuration parameters
 Example reclass
 Setup MongoDB with database for ceilometer
 classes- servicemongodbserverclusterparameters
 _parammongodb_server_replica_set ceilometermongodb_ceilometer_password cloudlabmongodb_admin_password cloudlabmongodb_shared_key xxx
 mongodbserver
 databaseceilometer
 enabled truepassword $_parammongodb_ceilometer_passwordusers- name ceilometer
 password $_parammongodb_ceilometer_password
 Sample pillars
 Simple single server
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 mongodbserverenabled truebind
 address 0000port 27017
 adminusername adminpassword magicunicorn
 databasedbname
 enabled trueencoding utf8users- name usernamepassword password
 Cluster of 3 nodes
 mongodbserverenabled truelogging
 verbose falselogLevel 1oplogLevel 0
 adminuser adminpassword magicunicorn
 master mongo01members
 - host 192168111priority 2
 - host 192168112- host 192168113
 replica_set defaultshared_key magicunicorn
 Itrsquos possible that first Salt run on master node wonrsquot pass correctly before all slave nodes are up and ready Simply runsalt again on master node to setup cluster databases and users
 To check cluster status execute following
 mongo 12700127017admin -u admin -p magicunicorn --eval rsstatus()
 Read more
 bull httpdocsmongodborgmanual
 bull httpdocsmongodborgmanualtutorialinstall-mongodb-on-ubuntu
 bull httpswwwlinodecomdocsdatabasesmongodbcreating-a-mongodb-replication-set-on-ubuntu-12-04-precise
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
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 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-mongodbissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-mongodb
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Mosquitto formula
 Mosquitto is an open source (EPLEDL licensed) message broker that implements the MQTT protocol versions 31and 311 MQTT provides a lightweight method of carrying out messaging using a publishsubscribe model
 Sample metadata
 Single mosquitto service
 mosquittoserverenabled true
 References
 bull httpmosquittoorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-mosquittoissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
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 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-mosquitto
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 MySQL Formula
 MySQL is the worldrsquos second most widely used open-source relational database management system (RDBMS)
 Sample Metadata
 Standalone setups
 Standalone MySQL server
 mysqlserverenabled trueversion 55admin
 user rootpassword pass
 bindaddress 127001port 3306
 databasename
 encoding utf8users- name usernamepassword passwordhost localhostrights all privileges
 MySQL replication master with SSL
 mysqlserverenabled trueversion 55replication
 role masterssl
 enabled trueauthority Org_CAcertificate name_of_service
 adminuser rootpassword pass
 bind
 (continues on next page)
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 address 127001port 3306
 MySQL replication slave with SSL
 mysqlserverenabled trueversion 55replication
 role slavemaster mastersaltid
 sslenabled trueauthority Org_CAcertificate name_of_serviceclient_certificate name_of_client_cert
 adminuser rootpassword pass
 bindaddress 127001port 3306
 Tuned up MySQL server
 mysqlserverenabled trueversion 55admin
 user rootpassword pass
 bindaddress 127001port 3306
 key_buffer 250Mmax_allowed_packet 32Mmax_connections 1000thread_stack 512Kthread_cache_size 64query_cache_limit 16Mquery_cache_size 96Mforce_encoding utf8sql_mode ONLY_FULL_GROUP_BYSTRICT_TRANS_TABLESNO_ZERO_IN_DATEERROR_FOR_
 rarr˓DIVISION_BY_ZERONO_AUTO_CREATE_USERNO_ENGINE_SUBSTITUTIONdatabase
 nameencoding utf8users- name usernamepassword passwordhost localhostrights all privileges
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 MySQL Galera cluster
 MySQL Galera cluster is configured for ring connection between 3 nodes Each node should have just one member
 Galera initial server (master)
 mysqlclusterenabled truename openstackrolemasterbind
 address 19216801members- host 19216801
 port 4567user
 name wsrep_sstpassword password
 serverenabled trueversion 55admin
 user rootpassword pass
 bindaddress 19216801
 databasename
 encoding utf8users- name usernamepassword passwordhost localhostrights all privileges
 MySQL client
 Database with initial data (Restore DB)
 mysqlclientserver
 databaseadminhost localhostport 3306user $_parammysql_admin_userpassword $_parammysql_admin_passwordencoding utf8
 databaseneutron_upgrade
 encoding utf8users- name neutronpassword $_parammysql_neutron_password
 (continues on next page)
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 host rights all
 - name neutronpassword $_parammysql_neutron_passwordhost $_paramsingle_addressrights all
 initial_dataengine backupninjasource $_parambackupninja_backup_hosthost $linuxnetworkfqdndatabase neutron
 Note This client role needs to be put directly on dbs node The provided setup restores db named neutron_upgradewith data from db called neutron
 Database management on remote MySQL server
 mysqlclientenabled trueserver
 server01adminhost databasehostport 3306user rootpassword passwordencoding utf8
 databasedatabase01
 encoding utf8users- name usernamepassword passwordhost localhostrights all privileges
 User management on remote MySQL server
 mysqlclientenabled trueserver
 server01adminhost databasehostport 3306user rootpassword passwordencoding utf8
 users- name user01host password sdgdsgdsgd
 - name user02(continues on next page)
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 host localhost
 Sample Usage
 MySQL Galera check sripts
 mysqlgt SHOW STATUS LIKE wsrep
 mysqlgt SHOW STATUS LIKE wsrep_cluster_size
 Galera monitoring command performed from extra server
 garbd -a gcommipaddrofone4567 -g my_wsrep_cluster -l tmp1out -d
 1 salt-call statesls mysql
 2 Comment everything starting wsrep (wsrep_provider wsrep_cluster wsrep_sst)
 3 service mysql start
 4 run on each node mysql_secure_install and filling root password
 Enter current password for root (enter for none)OK successfully used password moving on
 Setting the root password ensures that nobody can log into the MySQLroot user without the proper authorisation
 Set root password [Yn] yNew passwordRe-enter new passwordPassword updated successfullyReloading privilege tables Success
 By default a MySQL installation has an anonymous user allowing anyoneto log into MySQL without having to have a user account created forthem This is intended only for testing and to make the installationgo a bit smoother You should remove them before moving into aproduction environment
 Remove anonymous users [Yn] y Success
 Normally root should only be allowed to connect from localhost Thisensures that someone cannot guess at the root password from the network
 Disallow root login remotely [Yn] n skipping
 By default MySQL comes with a database named test that anyone canaccess This is also intended only for testing and should be removedbefore moving into a production environment
 Remove test database and access to it [Yn] y- Dropping test database
 (continues on next page)
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 Success- Removing privileges on test database Success
 Reloading the privilege tables will ensure that all changes made so farwill take effect immediately
 Reload privilege tables now [Yn] y Success
 Cleaning up
 5 service mysql stop
 6 uncomment all wsrep lines except first server where leave only in mycnf wsrep_cluster_address=rsquogcommrsquo
 7 start first node
 8 Start third node which is connected to first one
 9 Start second node which is connected to third one
 10 After starting cluster it must be change cluster address at first starting node without restart database and changeconfig mycnf
 mysqlgt SET GLOBAL wsrep_cluster_address=gcomm10002
 More Information
 bull httpdevmysqlcomdoc
 bull httpwwwslidesharenetosscubemysql-performance-tuning-top-10-tips
 bull httpsourceforgenetprojectsautomysqlbackup
 bull httpslabsriseupnetcodeprojectsbackupninjawiki
 bull httpwikizmandacomindexphpMysql-zrm
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-mysqlissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
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 httpsgithubcomsalt-formulassalt-formula-mysql
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Nginx Formula
 Nginx is an open source reverse proxy server for HTTP HTTPS SMTP POP3 and IMAP protocols as well as aload balancer HTTP cache and a web server (origin server) The nginx project started with a strong focus on highconcurrency high performance and low memory usage
 Sample Pillars
 Gitlab server setup
 nginxserverenabled truebind
 address 0000ports- 80
 sitegitlab_domain
 enabled truetype gitlabname domainsslenabled truekey |
 -----BEGIN RSA PRIVATE KEY-----
 cert |xyz
 chain |my_chain
 hostname gitlabdomaincomport 80
 Simple static HTTP site
 nginxserversite
 nginx_static_site01enabled truetype nginx_staticname site01hostname gitlabdomaincomport 80
 Simple load balancer
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 nginxserverupstream
 horizon-upstreambackend1address 101010113port 8078opts weight=3
 backend2address 101010114
 sitenginx_proxy_openstack_web
 enabled truetype nginx_proxyname openstack_webproxyupstream_proxy_pass httphorizon-upstream
 hostname 19216801port 31337
 Static site with access policy
 nginxserversite
 nginx_static_site01enabled truetype nginx_staticname site01access_policyallow- 1921681124- 127001deny- 19216812- all
 hostname gitlabdomaincomport 80
 Simple TCPUDP proxy
 nginxserverstream
 rabbitmqhostport 5672
 backendserver1
 address 101010113port 5672least_conn truehash $remote_addr consistent
 unboundhost
 (continues on next page)
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 bind 127001port 53protocol udp
 backendserver1
 address 101010113port 5353
 Simple HTTP proxy
 nginxserversite
 nginx_proxy_site01enabled truetype nginx_proxyname site01proxyhost localdomaincomport 80protocol http
 hostname gitlabdomaincomport 80
 Simple Websocket proxy
 nginxserversite
 nginx_proxy_site02enabled truetype nginx_proxyname site02proxywebsocket truehost localdomaincomport 80protocol http
 hostname gitlabdomaincomport 80
 Content filtering proxy
 nginxserverenabled truesite
 nginx_proxy_site03enabled truetype nginx_proxyname site03proxyhost localdomaincomport 80protocol http
 (continues on next page)
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 filtersearch httpswwwdomaincomreplace http10101010
 hostname gitlabdomaincomport 80
 Proxy with access policy
 nginxserversite
 nginx_proxy_site01enabled truetype nginx_proxyname site01access_policyallow- 1921681124- 127001deny- 19216812- all
 proxyhost localdomaincomport 80protocol http
 hostname gitlabdomaincomport 80
 Gitlab server with user for basic auth
 nginxserverenabled trueuser
 username1enabled truepassword magicunicornhtpasswd htpasswd-site1
 username2enabled truepassword magicunicorn
 Proxy buffering
 nginxserverenabled truebind
 address 0000ports- 80
 sitegitlab_proxy
 enabled true(continues on next page)
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 type nginx_proxyproxyrequest_buffer falsebuffernumber 8size 16
 hostname gitlabdomaincomport 80
 Letrsquos Encrypt
 nginxserverenabled truebind
 address 0000ports- 443
 sitegitlab_domain
 enabled truetype gitlabname domainsslenabled trueengine letsencrypt
 hostname gitlabdomaincomport 443
 SSL using already deployed key and cert file Note that cert file should already contain CA cert and complete chain
 nginxserverenabled truesite
 mysitesslenabled truekey_file etcsslprivatemykeykeycert_file etcsslcertmycertcrt
 Nginx stats server (required by collectd nginx plugin)
 nginxserverenabled truesite
 nginx_stats_serverenabled truetype nginx_statsname serverhostname 127001port 8888
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 Change nginx server ssl protocol options in openstackproxyyml
 More Information
 bull httpwikinginxorgMain
 bull httpswikimozillaorgSecurityServer_Side_TLSModern_compatibility
 bull httpnginxcomresourcesadmin-guidereverse-proxy
 bull httpsmozillagithubioserver-side-tlsssl-config-generator
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-nginxissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-nginx
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 openldap
 Sample pillars
 Client
 openldapclientserver
 basedn dc=exampledc=localhost ldapexamplelocaltls trueport 389auth
 user cn=admindc=exampledc=localpassword dummypass
 entry
 (continues on next page)
 196 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 peopletype ouclasses- top- organizationalUnit
 entryjdoetype cn Change attributes that already exists with different contentaction replace Delete all other attributespurge trueattruid jdoeuidNumber 20001gidNumber 20001gecos John DoegivenName Johnsn DoehomeDirectory homejdoeloginShell binbash
 classes- posixAccount- inetOrgPerson- top- ldapPublicKey- shadowAccount
 karel Simply remove cn=kareltype cnenabled false
 Read more
 bull httpsdocssaltstackcomenlatestrefstatesallsaltstatesldaphtmlmanage-entries-in-an-ldap-database
 Postfix
 Install and configure Postfix
 Available states
 bull postfixserver
 bull postfixrelay
 bull postfixbackupmx
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 postfixserver
 Setup postfix server
 postfixrelay
 Setup postfix relay
 postfixbackupmx
 Setup postfix backup MX
 Available metadata
 bull metadatapostfixserver
 bull postfixrelay
 bull postfixbackupmx
 metadatapostfixserver
 Setup postfix server
 postfixrelay
 Setup postfix relay
 postfixbackupmx
 Setup postfix backup MX
 Requirements
 bull linux
 bull mysql (for mysql backend and postfixadmin)
 bull apache (for postfixadmin)
 Optional
 bull glusterfs (to serve as mail storage backend)
 bull dovecot
 bull roundcube
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 Configuration parameters
 For complete list of parameters please check metadataserviceserveryml
 Example reclass
 Server
 classes- servicepostfixserver
 parameters_parampostfix_origin mailerumysql_mailserver_password Peixeilaephahmoosa2daihoh4yiaThe
 postfixserver
 origin $_parampostfix_originssl
 enabled truekey $_secretssl_domain_wild_keycert $_secretssl_domain_wild_certchain $_secretssl_domain_wild_chain Set smtpd_tls_security_level to encrypt and require TLS encryptionrequired true
 mysqlserver
 databasemailserverencoding UTF8locale cs_CZusers- name mailserverpassword $_parammysql_mailserver_passwordhost 127001rights all privileges
 apacheserversite
 postfixadminenabled truetype staticname postfixadminroot usrsharepostfixadminhostname $_parampostfix_originaliases- $linuxsystemname$linuxsystemdomain- $linuxsystemname
 Example pillar
 Server
 Setup without postfixadmin
 21 Project Introduction 199
  SaltStack-Formulas Documentation Release master
 postfixserverorigin $_parampostfix_originadmin
 enabled false
 DKIM
 postfixserverdkim
 enabled truedomains
 - name examplecomselector mailkey |
 super_secret_private_key
 First you need to generate private and public key eg
 opendkim-genkey -r -s mail -d examplecom
 And set public key in your DNS records see mailtxt for public key
 Mailman
 postfixservermailman
 enabled trueadmin_password SaiS0kaidistributed trueuse_https falselists
 - name supportadmin testlxcerupassword testdomain lxcerudomainweb listslxcerumembers
 - testlxceru
 Itrsquos also good idea to mount GlusterFS volume on varlibmailman for multi-master setup In that case dis-tributed has to be true to bind-mount qfiles directory which must not be shared
 Parameter use_https needs to be set before setting up any lists otherwise you need to fix lists urls manually using
 withlist -l -a -r fix_url
 You can also set per-list parameters For example you can setup private mailing list with these options
 lists- name support
 (continues on next page)
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 admin testlxcerupassword testdomain lxcerudomainweb listslxcerumembers
 - testlxceruparameters
 real_name supportdescription Support mailing list Dont be advertisedadvertised 0 Require admin to confirm subscriptionsubscribe_policy 2 Show members only to adminsprivate_roster 2 Archive only for membersarchive_private 1
 To list all available configuration options for given list see output of folliwing command
 config_list -o - ltlist_namegt
 Warning If you want to have list on your domain eg supportexamplecom instead of sup-portlistsexamplecom you may need to set up aliases like this depending on your setup
 support-ownerexamplecom -gt support-ownerlistsexamplecomsupport-adminexamplecom -gt support-adminlistsexamplecomsupport-requestexamplecom -gt support-requestlistsexamplecomsupport-confirmexamplecom -gt support-confirmlistsexamplecomsupport-joinexamplecom -gt support-joinlistsexamplecomsupport-leaveexamplecom -gt support-leavelistsexamplecomsupport-subscribeexamplecom -gt support-subscribelistsexamplecomsupport-unsubscribeexamplecom -gt support-unsubscribelistsexamplecomsupport-bouncesexamplecom -gt support-bounceslistsexamplecomsupportexamplecom -gt supportlistsexamplecom
 Relay
 postfixrelay Postfix will listen only on localhostinterfaces loopback-onlyhost mailcloudlabczdomain cloudlabczsasl
 user testpassword changeme
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 Backup MX
 postfixbackupmxdomains
 - cloudlabcz- listscloudlabcz
 Development and testing
 Development and test workflow with Test Kitchen and kitchen-salt provisioner plugin
 Test Kitchen is a test harness tool to execute your configured code on one or more platforms in isolation There is akitchenyml in main directory that defines platforms to be tested and suites to execute on them
 Kitchen CI can spin instances locally or remote based on used driver For local development kitchenymldefines a vagrant or docker driver
 To use backend drivers or implement your CI follow the section lsquoINTEGRATIONrstContinuous Integrationlsquo__
 A listing of scenarios to be executed
 $ kitchen list
 Instance Driver Provisioner Verifier Transport Last Action
 server-bento-ubuntu-1404 Vagrant SaltSolo Busser Ssh ltNot Createdgtserver-bento-ubuntu-1604 Vagrant SaltSolo Busser Ssh Createdserver-bento-centos-71 Vagrant SaltSolo Busser Ssh ltNot Createdgtrelay-bento-ubuntu-1404 Vagrant SaltSolo Busser Ssh ltNot Createdgtrelay-bento-ubuntu-1604 Vagrant SaltSolo Busser Ssh ltNot Createdgtrelay-bento-centos-71 Vagrant SaltSolo Busser Ssh ltNot Createdgtbackupmx-bento-ubuntu-1404 Vagrant SaltSolo Busser Ssh ltNot Createdgtbackupmx-bento-ubuntu-1604 Vagrant SaltSolo Busser Ssh ltNot Createdgtbackupmx-bento-centos-71 Vagrant SaltSolo Busser Ssh ltNot Createdgt
 The Busser Verifier is used to setup and run tests implementated in ltrepogttestintegration It installs the particulardriver to tested instance (Serverspec InSpec Shell Bats ) prior the verification is executed
 Usage
 manuallykitchen [test || [create|converge|verify|exec|login|destroy|]] -t testsintegration
 or with provided Makefile within CI pipelinemake kitchen
 Read more
 bull httpdocpostfixcom
 bull httpfogccsfedu~msapiroscripts
 bull httpwikilistorgDOCMaking20Sure20Your20Lists20Are20Private
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-postfixissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-postfix
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 PostgreSQL Formula
 PostgreSQL often simply Postgres is an object-relational database management system available for many platformsincluding Linux FreeBSD Solaris Microsoft Windows and Mac OS X It is released under the PostgreSQL Licensewhich is an MIT-style license and is thus free and open source software PostgreSQL is developed by the PostgreSQLGlobal Development Group consisting of a handful of volunteers employed and supervised by companies such as RedHat and EnterpriseDB
 Sample pillars
 Single deployment
 Single database server with empty database
 postgresqlserverenabled trueversion 91bind
 address 127001port 5432protocol tcp
 clients- 127001database
 databasenameencoding UTF8locale cs_CZusers
 (continues on next page)
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 - name usernamepassword passwordhost localhostrights all privileges
 Single database server with initial data
 postgresqlserverenabled trueversion 91bind- address 127001
 port 5432protocol tcp
 clients- 127001database
 databasenameencoding UTF8locale cs_CZinitial_dataengine backupninjasource backuphosthost original-host-namedatabase original-database-name
 users- name usernamepassword passwordhost localhostrights all privileges
 User with createdb privileges
 postgresqlserverenabled trueversion 91bind
 address 127001port 5432protocol tcp
 clients- 127001database
 databasenameencoding UTF8locale cs_CZusers- name username
 password passwordhost localhostcreatedb truerights all privileges
 Database extensions
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 postgresqlserverenabled trueversion 91bind
 address 127001port 5432protocol tcp
 clients- 127001database
 databasenameencoding UTF8locale cs_CZusers- name username
 password passwordhost localhostcreatedb truerights all privileges
 extensionpostgis_topologyenabled true
 fuzzystrmatchenabled true
 postgis_tiger_geocoderenabled true
 postgisenabled truepkgs- postgresql-91-postgis-21
 Master-slave cluster
 Master node
 postgresqlserverenabled trueversion 96bind
 address 0000database
 mydb clusterenabled truerole mastermode hot_standbymembers- host 1721610101- host 1721610102- host 1721610103replication_user
 name repuserpassword password
 keepalived(continues on next page)
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 clusterenabled Trueinstance
 VIPnotify_actionmaster
 - if [ -f rootpostgresqlflagsfailover ] then touch varlibrarr˓postgresql$postgresqlserverversionmaintrigger fi
 backup- if [ -f rootpostgresqlflagsfailover ] then service postgresql
 rarr˓stop fifault- if [ -f rootpostgresqlflagsfailover ] then service postgresql
 rarr˓stop fi
 Slave nodes
 postgresqlserverenabled trueversion 96bind
 address 0000clusterenabled truerole slavemode hot_standbymaster
 host 1721610100port 5432user repuserpassword password
 keepalivedclusterenabled Trueinstance
 VIPnotify_actionmaster
 - if [ -f rootpostgresqlflagsfailover ] then touch varlibrarr˓postgresql$postgresqlserverversionmaintrigger fi
 backup- if [ -f rootpostgresqlflagsfailover ] then service postgresql
 rarr˓stop fifault- if [ -f rootpostgresqlflagsfailover ] then service postgresql
 rarr˓stop fi
 Multi-master cluster
 Multi-master cluster with 2ndQuadrant bi-directional replication plugin
 Master node
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 postgresqlserverenabled trueversion 94bind
 address 0000database
 mydbextensionbdr
 enabled truebtree_gist
 enabled trueclusterenabled truemode bdrrole mastermembers- host 1721610101- host 1721610102- host 1721610101local 1721610101replication_user
 name repuserpassword password
 Slave node
 postgresqlserverenabled trueversion 94bind
 address 0000database
 mydbextensionbdr
 enabled truebtree_gist
 enabled trueclusterenabled truemode bdrrole mastermembers- host 1721610101- host 1721610102- host 1721610101local 1721610102master 1721610101replication_user
 name repuserpassword password
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 Client
 postgresqlclientserver
 server01adminhost databasehostport 5432user rootpassword password
 databasemydb
 enabled trueencoding UTF8locale en_USusers- name testpassword testhost localhostcreatedb truerights all privileges
 initmaintenance_db mydbqueries- INSERT INTO login VALUES (11 1) - INSERT INTO device VALUES (1 11 42)
 Sample usage
 Init database cluster with given locale
 sudo su - postgres -c usrlibpostgresql93bininitdb varlibpostgresql93rarr˓main --locale=C
 Convert PostgreSQL cluster from 91 to 93
 sudo su - postgres -c usrlibpostgresql93binpg_upgrade -b usrlibpostgresqlrarr˓91bin -B usrlibpostgresql93bin -d varlibpostgresql91main -D varlibrarr˓postgresql93main -O -c config_file=etcpostgresql93mainpostgresqlconf -rarr˓o -c config_file=etcpostgresql91mainpostgresqlconf
 Ubuntu on 1404 on some machines wonrsquot create default cluster
 sudo pg_createcluster 93 main --start
 More information
 bull httpwwwpostgresqlorg
 bull httpwwwpostgresqlorgdocs91interactiveindexhtml
 bull httpmomjianusmainwritingspgsqlhw_performance
 bull httpsgistgithubcomibussieres11262268 - upgrade instructions for ubuntu
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-postgresqlissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-postgresql
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 PowerDNS
 Sample pillar
 PowerDNS server with MySQL backend
 PowerDNS server with sqlite backend
 Read more
 RabbitMQ messaging system
 RabbitMQ is a complete and highly reliable enterprise messaging system based on the emerging AMQP standard
 Sample pillars
 Standalone Broker
 RabbitMQ as AMQP broker with admin user and vhosts
 rabbitmqserverenabled truebind
 address 0000port 5672
 secret_key rabbit_master_cookieadmin
 name adminuser(continues on next page)
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 password pwdplugins- amqp_client- rabbitmq_managementhost
 monitorenabled trueuser monitorpassword password
 RabbitMQ as a Stomp broker
 rabbitmqserverenabled truesecret_key rabbit_master_cookiebind
 address 0000port 5672
 hostmonitor
 enabled trueuser monitorpassword password
 plugins- rabbitmq_stomp
 RabbitMQ cluster
 RabbitMQ as base cluster node
 rabbitmqserverenabled truebind
 address 0000port 5672
 secret_key rabbit_master_cookieadmin
 name adminuserpassword pwd
 clusterenabled truerole mastermode discmembers- name openstack1
 host 101010212- name openstack2
 host 101010213
 HA Queues definition
 rabbitmqserver
 (continues on next page)
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 enabled truehost
 monitorenabled trueuser monitorpassword passwordpolicies- name HApattern ^(amq)definition ha-mode all
 Enable TLS support
 To enable support of TLS for rabbitmq-server you need to provide a path to cacert server cert and private key
 rabbitmqserver
 enabled truessl
 enabled Truekey_file etcrabbitmqsslkeypemcert_file etcrabbitmqsslcertpemca_file etcrabbitmqsslcapem
 To manage content of these files you can either use the following options
 rabbitmqserver
 enabled truessl
 enabled True
 key_file etcrabbitmqsslkeypemkey |-----BEGIN RSA PRIVATE KEY-----
 -----END RSA PRIVATE KEY-------
 ca_file etcrabbitmqsslcapemcacert_chain |-----BEGIN CERTIFICATE-----
 -----END CERTIFICATE-------
 cert_file etcrabbitmqsslcertpemcert |-----BEGIN CERTIFICATE-----
 -----END CERTIFICATE-------
 Or you can use the saltminioncert salt state which creates all required files according to defined reclass model [1] Inthis case you need just to enable ssl and nothing more
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 rabbitmqserver
 enabled truessl
 enabled True
 ndash
 Defaut port for TLS is 5671
 rabbitmqserverbind
 sslport 5671
 1 httpsgithubcomMirantisreclass-system-salt-modeltreemastersaltminioncertrabbitmq
 Usage
 Check cluster status example shows running cluster with 3 nodes ctl-1 ctl-2 ctl-3
 gt rabbitmqctl cluster_status
 Cluster status of node rabbitctl-1 [nodes[disc[rabbitctl-1rabbitctl-2rabbitctl-3]]running_nodes[rabbitctl-3rabbitctl-2rabbitctl-1]partitions[]]
 done
 Setup management user
 gt rabbitmqctl add_vhost vhostgt rabbitmqctl add_user user alivegt rabbitmqctl set_permissions -p vhost user gt rabbitmqctl set_user_tags user management
 EPD process is Erlang Port Mapper Daemon Itrsquos a feature of the Erlang runtime that helps Erlang nodes to findeach other Itrsquos a pretty tiny thing and doesnrsquot contain much state (other than ldquowhat Erlang nodes are running onthis systemrdquo) so itrsquos not a huge deal for it to still be running Although itrsquos running as user rabbitmq it was startedautomatically by the Erlang VM when we started Wersquove considered adding ldquoepmd -killrdquo to our shutdown script - butthat would break any other Erlang apps running on the system itrsquos more ldquoglobalrdquo than RabbitMQ
 Read more
 bull httpwwwrabbitmqcomadmin-guidehtml
 bull httpsgithubcomsaltstacksalt-contribblobmasterstatesrabbitmq_pluginspy
 bull httpdocssaltstackcomrefstatesallsaltstatesrabbitmq_userhtml
 bull httpstackoverflowcomquestions14699873how-to-reset-user-for-rabbitmq-management
 bull httpwwwrabbitmqcommemoryhtml
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 Clustering
 bull httpwwwrabbitmqcomclusteringhtmlauto-config
 bull httpsgithubcomjesusaurushpcs-salt-statetreemasterrabbitmq
 bull httpgigisayfanblogspotcz201206rabbit-mq-clustering-python-fabrichtml
 bull httpdocwikiciscocomwikiOpenStack_Havana_Release_High-Availability_Manual_Deployment_GuideRabbitMQ_Installation
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-rabbitmqissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-rabbitmq
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Redis formula
 key value storage
 Sample pillars
 Redis localhost server
 redisserverenabled truebind
 address 127001port 6379protocol tcp
 Redis world open
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 redisserverenabled truebind
 address 0000port 6379protocol tcp
 Redis modes
 redisserverenabled trueappendfsync no | everysec | always
 Redis cluster master
 redisclusterenabled Truemaster
 host 1921681100port 6379
 mode sentinelquorum 2role master
 supervisorserverservice
 redis_sentinelname sentineltype redis
 Redis cluster slave
 redisclusterenabled Truemaster
 host 1921681100port 6379
 mode sentinelquorum 2role slave
 supervisorserverservice
 redis_sentinelname sentineltype redis
 Command usage
 Removes data from your connectionrsquos CURRENT database
 gt redis-cli FLUSHDB
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 Removes data from ALL databases
 gt redis-cli FLUSHALL
 More information
 bull httpredisiotopicsadmin
 bull httpredisiotopicsquickstart
 bull httpredisiotopicspersistence
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-redisissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-redis
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 rsync Formula
 rsync is an open source utility that provides fast incremental file transfer
 Sample Metadata
 rsyncserverenabled truebind
 address 0000module
 namemax_connections 2path srvrsyncread_only False
 timeout 300
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 References
 bull httprsyncsambaorg
 bull httpwwwtogawarecomlinuxsurvivorRsync_Serverhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-rsyncissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-rsync
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Supervisor Formula
 Supervisor is a clientserver system that allows its users to monitor and control a number of processes on UNIX-likeoperating systems
 It shares some of the same goals of programs like launchd daemontools and runit Unlike some of these programsit is not meant to be run as a substitute for init as ldquoprocess id 1rdquo Instead it is meant to be used to control processesrelated to a project or a customer and is meant to start like any other program at boot time
 Sample Pillars
 Robotice services
 supervisorserverenabled trueservice
 robotice_plannername plannertype robotice
 robotice_monitorname monitortype robotice
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 OctoPrint services
 supervisorserverenabled trueservice
 octoprint_servername servertype octoprint
 Sentry services
 supervisorserverenabled trueservice
 sentry_webname webtype sentry
 sentry_workername workertype sentry
 More Information
 bull httpsupervisordorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-supervisorissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-supervisor
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 varnish
 Varnish cache
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 Sample pillars
 Single varnish service
 varnishserverenabled trueversion 40lookup
 varnish_leonardo_majklktype leonardoname leonardo_majklkbindport 7000host 0000
 backendgunicorn1
 host localhostport 80
 And Supervisor like this yaml
 supervisor
 server
 service
 varnish_leonardo_majklk name leonardo_majklk type varnish
 Note This formulas runs varnish processes under supervisor instead of init script
 Using nginx type yaml
 nginx
 server
 site
 leonardo_majklk enabled true type varnish name varnish_leonardo_majklk host
 name domaincom
 Read more
 bull links
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-varnishissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
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 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-varnish
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 zookeeper
 Service zookeeper description
 Sample pillars
 Single zookeeper service
 zookeeperserverenabled truemembers- host $_paramsingle_address
 id 1
 Cluster zookeeper service
 zookeeperserverenabled truemembers- host $_paramcluster_node01_address
 id 1- host $_paramcluster_node02_address
 id 2- host $_paramcluster_node03_address
 id 3
 Backup client with sshrsync remote host
 zookeeperbackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24targethost cfg01
 note full_backups_to_keep param states how many backup will be stored locally onrarr˓zookeeper client
 More options to relocate local backups can be done using salt-formula-rarr˓backupninja
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 Backup client with local backup only
 zookeeperbackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24
 note full_backups_to_keep param states how many backup will be stored locally onrarr˓zookeeper client
 Backup server rsync
 zookeeperbackupserver
 enabled truehours_before_full 24full_backups_to_keep 5key
 zookeeper_pub_keyenabled truekey ssh_rsa
 Client restore from local backup
 zookeeperbackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24targethost cfg01
 restore_latest 1restore_from local
 note restore_latest param with a value of 1 means to restore db from the lastrarr˓full backup 2 would mean to restore second latest full backup
 Client restore from remote backup
 zookeeperbackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24targethost cfg01
 restore_latest 1restore_from remote
 note restore_latest param with a value of 1 means to restore db from the lastrarr˓full backup 2 would mean to restore second latest full backup
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 Read more
 bull links
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-zookeeperissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-zookeeper
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Deployment Services
 Deployment services for automated delivery pipelines
 Formula Repositorygateone httpsgithubcomsalt-formulassalt-formula-gateoneforeman httpsgithubcomsalt-formulassalt-formula-foremanisc-dhcp httpsgithubcomsalt-formulassalt-formula-isc-dhcplibvirt httpsgithubcomsalt-formulassalt-formula-libvirtmaas httpsgithubcomsalt-formulassalt-formula-maasstackstorm httpsgithubcomsalt-formulassalt-formula-stackstormtftpd-hpa httpsgithubcomsalt-formulassalt-formula-tftpd-hpavagrant httpsgithubcomsalt-formulassalt-formula-vagrantvirtualbox httpsgithubcomsalt-formulassalt-formula-virtualbox
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 GateOne Formula
 Gate One is an open source web-based terminal emulator with a powerful plugin system It comes bundled witha plugin that turns Gate One into an amazing SSH client but Gate One can actually be used to run any terminalapplication You can even embed Gate One into other applications to provide an interface into serial consoles virtualservers or anything you like Itrsquos a great supplement to any web-based administration interface
 Sample Pillars
 gateoneserverenabled truebindaddress 0000port 8888protocol tcp
 authengine pamrealm local
 More Information
 bull httpliftoffgithubioGateOne
 bull httpsgithubcomliftoffGateOne
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-gateoneissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-gateone
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 Foreman
 Foreman is aimed to be a Single Address For All Machines Life Cycle Management
 bull Foreman integrates with Puppet (and acts as web front end to it)
 bull Foreman takes care of provisioning until the point puppet is running allowing Puppet to do what it does best
 bull Foreman shows you Systems Inventory (based on Facter) and provides real time information about hosts statusbased on Puppet reports
 bull Foreman creates everything you need when adding a new machine to your networkItrsquos goal being automaticallymanaging everything you would normally manage manually - this include DNS DHCP TFTP Virtual MachinesPuppetCA CMDB etc
 Sample pillar
 Foreman server to use with apache
 foremanserverenabled truedomain domaincomfqdn foremandomaincomdatabase
 engine postgresqlhost 127001name foremanpassword passworduser foreman
 mailhost maildomaincompassword passwduser robotdomaincomdomain domaincom
 Foreman smart proxy
 foremansmart_proxyenabled true
 Usage
 Generated userpasword is in database seed and printed to the output during dbseed process
 Read more
 bull httptheforemanorgmanuals15indexhtml3InstallingForeman
 bull httpprojectstheforemanorgprojectsforemanwikiUpgrade_instructions
 bull httpmauriciogithubio20140209foreman-and-environment-variableshtml
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-foremanissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-foreman
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 ISC DHCP formula
 Sample pillars
 ISC DHCP server with defined host and subnet (client must use the same key)
 isc_dhcpserverenabled trueomapi_port 7911omapi_key iFdQ0kvpUo+3gzXGJTpjk7
 rarr˓dl9DI5SuDqMzasDUhBRGEg6VfNYUX+MAU14WoJJZDQbrvC4Pgsdfdsfdsfdsdf==authoritative trueinterfaces- name eth0- name eth1domain_name domaincomname_servers- ns1domaincomhost
 node1mac 00112233445566address 19216801hostname domaincom
 subnettestsubnet
 range 10001 1000100netmask 2552552550network 10000pxeserver 10111
 224 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 More information
 bull httpchschneidereulinuxservertftpd-hpashtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-isc-dhcpissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-isc-dhcp
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Libvirt
 Sample pillars
 simple libvirt server
 libvirtserverenabled trueunix_sock_group libvirtvirtualizations- kvmnetwork
 defaultensure absent
 libvirtserverenabled truenetwork
 defaultensure absent present running stopped absent
 mydefaultxml |ltnetworkgt
 (continues on next page)
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 ltnamegtmydefaultltnamegtltbridge name=virbr0gtltforwardgtltip address=1921681221 netmask=2552552550gtltdhcpgtltrange start=1921681222 end=192168122254gt
 ltdhcpgtltipgt
 ltnetworkgtovs-net
 autostart Falsexml |ltnetworkgtltnamegtovs-netltnamegtltforward mode=bridgegtltbridge name=ovsbr0gtltvirtualport type=openvswitchgtltparameters interfaceid=09b11c53-8b5c-4eeb-8f00-d84eaa0aaa4fgt
 ltvirtualportgtltnetworkgt
 libvirtserverenabled truepool
 virtimagestype dirpath varliblibvirtimagesxml |ltpool type=dirgt
 ltnamegtvirtimagesltnamegtlttargetgtltpathgtvarliblibvirtimagesltpathgt
 lttargetgtltpoolgt
 virtimages2ensure absenttype dirpath varliblibvirtimages2xml |ltpool type=dirgt
 ltnamegtvirtimages2ltnamegtlttargetgtltpathgtvarliblibvirtimages2ltpathgt
 lttargetgtltpoolgt
 Read more
 bull httpsgithubcombechtoldtsaltstack-libvirt-formula
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
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 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-libvirtissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-libvirt
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Metal as a Service
 Service maas description
 Sample pillars
 Single maas service
 maasserverenabled true
 Single MAAS region service [single UIAPI]
 maassalt_master_ip 192168010regionupstream_proxy
 address 10001port 8080user username OPTIONALpassword password OPTIONAL
 theme mirantisbind
 host 1921680105240port 5240
 adminusername exampleuserpassword examplepasswordemail emailexamplecom
 databaseengine nullhost localhostname maasdb
 (continues on next page)
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 password qwqwqwusername maas
 enabled trueuser mirantistoken 89EgtWkX45ddjMYpuLSqVjxFG87Dr6kVf4Wp5WLfbUgmm9XQtJxm3V2LUUy7bpCmqmnkfabrics
 test-fabric1description Test fabric
 test-fabric2description Test fabric2
 subnetssubnet1
 fabric test-fabric1cidr 223024gateway_ip 2232iprange reserved range for DHCPauto mappingstart 22320end 223250
 dhcp_snippetstest-snippet
 value option bootfile-name tftp192168010snippetdescription Test snippetenabled truesubnet subnet1
 boot_resourcesbootscript1
 title bootscriptarchitecture amd64genericfiletype tgzcontent srvsaltreclassnodespath_to_file
 package_repositoriesSaltstack
 url httpreposaltstackcomaptubuntu1404amd6420163distributions
 - trustycomponents
 - mainarches amd64key -----BEGIN PGP PUBLIC KEY BLOCK-----
 Version GnuPG v2
 mQENBFOpvpgBCADkP656H41i8fpplEEB8IeLhugyC2rTEwwSclb8tQNYtUiGdna9
 fuBmScum8uQTrEF5+Um5zkwC7EXTdH1co+VfpOtxIg4XO4kcugZefVm5ERfVSMA===dtMN-----END PGP PUBLIC KEY BLOCK-----
 enabled truemachines
 machine1_new_schemapxe_interface_mac 112233445566 Node will be identified by those macinterfacesnic01 could be any used for iterate onlytype eth NotImplementedname eth0 Override default nic name Interface to rename will be
 rarr˓identified by macmac 112233445566
 (continues on next page)
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 mode staticip 22319 ip should be out of reserved subnet range but still in
 rarr˓subnet rangesubnet subnet1gateway 2232 override default gateway from subnet
 nic02type eth Not-implementedmac 112233445578subnet subnet2mode dhcp
 power_parameterspower_type ipmipower_address 1921681010power_user bmc_userpower_password bmc_passwordOptional (for legacy HW)power_driver LAN
 distro_series xenialhwe_kernel hwe-1604
 machine1_old_schemainterface
 mac 112233445588 Node will be identified by those macmode staticip 22315subnet subnet1gateway 2232
 power_parameterspower_type ipmipower_address 1921681010power_user bmc_userpower_password bmc_passwordOptional (for legacy HW)power_driver LAN FIXME thats should be moved into anotherlivirt example Used in case of power_type virshpower_id my_libvirt_vm_name
 distro_series xenialhwe_kernel hwe-1604
 devicesmachine1-ipmi
 interfaceip_address 1921681010subnet cidr19216810024
 mac 665544332211commissioning_scripts
 00-maas-05-simplify-network-interfaces etcmaasfilescommisioning_scripts00-rarr˓maas-05-simplify-network-interfaces
 maas_configdomain mydomainlocalhttp_proxy http1921680103142commissioning_distro_series xenialdefault_distro_series xenialdefault_osystem ubuntudefault_storage_layout lvmdisk_erase_with_secure_erase truednssec_validation noenable_third_party_drivers true
 (continues on next page)
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 maas_name cfg01network_discovery enabledactive_discovery_interval 600ntp_external_only truentp_servers 10101123 10101124upstream_dns 1921681213enable_http_proxy truedefault_min_hwe_kernel
 sshprefs- ssh-rsa ASDdfsadf blahblah
 Usage of local repos
 maasclusterenabled trueregion
 port 80host localhost
 saltstack_repo_key |-----BEGIN PGP PUBLIC KEY BLOCK-----Version GnuPG v2
 mQENBFOpvpgBCADkP656H41i8fpplEEB8IeLhugyC2rTEwwSclb8tQNYtUiGdna9fuBmScum8uQTrEF5+Um5zkwC7EXTdH1co+VfpOtxIg4XO4kcugZefVm5ERfVSMA===dtMN-----END PGP PUBLIC KEY BLOCK-----
 saltstack_repo_xenial http$_paramlocal_repo_urlubuntu-xenial stable saltsaltstack_repo_trusty http$_paramlocal_repo_urlubuntu-trusty stable salt
 Single MAAS cluster service [multiple racks]
 maasclusterenabled truerole masterslave
 maasclusterenabled truerole masterslave
 MAAS region service with backup data
 Module functionrsquos example
 bull Wait for status of selected machinersquos
 gt cat maasmachineswait_for_machines_readysls
 wait_for_machines_ready
 (continues on next page)
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 modulerun- name maaswait_for_machine_status- kwargs
 machines- kvm01- kvm02
 timeout 1200 in secondsreq_status Ready
 - require- cmd maas_login_admin
 If module run wo any extra paremeters - wait_for_machines_ready will wait for defined in salt machines In thosecase will be usefull to skip some machines
 gt cat maasmachineswait_for_machines_deployedsls
 wait_for_machines_readymodulerun- name maaswait_for_machine_status- kwargs
 timeout 1200 in secondsreq_status Deployedignore_machines
 - kvm01 in case its broken or whatever- require- cmd maas_login_admin
 List of available req_status defined in global variable
 STATUS_NAME_DICT = dict([(0 New) (1 Commissioning) (2 Failed commissioning)(3 Missing) (4 Ready) (5 Reserved) (10 Allocated)(9 Deploying) (6 Deployed) (7 Retired) (8 Broken)(11 Failed deployment) (12 Releasing)(13 Releasing failed) (14 Disk erasing)(15 Failed disk erasing)])
 Read more
 bull httpsmaasio
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-maasissues
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 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-maas
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 stackstorm
 Service stackstorm description
 Sample pillars
 Single stackstorm service
 stackstormserverenabled trueversion icehouse
 Read more
 bull links
 TFTPD HPA formula
 A TFTP server is mainly required for booting operating systems or configurations over the network
 Sample pillars
 TFTPD HPA server
 tftpd_hpaserverenabled true
 More information
 bull httpchschneidereulinuxservertftpd-hpashtml
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-tftpd-hpaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-tftpd-hpa
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Vagrant formula
 Vagrant provides easy to configure reproducible and portable work environments built on top of industry-standardtechnology and controlled by a single consistent workflow to help maximize the productivity and flexibility of you andyour team
 To achieve its magic Vagrant stands on the shoulders of giants Machines are provisioned on top of VirtualBoxVMware AWS or any other provider Then industry-standard provisioning tools such as shell scripts Chef orPuppet can be used to automatically install and configure software on the machine
 Sample pillars
 Vagrant with VirtualBox cluster
 vagrantcontrolenabled truecluster
 clusternameprovider virtualboxdomain localdomaincomcontrolengine salthost saltdomaincomversion 20163
 nodebox1
 status suspendedimage ubuntu1204memory 512
 (continues on next page)
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 cpus 1networks- type hostonlyaddress 101010110
 Vagrant with Windows plugin
 vagrantcontrolenabled trueplugin
 vagrant-windowsversion 123
 Vagrant with presseded images
 vagrantcontrolenabled trueimage
 ubuntu1204source httpfilesvagrantupcomprecise64box
 Sample usage
 Start and connect machine
 cd srvvagrantltcluster_namegtvagrant up ltnode_namegtvagrant ssh ltnode_namegt
 More information
 bull httpwwwvagrantupcom
 bull httpdocsvagrantupcomv2
 bull httpdocsvagrantupcomv2synced-folders
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-vagrantissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
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 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-vagrant
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 VirtualBox
 VirtualBox is a general-purpose full virtualizer for x86 hardware targeted at server desktop and embedded use
 Sample pillars
 VirtualBox version 43
 virtualboxhostenabled trueversion 43extensions false
 VirtualBox version 50
 virtualboxhostenabled trueversion 50
 Read more
 bull httpswwwvirtualboxorgwikiTechnical_documentation
 bull httpubuntuforumsorgshowthreadphpt=1810768
 bull httpswwwvirtualboxorgwikiLinux_Downloads
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-virtualboxissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
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 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-virtualbox
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Integration Services
 Continuous integration services for automated integration and delivery pipelines
 Formula Repositoryaptly httpsgithubcomsalt-formulassalt-formula-aptlyartifactory httpsgithubcomsalt-formulassalt-formula-artifactorygerrit httpsgithubcomsalt-formulassalt-formula-gerritgitlab httpsgithubcomsalt-formulassalt-formula-gitlabgource httpsgithubcomsalt-formulassalt-formula-gourcejenkins httpsgithubcomsalt-formulassalt-formula-jenkinsowncloud httpsgithubcomsalt-formulassalt-formula-owncloudpacker httpsgithubcomsalt-formulassalt-formula-packerroundcube httpsgithubcomsalt-formulassalt-formula-roundcube
 Aptly
 Install and configure Aptly server and client
 Available states
 bull aptlyserver
 bull aptlypublisher
 aptlyserver
 Setup aptly server
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 aptlypublisher
 Setup aptly publisher
 Available metadata
 bull metadataaptlyserversingle
 bull metadataaptlyclientpublisher
 metadataaptlyserversingle
 Setup basic server
 metadataaptlyclientpublisher
 Setup aptly publisher client
 Configuration parameters
 Example reclass
 Basic Aptly server with no repos or mirrors
 classes- serviceaptlyserversingleparameters
 aptlyserver
 enabled truesecure truegpg_keypair_id A76882D3gpg_passphrasegpg_public_key |-----BEGIN PGP PUBLIC KEY BLOCK-----Version GnuPG v1
 gpg_private_key |-----BEGIN PGP PRIVATE KEY BLOCK-----Version GnuPG v1
 Define s3 endpoint
 parametersaptlyserver
 endpointmys3endpoint
 (continues on next page)
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 engine s3awsAccessKeyID xxxxawsSecretAccessKey xxxxbucket test
 Example pillar
 aptlyserverenabled truerepo
 myrepodistribution trustycomponent mainarchitectures amd64comment Custom componentssources falsepublishercomponent mycomponentdistributions
 - nightlytrusty
 Basic Aptly server mirrors
 aptlyservermirror
 mirror_namesource httpexamplecomdebiandistribution xenialcomponents mainarchitectures amd64gpgkeys 460F3999filter (Name ( -dbg))filter_with_deps truepublishercomponent exampledistributions
 - xenialreponightly- s3aptcdnxenialreponightly
 Proxy environment variables (optional) in cron job for mirroring script
 aptlyserverenabled truemirror_update
 enabled truehttp_proxy http12348000https_proxy http12348000
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 Read more
 bull httpwwwaptlyinfodocconfiguration
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-aptlyissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-aptly
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Artifactory
 JFrog Artifactory is the only Universal Repository Manager supporting all major packaging formats build tools andCI servers
 Sample pillars
 Server
 Single artifactory OSS edition from OS package
 artifactoryserverenabled trueedition ossversion 4source
 engine pkg
 Single artifactory pro edition from OS package
 artifactoryserverenabled true
 (continues on next page)
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 edition proversion 4source
 engine pkg
 Single artifactory with PostgreSQL database
 artifactoryserverdatabase
 engine postgresqlhost localhostport 5432name artifactoryuser artifactorypassword pass
 Client
 Basic client setup
 artifactoryclientenabled trueserver
 host 101010148port 8081user adminpassword password
 Artifactory repository definition
 artifactoryclientenabled true
 repolocal_artifactory_repo
 name local_artifactory_repopackage_type dockerrepo_type local
 remote_artifactory_reponame remote_artifactory_repopackage_type genericrepo_type remoteurl httptotheremoterepo80
 Repository configuration
 Sample pillar above shows basic repository configuration but you can use any parameters described in httpswwwjfrogcomconfluencedisplayRTFRepository+Configuration+JSON
 This module does direct map from pillar parameters to repository JSON description with two aliases for compatibility
 bull repo_type -gt rclass
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 bull package_type -gt packageType
 Read more
 bull httpswwwjfrogcomconfluencedisplayRTFDebian+Repositories
 bull httpswwwjfrogcomconfluencedisplayRTFPostgreSQL
 bull httpswwwjfrogcomconfluencedisplayRTFArtifactory+REST+APIArtifactoryRESTAPI-REPOSITORIES
 bull httpswwwjfrogcomconfluencedisplayRTFRepository+Configuration+JSON
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-artifactoryissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-artifactory
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Gerrit
 Gerrit provides web based code review and repository management for the Git version control system
 Sample pillars
 Simple gerrit service
 gerritserverenabled truesource
 engine httpaddress httpsgerrit-cigerritforgecomjobGerrit-stable-21320artifact
 rarr˓buck-outgengerritwarhash 2e17064b8742c4622815593ec496c571
 Full service setup
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 gerritserver
 canonical_web_url http1010101488082email_private_key token_private_key initial_user
 full_name John Doeemail mailjdoecomusername jdoe
 plugindownload-commandsengine gerrit
 replication engine gerrit
 reviewnotesengine gerrit
 singleusergroupengine gerrit
 ssh_rsa_key |-----BEGIN RSA PRIVATE KEY-----MIIEowIBAAKCAQEAs0Y8mxS3dfs5zG8Du5vdBkfOCOng1IEUmFZIirJ8oBgJOd54QgmkDFB7oP9eTCgz9krix1uJWhhVCMBzrWzH5IODO+tyytK66pv2BWtVfTDhBAnShOLDNbSIBaV8ENcrbnQN+b0alp4N7rQnavkOYl+JQncKjz1csmCodirscB9Ojrdo6NG9olv9IQdtDQxEeDyQkoW50aCEWcq7o+QaTzgnlrL+XZEzhzjdcvA9m8gojvMXms60iDA5OpG33LWHNNzQBP486SxG75LB+Xs5sp5j2b7VF5LJLhpGiJv9Mkydbuy8iuuvali2uF133kAlLqnrWfVTYQQI1OfW5glOv1L6kv94dU-----END RSA PRIVATE KEY-----
 ssh_rsa_key_pub ssh-rsararr˓AAAAB3NzaC1yc2EAAAADAQABAAABAQCzRjybFLd1+znMbwO7m90GR84I6eDUgRSYVkiKsnygGAk53nhCCaQMUHugrarr˓15MKDP2T+uLHW4laGFUIwHOtbMfkg4M763LL+0rrqmrarr˓YFa1V9MOEECdKE4sM1tIgFpXwT81ytudA35vRqWng3utCdq+Q5iX4lCdwqPPVyyYKh2KuxwH06Ot2jo0b2iWrarr˓0hB3+0NDER4PJCShbnRoIRZyruj5BpPOCeWsv5dkTOHON1y8D2byCgNGdCBIRx7x9Qb4dKK2F01r0rarr˓bfBGxELJzBdQ8XO14bQ7VOd3gTxrccTM4tVS7ucvtjiq7MKjnHGfsvbw9bTHAXbXcWXtOlRe51
 email maildomaincomauth
 engine HTTPsource
 engine httpaddress httpsgerrit-releasesstoragegoogleapiscomgerrit-2124warhash sha256=45786a920a929c6258de6461bcf03ddec8925577bd485905f102ceb6e5e1e47c
 receive_timeout 5minsshd
 threads 64batch_threads 16max_connections_per_user 64
 databaseengine postgresqlhost localhostport 5432name gerrituser gerritpassword $_parampostgresql_gerrit_passwordpool_limit 250pool_max_idle 16
 Gerrit change auto abandon
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 gerritserverchange_cleanup
 abandon_after 3months
 Gerrit client enforcing groups
 gerritclientgroup
 Admin001description admin 01
 Admin002description admin 02
 Gerrit client enforcing users install using pip
 gerritclientsource
 engine pipuser
 jdoefullname John Doeemail jdoedomaincomssh_key ssh-rsahttp_password passwordgroups- Admin001
 Gerrit client enforcing projects
 gerritclientenabled Trueserver
 host 101010148user newtkey |
 -----BEGIN RSA PRIVATE KEY-----MIIEowIBAAKCAQEAs0Y8mxS3dfs5zG8Du5vdBkfOCOng1IEUmFZIirJ8oBgJOd54QgmkDFB7oP9eTCgz9krix1uJWhhVCMBzrWzH5IODO+tyytK66pv2BWtVfTDhBAl1UrxQKBgEklBTuEiDRibKGXQBwlAYvK2He09hWpqtpt9DVel6s4A1bbTWDHyoPjvMXms60iDA5OpG33LWHNNzQBP486SxG75LB+Xs5sp5j2b7VF5LJLhpGiJv9Mkydbuy8iuuvali2uF133kAlLqnrWfVTYQQI1OfW5glOv1L6kv94dU-----END RSA PRIVATE KEY-----
 email Project Creator ltinfralistsdomaincomgtproject
 test_salt_projectenabled true
 Gerrit client enforcing project full project example
 gerritclientenabled True
 (continues on next page)
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 projecttest_salt_project
 enabled trueaccessrefsheads
 actions- name abandongroup openstack-salt-core
 - name creategroup openstack-salt-release
 labels- name Code-Reviewgroup openstack-salt-corescore -2+2
 - name Workflowgroup openstack-salt-corescore -1+1
 refstagsactions- name pushSignedTaggroup openstack-salt-release
 inherit_access All-Projectsrequire_change_id truerequire_agreement truemerge_content trueaction fast forward only
 gerritclientenabled Truegroup
 groupnameenabled truemembers- username
 accountusername
 enabled truefull_name hovnoemail mailnewtczpublic_key rsasshhttp_password passwd
 Sample project access
 [access refs]read = group Administratorsread = group Anonymous Users
 [access refsforrefs]push = group Registered UserspushMerge = group Registered Users
 [access refsheads]create = group Administratorscreate = group Project OwnersforgeAuthor = group Registered UsersforgeCommitter = group Administrators
 (continues on next page)
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 forgeCommitter = group Project Ownerspush = group Administratorspush = group Project Ownerslabel-Code-Review = -2+2 group Administratorslabel-Code-Review = -2+2 group Project Ownerslabel-Code-Review = -1+1 group Registered Userslabel-Verified = -1+1 group Non-Interactive Userssubmit = group Administratorssubmit = group Project OwnerseditTopicName = +force group AdministratorseditTopicName = +force group Project Owners
 [access refsmetaconfig]exclusiveGroupPermissions = readread = group Administratorsread = group Project Ownerspush = group Administratorspush = group Project Ownerslabel-Code-Review = -2+2 group Administratorslabel-Code-Review = -2+2 group Project Ownerssubmit = group Administratorssubmit = group Project Owners
 [access refstags]pushTag = group AdministratorspushTag = group Project OwnerspushSignedTag = group AdministratorspushSignedTag = group Project Owners
 [label Code-Review]function = MaxWithBlockcopyMinScore = truevalue = -2 This shall not be mergedvalue = -1 I would prefer this is not merged as isvalue = 0 No scorevalue = +1 Looks good to me but someone else must approvevalue = +2 Looks good to me approved
 [label Verified]function = MaxWithBlockcopyMinScore = truevalue = -1 Failsvalue = 0 No scorevalue = +1 Verified
 Read more
 bull httpswwwgerritcodereviewcom
 bull httpsgerrit-reviewgooglesourcecomDocumentation
 bull httpsgithubcomopenstack-infrapuppet-gerrit
 bull httpsgerrit-cigerritforgecom
 bull httpsgithubcommorucciexzuul
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
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 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-gerritissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-gerrit
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Gitlab formula
 Gitlab is a free git repository management application based on Ruby on Rails It is distributed under the MIT Licenseand its source code can be found on Github It is a very active project with a monthly release cycle and ideal forbusinesses that want to keep their code private Consider it as a self hosted Github but open source
 Sample metadata
 Server role
 Gitlab server with local MTA and PostgreSQL database
 gitlabserverenabled trueserver_name repo1domaincomsource
 engine pkgdatabase
 engine postgresqlhost locslhostname gitlabpassword LfTno5mYdZmRfoPVuser gitlab
 mailengine smtphost localhostport 25domain domaincomuse_tls falsefrom gitlabdomaincomno_reply no-replydomaincom
 Gitlab server from custom source code repository
 246 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 gitlabserverenabled truesource
 engine githost gitgitdomaincom
 server_name repodomaincom
 Gitlab server with LDAP authentication
 gitlabserverenabled trueversion 62server_name repo1domaincomidentity
 engine ldaphost ldadomaincombase OU=ouDC=domainDC=comport 389uid sAMAccountNamemethod plainbind_dn uid=ldapou=Usersdc=domaindc=compassword pwd
 Client role
 Gitlab groupsnamespaces
 gitlabclientenabled trueserver
 url httprepodomaincomtoken fdsfdsfdsfdsfds
 grouphovno53
 enabled truedescription some tex2
 Gitlab repository enforcement with import url repository and deploy keys and hooks
 gitlabclientenabled trueserver
 url httprepodomaincomtoken fdsfdsfdsfdsfds
 repositoryname-spacerepo-name
 enabled trueimport_url httpsrepo01domaincomnamespacerepogitdescription Repo descriptiondeploy_keykeyname
 (continues on next page)
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 enabled truekey public_part_of_ssh_key
 hookhooknameenabled trueaddress httpci-tool
 More information
 bull httpsgithubcomgitlabhqgitlabhqblob6-1-stabledocinstallinstallationmd
 bull httpsgithubcomgitlabhqgitlabhqblobmasterdocupdate60-to-61md
 bull httpsgithubcomgitlabhqgitlabhqtreemasterdocupdate
 bull httpswikiarchlinuxorgindexphpgitlab
 bull httpsgithubcomgitlabhqgitlabhqissues6687
 bull httpsgithubcomgitlabhqgitlab-public-wikiwikiTrouble-Shooting-Guide
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-gitlabissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-gitlab
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Gource
 OpenGL-based 3D visualisation tool for source control repositories This formulas helps to generate video frommultiple git reposiotires
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 Sample pillars
 Single gource service
 gourceclient
 enabled trueworkspace mediamajklk9ECC42B6CC42890Bvideoleonardo
 resolution 1920x1080convert truesource
 coreaddress httpsgithubcomdjango-leonardodjango-leonardogit
 package_indexaddress httpsgithubcomleonardo-modulesleonardo-package-indexgit
 blogaddress gitrepo1roboticeczleonardo-modulesleonardo-module-bloggit
 Read more
 bull links
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-gourceissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-gource
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Jenkins formula
 Jenkins CI is an open source automation server written in Java Jenkins helps to automate the non-human part ofsoftware development process with continuous integration and facilitating technical aspects of continuous delivery
 (Source Wikipedia )
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 More information can be found at httpsjenkinsio
 Setup jenkins client works with Salt 20163+ supports pipeline workflow projects only now
 Dependencies
 To install on Ubuntu you will need to add the jenkins debian repository to the target server You can do this with thesalt-formula-linux formula with the following pillar data
 linuxsystemenabled true
 repojenkins
 enabled truesource deb httppkgjenkinsiodebian-stable binarykey_url httpspkgjenkinsiodebianjenkins-ciorgkey
 This state will need to be applied before the jenkins state
 Using this formula
 To use this formula you must install the formula to your salt master as documented in saltstack formula docs
 This formula is driven by pillar data and can be used to install either a Jenkins Master or Client See pillar data belowfor examples
 Sample pillars
 Master role
 Simple master with reverse proxy
 nginxserversite
 jenkinsenabled truetype nginx_proxyname jenkinsproxyhost 127001port 8080protocol http
 hostname jenkinsexamplecomport 80
 jenkinsmastermode EXCLUSIVE Do not manage configxml from Salt use UI insteadno_config trueslaves
 - name slave01
 (continues on next page)
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 label pbuilderexecutors 2
 - name slave02label image_buildermode EXCLUSIVEexecutors 2
 views- name Package builds
 regex debian-build-- name Contrail builds
 regex contrail-build-- name Aptly
 regex aptly-plugins- name slack- name extended-choice-parameter- name rebuild- name test-stability
 Jenkins master with experimental plugin source support
 jenkinsmasterenabled trueupdate_site_url httpupdatesjenkins-ciorgexperimentalupdate-centerjson
 SMTP server settings
 jenkinsmasteremail
 engine smtphost smtpdomaincomuser userdomainczpassword smtp-passwordport 25
 Script approvals from client
 jenkinsclientapproved_scripts
 - method groovyjsonJsonSlurperClassic parseText javalangString
 Script approvals
 jenkinsmasterapproved_scripts- method groovyjsonJsonSlurperClassic parseText javalangString
 User enforcement
 jenkinsmasteruser
 (continues on next page)
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 adminapi_token xxxxxxxxxxpassword admin_passwordemail admindomaincom
 user01api_token xxxxxxxxxxpassword user_passwordemail user01domaincom
 Agent (slave) role
 jenkinsslavemaster
 host jenkinsexamplecomport 80protocol http
 username jenkins_slavepassword dexiech6AepohthaiHook2iesh7ol5ook4Ov3leid3yek6daid2ooNg3Ee2oKeYo
 gpgkeypair_id A76882D3public_key |
 -----BEGIN PGP PUBLIC KEY BLOCK-----
 private_key |-----BEGIN PGP PRIVATE KEY BLOCK-----
 Client role
 Simple client with workflow job definition
 jenkinsclientmaster
 host jenkinsexamplecomport 80protocol http
 jobjobname
 type workflowparambool_param
 type booleandescription truefalsedefault true
 string_paramtype stringdescription 1 linerdefault default_string
 text_paramtype text
 (continues on next page)
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 description multi-linerdefault default_text
 jobname_scmtype workflow-scmconcurrent falsescmtype giturl httpsgithubcomjenkinscidockergitbranch masterscript Jenkinsfilegithuburl httpsgithubcomjenkinscidockername Jenkins Docker Image
 triggertimerspec H H
 githubpollscm
 spec H15 reverseprojects- test1- test2
 state SUCCESSparambool_paramtype booleandescription truefalsedefault true
 string_paramtype stringdescription 1 linerdefault default_string
 text_paramtype textdescription multi-linerdefault default_text
 Inline Groovy scripts
 jenkinsclientjob
 test_workflow_jenkins_simpletype workflowdisplay_name Test jenkins simple workflowscriptcontent |
 node stage Stage 1echo Hello World 1stage Stage 2echo Hello World 2
 test_workflow_jenkins_input
 type workflowdisplay_name Test jenkins workflow inputs
 (continues on next page)
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 scriptcontent |node
 stage Enter stringinput message Enter job parameters ok OK parameters [string(defaultValue default description Enter a string
 rarr˓name string)]stage Enter booleaninput message Enter job parameters ok OK parameters [booleanParam(defaultValue false description Select boolean
 rarr˓name Bool)]stage Enter textinput message Enter job parameters ok OK parameters [text(defaultValue description Enter multiline name
 rarr˓Multiline)]
 GIT controlled groovy scripts
 jenkinsclientsource
 baseengine gitaddress repo_urlbranch branch
 domainengine gitaddress domain_urlbranch branch
 jobtest_workflow_jenkins_simple
 type workflowdisplay_name Test jenkins simple workflowparambool_paramtype booleandescription truefalsedefault true
 scriptrepository basefile workflowstest_workflow_jenkins_simplegroovy
 test_workflow_jenkins_inputtype workflowdisplay_name Test jenkins workflow inputsscriptrepository domainfile workflowstest_workflow_jenkins_inputgroovy
 test_workflow_jenkins_input_jenkinsfiletype workflowdisplay_name Test jenkins workflow inputs (jenknisfile)scriptrepository domainfile workflowstest_workflow_jenkins_inputJenkinsfile
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 GIT controlled groovy script with shared libraries
 jenkinsclientsource
 baseengine gitaddress repo_urlbranch branch
 domainengine gitaddress domain_urlbranch branch
 jobtest_workflow_jenkins_simple
 type workflowdisplay_name Test jenkins simple workflowparambool_paramtype booleandescription truefalsedefault true
 scriptrepository basefile workflowstest_workflow_jenkins_simplegroovy
 libs- repository basefile macroscookiecuttergroovy
 - repository basefile macrosgitgroovy
 Setting job max builds to keep (amount of last builds stored on Jenkins master)
 jenkinsclientjob
 my-amazing-jobtype workflowdiscardbuild
 keep_num 5keep_days 5
 artifactkeep_num 6keep_days 6
 Using job templates in similar way as in jjb For now just 1 defined param is supported
 jenkinsclientjob_template
 test_workflow_templatename test-formula-workflowtemplatetype workflowdisplay_name Test jenkins name workflowparam
 repo_param
 (continues on next page)
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 type stringdefault repoformula
 scriptrepository basefile workflowstest_formula_workflowgroovy
 paramformula- aodh- linux- openssh
 Interpolating parameters for job templates
 _paramsalt_formulas- aodh- git- nova- xorg
 jenkinsclientjob_template
 test_workflow_templatename test-formula-workflowtemplate
 paramformula $_paramsalt_formulas
 Or simply define multiple jobs and itrsquos parameters to replace from template
 jenkinsclientjob_template
 test_workflow_templatename test-name-myparamtemplate
 jobs- name firstjob
 myparam dummy- name secondjob
 myparam dummyaswell
 Purging undefined jobs from Jenkins
 jenkinsclientpurge_jobs truejob
 my-amazing-jobtype workflow
 Plugins management from client
 jenkinsclient
 (continues on next page)
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 pluginswarm
 restart falsehipchat
 enabled falserestart true
 Adding plugin params to job
 jenkinsclientjob
 my_plugin_parametrized_jobplugin_propertiesthrottleconcurrents
 enabled Truemax_concurrent_per_node 3max_concurrent_total 1throttle_option category one of project (default or category)categories- my_throuttle_category
 pluginswarm
 restart falsehipchat
 enabled falserestart true
 LDAP configuration (depends on LDAP plugin)
 jenkinsclientsecurity
 ldapserver 1234root_dn dc=foodc=comuser_search_base cn=userscn=accountsmanager_dn manager_password passworduser_search group_search_base inhibit_infer_root_dn false
 Matrix configuration (depends on auth-matrix plugin)
 jenkinsclientsecurity
 matrix set true for use ProjectMatrixAuthStrategy instead of
 rarr˓GlobalMatrixAuthStrategyproject_based falsepermissionsJenkins
 administrator accessADMINISTER- admin
 (continues on next page)
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 read access (anonymous too)READ- anonymous- user1- user2
 agents permissionsMasterComputerBUILD- user3
 jobs permissionshudson
 modelItemBUILD- user4
 Common matrix strategies
 Views enforcing from client
 jenkinsclientviewmy-list-view
 enabled truetype ListViewinclude_regex
 my-view set false to disableenabled truetype MyView
 View specific params
 bull include_regex for ListView and CategorizedJobsView
 bull categories for CategorizedJobsView
 Categorized views
 jenkinsclientview
 my-categorized-viewenabled truetype CategorizedJobsViewinclude_regex categories- group_regex aptly--nightly-testingnaming_rule Nightly -gt Testing
 - group_regex aptly--nightly-productionnaming_rule Nightly -gt Production
 Credentials enforcing from client
 jenkinsclientcredential
 (continues on next page)
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 cred_firstusername adminpassword password
 cred_secondusername saltpassword password
 cred_with_keyusername adminkey SOMESSHKEY
 Users enforcing from client
 jenkinsclientuser
 adminpassword admin_passwordadmin true
 user01password user_password
 Node enforcing from client using JNLP launcher
 jenkinsclientnode
 node01remote_home remotehomepathdesc node-descriptionnum_executors 1node_mode Normalret_strategy Alwayslabels- example- label
 launchertype jnlp
 Node enforcing from client using SSH launcher
 jenkinsclientnode
 node01remote_home remotehomepathdesc node-descriptionnum_executors 1node_mode Normalret_strategy Alwayslabels- example- label
 launchertype sshhost test-launcherport 22
 (continues on next page)
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 username launcher-userpassword launcher-pass
 Configure Jenkins master
 jenkinsclientnode
 masternum_executors 1node_mode Normal or Exclusivelabels- example- label
 Setting node labels
 jenkinsclientlabel
 node-namelbl_text label-offlineappend false set true for label append instead of replace
 SMTP server settings from client
 jenkinsclientsmtp
 host smtpdomaincomusername userdomainczpassword smtp-passwordport 25ssl falsereply_to reply_toaddresscom
 Jenkins admin user email enforcement from client
 jenkinsclientsmtp
 admin_email My Jenkins ltjenkinsmyservercomgt
 Slack plugin configuration
 jenkinsclientslack
 team_domain examplecomtoken slack-tokenroom slack-roomtoken_credential_id cred_idsend_as Some slack user
 Pipeline global libraries setup
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 jenkinsclientlib
 my-pipeline-libraryenabled trueurl httpspath-to-my-librarycredential_id githubbranch master optional default masterimplicit true optional default true
 Artifactory server enforcing
 jenkinsclient
 artifactorymy-artifactory-server
 enabled trueurl httpspath-to-my-librarycredential_id github
 Jenkins Global env properties enforcing
 code-block yaml
 jenkinsclient
 globalenvpropOFFLINE_DEPLOYMENT
 enabled truename OFFLINE_DEPLOYMENT optional default using dict keyvalue true
 Usage
 Generate password hash
 echo -n saltplainpassword | openssl dgst -sha256
 Place in the configuration salthashpassword
 External links
 bull httpswikijenkins-ciorgdisplayJENKINSUse+Jenkins
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-jenkinsissues
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 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-jenkins
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 owncloud
 Install and configure owncloud
 Available states
 bull owncloudserver
 owncloudserver
 Setup owncloud server
 Available metadata
 bull metadataowncloudserver
 metadataowncloudserver
 Setup owncloud server
 Requirements
 bull linux
 bull mysql (for mysql backend)
 bull apache
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 Optional
 bull memcached
 bull glusterfs (for clustered setup)
 Configuration parameters
 For complete list of parameters please check metadataserviceserveryml
 Example reclass
 classes- systemlinuxsystemsingle- servicememcachedserverlocal- serviceapacheserversingle- servicemysqlserversingle- serviceowncloudserver
 paramssalt_master_host $_paramreclass_config_mastermysql_admin_user rootmysql_admin_password cloudlab
 parametersowncloudserver
 version 8152 pwgen -A 12 | head -1instanceid iy5opia6chae pwgen 31 | head -1passwordsalt Een7riefohSahchaigh9ohcho6xoaFe pwgen -y 49 | head -1secret |
 guth9kee1fe9hoog6oowei6er9aigohK=ieM4uvojaicha4aurl httpowncloudlxcerutrusted_domains
 - owncloudlxcerumail
 domain lxcerudatabase
 password eikaithiuka2iex1ChieYaGeiguqu0iwcache
 enabled trueservers- address localhost
 adminusername adminpassword cloudlab
 userstestenabled truegroup Userspassword testname Test user
 appstoreexperimental true
 (continues on next page)
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 mysqlserver
 sslenabled false
 databaseowncloudencoding UTF8locale cs_CZusers- name owncloud
 password eikaithiuka2iex1ChieYaGeiguqu0iwhost localhostrights all privileges
 apacheserver
 siteowncloudenabled truetype owncloudname owncloudhostName owncloudlxceru
 Read more
 bull httpsdocowncloudorg
 bull httpsabreiodavservice-discovery
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-owncloudissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-owncloud
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 264 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 Packer
 Packer is an open source tool for creating identical machine images for multiple platforms from a single sourceconfiguration Packer is lightweight runs on every major operating system and is highly performant creating machineimages for multiple platforms in parallel
 Sample pillar
 Basic linux distros
 packerbuildsystem
 ubuntusourceengine gitaddress httpsgithubcomboxcutterubuntugitrevision master
 templateubuntu1404-salt
 file ubuntu1404jsonprovisioner saltbuilders- vmware- virtualbox
 ubuntu1504-desktop-saltfile ubuntu1504-desktopjsonprovisioner saltbuilders- vmware- virtualbox
 Usage
 Openstack image prepare guide
 bull Install cloud-init - add epel - package epel-centos 6 yum cloud-init
 bull Set network to DHCP
 bull etcudevrules70netrules - remove MAC address records
 Read more
 bull httpwwwpackeriodocsinstallationhtml
 bull httpwwwpackeriointrogetting-startedsetuphtml
 bull httpsgithubcommitchellhpacker-ubuntu-1204-docker
 bull httpsgithubcomboxcutter
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-packerissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-packer
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 roundcube
 Install and configure roundcube
 Available states
 bull roundcubeserver
 roundcubeserver
 Setup roundcube server
 Available metadata
 bull metadataroundcubeserver
 metadataroundcubeserver
 Setup roundcube server
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 Requirements
 bull linux
 bull mysql (for mysql backend)
 bull dovecot
 Configuration parameters
 For complete list of parameters please check metadataserviceserveryml
 Example reclass
 Server
 classes- serviceroundcubeserver
 parameters_parampostfix_origin mailerumysql_roundcube_password changeme
 roundcubeforce_https falsemail
 host $_parampostfix_originmysqlserver
 databaseroundcubeencoding UTF8locale cs_CZusers- name roundcubepassword $_parammysql_roundcube_passwordhost 127001rights all privileges
 apacheserver
 siteroundcubeenabled truetype staticname roundcuberoot usrshareroundcubehostname $_parampostfix_originaliases- $linuxsystemname$linuxsystemdomain- $linuxsystemname
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 Example pillar
 Server
 roundcubeservermail
 host mailcloudlabczsession
 24 random charactersdes_key Ckhuv6VW6iUdbxpovKzhbepk 30 minuteslifetime 30
 plugins- archive- zipdownload- newmail_notifier
 Read more
 bull httpsroundcubenet
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-roundcubeissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-roundcube
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
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 Monitoring Services
 Monitoring metering and log collecting tools implementing complete monitoring stack
 Formula Repositorycollectd httpsgithubcomsalt-formulassalt-formula-collectdfluentd httpsgithubcomsalt-formulassalt-formula-fluentdgrafana httpsgithubcomsalt-formulassalt-formula-grafanagraphite httpsgithubcomsalt-formulassalt-formula-graphiteheka httpsgithubcomsalt-formulassalt-formula-hekainfluxdb httpsgithubcomsalt-formulassalt-formula-influxdbkedb httpsgithubcomsalt-formulassalt-formula-kedbkibana httpsgithubcomsalt-formulassalt-formula-kibananagios httpsgithubcomsalt-formulassalt-formula-nagiosrsyslog httpsgithubcomsalt-formulassalt-formula-rsyslogsensu httpsgithubcomsalt-formulassalt-formula-sensustatsd httpsgithubcomsalt-formulassalt-formula-statsd
 Collectd formula
 Collectd is a daemon which collects system performance statistics periodically and provides mechanisms to store thevalues in a variety of ways for example in RRD files
 Sample pillars
 Data writers
 Send data over TCP to Graphite Carbon
 collectdclientenabled trueread_interval 60backend
 carbon_serviceengine carbonhost carbon1comaincomport 2003
 Send data over AMQP
 collectdclientenabled trueread_interval 60backend
 amqp_brokerengine amqphost broker1comaincomport 5672user monitor
 (continues on next page)
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 password amqp-pwdvirtual_host monitor
 Send data over HTTP
 collectdclientenabled trueread_interval 60backend
 http_serviceengine httphost servicecomaincomport 8123
 Data collectors
 Monitor network devices defined in lsquoexternalrsquo dictionary
 externalnetwork_deviceMX80-01
 community testmodel Juniper_MX80management
 address 1000254port fxp01engine snmpssh
 interfacexe-000description MEMBER-OF-LACP-TO-QFXtype 8023adsubinterface
 xe-0000description MEMBER-OF-LACP-TO-QFX
 collectdclientenabled true
 Collecting the SNMP metrics
 collectdclientdata
 connected_devicestype devicesvalues- IF-MIBifNumber0
 hostubiquity
 address 10001community publicversion 2
 (continues on next page)
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 data- connected_devices
 Collecting the cURL response times and codes
 collectdclientcheck
 curlservice1url httpsservicedomaincom443
 service2url httpsservicedomaincom443
 Collecting the ping response times
 collectdclientcheck
 pinghost_label1host 172103114
 host_label2host 172103112
 External links
 bull httpcollectdorgdocumentationshtml
 bull httpwwwcanopsisorg201302collectd-graphite
 bull httpcollectdorgdocumentationmanpagescollectdconf5shtmlplugin_libvirt
 bull httplibvirtorgurihtmlURI_qemu
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-collectdissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-collectd
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 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Fluentd Formula
 Many webmobile applications generate huge amount of event logs (cf login logout purchase follow etc) Analyz-ing these event logs can be quite valuable for improving services However collecting these logs easily and reliably isa challenging task
 Fluentd solves the problem by having easy installation small footprint plugins reliable buffering log forwardingetc
 NOTE WORK IN PROGRES NOTE DESIGN OF THIS FORMULA IS NOT YET STABLE AND MAYCHANGE NOTE FORMULA NOT COMPATIBLE WITH OLD VERSION
 Sample Pillars
 General pillar structure
 fluentdconfiglabel
 filenameinputinput_name
 paramsfilterfilter_nameparams
 filter_name2params
 matchmatch_nameparams
 inputfilename
 input_nameparams
 input_name2params
 filename2input_name3params
 filterfilename
 filter_nameparams
 filter_name2params
 filename2filter_name3params
 matchfilename
 (continues on next page)
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 match_nameparams
 Example pillar
 fluentdenabled trueconfiglabel
 monitoringfilterparse_log
 tag dockermonitoringalertmanagerremote_storage_adapterprometheusrarr˓
 type parserreserve_data truekey_name logparsertype regexpformat gt-^time=(lttimegt[^ ]) level=(ltseveritygt[a-zA-Z]) msg=(ltmessagegt
 rarr˓+)time_format FTTZ
 remove_log_keytag dockermonitoringalertmanagerremote_storage_adapterprometheus
 rarr˓type record_transformerremove_keys log
 matchdocker_logtag dockertype filepath tmpflow-dockerlog
 grok_exampleinputtest_logtype tailpath varlogtesttag testtestparsertype grokcustom_pattern_path etctd-agentconfigdglobalgrokrule- pattern gt-
 KEYSTONEACCESSsyslog
 filteradd_severitytag syslogtype record_transformerenable_ruby truerecord- name severityvalue record[pri]to_i - (record[pri]to_i 8)floor 8
 (continues on next page)
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 severity_to_stringtag syslogtype record_transformerenable_ruby truerecord- name severityvalue debug=gt7info=gt6notice=gt5warning=gt4error=gt3
 rarr˓critical=gt2alert=gt1emerg=gt0key(record[severity])severity_for_telegraftag syslogtelegraftype parserreserve_data truekey_name messageparsertype regexpformat gt-^(lttimegt[^ ]) (ltseveritygt[A-Z]) (ltmessagegt)
 time_format FTTZseverity_for_telegraf_stringtag syslogtelegraftype record_transformerenable_ruby truerecord- name severityvalue debug=gtDinfo=gtInotice=gtNwarning=gtWerror
 rarr˓=gtEcritical=gtCalert=gtAemerg=gtEkey(record[severity])prometheus_metrictag syslogtype prometheuslabel- name identtype variablevalue ident
 - name severitytype variablevalue severity
 metric- name log_messagestype counterdesc The total number of log messages
 matchrewrite_tag_keytag syslogtype rewrite_tag_filterrule- name identregexp ^()result __TAG__$1
 syslog_logtag syslogtype filepath tmpsyslog
 inputsyslog
 syslog_logtype taillabel syslog
 (continues on next page)
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 path varlogsyslogtag syslogsyslogparser
 type regexpformat gt-^lt(ltprigt[0-9]+)gt(lttimegt[^ ]) (lthostgt[^ ]) (ltidentgt[a-zA-Z0-9_
 rarr˓-])([(ltpidgt[0-9]+)])([^]) (ltmessagegt)$time_format FTTLz
 auth_logtype taillabel syslogpath varlogauthlogtag syslogauthparsertype regexpformat gt-^lt(ltprigt[0-9]+)gt(lttimegt[^ ]) (lthostgt[^ ]) (ltidentgt[a-zA-Z0-9_
 rarr˓-])([(ltpidgt[0-9]+)])([^]) (ltmessagegt)$time_format FTTLz
 prometheusprometheustype prometheus
 prometheus_monitortype prometheus_monitor
 prometheus_output_monitortype prometheus_output_monitor
 forwardforward_listentype forwardport 24224bind 0000
 matchdocker_monitoring
 docker_monitoringtag dockermonitoringalertmanagerremote_storage_adapterprometheustype relabellabel monitoring
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-novaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
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 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-nova
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Grafana
 A beautiful easy to use and feature rich Graphite dashboard replacement and graph editor
 Sample pillars
 Server deployments
 Server installed from system package and listening on 12343000 (the default is 00003000)
 grafanaserverenabled truebind
 address 1234port 3000
 adminuser adminpassword passwd
 databaseengine sqlite
 Server installed with PostgreSQL database
 grafanaserverenabled trueadmin
 user adminpassword passwd
 databaseengine postgresqlhost localhostport 5432name grafanauser grafanapassword passwd
 Server installed with LDAP authentication and all authenticated users are administrators
 grafanaserverenabled trueadmin
 user adminpassword passwd
 (continues on next page)
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 authldap
 enabled truehost 127001port 389use_ssl falsebind_dn cn=admindc=grafanadc=orgbind_password grafanauser_search_filter (cn=s)user_search_base_dns- dc=grafanadc=org
 Server installed with LDAP and basic authentication
 grafanaserverenabled trueadmin
 user adminpassword passwd
 authbasic
 enabled trueldap
 enabled truehost 127001port 389use_ssl falsebind_dn cn=admindc=grafanadc=orgbind_password grafanauser_search_filter (cn=s)user_search_base_dns- dc=grafanadc=org
 Server installed with LDAP for authentication and authorization
 grafanaserverenabled trueadmin
 user adminpassword passwd
 authldap
 enabled truehost 127001port 389use_ssl falsebind_dn cn=admindc=grafanadc=orgbind_password grafanauser_search_filter (cn=s)user_search_base_dns- dc=grafanadc=orggroup_search_filter (amp(objectClass=posixGroup)(memberUid=s))group_search_base_dns- ou=groupsdc=grafanadc=orgauthorization
 (continues on next page)
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 enabled trueadmin_group adminseditor_group editorsviewer_group viewers
 Server installed with default StackLight JSON dashboards This will be replaced by the possibility for a service toprovide its own dashboard using salt-mine
 grafanaserverenabled truedashboards
 enabled truepath varlibgrafanadashboards
 Server with theme overrides
 grafanaserverenabled truetheme
 lightcss_overridesource httppathtothemesource_hash sha256=xyzbuild xyz
 darkcss_overridesource saltpathtotheme
 Server with two additionals plugins It requires to have access to the Internet
 grafanaserverenabled trueplugins
 grafana-piechart-panelenabled true
 grafana-example-appenabled true
 Collector setup
 Used to aggregate dashboards from monitoring node
 grafanacollectorenabled true
 Client setups
 Client with token based auth
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 grafanaclientenabled trueserver
 protocol httpshost grafanahostport 3000token token
 Client with base auth
 grafanaclientenabled trueserver
 protocol httpshost grafanahostport 3000user adminpassword password
 Client enforcing graphite data source
 grafanaclientenabled truedatasource
 graphitetype graphitehost mtr01domaincomprotocol httpsport 443
 Client enforcing elasticsearch data source
 grafanaclientenabled truedatasource
 elasticsearchtype elasticsearchhost log01domaincomport 80index grafana-dash
 Client defined and enforced dashboard
 grafanaclientenabled trueserver
 host grafanahostport 3000token token
 dashboardsystem_metrics
 title Generic system metrics
 (continues on next page)
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 style darkeditable falserowtoptitle First row
 Client enforced dashboards defined in salt-mine
 grafanaclientenabled trueremote_data
 engine salt_mineserver
 host grafanahostport 3000token token
 Usage
 Therersquos a difference between JSON dashboard representation and models we us The lists used in JSON format [forrows panels and target] were replaced by dictionaries This form of serialization allows better merging and overridesof hierarchical data structures that dashboard models are
 The default format of Grafana dashboards with lists for rows panels and targets
 system_metricstitle grapheditable truehideControls falserows- title Usageheight 250pxpanels- title Panel Title
 span 6editable falsetype graphtargets- refId A
 target support_prdcfg01_iot_tcpcloud_eucpu0idledatasource graphite01renderer flot
 showTitle true
 The modified version of Grafana dashboard format with dictionary declarations Please note that dictionary keys areonly for logical separation and are not displayed in generated dashboards
 system_metricssystem_metrics2
 title grapheditable truehideControls falserow
 usage
 (continues on next page)
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 title Usageheight 250pxpanel
 usage-paneltitle Panel Titlespan 6editable falsetype graphtargetArefId Atarget support_prdcfg01_iot_tcpcloud_eucpu0idle
 datasource graphite01renderer flot
 showTitle true
 Read more
 bull httpgrafanaorg
 bull httpdocsgrafanaorgreferenceexport_import
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-grafanaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-grafana
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Graphite
 Graphite is an enterprise-scale monitoring tool that runs well on cheap hardware
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 Sample pillars
 Single Graphite web server
 graphiteserverenabled truedebug truetimezone EuropePraguecache
 engine memcachedhost 127001prefix GRAPHITE
 databaseengine postgresqlhost 127001name graphitepassword passworduser graphite
 mailhost mail1domaincompassword pwduser username
 Graphite web server cluster
 graphiteserverenabled truetime_zone EuropePraguedatabase mail carbon_links- host 10001
 port 7002- host 10002
 port 7002cache
 engine memcachedmembers- host 10001
 port 11211- host 10002
 port 11211
 Complete single Carbon collector
 carbonrelayenabled truemethod consistent-hashing
 aggregatorenabled false
 cachestorage_schema
 defaultpattern
 (continues on next page)
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 retentions- 60s1d- 600s90d
 Clustered Carbon with AMQP and aggregation
 carbonrelayenabled truemethod rulesmessage_queue
 host broker1domaincomport 5672user monitorpassword pwdvirtual_host monitorexchange metrics
 destinations- host 10001
 port 2024- host 10002
 port 2024aggregatorenabled truedestinations- host 10001
 port 2004- host 10002
 port 2004cachestorage_schema
 defaultpattern retentions- 60s1d- 600s90d
 Read more
 s httpgraphitereadthedocsorgenlatest httpwwwcanopsisorg201302collectd-graphite httpgraphitereadthedocsorgenlatestinstallhtml httpstackoverflowcomquestions19894708cant-start-carbon-12-04-python-error-importerror-cannot-import-name-daem httpwwwkinveycomblog108graphite-on-ubuntu-1204-lts-8211-part-ii-gunicorn-nginx-and-supervisord httpsgithubcomobfuscuritygraphite-scriptsblobmasterinitdcarbon-relay
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-graphiteissues
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 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-graphite
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Heka Formula
 Heka is an open source stream processing software system developed by Mozilla Heka is a Swiss Army Knife typetool for data processing
 Sample pillars
 Log collector service
 hekalog_collectorautomatic_starting trueelasticsearch_host 1721610253elasticsearch_port 9200enabled truemetric_collector_host 127001metric_collector_port 5567poolsize 100max_message_size 262144
 Default values
 bull automatic_starting true
 bull elastisearch_port 9200
 bull enabled false
 bull metric_collector_host 127001
 bull metric_collector_port 5567
 bull poolsize 100
 bull max_message_size 262144
 Local Metric collector service
 hekametric_collectoraggregator_host 1721620253aggregator_port 5565automatic_starting true
 (continues on next page)
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 enabled trueinfluxdb_database lmainfluxdb_host 1721610101influxdb_password lmapassinfluxdb_port 8086influxdb_time_precision msinfluxdb_timeout 500influxdb_username lmanagios_host 1721620253nagios_host_dimension_key nagios_hostnagios_password secretnagios_port 5601nagios_username nagiosadminpoolsize 100max_message_size 262144
 Default values
 bull aggregator_port 5565
 bull automatic_starting true
 bull enabled false
 bull influxdb_port 8086
 bull influxdb_time_precision ms
 bull influxdb_timeout 5000
 bull nagios_port 8001
 bull poolsize 100
 bull max_message_size 262144
 Remote Metric Collector service
 hekaremote_collectoraggregator_host 1721620253aggregator_port 5565amqp_exchange novaamqp_host 1721610254amqp_password workshopamqp_port 5672amqp_user openstackamqp_vhost openstackautomatic_starting falseelasticsearch_host 1721610253elasticsearch_port 9200enabled trueinfluxdb_database lmainfluxdb_host 1721610101influxdb_password lmapassinfluxdb_port 8086influxdb_time_precision msinfluxdb_username lmapoolsize 100max_message_size 262144
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 Default values
 bull aggregator_port 5565
 bull amqp_exchange nova
 bull amqp_port 5672
 bull amqp_vhost
 bull automatic_starting true
 bull elastisearch_port 9200
 bull enabled false
 bull influxdb_port 8086
 bull influxdb_time_precision ms
 bull influxdb_timeout 5000
 bull poolsize 100
 bull max_message_size 262144
 Aggregator service
 hekaaggregatorautomatic_starting falseenabled trueinfluxdb_database lmainfluxdb_host 1721610101influxdb_password lmapassinfluxdb_port 8086influxdb_time_precision msinfluxdb_username lmanagios_default_host_alarm_clusters 00-clustersnagios_host 1721620253nagios_host_dimension_key nagios_hostnagios_password secretnagios_port 5601nagios_username nagiosadminpoolsize 100max_message_size 262144
 Default values
 bull automatic_starting true
 bull enabled false
 bull influxdb_port 8086
 bull influxdb_time_precision ms
 bull influxdb_timeout 5000
 bull nagios_port 8001
 bull nagios_default_host_alarm_clusters 00-clusters
 bull poolsize 100
 bull max_message_size 262144
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 Ceilometer service
 hekaceilometer_collectorelasticsearch_host 1721610253elasticsearch_port 9200enabled trueinfluxdb_database lmainfluxdb_host 1721610101influxdb_password lmapassinfluxdb_port 8086influxdb_time_precision msinfluxdb_username lmaresource_decoding falseamqp_exchange ceilometeramqp_host 1721610253amqp_port 5672amqp_queue meteringsampleamqp_vhost openstack
 Default values
 bull automatic_starting true
 bull elastisearch_port 9200
 bull enabled false
 bull influxdb_port 8086
 bull influxdb_time_precision ms
 bull influxdb_timeout 5000
 bull poolsize 100
 bull amqp_exchange ceilometer
 bull amqp_port 5672
 bull amqp_queue meteringsample
 bull amqp_vhost openstack
 bull resource_decoding false
 Read more
 bull httpshekadreadthedocsorgenlatestindexhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-hekaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
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 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-heka
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 InfluxDB
 InfluxData is based on the TICK stack the first open source platform for managing IoT time-series data at scale
 Sample pillars
 Single-node influxdb enabled http frontend and admin web interface
 influxdbserverenabled truehttp
 enabled truebind
 address 0000port 8086
 adminenabled truebind
 address 0000port 8083
 Single-node influxdb SSL for http frontend
 influxdbserverenabled truehttp
 bindsslenabled truekey_file etcinfluxdbsslkeypemcert_file etcinfluxdbsslcertpem
 Single-node influxdb where you specify paths for data and metastore directories Custom directories are created bythis formula
 influxdbserverenabled truedata
 dir optinfluxdbdata
 (continues on next page)
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 wal_dir optinfluxdbwalmeta
 dir optinfluxdbmeta
 InfluxDB server with customized parameters for the data service
 influxdbserverenabled truedata
 max_series_per_database 20000000cache_max_memory_size 524288000cache_snapshot_memory_size 26214400cache_snapshot_write_cold_duration 5mcompact_full_write_cold_duration 2h2hmax_values_per_tag 5000
 Single-node influxdb with an admin user
 influxdbserverenabled truehttp
 enabled truebind
 address 0000port 8086
 adminenabled truebind
 address 0000port 8083
 userenabled truename rootpassword secret
 Single-node influxdb with new users
 influxdbserveruser
 user1enabled trueadmin truename username1password keepsecret1
 user2enabled trueadmin falsename username2password keepsecret2
 Single-node influxdb with new databases
 influxdbserver
 (continues on next page)
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 databasemydb1
 enabled truename mydb1
 mydb2enabled truename mydb2
 Manage the retention policies for a database
 influxdbserverdatabase
 mydb1enabled truename mydb1retention_policy- name rp_db1duration 30dreplication 1is_default true
 Where default values are
 bull name = autogen
 bull duration = INF
 bull replication = 1
 bull is_default false
 Here is how to manage grants on database
 influxdbservergrant
 username1_mydb1enabled trueuser username1database mydb1privilege all
 username2_mydb1enabled trueuser username2database mydb1privilege read
 username2_mydb2enabled trueuser username2database mydb2privilege write
 InfluxDB relay
 influxdbserverenabled true
 (continues on next page)
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 httpenabled trueoutput
 idb01location httpidb01local8086writetimeout 10
 idb02location httpidb02local8086writetimeout 10
 udpenabled trueoutput
 idb01location idb01local9096
 idb02location idb02local9096
 InfluxDB cluster
 influxdbserverenabled true
 metabind
 address 0000port 8088http_address 0000http_port 8091
 clustermembers
 - host idb01localport 8091
 - host idb02localport 8091
 - host idb03localport 8091
 Deploy influxdb apt repository (using linux formula)
 linuxsystemos ubuntudist xenialrepo
 influxdbenabled truesource deb httpsreposinfluxdatacom$linuxsystemos $
 rarr˓linuxsystemdist stablekey_url httpsreposinfluxdatacominfluxdbkey
 InfluxDB client for configuring databases users and retention policies
 influxdbclientenabled trueserver
 protocol http(continues on next page)
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 host 127001port 8086user adminpassword foobar
 useruser1
 enabled trueadmin truename username1
 databasemydb1
 enabled truename mydb1retention_policy- name rp_db1duration 30dreplication 1is_default true
 grantusername1_mydb1
 enabled trueuser username1database mydb1privilege all
 InfluxDB client statersquos that uses curl can be forced to retry query if curl call fails
 influxdbclientenabled trueretry
 count 3delay 3
 Create an continuous queries
 influxdbclientdatabase
 mydb1continuous_querycq_avg_bus_passengers gt-
 SELECT mean(passengers) INTO transportationthree_weeksaverage_rarr˓passengers FROM bus_data GROUP BY time(1h)
 Prunning data and data management
 Intended to use in scheduled jobs executed to maintain data life cycle above retention policy These states are executedby querysls and you are expected to trigger sls_id individually
 influxdbclientdatabase
 mydb1querydrop_measurement_h2o gt-
 DROP MEASUREMENT h2o_quality
 (continues on next page)
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 drop_shard_h2o gt-DROP SHARD h2o_quality
 drop_series_h2o_feet gt-DROP SERIES FROM h2o_feet
 drop_series_h2o_feet_loc_smonica gt-DROP SERIES FROM h2o_feet WHERE location = santa_monica
 delete_h2o_quality_rt3 gt-DELETE FROM h2o_quality WHERE randtag = 3
 delete_h2o_quality gt-DELETE FROM h2o_quality
 salt statesls_id influxdb_query_delete_h2o_quality influxdbquery
 InfluxDB relay with HTTP outputs
 influxdbrelayenabled truetelemetry
 enabled truebind
 address 127001port 9196
 listenhttp_backend
 type httpbindaddress 127001port 9096
 outputserver1location httpserver18086writetimeout 20sbuffer_size_mb 512max_batch_kb 1024max_delay_interval 30s
 server2location httpserver28086write
 Read more
 bull httpsinfluxdatacomtime-series-platforminfluxdb
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-influxdbissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
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 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-influxdb
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Known Error Database
 Sample pillar
 kedb
 server enabled true workers 3 secret_key secret_token bind
 address 0000 port 9753 protocol tcp
 source type lsquogitrsquo address lsquogitrepo1roboticeczdjangodjango-kedbgitrsquo rev lsquomasterrsquo
 cache engine lsquomemcachedrsquo host lsquo127001rsquo prefix lsquoCACHE_KEDBrsquo
 database engine lsquopostgresqlrsquo host lsquo127001rsquo name lsquodjango_kedbrsquo password lsquodb-pwdrsquouser lsquodjango_kedbrsquo
 mail host lsquomaildomaincomrsquo password lsquomail-pwdrsquo user lsquomail-userrsquo
 logger_handler engine raven dsn httppublicprivatehostproject
 Read more
 bull httpdocsgunicornorgenlatestconfigurehtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-kedbissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
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 httpsgithubcomsalt-formulassalt-formula-kedb
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Kibana
 Kibana is an open source (Apache Licensed) browser based analytics and search interface to Logstash and othertimestamped data sets stored in ElasticSearch With those in place Kibana is a snap to setup and start using (seriously)Kibana strives to be easy to get started with while also being flexible and powerful
 Sample pillar
 kibanaserveraddrepo trueenabled truebind
 address 0000port 5601
 databaseengine elasticsearchhost localhostport 9200
 Or without adding elasticsearch kibana repository but with modified path to config file
 kibanaserverconfigpath usrsharekibanaconfigkibanaymlenabled truebind
 address 0000port 5601
 databaseengine elasticsearchhost localhostport 9200
 Client setup
 Client with host and port (Kibana use Elasticsearch to store its data)
 kibanaclientenabled trueserver
 host elasticsearchhostport 9200
 Client where you download a Kibana object that is stored in the directory files
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 kibanaclientenabled trueserver
 host elasticsearchhostport 9200
 objectlogs
 enabled truename Logstemplate kibanafilesobjectsdashboard_logsjsontype dashboard
 Read more
 bull httpsgithubcomelasticsearchkibanablobmastersrcconfigjs
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-kibanaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-kibana
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 nagios
 Salt formula to set up and manage nagios
 Available states
 nagiosserver
 Set up Nagios server
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 Sample pillars
 Single nagios service
 nagiosserverenabled true
 All Nagios configurations can be configured
 nagiosserverenabled trueaccept_passive_service_checks 1process_performance_data 0check_service_freshness 1check_host_freshness 0
 Nagios UI configrations with HTTP basic authentication (use ldquoreadonlyrdquo flag to specify readonly users)
 nagiosserverenabled trueui
 enabled trueauth
 basic this is the main admin it cannot have a readonly flagusername nagiosadminpassword secret users section is optional allows defining additional usersusers
 - username nagios_admin_2password secret2
 - username nagios_userpassword secret3readonly true
 Nagios UI configuration with LDAP authenticationauthorization
 nagiosserverenabled trueui
 enabled trueauth
 basicusername nagiosadminpassword secret
 ldapenabled true Url format is described here httphttpdapacheorgdocs20modmod_auth_ldaphtmlauthldapurlurl ldapsldapdomainltdltportgtcn=usersdc=domaindc=localuidsub
 rarr˓ltfiltergtbind_dn cn=admindc=domaindc=localbind_password secret
 (continues on next page)
 21 Project Introduction 297
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 Optionaly restrict access to members of a groupldap_group_dn cn=adminsou=groupsdc=domaindc=localldap_group_attribute memberUid
 Nagios objects can be defined in pillar
 nagiosserverenabled trueobjects
 contactgroupsgroup1contactgroup_name Operator
 contactscontact1alias root_at_localhostcontact_name Mecontactgroups
 - Operatoremail rootlocalhosthost_notifications_enabled 1host_notification_period 24x7host_notification_options drhost_notification_commands notify-host-by-smtpservice_notifications_enabled 1service_notification_period 24x7service_notification_options wucrservice_notification_commands notify-service-by-smtp
 commandscheck_http_basic_authcommand_line check_http -4 -I $ARG1$ -w 2 -c 3 -t 5 -p $ARG2$ -u -e
 rarr˓401 Unauthorized
 servicesgeneric_service_tplregister 0contact_groups Operatorprocess_perf_data 0max_check_attempts 3
 hostsgeneric_host_tplnotifications_enabled 1event_handler_enabled 1flap_detection_enabled 1failure_prediction_enabled 1process_perf_data 0retain_status_information 1retain_nonstatus_information 1max_check_attempts 10notification_interval 0notification_period 24x7notification_options durcontact_groups Operatorregister 0
 Also hostgroups hosts and services can be created dynamically using mine
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 nagiosserverenabled truedynamic
 enabled truegrain_hostname hostgrain_interfaces ip4_interfaces the defaulthostname_suffix prod optionally suffix hostnameshostgroups
 - target name Allexpr_from glob
 - target Grolesnovacontrollerexpr_from compound the defaultname Nova Controller
 - target Grolesnovacomputename Nova Compute
 - target Groleskeystoneservername Keystone server
 - target Grolesinfluxdbservername InfluxDB server
 - target Groleselasticsearchservername Elasticsearchserver
 hosts- target Gservicesopensshcontact_groups Operatoruse generic_host_tplnetwork 100008
 services- target Grolesopensshservername SSHuse generic_service_tplcheck_command check_ssh
 - target Grolesnagiosservername HTTP Nagiosuse generic_service_tplcheck_command check_http_basic_authlocalhost$nagiosserveruiport
 Note about dynamic hosts IP addresses configuration
 There are 2 different ways to configure the Host IP adddresses the preferred way is to define the network of the nodesto pickup the first IP address found belonging to this network
 nagiosserverenabled truedynamic
 enabled truehosts
 - target contact_groups Operatornetwork 100008
 The alternative way is to define the interface list to pickup the first IP address of the first interface found
 nagiosserverenabled true
 (continues on next page)
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 dynamicenabled truehosts
 - target contact_groups Operatorinterface- eth0- ens0
 If both properties are defined the network option wins and the interface is ignored
 StackLight Alarms
 StackLight alarms are configured dynamically using mine data which are exposed by the Heka formula respectivelyhekametric_collectoralarm and hekaaggergatoralarm_cluster
 To configure StackLight alarms per nodes (known as AFD)
 nagiosserverenabled true
 dynamicenabled truehosts
 - target Gservicesopensshcontact_groups Operatoruse generic_host_tplinterface- eth0- ens3
 stacklight_alarmsenabled trueservice_template generic_service_tpl optional
 To configure StackLight alarm clusters (known as GSE)
 nagiosserverenabled true
 dynamicenabled truestacklight_alarm_clusters
 enabled trueservice_template generic_service_tpl optionalhost_template generic_host_tpl optionaldimension_key nagios_host optionaldefault_host clusters optional
 Nagios Notification Handlers
 You can configure notification handlers Currently supported handlers are SMTP Slack Salesforce and Pagerduty
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 nagiosserverenabled truenotification
 slackenabled truewebhook_url httpshooksslackcomservicesabcdef12345
 pagerdutyenabled truekey abcdef12345
 sfdcenabled trueclient_id abcdef12345client_secret abcdef12345username abcdefpassword abcdefauth_url httpsabcedfmysalesforcecomenvironment abcdeforganization_id abcdef
 SMTP without authnagios
 serverenabled truenotification
 smtpauth falseurl smtp12700125from nagioslocalhost Notification email subject can be defined must be one line default subjects arehost_subject gt-
 $NOTIFICATIONTYPE$ Host Alert $HOSTNAME$ is $HOSTSTATE$ service_subject gt-
 $NOTIFICATIONTYPE$ Service Alert $HOSTNAME$$SERVICEDESC$ israrr˓$SERVICESTATE$
 An example using a Gmail account as a SMTP relaynagios
 serverenabled truenotification
 smtpauth loginurl smtpsmtpgmailcom587from ltyougtgmailcomstarttls trueusername foopassword secret
 Each handler adds two commands notify-host-by-ltHANDLERgt and notify-service-by-ltHANDLERgt that you canreference in a contact
 nagiosserverobjects
 contact
 (continues on next page)
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 sfdcalias sfdccontactgroups- Operator
 email rootlocalhosthost_notification_commands notify-host-by-sfdchost_notification_options drhost_notification_period 24x7host_notifications_enabled 1service_notification_commands notify-service-by-sfdcservice_notification_options crservice_notification_period 24x7service_notifications_enabled 1
 By default in Stacklight notifications are only enabled for 00-top-clusters and individual host and SSH checks If youwant to enable notifications for all checks you can enable this value
 nagiosserverenabled truenotification
 alarm_enabled_override true
 The notification interval defaults to zero which will only send one notification when the alert triggers You canoverride the interval if you want notifications to repeat For example to have them repeat every 30 minutes
 nagiosserverenabled trueobjects
 hostsgeneric_host_tplnotification_interval 30
 servicesgeneric_service_tplnotification_interval 30
 Read more
 bull httpswwwnagiosorg
 Platform support
 This formula has been tested on Ubuntu Xenial only
 TODO
 bull Configure Apache using salt-formula-apache (using service metadata) or alternatively using Nginx
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-nagiosissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-nagios
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 rsyslog
 In computing syslog is a widely used standard for message logging It permits separation of the software that generatesmessages the system that stores them and the software that reports and analyzes them
 Sample pillars
 Rsyslog service with default logging template
 rsyslogclientenabled true
 Rsyslog service with precise timestamps severity facility
 rsyslogclientenabled trueformat
 name TraditionalFormatWithPRItemplate syslogpriority syslogfacility timestampdate-rfc3339
 rarr˓HOSTNAME syslogtagmsgsp-if-no-1st-spmsgdrop-last-lfnoutput
 file-varlogsyslogfilter authauthprivnoneowner sysloggroup admcreatemode 0640umask 0022
 (continues on next page)
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 varlogauthlogfilter authauthprivowner sysloggroup admcreatemode 0640umask 0022
 -varlogkernlogfilter kernowner sysloggroup admcreatemode 0640umask 0022
 -varlogmaillogfilter mailowner sysloggroup admcreatemode 0640umask 0022
 varlogmailerrfilter mailerrowner sysloggroup admcreatemode 0640umask 0022
 omusrmsgfilter emerg
 |devxconsolefilter daemonmail newserr =debug=info=notice=warn
 -varlogyour-applogfilter if $programname startswith your-app thenowner sysloggroup admcreatemode 0640umask 0022stop_processing true
 Rsyslog service with RainerScript (module ruleset template input)
 rsyslogclientrun_user syslogrun_group admenabled truerainerscript
 moduleimfile
 inputimfilenginx
 File varlognginxlogTag nginx__Severity noticeFacility local0PersistStateInterval 0Ruleset myapp_logs
 apache2File varlogapache2log
 (continues on next page)
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 Tag apache2__Severity noticeFacility local0Ruleset myapp_logsPersistStateInterval 0
 rabbitmqFile varlograbbitmqlogTag rabbitmq__Severitet noticeFacility local0PersistStateInterval 0Ruleset myapp_logs
 templateImfileFilePathparametertype stringstring ltPRIgtTIMESTAMPdate-rfc3339 HOSTNAME syslogtag132$
 rarr˓suffixmsgsp-if-no-1st-spmsgnruleset
 remote_logsdescription action(type=omfwd Target=172161092 Port=10514
 rarr˓Protocol=udp Template=ImfileFilePath)myapp_logsdescription set $suffix=re_extract($metadatafilename ()([^][^
 rarr˓log]) 0 2 alllog) call remote_logs
 Custom templates
 It is possible to define a specific syslog template per output file instead of using the default one
 rsyslogoutput
 filevarlogyour-applog
 template syslogtag132msgsp-if-no-1st-spmsgnfilter if $programname startswith your-app then
 Remote rsyslog server
 It is possible to have rsyslog act as remote server collecting storing or forwarding logs This functionality is providedvia rsyslog inputoutput modules rulesets and templates
 rsyslogserverenabled truemodule
 imudp template
 RemoteFilePathparametertype stringstring varlogHOSTNAMEprogramnamelog
 ruleset
 (continues on next page)
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 remote10514description action(type=omfile dynaFile=RemoteFilePath)
 inputimudp
 port 10514ruleset remote10514
 Support metadata
 If the heka support metadata is enabled all output files are automatically parsed by the log_collector service To skipthe log_collector configuration set the skip_log_collector to true
 rsyslogoutput
 filevarlogyour-applog
 filter if $programname startswith your-app thenskip_log_collector true
 Read more
 httpwwwrsyslogcom httpswikigentooorgwikiRsyslog httpsgithubcomsazpuppet-rsyslog
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-rsyslogissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-rsyslog
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 Sensu
 Sample pillars
 Sensu Server with API
 sensuserverenabled truekeepalive_warning 20keepalive_critical 60mine_checks truedatabase
 engine redishost localhostport 6379
 message_queueengine rabbitmqhost rabbitmqport 5672user monitorpassword pwdvirtual_host monitor
 bindaddress 0000port 4567
 handlerdefault
 enabled trueset- mail- pipe
 stdoutenabled true
 mailmail_to maildomainczhost smtp1domainczport 465user maildomainczpassword pwdauthentication cram_md5encryption ssldomain domaincz
 pipeenabled truecommand usrbintee tmpdebug
 Sensu Dashboard (now uchiwa)
 sensudashboardenabled truebind
 address 0000port 8080
 adminusername admin
 (continues on next page)
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 password pass
 Sensu Client
 sensuclientenabled truemessage_queue
 engine rabbitmqhost rabbitmqport 5672user monitorpassword pwdvirtual_host monitor
 Sensu Client with check explicitly disabled
 sensuclientenabled truemessage_queue
 engine rabbitmqhost rabbitmqport 5672user monitorpassword pwdvirtual_host monitor
 checklocal_linux_storage_swap_usage
 enabled False
 Sensu Client with subscriptions explicitly disabled
 sensuclientenabled truemessage_queue
 engine rabbitmqhost rabbitmqport 5672user monitorpassword pwdvirtual_host monitor
 unsubscribe- collectdclient- gitclient
 Sensu Client with community plugins
 sensuclientenabled trueplugin
 sensu_community_pluginsenabled true
 monitoring_for_openstack
 (continues on next page)
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 enabled trueruby_gems
 enabled Truenamebunny
 message_queueengine rabbitmqhost rabbitmqport 5672user monitorpassword pwdvirtual_host monitor
 Sensu SalesForce handler
 sensuserverenabled truehandler
 defaultenabled trueset- sfdc
 stdoutenabled true
 sfdcenabled truesfdc_client_id 3MVG9Oe7T3Ol0ea4MKjsfdc_client_secret 11482216293059sfdc_username testtest1testsfdc_password passTempsfdc_auth_url httpsmysite--scloudqacs12mysalesforcecomenvironment a2XV0000001sfdc_organization_id 00DV00000sfdc_http_proxy http101010108888token_cache_file pathtocachetoken
 Sensu Slack handler
 sensuserverenabled truehandler
 defaultenabled trueset- slack
 stdoutenabled true
 slackenabled Truechannel channel_namewebhook_url httpshooksslackcomserviceskastan12TB57X3SDQA
 rarr˓fasfsaf0632hjkl3dsccLn9vproxy_address 10101010proxy_port 8888
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 Read more
 bull httpdocssensuapporg09installing_sensuhtml
 bull httpsspeakerdeckcomjoemillerpractical-examples-with-sensu-monitoring-framework
 bull httpsgithubcomfridimnagios-plugin-check_galera_cluster
 bull httpwwwreimannsh20110630nagios-check-pacemaker-failed-actions
 bull httpsys4deenblog20140123montoring-pacemaker-nagios
 bull httpsrawgithubusercontentcomsensusensu-community-pluginsmasterpluginsopenstackneutronneutron-agent-statuspy
 bull httpsgithubcomsensusensu-community-pluginsblobmasterpluginsopenstackkeystonecheck_keystone-apish
 bull httpopenstackprov12ncommonitoring-openstack-nagios-3
 bull httpsrawgithubusercontentcomdrewkerrigannagios-http-jsonmastercheck_http_jsonpy
 bull httpsgithubcomopinkerfinagios-pluginstreemastercheck_ibm_bladecenter
 bull httpsgithubcomopinkerfinagios-pluginstreemastercheck_storwize
 bull httpsgithubcomehazlettsensu-py
 bull httpsgithubcomLevel-UpSupervisord-Nagios-Pluginblobmastercheck_supvpy
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-sensuissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-sensu
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Statsd formula
 Simple daemon for easy stats aggregation
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 Sample pillars
 Standalone Statsd server with Graphitecarbon backend
 statsdserverenabled truebind
 port 8125address 0000
 backendengine carbonhost metrics1domaincomport 2003
 Standalone Statsd server with GraphiteAMQP backend
 statsdserverenabled truebind
 port 8125address 0000
 backendengine amqphost metrics1domaincomport 5672
 Standalone Statsd server with OpenTSDB backend
 statsdserverenabled truebind
 port 8125address 0000
 backendengine amqphost metrics1domaincomport 2003
 More information
 bull httpsgithubcometsystatsd
 bull httpsgithubcommrtazzstatsd-amqp-backend
 bull httpsgithubcomdanslimmonstatsd-opentsdb-backend
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
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 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-statsdissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-statsd
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Container Services
 Container services for automated container management
 Formula Repositorycalico httpsgithubcomsalt-formulassalt-formula-calicodekapod httpsgithubcomsalt-formulassalt-formula-dekapoddocker httpsgithubcomsalt-formulassalt-formula-dockerkubernetes httpsgithubcomsalt-formulassalt-formula-kubernetes
 Salt Formula Calico
 Salt formula for calico deployment
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-calicoissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
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 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-calico
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Decapod formula
 Decapod is intendend to simplify deployment and lifecycle management of Ceph
 Sample pillars
 Single decapod service
 decapodserverenabled true
 Read more
 bull httpdecapodreadthedocsioenlatest
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-letsencryptissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-letsencrypt
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 Docker Formula
 Docker is a platform for developers and sysadmins to develop ship and run applications Docker lets you quicklyassemble applications from components and eliminates the friction that can come when shipping code Docker letsyou get your code tested and deployed into production as fast as possible
 Sample Pillars
 Docker Host
 dockerhostenabled trueoptions
 bip 17231255116insecure-registries
 - 127001- 10001
 log-driver json-filelog-opts
 max-size 50m
 Configure proxy for docker host
 dockerhostproxy
 enabled truehttp httpuserpassproxy3128https httpuserpassproxy3128no_proxy
 - localhost- 127001- docker-registry
 Docker Swarm
 Role can be master manager or worker Where master is the first manager that will initialize the swarm
 Metadata for manager (first node)
 dockerhostenabled true
 swarmrole manageradvertise_addr 19216815bind
 address 19216815port 2377
 Metadata for worker
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 dockerhostenabled true
 swarmrole workermaster
 host 19216815port 2377
 Token to join to master node is obtained from grains using saltmine In case of any join_token undefinedissues ensure you have docker_swarm_ grains available
 Docker Client
 Container
 dockerclientcontainer
 jenkins Dont start automaticallystart falserestart unless-stoppedimage jenkins271ports- 80818080- 5000050000
 environmentJAVA_OPTS -DhudsonfooterURL=httpswwwexamplecom
 volumes- srvvolumesjenkinsvarjenkins_home
 Using Docker Compose
 There are two states that provides this functionality
 bull dockerclientstack
 bull dockerclientcompose
 Stack is new and works with Docker Swarm Mode Compose is legacy and works only if node isnrsquot member of SwarmMetadata for both states are similar and differs only in implementation
 Stack
 dockerclientstack
 django_webenabled trueupdate trueenvironment
 (continues on next page)
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 SOMEVAR somevalueversion 31servicedb
 image postgresweb
 image djangoappvolumes- srvvolumesdjangosrvdjango
 ports- 80008000
 depends_on- db
 Compose
 There are three options how to install docker-compose
 bull distribution package (default)
 bull using Pip
 bull using Docker container
 Install docker-compose using Docker (default is distribution package)
 dockerclientcompose
 sourceengine dockerimage dockercompose180
 django_web Run up action any positional argument to docker-compose CLI If not defined only docker-composeyml is generatedstatus up Run image pull every time state is run triggering container restart in case its changedpull trueenvironmentSOMEVAR somevalue
 servicedb
 image postgresweb
 image djangoappvolumes- srvvolumesdjangosrvdjango
 ports- 80008000
 depends_on- db
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 Registry
 dockerclientregistry
 target_registry apt5000image
 - registry dockername compose180
 - registry tcpcloudname jenkinslatest
 - registry name registry2target_registry myregistry
 Service
 To deploy service in Swarm mode you can use dockerclientservice
 parametersdockerclient
 servicepostgresqlenvironment
 POSTGRES_USER userPOSTGRES_PASSWORD passwordPOSTGRES_DB mydb
 restartcondition on-failure
 image postgres95ports
 - 54325432volume
 datatype bindsource srvvolumespostgresqlmaasdestination varlibpostgresqldata
 Docker Registry
 dockerregistrylog
 level debugformatter json
 cacheengine redishost localhost
 storageengine filesystemroot srvdockerregistry
 bind
 (continues on next page)
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 host 0000port 5000
 hookmail
 levels- panic
 Options are rendered as yaml as is so use hook-specific options hereoptionssmtpaddr smtpsendhostcom25username sendernamepassword passwordinsecure true
 from namesendhostcomto
 - namereceivehostcom
 Docker login to private registry
 dockerhostenabled trueregistry
 firstaddress privatedockercomuser usernamepassword password
 secondaddress private2dockercomuser username2password password2
 Docker container service management
 Enforce the service in container is started
 contrail_control_starteddockerng_servicestart- container f020d0d3efa8- service contrail-control
 or
 contrail_control_starteddockerng_servicestart- container contrail_controller- service contrail-control
 Enforce the service in container is stoped
 contrail_control_stopeddockerng_servicestop- container f020d0d3efa8- service contrail-control
 Enforce the service in container will be restarted
 318 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 contrail_control_restartdockerng_servicerestart- container f020d0d3efa8- service contrail-control
 Enforce the service in container is enabled
 contrail_control_enabledockerng_serviceenable- container f020d0d3efa8- service contrail-control
 Enforce the service in container is disabled
 contrail_control_disabledockerng_servicedisable- container f020d0d3efa8- service contrail-control
 More Information
 bull httpsdocsdockercominstallationubuntulinux
 bull httpsgithubcomsaltstack-formulasdocker-formula
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-dockerissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-docker
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Kubernetes Formula
 Kubernetes is an open-source system for automating deployment scaling and management of containerized applica-tions This formula deploys production ready Kubernetes and generate Kubernetes manifests as well
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 You can download kubectl configuration and connect to your cluster However keep in mind kuber-netes_control_address needs to be accessible from your computer
 mkdir -p ~kube[ -f ~kubeconfig ] ampamp cp -v ~kubeconfig ~kubeconfig-backupssh cfg01 sudo ssh ctl01 etckuberneteskubeconfigsh gt ~kubeconfigkubectl get no
 cfg01 is Salt master node and ctl01 is one of Kubernetes masters
 Sample Pillars
 REQUIRED Define image to use for hyperkube CNIs and calicoctl image
 parameterskubernetescommon
 hyperkubeimage gcriogoogle_containershyperkubev165
 poolnetwork
 calicoctlimage calicoctl
 cniimage calicocni
 Enable helm-tiller addon
 parameterskubernetescommon
 addonshelmenabled true
 Enable calico-policy addon
 parameterskubernetescommon
 addonscalico_policyenabled true
 Enable virtlet addon
 parameterskubernetescommon
 addonsvirtletenabled truenamespace kube-systemimage mirantisvirtletv080hosts- cmp01- cmp02
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 Enable netchecker addon
 parameterskubernetescommon
 addonsnetcheckerenabled true
 masternamespace
 netcheckerenabled true
 Enable Kubenetes Federation control plane
 parameterskubernetesmaster
 federationenabled Truename federationnamespace federation-systemsource httpsdlk8siov166kubernetes-client-linux-amd64targzhash 94b2c9cd29981a8e150c187193bab0d8c0b6e906260f837367feff99860a6376service_type NodePortdns_provider corednschildclusters- secondclustermydomain- thirdclustermydomain
 Enable external DNS addon with CoreDNS provider
 parameterskubernetescommon
 addonscorednsenabled True
 externaldnsenabled Truedomain companymydomainprovider coredns
 Enable external DNS addon with Designate provider
 parameterskubernetescommon
 addonsexternaldnsenabled Truedomain companymydomainprovider designatedesignate_os_options
 OS_AUTH_URL httpskeystone_auth_endpoint5000OS_PROJECT_DOMAIN_NAME defaultOS_USER_DOMAIN_NAME defaultOS_PROJECT_NAME admin
 (continues on next page)
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 OS_USERNAME adminOS_PASSWORD passwordOS_REGION_NAME RegionOne
 Enable external DNS addon with AWS provider
 parameterskubernetescommon
 addonsexternaldnsenabled Truedomain companymydomainprovider awsaws_options
 AWS_ACCESS_KEY_ID XXXXXXXXXXXXXXXXXXXXAWS_SECRET_ACCESS_KEY XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
 Enable external DNS addon with Google CloudDNS provider
 parameterskubernetescommon
 addonsexternaldnsenabled Truedomain companymydomainprovider googlegoogle_options
 key project default-123
 key should be exported from google console and processed as cat keyjson | tr -d lsquonrsquo
 Enable OpenStack cloud provider
 parameterskubernetescommon
 cloudproviderenabled Trueprovider openstackparamsauth_url httpsopenstackmydomain5000v3username novapassword novaregion RegionOnetenant_id 4bce4162d8744c599e350099cfa22a0adomain_name defaultsubnet_id 72407854-aca6-4cf1-b873-e9affb09484blb_version v2
 Configure service verbosity
 parameterskubernetesmaster
 (continues on next page)
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 verbosity 2pool
 verbosity 2
 Set cluster name and domain
 parameterskubernetescommon
 kubernetes_cluster_domain myclusterdomaincluster_name mycluster
 Enable autoscaler for dns addon Poll period can be skipped
 kubernetescommon
 addonsdnsdomain clusterlocalenabled truereplicas 1server 10254010autoscalerenabled truepoll-period-seconds 60
 Pass aditional parameters to daemons
 parameterskubernetesmaster
 apiserverdaemon_optsstorage-backend pigeon
 controller_managerdaemon_optslog-dir devnulL
 poolkubelet
 daemon_optsmax-pods 6
 Containers on pool definitions in poolservicelocal
 parameterskubernetespool
 servicelocalenabled Falseservice libvirtcluster openstack-computenamespace defaultrole $linuxsystemnametype LoadBalancerkind Deployment
 (continues on next page)
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 apiVersion extensionsv1beta1replicas 1host_pid TruenodeSelector- key openstack
 value $linuxsystemnamehostNetwork Truecontainer
 libvirt-computeprivileged Trueimage $_paramdocker_repositorylibvirt-computetag $_paramopenstack_container_tag
 Master definition
 kubernetescommon
 cluster_name clusteraddons
 dnsdomain clusterlocalenabled truereplicas 1server 10254010
 masteradmin
 password passwordusername admin
 apiserveraddress 100175100secure_port 443insecure_address 127001insecure_port 8080
 ca kubernetesenabled trueetcd
 host 127001members- host 100175100name node040
 name node040token ca939ec9c2a17b0786f6d411fe019e9b
 kubeletallow_privileged true
 networkengine calicomtu 1500hash fb5e30ebe6154911a66ec3fb5f1195b2private_ip_range 101500016version v0190
 service_addresses 102540016storage
 engine glusterfsmembers- host 100175101port 24007
 - host 100175102(continues on next page)
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 port 24007- host 100175103port 24007
 port 24007token
 admin DFvQ8GJ9JD4fKNfuyEddw3rjnFTkUKsvcontroller_manager EreGh6AnWf8DxH8cYavB2zS029PUi7vxdns RAFeVSE4UvsCz4gk3KYReuOI5jsZ1Xt3kube_proxy DFvQ8GelB7afH3wClC9romaMPhquyyEekubelet 7bN5hJ9JD4fKjnFTkUKsvVNfuyEddw3rlogging MJkXKdbgqRmTHSa2ykTaOaMykgO6KcEfmonitoring hnsj0XqABgrSww7Nqo7UVTSZLJUt2XRdscheduler HY1UUxEPpmjW4a1dDLGIANYQp1nZkLDk
 version v124
 kubernetespool
 address 0000allow_privileged trueca kubernetescluster_dns 10254010cluster_domain clusterlocalenabled truekubelet
 allow_privileged trueconfig etckubernetesmanifestsfrequency 5s
 masterapiservermembers- host 100175100
 etcdmembers- host 100175100
 host 100175100network
 engine calicomtu 1500hash fb5e30ebe6154911a66ec3fb5f1195b2version v0190
 tokenkube_proxy DFvQ8GelB7afH3wClC9romaMPhquyyEekubelet 7bN5hJ9JD4fKjnFTkUKsvVNfuyEddw3r
 version v124
 Enable basic token and http authentication disable ssl auth create some static users
 kubernetesmasterauth
 basicenabled trueuserjdoe
 password dummygroups
 (continues on next page)
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 - systemadminhttp
 enabled trueheaderuser X-Remote-Usergroup X-Remote-Group
 sslenabled false
 tokenenabled trueuserjdoetoken dummytokengroups- systemadmin
 Kubernetes with OpenContrail network plugin
 On Master
 kubernetescommonaddons
 contrail_network_controllerenabled truenamespace kube-systemimage yashulyakcontrail-controllerlatest
 masternetwork
 engine opencontraildefault_domain default-domaindefault_project default-domaindefault-projectpublic_network default-domaindefault-projectPublicpublic_ip_range 185229712826private_ip_range 101500016service_cluster_ip_range 102540016network_label nameservice_label usescluster_service kube-systemdefaultconfig
 apihost 10017070
 On pools
 kubernetespoolnetwork
 engine opencontrail
 Dashboard public IP must be configured when Contrail network is used
 kubernetescommon
 (continues on next page)
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 addonspublic_ip 1111
 Kubernetes control plane running in systemd
 By default kube-apiserver kube-scheduler kube-controllermanager kube-proxy etcd running in docker containersthrough manifests For stable production environment this should be run in systemd
 kubernetesmastercontainer false
 kubernetespoolcontainer false
 Because k8s services run under kube user without root privileges there is need to change secure port for apiserver
 kubernetesmasterapiserver
 secure_port 8081
 Kubernetes with Flannel
 On Master
 kubernetesmasternetwork
 engine flannel If you dont register master as node
 etcdmembers- host 100175101
 port 4001- host 100175102
 port 4001- host 100175103
 port 4001commonnetwork
 engine flannel
 On pools
 kubernetespoolnetwork
 engine flanneletcd
 members- host 100175101
 (continues on next page)
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 port 4001- host 100175102
 port 4001- host 100175103
 port 4001commonnetwork
 engine flannel
 Kubernetes with Calico
 On Master
 kubernetesmasternetwork
 engine calicomtu 1500
 If you dont register master as nodeetcd
 members- host 100175101
 port 4001- host 100175102
 port 4001- host 100175103
 port 4001
 On pools
 kubernetespoolnetwork
 engine calicomtu 1500etcd
 members- host 100175101
 port 4001- host 100175102
 port 4001- host 100175103
 port 4001
 Running with secured etcd
 kubernetespoolnetwork
 engine calicomtu 1500etcd
 sslenabled true
 master
 (continues on next page)
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 networkengine calicoetcd
 sslenabled true
 Running with calico-policy controller
 kubernetespoolnetwork
 engine calicomtu 1500addons
 calico_policyenabled true
 masternetwork
 engine calicomtu 1500addons
 calico_policyenabled true
 Enable Prometheus metrics in Felix
 kubernetespoolnetwork
 prometheusenabled true
 masternetwork
 prometheusenabled true
 Post deployment configuration
 set ETCDexport ETCD_AUTHORITY=1001112014001
 Set NAT for pods subnetcalicoctl pool add 1921680016 --nat-outgoing
 Status commandscalicoctl statuscalicoctl node show
 Kubernetes with GlusterFS for storage
 kubernetesmaster
 (continues on next page)
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 storageengine glusterfsport 24007members- host 100175101
 port 24007- host 100175102
 port 24007- host 100175103
 port 24007
 Kubernetes Storage Class
 AWS EBS storageclass integration It also requires to create IAM policy and profiles for instances and tag all resourcesby KubernetesCluster in EC2
 kubernetescommonaddons
 storageclassaws_slowenabled Truedefault Trueprovisioner aws-ebsname slowtype gp2iopspergb 10zones xxx
 nfs_sharedname elasti01enabled Trueprovisioner nfsspec
 name elastic_datanfsserver 10001path exported_path
 Kubernetes namespaces
 Create namespace
 kubernetesmasternamespace
 kube-systemenabled True
 namespace2enabled True
 namespace3
 (continues on next page)
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 enabled False
 Kubernetes labels
 Label node
 kubernetesmasterlabel
 label01value value01node node01enabled truekey key01
 Pull images from private registries
 kubernetesmasterregistry
 secretregistry01enabled Truekey (get from `cat rootdockerconfigjson | base64`)namespace default
 controlservice
 service01image_pull_secretes registry01
 Kubernetes Service Definitions in pillars
 Following samples show how to generate kubernetes manifest as well and provide single tool for complete infrastruc-ture management
 Deployment manifest
 saltcontrolenabled TruehostNetwork Trueservice
 (continues on next page)
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 memcachedprivileged Trueservice memcachedrole servertype LoadBalancerreplicas 3kind DeploymentapiVersion extensionsv1beta1ports- port 8774name nova-api
 - port 8775name nova-metadata
 volumevolume_nametype hostPathmount certspath etccerts
 containermemcachedimage memcachedtag2ports- port 8774name nova-api
 - port 8775name nova-metadata
 variables- name HTTP_TLS_CERTIFICATEvalue certsdomaincrt
 - name HTTP_TLS_KEYvalue certsdomainkey
 volumes- name etccertstype hostPathmount certspath etccerts
 PetSet manifest
 servicememcachedapiVersion appsv1alpha1kind PetSetservice_name memcachedcontainer
 memcached
 Configmap
 You are able to create configmaps using support layer between formulas It works simple eg in nova formula therersquosfile metaconfigyml which defines config files used by that service and roles
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 Kubernetes formula is able to generate these files using custom pillar and grains structure This way you are able torun docker images built by any way while still re-using your configuration management
 Example pillar
 kubernetescontrolconfig_type default|kubernetes Output is yaml k8s or default single filesconfigmap
 nova-controlgrains Alternate grains as OS running in container may differ from salt minion OS Needed only if grains matters for config generationos_family Debian
 pillar Generic pillar for nova controllernovacontrollerenabled trueversionn liberty
 To tell which services supports config generation you need to ensure pillar structure like this to determine support
 nova_supportconfig
 enabled true
 initContainers
 Example pillar
 kubernetescontrolservicememcached
 init_containers- name test-mysql
 image busyboxcommand- sleep- 3600volumes- name configmount test
 - name test-memcachedimage busyboxcommand- sleep- 3600volumes- name configmount test
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 Affinity
 podAffinity
 Example pillar
 kubernetescontrolservicememcached
 affinitypod_affinityname podAffinityexpression
 label_selectorname labelSelectorselectors- key appvalue memcached
 topology_key kubernetesiohostname
 podAntiAffinity
 Example pillar
 kubernetescontrolservicememcached
 affinityanti_affinityname podAntiAffinityexpression
 label_selectorname labelSelectorselectors- key appvalue opencontrail-control
 topology_key kubernetesiohostname
 nodeAffinity
 Example pillar
 kubernetescontrolservicememcached
 affinitynode_affinityname nodeAffinityexpression
 match_expressions
 (continues on next page)
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 name matchExpressionsselectors- key keyoperator Invalues- value1- value2
 Volumes
 hostPath
 servicememcachedcontainer
 memcachedvolumes- name volume1
 mountPath volumereadOnly True
 volume
 volume1name etccertstype hostPathpath etccerts
 emptyDir
 servicememcachedcontainer
 memcachedvolumes- name volume1
 mountPath volumereadOnly True
 volume
 volume1name etccertstype emptyDir
 configMap
 servicememcachedcontainer
 memcached
 (continues on next page)
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 volumes- name volume1mountPath volumereadOnly True
 volume
 volume1type config_mapitemconfigMap1key configconfpath configconf
 configMap2key policyjsonpath policyjson
 To mount single configuration file instead of whole directory
 servicememcachedcontainer
 memcachedvolumes- name volume1
 mountPath volumeconfigconfsub_path configconf
 Generating Jobs
 Example pillar
 kubernetescontroljob
 sleepjob sleeprestart_policy Nevercontainersleep
 image busyboxtag latestcommand- sleep- 3600
 Volumes and Variables can be used as the same way as during Deployment generation
 Custom params
 kubernetescontroljob
 host_network Truehost_pid Truecontainer
 (continues on next page)
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 sleepprivileged True
 node_selectorkey nodevalue one
 image_pull_secretes password
 Role-based access control
 To enable RBAC you need to set following option on your apiserver
 kubernetesmasterauth
 mode NodeRBAC
 Then you can use kubernetescontrolrole state to orchestrate role and rolebindings Following exampleshows how to create brand new role and binding for service account
 controlroleetcd-operator
 kind ClusterRolerules
 - apiGroups- etcdcoreoscom
 resources- clusters
 verbs-
 - apiGroups- extensions
 resources- thirdpartyresources
 verbs- create
 - apiGroups- storagek8sio
 resources- storageclasses
 verbs- create
 - apiGroups-
 resources- replicasets
 verbs-
 bindingetcd-operatorkind ClusterRoleBindingnamespace test lt-- if no namespace then its clusterrolebindingsubject
 etcd-operatorkind ServiceAccount
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 Simplest possible use-case add user test edit permissions on itrsquos test namespace
 kubernetescontrolrole
 editkind ClusterRole No rules defined so only binding will be created assuming role already existsbindingtest
 namespace testsubjecttestkind User
 More Information
 bull httpsgithubcomJuniperkubernetesblob
 opencontrail-integrationdocs getting-started-guidesopencontrailmd httpsgithubcomkuberneteskubernetestreemasterclustersaltbase
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-kubernetesissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-kubernetes
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
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 OpenStack Services
 All supported OpenStack cloud platform services
 Formula Repositoryaodh httpsgithubcomsalt-formulassalt-formula-aodhavinetworks httpsgithubcomsalt-formulassalt-formula-avinetworksbillometer httpsgithubcomsalt-formulassalt-formula-billometerceilometer httpsgithubcomsalt-formulassalt-formula-ceilometercinder httpsgithubcomsalt-formulassalt-formula-cinderdesignate httpsgithubcomsalt-formulassalt-formula-designateglance httpsgithubcomsalt-formulassalt-formula-glanceheat httpsgithubcomsalt-formulassalt-formula-heathorizon httpsgithubcomsalt-formulassalt-formula-horizonkeystone httpsgithubcomsalt-formulassalt-formula-keystonemagnum httpsgithubcomsalt-formulassalt-formula-magnummidonet httpsgithubcomsalt-formulassalt-formula-midonetmurano httpsgithubcomsalt-formulassalt-formula-muranoneutron httpsgithubcomsalt-formulassalt-formula-neutronnova httpsgithubcomsalt-formulassalt-formula-novaopencontrail httpsgithubcomsalt-formulassalt-formula-opencontrailopenvstorage httpsgithubcomsalt-formulassalt-formula-openvstoragerally httpsgithubcomsalt-formulassalt-formula-rallysahara httpsgithubcomsalt-formulassalt-formula-saharaswift httpsgithubcomsalt-formulassalt-formula-swifttempest httpsgithubcomsalt-formulassalt-formula-tempest
 aodh
 Aodh is an alarming service for OpenStack It used to be a part of Ceilometer but starting from Mitaka it is a separateproject Aodh supports several types of alarms like threshold event composite and gnocchi-specific In cluster modecoordination is enabled via tooz with Redis backend MySQL is used as a data backend for alarms and alarm history
 Sample pillars
 Cluster aodh service
 aodhserverenabled trueversion mitakattl 86400cluster true
 databaseengine mysql+pymysqlhost 10010620port 3306name aodhuser aodhpassword password
 bind
 (continues on next page)
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 host 10010620port 8042
 identityengine keystonehost 10010620port 35357tenant serviceuser aodhpassword password
 message_queueengine rabbitmqport 5672user openstackpassword passwordvirtual_host openstack
 cachemembers- host 10101010
 port 11211- host 10101011
 port 11211- host 10101012
 port 11211
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 Only WatchedFileHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 aodhserverlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 Development and testing
 Development and test workflow with Test Kitchen and kitchen-salt provisioner plugin
 Test Kitchen is a test harness tool to execute your configured code on one or more platforms in isolation There is akitchenyml in main directory that defines platforms to be tested and suites to execute on them
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 Kitchen CI can spin instances locally or remote based on used driver For local development kitchenymldefines a vagrant or docker driver
 To use backend drivers or implement your CI follow the section lsquoINTEGRATIONrstContinuous Integrationlsquo__
 The Busser Verifier is used to setup and run tests implementated in ltrepogttestintegration It installs the particulardriver to tested instance (Serverspec InSpec Shell Bats ) prior the verification is executed
 Usage
 list instances and statuskitchen list
 manually execute integration testskitchen [test || [create|converge|verify|exec|login|destroy|]] [instance] -t testsrarr˓integration
 use with provided Makefile (ie within CI pipeline)make kitchen
 Read more
 bull httpsdocsopenstackorgcli-referenceaodhhtml
 bull httpsdocsopenstackorgdeveloperaodh
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-aodhissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-aodh
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Avinetworks formula
 Sample pillars
 Salt formula to setup Avi Networks LBaaS
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 avinetworksserverenabled trueidentity cloud1image_location httpdisk_format qcow2public_network INET1saltmaster_ip 100090
 avinetworksclientenabled true
 External links
 bull httpskbavinetworkscominstalling-avi-vantage-for-openstack-2
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-avinetworksissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-avinetworks
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Billometer
 Sample pillar
 billometerserverenabled trueworkers 3secret_key secret_tokensync_time 600
 (continues on next page)
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 collect_time 1800metric
 inengine graphitehost 101010180port 80
 outengine statsdhost 101010180prefix fooport 81
 bindaddress 0000port 9753protocol tcp
 sourcetype gitaddress gitrepo1roboticeczpython-appsbillometergitrev master
 cacheengine memcachedhost 127001prefix CACHE_DJANGO_ENC
 databaseengine postgresqlhost 127001name django_billometerpassword db-pwduser django_billometer
 identityengine keystoneregion regionOnetoken tokenhost 127001port 5000api_version 2
 mailhost maildomaincompassword mail-pwduser mail-user
 loggingengine sentrydsn pubsecdsncz12
 Extra Resources
 billometerserverenabled trueworkers 3secret_key secret_tokensync_time 600collect_time 1800extra_resource
 (continues on next page)
 21 Project Introduction 343
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 networkrxlabel Network RXresource networkrxprice_rate 00002threshold 150000
 7k2_SASprice_rate 0008205resource cindervolumename 7k2_SASlabel 7k2 SA
 10k_SASprice_rate 0027383resource cindervolumelabel 10k2 SASname 10k_SAS
 15k_SASprice_rate 0034232resource cindervolumelabel 15k2 SASname 15k_SAS
 EasyTierprice_rate 0041082resource cindervolumelabel Easy TiernameEasyTier
 Read more
 bull httpdocsgunicornorgenlatestconfigurehtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-billometerissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-billometer
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 Ceilometer Formula
 The ceilometer project aims to deliver a unique point of contact for billing systems to acquire all of the measurementsthey need to establish customer billing across all current OpenStack components with work underway to support futureOpenStack components This formula provides different backends for Ceilometer data MongoDB InfluxDB AlsoGraphite and direct (to Elasticsearch) publishers are available If InfluxDB is used as a backend heka is configuredto consume messages from RabbitMQ and write in to InfluxDB ie ceilometer collector service is not used in thisconfiguration
 Sample Pillars
 Ceilometer APIcontroller node
 ceilometerserverenabled trueversion mitakacluster truesecret pwdbind
 host 127001port 8777
 identityengine keystonehost 127001port 35357tenant serviceuser ceilometerpassword pwd
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 Enable CORS parameters
 ceilometerservercors
 allowed_origin httpslocalhostlocalhttplocalhostlocalexpose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
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 Configuration of policyjson file
 ceilometerserverpolicy
 segregation rulecontext_is_admin Add key without value to remove line from policyjsontelemetryget_resource
 Databases configuration
 MongoDB example
 ceilometerserverdatabase
 engine mongodbmembers- host 10010610
 port 27017- host 10010620
 port 27017- host 10010630
 port 27017name ceilometeruser ceilometerpassword password
 InfluxDBElasticsearch example
 ceilometerserverdatabase
 influxdbhost 10010610port 8086user ceilometerpassword passworddatabase ceilometer
 elasticsearchenabled truehost 10010610port 9200
 Client-side RabbitMQ HA setup
 ceilometerserver
 (continues on next page)
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 message_queueengine rabbitmqmembers- host 10010610- host 10010620- host 10010630user openstackpassword pwdvirtual_host openstack
 Ceilometer Graphite publisher
 ceilometerserverenabled truepublisher
 graphiteenabled truehost 10001port 2003
 Ceilometer compute agent
 ceilometeragentenabled trueversion mitakasecret pwdidentity
 engine keystonehost 127001port 35357tenant serviceuser ceilometerpassword pwd
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstackrabbit_ha_queues true
 Ceilometer instance discovery method
 ceilometeragentdiscovery_method naive
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 Keystone auth caching
 ceilometerservercache
 members- host 10101010port 11211
 - host 10101011port 11211
 - host 10101012port 11211
 agentcache
 members- host 10101010port 11211
 - host 10101011port 11211
 - host 10101012port 11211
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 ceilometerserverlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 agentlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentd
 (continues on next page)
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 enabled trueossyslogenabled true
 More Information
 bull httpswikiopenstackorgwikiCeilometer
 bull httpdocsopenstackorgdeveloperceilometerinstallmanualhtml
 bull httpdocsopenstackorgdeveloperceilometer
 bull httpsfedoraprojectorgwikiQATestcase_OpenStack_ceilometer_install
 bull httpsgithubcomspilgamesceilometer_graphite_publisher
 bull httpengineeringspilgamescomusing-ceilometer-graphite
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-ceilometerissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-ceilometer
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Openstack Cinder Block Storage
 Cinder provides an infrastructure for managing volumes in OpenStack It was originally a Nova component callednova-volume but has become an independent project since the Folsom release
 Sample pillars
 New structure divides cinder-apicinder-scheduler to role controller and cinder-volume to role volume
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 cindercontrollerenabled trueversion junocinder_uid 304cinder_gid 304nas_secure_file_permissions falsenas_secure_file_operations falsecinder_internal_tenant_user_id f46924c112a14c80ab0a24a613d95eefcinder_internal_tenant_project_id b7455b8974bb4064ad247c8f375eae6cdefault_volume_type 7k2SaSenable_force_upload trueavailability_zone_fallback Truedatabase
 engine mysqlhost 127001port 3306name cinderuser cinderpassword pwd
 identityengine keystonehost 127001port 35357tenant serviceuser cinderpassword pwd
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 backend7k2_SAS
 engine storwizetype_name slow-diskshost 19216801port 22user usernamepassword passconnection FCiSCSImultihost truemultipath truepool SAS7K2
 auditenabled false
 osapi_max_limit 500barbican
 enabled true
 cindervolumeenabled trueversion junocinder_uid 304
 (continues on next page)
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 cinder_gid 304nas_secure_file_permissions falsenas_secure_file_operations falsecinder_internal_tenant_user_id f46924c112a14c80ab0a24a613d95eefcinder_internal_tenant_project_id b7455b8974bb4064ad247c8f375eae6cdefault_volume_type 7k2SaSnable_force_upload truedatabase
 engine mysqlhost 127001port 3306name cinderuser cinderpassword pwd
 identityengine keystonehost 127001port 35357tenant serviceuser cinderpassword pwd
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 backend7k2_SAS
 engine storwizetype_name 7k2 SAS diskhost 19216801port 22user usernamepassword passconnection FCiSCSImultihost truemultipath truepool SAS7K2
 auditenabled false
 barbicanenabled true
 Enable CORS parameters
 cindercontrollercors
 allowed_origin httpslocalhostlocalhttplocalhostlocalexpose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
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 Client-side RabbitMQ HA setup for controller
 cindercontrollermessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Client-side RabbitMQ HA setup for volume component
 cindervolumemessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Configuring TLS communications
 Note by default system wide installed CA certs are used so cacert_file param is optional as well as cacert
 bull RabbitMQ TLS
 cindercontroller volume
 message_queueport 5671sslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackrabbitmq-capem(optional) version TLSv1_2
 bull MySQL TLS
 cindercontroller
 databasesslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackmysql-capem
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 bull Openstack HTTPS API
 cindercontroller volume
 identityprotocol https(optional) cacert_file etcopenstackproxypem
 glanceprotocol https(optional) cacert_file etcopenstackproxypem
 Cinder setup with zeroing deleted volumes
 cindercontrollerenabled truewipe_method zero
 Cinder setup with shreding deleted volumes
 cindercontrollerenabled truewipe_method shred
 Configuration of policyjson file
 cindercontrollerpolicy
 volumedelete ruleadmin_or_owner Add key without value to remove line from policyjsonvolumeextend
 Default Cinder setup with iSCSI target
 cindercontrollerenabled trueversion mitakadefault_volume_type lvmdriver-1database
 engine mysqlhost 127001port 3306name cinderuser cinderpassword pwd
 identityengine keystonehost 127001port 35357tenant serviceuser cinderpassword pwd
 (continues on next page)
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 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 backendlvmdriver-1
 engine lvmtype_name lvmdriver-1volume_group cinder-volume
 Cinder setup for IBM Storwize
 cindervolumeenabled truebackend
 7k2_SASengine storwizetype_name 7k2 SAS diskhost 19216801port 22user usernamepassword passconnection FCiSCSImultihost truemultipath truepool SAS7K2
 10k_SASengine storwizetype_name 10k SAS diskhost 19216801port 22user usernamepassword passconnection FCiSCSImultihost truemultipath truepool SAS10K
 15k_SASengine storwizetype_name 15k SAShost 19216801port 22user usernamepassword passconnection FCiSCSImultihost truemultipath truepool SAS15K
 Cinder setup with NFS
 cindercontroller
 (continues on next page)
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 enabled truedefault_volume_type nfs-driverbackend
 nfs-driverengine nfstype_name nfs-drivervolume_group cinder-volumepath varlibcindernfsdevices- 1721610110varnfscinderoptions rwsync
 Cinder setup with NetApp
 cindercontrollerbackend
 netappengine netapptype_name netappuser openstackvserver vm1server_hostname 1721823password passwordstorage_protocol nfstransport_type httpslun_space_reservation enableduse_multipath_for_image_xfer Truenas_secure_file_operations falsenas_secure_file_permissions falsedevices- 1721812vol_1- 1721812vol_2- 1721812vol_3- 1721812vol_4
 linuxsystempackage
 nfs-commonversion latest
 Cinder setup with Hitachi VPS
 cindercontrollerenabled truebackend
 hus100_backendtype_name HUS100backend hus100_backendengine hitachi_vspconnection FC
 Cinder setup with Hitachi VPS with defined ldev range
 cindercontroller
 (continues on next page)
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 enabled truebackend
 hus100_backendtype_name HUS100backend hus100_backendengine hitachi_vspconnection FCldev_range 0-1000
 Cinder setup with CEPH
 cindercontrollerenabled truebackend
 ceph_backendtype_name standard-iopsbackend ceph_backendpool volumesengine cephuser cindersecret_uuid da74ccb7-aa59-1721-a172-0006b1aa4e3eclient_cinder_key AQDOavlU6BsSJhAAnpFR906mvdgdfRqLHwu0Uw==report_discard_supported True
 httpcephcomdocsmasterrbdrbd-openstack
 Cinder setup with HP3par
 cindercontrollerenabled truebackend
 hp3par_backendtype_name hp3parbackend hp3par_backenduser hp3paruserpassword somethingurl http10101010apiv1cpg OpenStackCPGhost 10101010login hp3paradminsanpassword somethingdebug Truesnapcpg OpenStackSNAPCPG
 Cinder setup with Fujitsu Eternus
 cindervolumeenabled truebackend
 10kThinProtype_name 10kThinProengine fujitsupool 10kThinProhost 19216801
 (continues on next page)
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 port 5988user usernamepassword passconnection FCiSCSIname 10kThinPro
 10k_SAStype_name 10k_SASpool SAS10Kengine fujitsuhost 19216801port 5988user usernamepassword passconnection FCiSCSIname 10k_SAS
 Cinder setup with IBM GPFS filesystem
 cindervolumeenabled truebackend
 GPFS-GOLDtype_name GPFS-GOLDengine gpfsmount_point mntgpfs-openstackcindergold
 GPFS-SILVERtype_name GPFS-SILVERengine gpfsmount_point mntgpfs-openstackcindersilver
 Cinder setup with HP LeftHand
 cindervolumeenabled truebackend
 HP-LeftHandtype_name normal-storageengine hp_lefthandapi_url https101010108081lhosusername userpassword passwordclustername cluster1iscsi_chap_enabled false
 Extra parameters for HP LeftHand
 cinder type-key normal-storage set hplhdata_pl=r-10-2 hplhprovisioning=full
 Cinder setup with Solidfire
 cindervolumeenabled truebackend
 (continues on next page)
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 solidfiretype_name normal-storageengine solidfiresan_ip 10101010san_login usersan_password passwordclustername cluster1sf_emulate_512 false
 Cinder setup with Block Device driver
 cindervolumeenabled truebackend
 bddengine bddenabled truetype_name bdddevices- sdb- sdc- sdd
 Enable cinder-backup service for ceph
 cindercontrollerenabled trueversion mitakabackup
 engine cephceph_conf etccephcephconfceph_pool backupceph_stripe_count 0ceph_stripe_unit 0ceph_user cinderceph_chunk_size 134217728restore_discard_excess_bytes false
 volumeenabled trueversion mitakabackup
 engine cephceph_conf etccephcephconfceph_pool backupceph_stripe_count 0ceph_stripe_unit 0ceph_user cinderceph_chunk_size 134217728restore_discard_excess_bytes false
 Enable auditing filter ie CADF
 cindercontrolleraudit
 (continues on next page)
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 enabled true
 filter_factory keystonemiddlewareauditfilter_factorymap_file etcpycadfcinder_api_audit_mapconf
 volumeaudit
 enabled true
 filter_factory keystonemiddlewareauditfilter_factorymap_file etcpycadfcinder_api_audit_mapconf
 Cinder setup with custom availability zones
 cindercontrollerdefault_availability_zone my-default-zonestorage_availability_zone my-custom-zone-name
 cindervolumedefault_availability_zone my-default-zonestorage_availability_zone my-custom-zone-name
 Cinder setup with custom non-admin volume query filters
 cindercontrollerquery_volume_filters
 - name- status- metadata- availability_zone- bootable
 public_endpoint and osapi_volume_base_url parameters ldquopublic_endpointrdquo is used for configuring versions endpointldquoosapi_volume_base_URLrdquo is used to present Cinder URL to users They are useful when running Cinder under loadbalancer in SSL
 cindercontrollerpublic_endpoint_address https$_paramcluster_domain8776
 The default availability zone is used when a volume has been created without specifying a zone in the create request(this zone must exist in your configuration obviously) The storage availability zone is the actual zone where the nodebelongs to Make sure to specify this per node Check the documentation of OpenStack for more information
 Client role
 cinderclientenabled trueidentity
 host 127001port 35357project serviceuser cinder
 (continues on next page)
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 password pwdprotocol httpendpoint_type internalURLregion_name RegionOne
 backendceph
 type_name standard-iopsengine cephkeyconn_speed fibre-10G
 Enable Barbican integration
 cindercontrollerbarbican
 enabled true
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 cindercontrollerlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 volumelogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
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 Documentation and Bugs
 To learn how to deploy OpenStack Salt consult the documentation available online at
 httpswikiopenstackorgwikiOpenStackSalt
 In the unfortunate event that bugs are discovered they should be reported to the appropriate bug tracker If youobtained the software from a 3rd party operating system vendor it is often wise to use their own bug tracker forreporting problems In all other cases use the master OpenStack bug tracker available at
 httpbugslaunchpadnetopenstack-salt
 Developers wishing to work on the OpenStack Salt project should always base their work on the latest formulas codeavailable from the master GIT repository at
 httpsgitopenstackorgcgitopenstacksalt-formula-cinder
 Developers should also join the discussion on the IRC list at
 httpswikiopenstackorgwikiMeetingsopenstack-salt
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-cinderissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-cinder
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Designate formula
 Designate provides DNSaaS services for OpenStack
 Sample pillars
 For Designate with BIND9 local backend
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 designateserverenabled trueregion RegionOnedomain_id 5186883b-91fb-4891-bd49-e6769234a8fcversion ocatabackend
 bind9rndc_key 4pc+X4PDqb2q+5o72dISm72LM1Ds9X2EYZjqg+nmsS7FhdTwzFFY8l
 rarr˓iEDmHxnyjkA33EQC8H+z0fLLBunoitw==rndc_algorithm hmac-sha512
 bindapi
 address 127001database
 engine mysqlhost 127001port 3306name
 main_database designatepool_manager designate_pool_manager
 user designatepassword passw0rd
 identityengine keystonehost 127001port 35357tenant serviceuser designatepassword passw0rd
 message_queueengine rabbitmqmembers- host 127001user openstackpassword passwordvirtual_host openstack
 poolsdefault
 description default poolattributesservice_tier GOLD
 ns_records- hostname ns1exampleorgpriority 10
 nameservers- host 127001port 53
 targetsdefault_targettype bind9description default targetmasters- host 127001port 5354
 optionshost 127001
 (continues on next page)
 362 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 port 53rndc_host 127001rndc_port 953rndc_key_file etcdesignaterndckey
 Note domain_id parameter is UUID of DNS zone managed by designate-sink service This zone will be populatedby A records for fixed and floating ip addresses of spawned VMs After designate is deployed and zone is created thisparameter should be updated accordingly to UUID of newly created zone Then designate state should be reapplied
 Pools pillar for BIND9 master and multiple slaves setup
 poolsdefaultdescription default poolattributes
 service_tier GOLDns_records
 - hostname ns1exampleorgpriority 10
 nameservers- host 19216801
 port 53- host 19216802
 port 53- host 19216803
 port 53targets
 default_targettype bind9description default targetmasters- host 19216804port 5354
 optionshost 19216804port 53rndc_host 19216804rndc_port 953rndc_key_file etcdesignaterndckey
 Usage
 Create server
 designate server-create --name nsexamplecom
 Create domain
 designate domain-create --name examplecom --email mailexamplecom
 Create record
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 designate record-create examplecom --name testexamplecom --type A --data 10214rarr˓15
 Test it
 dig 127001 testexamplecom
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-letsencryptissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-letsencrypt
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Glance formula
 The Glance project provides services for discovering registering and retrieving virtual machine images Glance hasa RESTful API that allows querying of VM image metadata as well as retrieval of the actual image
 Sample pillars
 glanceserverenabled trueversion junoworkers 8glance_uid 302glance_gid 302policy
 publicize_image- roleadmin- roleimage_manager
 databaseengine mysqlhost 127001
 (continues on next page)
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 port 3306name glanceuser glancepassword pwd
 identityengine keystonehost 127001port 35357tenant serviceuser glancepassword pwd
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 storageengine file
 images- name CirrOS 031
 format qcow2file cirros-031-x86_64-diskimgsource httpcdndownloadcirros-cloudnet031cirros-031-x86_64-diskimgpublic true
 auditenabled false
 api_limit_max 100limit_param_default 50barbican
 enabled true
 The pagination is controlled by the api_limit_max and limit_param_default parameters as shown above
 bull api_limit_max defines the maximum number of records that the server will return
 bull limit_param_default is the default limit parameter that applies if the request didnrsquot defined it explicitly
 Configuration of policyjson file
 glanceserverpolicy
 publicize_image roleadmin Add key without value to remove line from policyjsonadd_member
 Keystone and cinder region
 glanceserverenabled trueversion kiloidentity
 engine keystone(continues on next page)
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 host 127001region RegionTwo
 Ceph integration glance
 glanceserverenabled trueversion junostorage
 engine rbdhttpuser glancepool imageschunk_size 8client_glance_key AQDOavlU6BsSJhAAnpFR906mvdgdfRqLHwu0Uw==
 RabbitMQ HA setup
 glanceservermessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Quota Options
 glanceserverquota
 image_member -1image_property 256image_tag 256image_location 15user_storage 0
 Configuring TLS communications
 Note by default system wide installed CA certs are used so cacert_file param is optional as well as cacert
 bull RabbitMQ TLS
 glanceserver
 message_queue
 (continues on next page)
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 port 5671sslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackrabbitmq-capem(optional) version TLSv1_2
 bull MySQL TLS
 glanceserver
 databasesslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackmysql-capem
 bull Openstack HTTPS API
 Set the https as protocol at glanceserver sections
 glanceserver
 identityprotocol https(optional) cacert_file etcopenstackproxypem
 registryprotocol https(optional) cacert_file etcopenstackproxypem
 storageengine cinder swiftcinder
 protocol https(optional) cacert_file etcopenstackproxypem
 swiftstore
 (optional) cafile etcopenstackproxypem
 Enable Glance Image Cache
 glanceserverimage_cache
 enabled trueenable_management truedirectory varlibglanceimage-cachemax_size 21474836480
 Enable auditing filter (CADF)
 glanceserveraudit
 enabled true
 filter_factory keystonemiddlewareauditfilter_factory
 (continues on next page)
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 map_file etcpycadfglance_api_audit_mapconf
 Swift integration glance
 glanceserverenabled trueversion mitakastorage
 engine swifthttpswift
 storeauth
 address httpkeystoneexamplecom5000v20version 2
 endpoint_type publicURLcontainer glancecreate_container_on_put trueretry_get_count 5user 2ec7966596504f59acc3a76b3b9d9291glance-userkey someRandomPassword
 Another way which also supports multiple swift backends can be configured like this
 glanceserverenabled trueversion mitakastorage
 engine swifthttpswift
 storeendpoint_type publicURLcontainer glancecreate_container_on_put trueretry_get_count 5references
 my_objectstore_reference_1authaddress httpkeystoneexamplecom5000v20version 2
 user 2ec7966596504f59acc3a76b3b9d9291glance-userkey someRandomPassword
 Enable CORS parameters
 glanceservercors
 allowed_origin httpslocalhostlocalhttplocalhostlocalexpose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
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 Enable Viewing Multiple Locations
 If you want to expose all locations available (for example when you have multiple backends configured) then you canconfigure this like so
 glanceservershow_multiple_locations Truelocation_strategy store_typestore_type_preference rbdswiftfile
 Please note the show_multiple_locations option is deprecated since Newton and is planned to be handled bypolicy files _only_ starting with the Pike release
 This feature is convenient in a scenario when you have swift and rbd configured and want to benefit from rbd enhance-ments
 Barbican integration glance
 glanceserver
 barbicanenabled true
 Client role
 Glance images
 glanceclientenabled trueserver
 profile_adminimagecirros-test
 visibility publicprotected falselocation httpdownloadcirros-cloudnet034cirros-034-i386-disk
 rarr˓img
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
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 glanceserverlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 Usage
 Import new public image
 glance image-create --name Windows 7 x86_64 --is-public true --container-formatrarr˓bare --disk-format qcow2 lt win7qcow2
 Change new imagersquos disk properties
 glance image-update Windows 7 x86_64 --property hw_disk_bus=ide
 Change new imagersquos NIC properties
 glance image-update Windows 7 x86_64 --property hw_vif_model=rtl8139
 External links
 bull httpcephcomdocsmasterrbdrbd-openstack
 Documentation and Bugs
 To learn how to deploy OpenStack Salt consult the documentation available online at
 httpswikiopenstackorgwikiOpenStackSalt
 In the unfortunate event that bugs are discovered they should be reported to the appropriate bug tracker If youobtained the software from a 3rd party operating system vendor it is often wise to use their own bug tracker forreporting problems In all other cases use the master OpenStack bug tracker available at
 httpbugslaunchpadnetopenstack-salt
 Developers wishing to work on the OpenStack Salt project should always base their work on the latest formulas codeavailable from the master GIT repository at
 httpsgitopenstackorgcgitopenstacksalt-formula-glance
 Developers should also join the discussion on the IRC list at
 httpswikiopenstackorgwikiMeetingsopenstack-salt
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-glanceissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-glance
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Heat Formula
 Heat is the main project in the OpenStack Orchestration program It implements an orchestration engine to launchmultiple composite cloud applications based on templates in the form of text files that can be treated like code A nativeHeat template format is evolving but Heat also endeavours to provide compatibility with the AWS CloudFormationtemplate format so that many existing CloudFormation templates can be launched on OpenStack Heat provides bothan OpenStack-native ReST API and a CloudFormation-compatible Query API
 Sample Pillars
 Single Heat services on the controller node
 heatserverenabled trueversion icehouseregion RegionOnebind
 metadataaddress 10010610port 8000protocol http
 waitconditionaddress 10010610port 8000protocol http
 watchaddress 10010610port 8003protocol http
 (continues on next page)
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 cloudwatchhost 10010620
 apihost 10010620
 api_cfnhost 10010620
 databaseengine mysqlhost 10010620port 3306name heatuser heatpassword password
 identityengine keystonehost 10010620port 35357tenant serviceuser heatpassword passwordendpoint_type_default internalURLendpoint_type_heat publicURL
 message_queueengine rabbitmqhost 10010620port 5672user openstackpassword passwordvirtual_host openstackha_queues True
 max_stacks_per_tenant 150max_nested_stack_depth 10
 Define server clients keystone parameter
 heatserverclients
 keystoneprotocol httpshost 10010610port 5000insecure false
 Enable CORS parameters
 heatservercors
 allowed_origin httpslocalhostlocalhttplocalhostlocalexpose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
 Heat client with specified git templates
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 heatclientenabled truetemplate
 admindomain defaultsourceengine gitaddress gitrepodomaincomadmin-templatesgitrevision master
 defaultdomain defaultsourceengine gitaddress gitrepodomaincomdefault-templatesgitrevision master
 Ceilometer notification
 heatserverenabled trueversion icehousenotification true
 Configuration of policyjson file
 heatserverpolicy
 deny_stack_user not roleheat_stack_usercloudformationValidateTemplate ruledeny_stack_user Add key without value to remove line from policyjsoncloudformationDescribeStackResource
 Client-side RabbitMQ HA setup
 heatservermessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Configuring TLS communications
 Note by default system wide installed CA certs are used so cacert_file param is optional as wellas cacert
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 bull RabbitMQ TLS
 heatserver
 message_queueport 5671sslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackrabbitmq-capem(optional) version TLSv1_2
 bull MySQL TLS
 heatserver
 databasesslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackmysql-capem
 bull Openstack HTTPS API
 heatserver
 identityprotocol https(optional) cacert_file etcopenstackproxypem
 clientskeystoneprotocol https(optional) cacert_file etcopenstackproxypem
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 heatserverlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentd
 (continues on next page)
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 enabled trueossyslogenabled true
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-heatissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-heat
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Horizon Formula
 Horizon is the canonical implementation of OpenStackrsquos Dashboard which provides a web based user interface toOpenStack services including Nova Swift Keystone etc
 Sample Pillars
 Simplest horizon setup
 horizonserverenabled truesecret_key secrethost
 name cloudlabczcache
 engine memcachedhost 127001port 11211prefix CACHE_HORIZON
 api_versionsidentity 2
 identityengine keystone
 (continues on next page)
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 host 127001port 5000
 mailhost 127001
 Multidomain setup for horizon
 horizonserverenabled truedefault_domain MYDOMAINmultidomain True
 Simple branded horizon
 horizonserverenabled truebranding OpenStack Company Dashboarddefault_dashboard adminhelp_url httpdocdomaincom
 Horizon with policy files metadata With source mine you can obtain real time policy file state from targeted node(OpenStack control node) provided you have policy file published to specified grain key Source file will obtain staticpolicy definition from formula files directory
 horizonserverenabled truepolicy
 identitysource minehost ctl01my-domainlocalname keystone_policyjsongrain_name keystone_policyenabled true
 computesource filename nova_policyjsonenabled true
 networksource filename neutron_policyjsonenabled true
 imagesource filename glance_policyjsonenabled true
 volumesource filename cinder_policyjsonenabled true
 telemetrysource filename ceilometer_policyjsonenabled true
 (continues on next page)
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 orchestrationsource filename heat_policyjsonenabled true
 Horizon with enabled SSL security (when SSL is realised by proxy)
 horizonserverenabled Truesecure True
 Horizon package setup with SSL
 horizonserverenabled truesecret_key MEGASECRETversion junossl
 enabled trueauthority CA_Authority
 hostname cloudlabcz
 cacheengine memcachedhost 127001port 11211prefix CACHE_HORIZON
 api_versionsidentity 2
 identityengine keystonehost 127001port 5000
 mailhost 127001
 Horizon with custom SESSION_ENGINE (default is ldquosigned_cookiesrdquo valid options are ldquosigned_cookiesrdquo ldquocacherdquoldquofilerdquo) and SESSION_TIMEOUT
 horizonserverenabled Truesecure Truesession
 engine cachetimeout 43200
 Multi-regional horizon setup
 horizonserverenabled trueversion junosecret_key MEGASECRET
 (continues on next page)
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 cacheengine memcachedhost 127001port 11211prefix CACHE_HORIZON
 api_versionsidentity 2
 identityengine keystonehost 127001port 5000
 mailhost 127001
 regions- name cluster1
 address httpcluster1examplecom5000v20- name cluster2
 address httpcluster2examplecom5000v20
 Horizon setup with sensu plugin
 horizonserverenabled trueversion junosensu_api
 host localhostport 4567
 pluginmonitoring
 app horizon_monitoringsourcetype gitaddress gitrepo1roboticeczdjangohorizon-monitoringgitrev develop
 Sensu multi API
 horizonserverenabled trueversion junosensu_api
 dc1host localhostport 4567
 dc2host anotherhostport 4567
 Horizon setup with jenkins plugin
 horizonserverenabled trueversion junojenkins_api
 (continues on next page)
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 url httpslocalhost8080user adminpassword pwd
 pluginjenkins
 app horizon_jenkinssourcetype pkg
 Horizon setup with billometer plugin
 horizonserverenabled trueversion junobillometer_api
 host localhostport 9753api_version 1
 pluginbilling
 app horizon_billingsourcetype gitaddress gitrepo1roboticeczdjangohorizon-billinggitrev develop
 Horizon setup with contrail plugin
 horizonserverenabled trueversion icehouseplugin
 contrailapp contrail_openstack_dashboardoverride truesourcetype gitaddress gitrepo1roboticeczdjangohorizon-contrailgitrev develop
 Horizon setup with sentry log handler
 horizonserverenabled trueversion junologging
 engine ravendsn httppubprivatesentry1testcz2
 Multisite with Git source
 Simple Horizon setup from git repository
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 horizonserverenabled trueapp
 defaultsecret_key MEGASECRETsourceengine gitaddress httpsgithubcomopenstackhorizongitrev stablehavana
 cacheengine memcachedhost 127001port 11211prefix CACHE_DEFAULT
 api_versionsidentity 2
 identityengine keystonehost 127001port 5000
 mailhost 127001
 Themed multisite setup
 horizonserverenabled trueapp
 openstack1csecret_key MEGASECRET1sourceengine gitaddress httpsgithubcomopenstackhorizongitrev stablehavana
 plugincontrail
 app contrail_openstack_dashboardoverride truesourcetype gitaddress gitrepo1roboticeczdjangohorizon-contrailgitrev develop
 themeapp site1_themesourcetype gitaddress gitrepo1domaincomdjangohorizon-site1-themegit
 cacheengine memcachedhost 127001port 11211prefix CACHE_SITE1
 api_versionsidentity 2
 identity
 (continues on next page)
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 engine keystonehost 127001port 5000
 mailhost 127001
 openstack2secret_key MEGASECRET2sourceengine gitaddress httpsrepo1domaincomopenstackhorizongitrev stableicehouse
 plugincontrailapp contrail_openstack_dashboardoverride truesourcetype gitaddress gitrepo1domaincomdjangohorizon-contrailgitrev develop
 monitoringapp horizon_monitoringsourcetype gitaddress gitdomaincomdjangohorizon-monitoringgitrev develop
 themeapp bootswatch_themesourcetype gitaddress gitrepo1roboticeczdjangohorizon-bootswatch-themegitrev develop
 cacheengine memcachedhost 127001port 11211prefix CACHE_SITE2
 api_versionsidentity 3
 identityengine keystonehost 127001port 5000
 mailhost 127001
 API versions override
 horizonserverenabled trueapp
 openstack_api_overrridesecret_key MEGASECRET1api_versionsidentity 3volume 2
 source(continues on next page)
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 engine gitaddress httpsgithubcomopenstackhorizongitrev stablehavana
 Control dashboard behaviour
 horizonserverenabled trueapp
 openstack_dashboard_overrridesecret_key passworddashboardssettings
 enabled trueproject
 enabled falseorder 10
 adminenabled falseorder 20
 sourceengine gitaddress httpsgithubcomopenstackhorizongitrev stablejuno
 Enable WebSSO feature
 horizonserverenabled truewebsso
 login_url WEBROOT + authloginlogout_url WEBROOT + authlogoutwebsso_choices
 - saml2- oidc
 More Information
 bull httpsgithubcomopenstackhorizon
 bull httpdijkswordpresscom20120706how-to-change-screen-resolution-of-novnc-client-in-openstack-essex-dashboard-nova-horizon
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-horizonissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
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 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-horizon
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 OpenStack Keystone
 Keystone provides authentication authorization and service discovery mechanisms via HTTP primarily for use byprojects in the OpenStack family It is most commonly deployed as an HTTP interface to existing identity systemssuch as LDAP
 From Kilo release Keystone v3 endpoint has definition without version in url
 +----------------------------------+-----------+--------------------------+-----------rarr˓---------------+---------------------------+----------------------------------+| id | region | publicurl |rarr˓internalurl | adminurl | service_id |+----------------------------------+-----------+--------------------------+-----------rarr˓---------------+---------------------------+----------------------------------+| 91663a8db11c487c9253c8c456863494 | RegionOne | http100150375000 | http10rarr˓0150375000 | http1001503735357 | 0fd2dba3153d45a1ba7f709cfc2d69c9 |+----------------------------------+-----------+--------------------------+-----------rarr˓---------------+---------------------------+----------------------------------+
 Sample pillars
 Caution When you use localhost as your database host (keystoneserver atabasehost) sqlalchemy will try toconnect to varrunmysql mysqldsock may cause issues if you located your mysql socket elsewhere
 Full stacked keystone
 keystoneserverenabled trueversion junoservice_token service_tokeenservice_tenant serviceservice_password servicepwdadmin_tenant adminadmin_name adminadmin_password adminpwdadmin_email stackmasterdomaincomroles
 - admin- Member
 (continues on next page)
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 - image_managerbind
 address 0000private_address 127001private_port 35357public_address 127001public_port 5000
 api_version 20region RegionOnedatabase
 engine mysqlhost 127001name keystonepassword LfTno5mYdZmRfoPVuser keystone
 Keystone public HTTPS API
 keystoneserverenabled trueversion junoservices- name nova
 type computedescription OpenStack Compute Serviceuser
 name novapassword password
 bindpublic_address clouddomaincompublic_protocol httpspublic_port 8774internal_address 100020internal_port 8774admin_address 100020admin_port 8774
 Keystone with custom policies Keys with specified rules are created or set to this value if they already exists Keyswith no value (like our ldquoexisting_rulerdquo) are deleted from the policy file
 keystoneserverenabled truepolicy
 new_rule ruleadmin_requiredexisting_rule
 Keystone memcached storage for tokens
 keystoneserverenabled trueversion juno
 (continues on next page)
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 token_store cachecache
 engine memcachedhost 127001port 11211
 services
 Keystone clustered memcached storage for tokens
 keystoneserverenabled trueversion junotoken_store cachecache
 engine memcachedmembers- host 19216001
 port 11211- host 19216002
 port 11211services
 Keystone client
 keystoneclientenabled trueserver
 host 10002public_port 5000private_port 35357service_token tokenadmin_tenant adminadmin_name adminadmin_password passwd
 Keystone cluster
 keystonecontrolenabled trueprovider
 os15_tokenhost 10002port 35357token token
 os15_tcp_core_stghost 10005port 5000tenant adminname adminpassword password
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 Keystone fernet tokens for OpenStack Kilo release
 keystoneservertokens
 engine fernetmax_active_keys 3
 Keystone auth methods
 keystoneserverauth_methods- external- password- token- oauth1
 Keystone domain with LDAP backend using SQL for roleproject assignment
 keystoneserverdomain
 externaldescription Testing domainbackend ldapassignmentbackend sql
 ldapurl ldapsidmdomaincomsuffix dc=clouddc=domaindc=com Will bind as uid=keystonecn=userscn=accountsdc=clouddc=domaindc=comuid keystonepassword password
 Using LDAP backend for default domain
 keystoneserverbackend ldapassignment
 backend sqlldap
 url ldapsidmdomaincomsuffix dc=clouddc=domaindc=com Will bind as uid=keystonecn=userscn=accountsdc=clouddc=domaindc=comuid keystonepassword password
 Using LDAP backend for default domain with ldquouser_enabledrdquo field emulation
 keystoneserverbackend ldap
 (continues on next page)
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 assignmentbackend sql
 ldapurl ldapidmdomaincomsuffix ou=Openstack Service Userso=domaincombind_user keystonepassword password Define LDAP group object class and membership attributegroup_objectclass groupOfUniqueNamesgroup_member_attribute uniqueMember User will receive enabled attribute basing on membership in os-user-enabled
 rarr˓ groupuser_enabled_emulation Trueuser_enabled_emulation_dn cn=os-user-enabledou=Openstacko=domaincomuser_enabled_emulation_use_group_config True
 Simple service endpoint definition (defaults to RegionOne)
 keystoneserverservice
 ceilometertype meteringdescription OpenStack Telemetry Serviceusername ceilometerpassword password
 bind
 Region-aware service endpoints definition
 keystoneserverservice
 ceilometer_region01service ceilometertype meteringregion region01description OpenStack Telemetry Serviceusername ceilometerpassword password
 bind
 ceilometer_region02service ceilometertype meteringregion region02description OpenStack Telemetry Servicebind
 Enable ceilometer notifications
 keystoneserver
 (continues on next page)
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 notification truemessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword passwordvirtual_host openstackha_queues true
 Client-side RabbitMQ HA setup
 keystoneservermessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Client-side RabbitMQ TLS configuration
 By default system-wide CA certs are used Nothing should be specified except sslenabled
 keystoneservermessage_queue
 sslenabled True
 Use cacert_file option to specify the CA-cert file path explicitly
 keystoneservermessage_queue
 sslenabled Truecacert_file etcsslrabbitmq-capem
 To manage content of the cacert_file use the cacert option
 keystoneserver
 (continues on next page)
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 message_queuessl
 enabled Truecacert |
 -----BEGIN CERTIFICATE-----
 -----END CERTIFICATE-------
 cacert_file etcopenstackrabbitmq-capem
 Notice
 bull The message_queueport is set to 5671 (AMQPS) by default if sslenabled=True
 bull Use message_queuesslversion if you need to specify protocol version By default is TLSv1 for python lt279 and TLSv1_2 for version above
 Enable CADF audit notification
 keystoneservernotification truenotification_format cadf
 Run keystone under Apache
 keystoneserverservice_name apache2
 apacheserverenabled truedefault_mpm eventsite
 keystoneenabled truetype keystonename wsgihostname $linuxnetworkfqdn
 modules- wsgi
 Enable SAML2 Federated keystone
 keystoneserverauth_methods- password- token- saml2federation
 saml2protocol saml2remote_id_attribute Shib-Identity-Providershib_url_scheme https
 (continues on next page)
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 shib_compat_valid_user onfederation_driver keystonecontribfederationbackendssqlFederationfederated_domain_name Federatedtrusted_dashboard
 - https$_paramcluster_public_hosthorizonauthwebssoapache
 serverpkgs
 - apache2- libapache2-mod-shib2
 modules- wsgi- shib2
 Enable OIDC Federated keystone
 keystoneserverauth_methods- password- token- oidcfederationoidc
 protocol oidcremote_id_attribute HTTP_OIDC_ISSremote_id_attribute_value httpsaccountsgooglecomoidc_claim_prefix OIDC-oidc_response_type id_tokenoidc_scope openid email profileoidc_provider_metadata_url httpsaccountsgooglecomwell-knownopenid-
 rarr˓configurationoidc_client_id ltopenid_client_idgtoidc_client_secret ltopenid_client_secretgtoidc_crypto_passphrase openstackoidc_redirect_uri httpskeyexamplecom5000v3authOS-FEDERATIONwebsso
 rarr˓oidcredirectoidc_oauth_introspection_endpoint httpswwwgoogleapiscomoauth2v1
 rarr˓tokeninfooidc_oauth_introspection_token_param_name access_tokenoidc_oauth_remote_user_claim user_idoidc_ssl_validate_server off
 federated_domain_name Federatedfederation_driver keystonecontribfederationbackendssqlFederationtrusted_dashboard
 - https$_paramcluster_public_hostauthwebssoapache
 serverpkgs
 - apache2- libapache2-mod-auth-openidc
 modules- wsgi- auth_openidc
 Notes Ubuntu Trusty repository doesnrsquot contain libapache2-mod-auth-openidc package Additonal repository shouldbe added to source list
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 Use a custom identity driver with custom options
 keystoneserverbackend k2kk2k
 auth_url httpskeystoneexamplecomv20read_user example_userread_pass passwordread_tenant_id adminidentity_driver sqlid_prefix k2kdomain defaultcaching truecache_time 600
 Enable CORS parameters
 keystoneservercors
 allowed_origin httpslocalhostlocalhttplocalhostlocalexpose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
 Keystone client
 Service endpoints enforcement with service token
 keystoneclientenabled trueserver
 keystone01adminhost 10002port 35357token service_token
 servicenova
 type computedescription OpenStack Compute Serviceendpoints- region region01public_address 17216101public_port 8773public_path v2internal_address 17216101internal_port 8773internal_path v2admin_address 17216101admin_port 8773admin_path v2
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 Project users roles enforcement with admin user
 keystoneclientenabled trueserver
 keystone01adminhost 10002port 5000project adminuser adminpassword passwdregion_name RegionOneprotocol https
 roles- admin- memberprojecttenant01
 description test envquotainstances 100cores 24ram 151200floating_ips 50fixed_ips -1metadata_items 128injected_files 5injected_file_content_bytes 10240injected_file_path_bytes 255key_pairs 100security_groups 20security_group_rules 40server_groups 20server_group_members 20
 useruser01email jdoedomaincomis_admin truepassword some
 user02email jdoe2domaincompassword someroles- custom-roles
 Multiple servers example
 keystoneclientenabled trueserver
 keystone01adminhost 10002port 5000project admin
 (continues on next page)
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 user adminpassword workshopregion_name RegionOneprotocol https
 keystone02adminhost 10003port 5000project adminuser adminpassword workshopregion_name RegionOne
 Tenant quotas
 keystoneclientenabled trueserver
 keystone01adminhost 10002port 5000project adminuser adminpassword passwdregion_name RegionOneprotocol https
 roles- admin- memberprojecttenant01
 description test envquotainstances 100cores 24ram 151200floating_ips 50fixed_ips -1metadata_items 128injected_files 5injected_file_content_bytes 10240injected_file_path_bytes 255key_pairs 100security_groups 20security_group_rules 40server_groups 20server_group_members 20
 Extra config params in keystoneconf (since Mitaka release)
 keystoneserverextra_config
 ini_section1(continues on next page)
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 param1 valueparam2 value
 ini_section2param1 valueparam2 value
 Configuration of policyjson file
 keystoneserverpolicy
 admin_or_token_subject ruleadmin_required or ruletoken_subject
 Setting up default admin project name and domain
 keystoneserveradmin_project
 name admindomain default
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 keystoneserverlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 Usage
 Apply state keystoneclientservice first and then keystoneclient state
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 Documentation and Bugs
 To learn how to deploy OpenStack Salt consult the documentation available online at
 httpswikiopenstackorgwikiOpenStackSalt
 In the unfortunate event that bugs are discovered they should be reported to the appropriate bug tracker If youobtained the software from a 3rd party operating system vendor it is often wise to use their own bug tracker forreporting problems In all other cases use the master OpenStack bug tracker available at
 httpbugslaunchpadnetopenstack-salt
 Developers wishing to work on the OpenStack Salt project should always base their work on the latest formulas codeavailable from the master GIT repository at
 httpsgitopenstackorgcgitopenstacksalt-formula-keystone
 Developers should also join the discussion on the IRC list at
 httpswikiopenstackorgwikiMeetingsopenstack-salt
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-keystoneissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-keystone
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 magnum
 Service magnum description
 Sample pillars
 Single magnum service
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 magnumserverenabled trueversion kilo
 Read more
 bull links
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-magnumissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-magnum
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Midonet
 MidoNet is an advanced Software Defined Networking (SDN) solution which provides network virtualization forpublic and private cloud environments
 Sample pillars
 Cluster Control
 midonetcontrolversion v50enterprise
 enabled trueenabled truehost 127001nova
 (continues on next page)
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 controlhost 127001
 databasemembers- host 127001
 port 9160- host 127001
 port 9160- host 127001
 port 9160zookeeper
 members- host 127001- host 127001- host 127001
 identityuser midonetpassword passwdhost 127001admin
 token tokenpasspassword passwd
 Analytics
 midonetanalyticsversion v50enterprise
 enabled trueenabled truehost 127001
 Gateway
 midonetgateway
 version v50enterprise
 enabled trueenabled truezookeeper
 members- host 127001- host 127001- host 127001
 template medium
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 Compute
 midonetcompute
 version v50enterprise
 enabled trueenabled truezookeeper
 members- host 127001- host 127001- host 127001
 template medium
 Web
 midonetwebversion v50enabled trueapi
 host 127001analytics
 host 127001
 Read More
 bull httpwwwmidokuracommidonet
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-midonetissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-midonet
 Any questions or feedback is always welcome so feel free to join our IRC channel
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 salt-formulas ircfreenodenet
 Murano formula
 Murano Project introduces an application catalog which allows application developers and cloud administrators topublish various cloud-ready applications in a browsable categorised catalog which may be used by the cloud users(including the inexperienced ones) to pick-up the needed applications and services and composes the reliable environ-ments out of them in a ldquopush-the-buttonrdquo manner
 Sample pillars
 Single murano services on the controller node
 muranoserverenabled trueversion libertyinsecure falsedatabase
 engine mysqlhost 10102020port 3306name muranouser muranopassword password
 identityengine keystonehost 10102020port 35357tenant serviceuser muranopassword password
 message_queueengine rabbitmqmembers- host 192168113- host 192168114- host 192168115user openstackpassword supersecretvirtual_host openstack
 murano_agent_queueengine rabbitmqport 5672host 192168110user openstackpassword supersecretcatalogpassword
 External links
 bull httpswikiopenstackorgwikiMuranoProjectOverview
 bull httpmuranoreadthedocsorgenlatestinstall
 bull httpsgithubcomstackforgemurano
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 bull httpsgithubcomstackforgemurano-apps
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-muranoissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-murano
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 OpenContrail Formula
 Contrail Controller is an open standards-based software solution that delivers network virtualization and serviceautomation for federated cloud networks It provides self-service provisioning improves network troubleshooting anddiagnostics and enables service chaining for dynamic application environments across enterprise virtual private cloud(VPC) managed Infrastructure as a Service (IaaS) and Networks Functions Virtualization (NFV) use cases
 Package source
 Formula support OpenContrail as well as Juniper Contrail package repository in the backend
 Differences withing the configuration and state run are controlled by opencontrailcommonvendor[opencontrail|juniper] pillar attribute
 Default value is set to opencontrail
 Juniper releases tested with this formula
 bull 302x
 To use Juniper Contrail repository as a source of packages override pillar as in this example
 opencontrailcommonvendor juniper
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 Sample Pillars
 Controller nodes
 There are several scenarios for OpenContrail control plane
 All-in-one single
 Config control analytics database web ndash altogether on one node
 opencontrailcommonversion 22source
 engine pkgaddress httpmirrorroboticeczcontrail-havana
 identityengine keystonehost 127001port 35357token tokenpassword password
 networkengine neutronhost 127001port 9696
 configversion 22enabled truenetwork
 engine neutronhost 127001port 9696
 discoveryhost 127001
 analyticshost 127001
 bindaddress 127001
 message_queueengine rabbitmqhost 127001port 5672
 databasemembers- host 127001
 port 9160cache
 members- host 127001
 port 11211identity
 engine keystoneversion 20region RegionOne
 (continues on next page)
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 host 127001port 35357user adminpassword passwordtoken tokentenant admin
 members- host 127001
 id 1rootlogger INFO CONSOLE
 controlversion 22enabled truebind
 address 127001discovery
 host 127001master
 host 127001members- host 127001
 id 1collectorversion 22enabled truebind
 address 127001master
 host 127001discovery
 host 127001data_ttl 2database
 members- host 127001
 port 9160databaseversion 22cassandra
 version 2enabled trueminimum_disk 10name Contrailoriginal_token 0compaction_throughput_mb_per_sec 16concurrent_compactors 1data_dirs- varlibcassandraid 1discovery
 host 127001bind
 host 127001port 9042rpc_port 9160
 members- host 127001
 (continues on next page)
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 id 1webversion 22enabled Truebind
 address 127001analytics
 host 127001master
 host 127001cache
 engine redishost 127001port 6379
 members- host 127001
 id 1identity
 engine keystoneversion 20host 127001port 35357user adminpassword passwordtoken tokentenant admin
 All-in-one cluster
 Config control analytics database web ndash altogether clustered on multiple nodes
 opencontrailcommonversion 22source
 engine pkgaddress httpmirrorroboticeczcontrail-havana
 identityengine keystonehost 127001port 35357token tokenpassword password
 networkengine neutronhost 127001port 9696
 configversion 22enabled truenetwork
 engine neutronhost 127001port 9696
 discovery
 (continues on next page)
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 host 127001analytics
 host 127001bind
 address 127001message_queue
 engine rabbitmqhost 127001port 5672
 databasemembers- host 127001
 port 9160- host 127001
 port 9160- host 127001
 port 9160cache
 members- host 127001
 port 11211- host 127001
 port 11211- host 127001
 port 11211identity
 engine keystoneversion 20region RegionOnehost 127001port 35357user adminpassword passwordtoken tokentenant admin
 members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3controlversion 22enabled truebind
 address 127001discovery
 host 127001master
 host 127001members- host 127001
 id 1- host 127001
 id 2- host 127001
 (continues on next page)
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 id 3collectorversion 22enabled truebind
 address 127001master
 host 127001discovery
 host 127001data_ttl 1database
 members- host 127001
 port 9160- host 127001
 port 9160- host 127001
 port 9160databaseversion 22cassandra
 version 2enabled truename Contrailminimum_disk 10original_token 0data_dirs- varlibcassandraid 1discovery
 host 127001bind
 host 127001port 9042rpc_port 9160
 members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3webversion 22enabled Truebind
 address 127001master
 host 127001analytics
 host 127001cache
 engine redishost 127001port 6379
 members(continues on next page)
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 - host 127001id 1
 - host 127001id 2
 - host 127001id 3
 identityengine keystoneversion 20host 127001port 35357user adminpassword passwordtoken tokentenant admin
 Separated analytics from control and config
 Config control database web
 opencontrailcommonversion 22identity
 engine keystonehost 127001port 35357token tokenpassword password
 networkengine neutronhost 127001port 9696
 configversion 22enabled truenetwork
 engine neutronhost 127001port 9696
 discoveryhost 127001
 analyticshost 127001
 bindaddress 127001
 message_queueengine rabbitmqhost 127001port 5672
 databasemembers- host 127001
 port 9160- host 127001
 (continues on next page)
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 port 9160- host 127001
 port 9160cache
 members- host 127001
 port 11211- host 127001
 port 11211- host 127001
 port 11211identity
 engine keystoneversion 20region RegionOnehost 127001port 35357user adminpassword passwordtoken tokentenant admin
 members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3controlversion 22enabled truebind
 address 127001discovery
 host 127001master
 host 127001members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3databaseversion 127001cassandra
 version 2enabled truename Contrailminimum_disk 10original_token 0data_dirs- varlibcassandraid 1discovery
 host 127001(continues on next page)
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 bindhost 127001port 9042rpc_port 9160
 members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3webversion 22enabled Truebind
 address 127001analytics
 host 127001master
 host 127001cache
 engine redishost 127001port 6379
 members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3identity
 engine keystoneversion 20host 127001port 35357user adminpassword passwordtoken tokentenant admin
 Analytic nodes
 Analytics and database on an analytic node(s)
 opencontrailcommonversion 22identity
 engine keystonehost 127001port 35357token tokenpassword password
 networkengine neutronhost 127001
 (continues on next page)
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 port 9696collectorversion 22enabled truebind
 address 127001master
 host 127001discovery
 host 127001data_ttl 1database
 members- host 127001
 port 9160- host 127001
 port 9160- host 127001
 port 9160databaseversion 22cassandra
 version 2enabled truename Contrailminimum_disk 10original_token 0data_dirs- varlibcassandraid 1discovery
 host 127001bind
 host 127001port 9042rpc_port 9160
 members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3
 Compute nodes
 Vrouter configuration on a compute node(s)
 opencontrailcommonversion 22identity
 engine keystonehost 127001port 35357
 (continues on next page)
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 token tokenpassword password
 networkengine neutronhost 127001port 9696
 computeversion 22enabled Truehostname node-12domaintlddiscovery
 host 127001interface
 address 127001dev eth0gateway 127001mask 24dns 127001mtu 9000
 Compute nodes with gateway_mode
 Gateway mode can be server vcpe (default is none)
 opencontrailcomputegateway_mode server
 TSN nodes
 Configure TSN nodes
 opencontrailcomputeenabled truetor
 enabled truebind
 port 8086agent
 tor01id 0port 6632host 127001address 127001
 Set up metadata secret for the Vrouter
 In order to get cloud-init within the instance to properly fetch instance metadata metadata_proxy_secret in the Vrouteragent config should match the value in novaconf The administrator should define it in the pillar
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 opencontrailcomputemetadata
 secret opencontrail
 Add auth info for Barbican on compute nodes
 opencontrailcomputelbaas
 enabled truesecret_manager
 engine barbicanidentityuser adminpassword supersecretpassword123tenant admin
 Keystone v3
 To enable support for keystone v3 in opencontrail there must be defined version for config and web role
 opencontrailconfigversion 22enabled trueidentity
 engine keystoneversion 3
 opencontrailwebversion 22enabled trueidentity
 engine keystoneversion 3
 Without Keystone
 opencontrailcommonidentity
 engine nonetoken none
 (continues on next page)
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 password none
 configidentity
 engine nonepassword nonetoken none
 webidentity
 engine nonepassword nonetoken none
 Kubernetes support
 Kubernetes vrouter nodes
 Vrouter configuration on a kubernetes node(s)
 opencontrailcomputeengine kubernetes
 vRouter with separated control plane
 Separate XMPP traffic from dataplane interface
 opencontrailcomputebind
 address 17216050
 Override RPF default in Contrail API
 From MCP11 with OpenContrail gt= 311 you can override RPF default for newly created virtual networks This canbe useful for usecases like running Calico and K8S in overlay The override_rpf_default_by has valid values disableenable If not defined the configuration fallbacks to Contrail default - currently enable
 opencontrailconfigoverride_rpf_default_by disable
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 Cassandra GC logging
 From Contrail version 3 you can set a way you want to handle Cassandra GC logs The behavior is controlled bycassandra_gc_logging Valid values are lsquorotationrsquo (default) lsquolegacyrsquo and false
 bull lsquorotationrsquo is supported by JDK 6u34 7u2 or later and handles rotation of log
 files automatically - lsquolegacyrsquo is a way to support older JDKs and you will need to handle logs by other means Thiscan be handled for example by using - serviceopencontraildatabasecassandra_log_cleanup in your reclass model -false will disable the cassandra gc logging
 opencontraildatabasecassandra_gc_logging false
 Disable Contrail API authentication
 Contrail version must gt= 30 It is useful especially for Keystone v3
 opencontrailconfigmulti_tenancy false
 Enable RBAC
 opencontrailconfigaaa_mode rbaccloud_admin_role adminglobal_read_only_role member
 Switch from on demand to periodic keystone sync
 This can be useful when you want to sync projects from OpenStack to Contrail automatically The period of sync is60s
 opencontrailconfigidentity
 sync_on_demand false
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 Cassandra listen interface
 databasebindinterface eth0port 9042rpc_port 9160
 OpenContrail WebUI version gt= 311
 For OpenContrail version gt= 311 and Cassandra gt= 21 we should override WebUIrsquos cassandra port from 9160 to9042
 For appropriate node at class level
 opencontrailwebdatabase
 port 9042
 RabbitMQ HA hosts
 opencontrailconfigmessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 port 5672
 databasebindinterface eth0port 9042rpc_port 9160
 DPDK vRouter
 opencontrailcomputedpdk
 enabled truetaskset 0x0000003C00003C
 (continues on next page)
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 socket_mem 10241024interface
 mac_address 90e2ba7c22e1pci 000081001
 Increase number of alarm-gen workers
 Port prefix will increment used ports by workers starting with 5901
 collectoralarm_genworkers 1port_prefix 59
 Contrail client
 Basic parameters with identity and host configs
 opencontrailclientidentity
 user adminproject adminpassword adminpasshost keystone_host
 confighost contrail_api_hostport contrail_api_ort
 Enforcing virtual routers
 opencontrailclientvirtual_router
 cmp01ip_address 17216011dpdk_enabled True
 cmp02ip_address 17216012dpdk_enabled True
 Enforcing global system config
 opencontrailclientglobal_system_config
 name default-global-system-configasn 64512grp
 enable true
 (continues on next page)
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 restart_time 60end_of_rib_timeout 30bgp_helper_enable falsexmpp_helper_enable falselong_lived_restart_time 300
 Enforcing global vrouter config
 opencontrailclientglobal_vrouter_config
 name default-global-vrouter-configparent_type global-system-configencap_priority MPLSoUDPMPLSoGREvxlan_vn_id_mode automaticfq_names
 - default-global-system-config- default-global-vrouter-config
 Enforcing control nodes
 opencontrailclientbgp_router
 ntw01type control-nodeip_address 17216011
 nwt02type control-nodeip_address 17216012
 nwt03type control-nodeip_address 17216013
 Enforcing edge BGP routers
 opencontrailclientbgp_router
 mx01type routerip_address 17216021asn 64512
 mx02type routerip_address 17216022asn 64512key_type md5key password
 Enforcing config nodes
 opencontrailclient
 (continues on next page)
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 config_node
 ctl01ip_address 17216021
 ctl02ip_address 17216022
 Enforcing database nodes
 opencontrailclientdatabase_node
 ntw01ip_address 17216021
 ntw02ip_address 17216022
 Enforcing analytics nodes
 opencontrailclientanalytics_node
 nal01ip_address 17216031
 nal02ip_address 17216032
 Enforcing Link Local Services
 opencontrailclientlinklocal_service
 example with dns name address (only one permited)meta1lls_ip 100023lls_port 80ipf_addresses metaexamplecomipf_port 80
 example with multiple ip addressesmeta2lls_ip 100023lls_port 80ipf_addresses- 10101010- 10202020- 10303030ipf_port 80
 example with one ip addressmeta3lls_ip 100023lls_port 80ipf_addresses- 10101010ipf_port 80
 (continues on next page)
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 example with name overridells_meta4name meta4lls_ip 100023lls_port 80ipf_addresses- 10101010ipf_port 80
 Configuring OpenStack default quotasx
 Enforcing physical routers h code-block yaml
 opencontrail
 client physical_router
 router1 name router1 dataplane_ip 1234 management_ip 1234 vendor_nameovs product_name ovs agents
 bull tsn0-0
 bull tsn0
 Enforcing physicallogical interfaces for routers
 opencontrailclientphysical_routerrouter1
 interface
 port1name port1logical_interface
 port1_lname port10vlan_tag 0interface_type L2virtual_machine_interfaceport1_portname port1_portip_address 19216890107mac_address 2e92a8afc221security_group defaultvirtual_network virtual-network
 Enforcing virtual networks
 opencontrailclientvirtual_networks
 net01name network01ip_address 172161110ip_prefix 24asn 64512route_target 10000
 (continues on next page)
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 external Trueallow_transit Falseforwarding_mode l2_l3rpf disablemirror_destination Falsedomain default-domainproject adminipam_domain default-domainipam_project default-projectipam_name default-network-ipam
 net02name network02
 net03name network03
 Enforcing floating ip pool setings
 Virtual network with flag external needs to be created before managing the floating ip pool Param vn_name is thename of the external network
 opencontrailclientfloating_ip_pools
 pool1vn_name external-networkvn_project adminvn_domain default-domainowner_access 7global_access 0list_of_projects- [tenant1 7]- [tenant2 7]- [tenant3 7]
 pool2vn_name floating-ipsvn_project adminvn_domain default-domainowner_access 7global_access 0list_of_projects- [tenant3 7]
 If you want to remove all shares from the ip floating pool define only empty list in list of projects like this
 opencontrailclientfloating_ip_pools
 pool1vn_name external-networkvn_project adminvn_domain default-domainowner_access 7global_access 0list_of_projects []
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 Contrail DNS custom forwarders
 By default Contrail uses the etcresolvconf file to determine the upstream DNS servers This can have some side-affects like resolving internal DNS entries on you public instances
 In order to overrule this default set you can configure nameservers using pillar data The formula is then responsiblefor configuring and generating a alternate resolvconf file
 Note this has been patched recently in the Contrail distribution of Mirantis httpsgithubcomMirantiscontrail-controllercommited9a25ccbcfebd7d079a93aecc5a1a7bf1265ea4 httpsgithubcomMirantiscontrail-controllercommit94c844cf2e9bcfcd48587aec03d10b869e737ade
 To change forwarders for the default-dns option (which is handled by compute nodes)
 computednsforwarders- 8888- 8844
 To change forwarders for vDNS zones (handled by control nodes)
 controldnsforwarders- 8888- 8844
 Usage
 Basic installation
 Add control BGP
 python etccontrailprovision_controlpy --api_server_ip 192168111 --api_server_rarr˓port 8082 --host_name network1contraildomaincom --host_ip 192168111 --router_rarr˓asn 64512
 Install compute node
 yum install contrail-vrouter contrail-openstack-vrouter
 salt-call statesls novaopencontrail
 Add virtual router
 python etccontrailprovision_vrouterpy --host_name hostnode1intradomaincom --rarr˓host_ip 100100101 --api_server_ip 10010030 --oper add --admin_user admin --rarr˓admin_password cloudlab --admin_tenant_name admin
 etcsysconfignetwork-scriptsifcfg-bond0 -- comment GATEWAYNETMASKIPADDR
 (continues on next page)
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 reboot
 Debugging
 Display vhost XMPP connection status
 You should see the correct controller_ip and state should be established
 httpltcompute-nodegt8085Snh_AgentXmppConnectionStatusReq
 Display vrouter interface status
 When vrf_name = mdashERRORmdash then something goes wrong
 httpltcompute-nodegt8085Snh_ItfReqname=
 Display IF MAP table
 Look for neighbours if VM has 2 itrsquos ok
 httpltcontrol-nodegt8083Snh_IFMapTableShowReqtable_name=
 Trace XMPP requests
 httpltcompute-nodegt8085Snh_SandeshTraceRequestx=XmppMessageTrace
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-opencontrailissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-opencontrail
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Neutron Formula
 Neutron is an OpenStack project to provide ldquonetworking as a servicerdquo between interface devices (eg vNICs) managedby other Openstack services (eg nova)
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 Starting in the Folsom release Neutron is a core and supported part of the OpenStack platform (for Essex we were anldquoincubatedrdquo project which means use is suggested only for those who really know what theyrsquore doing with Neutron)
 Sample Pillars
 Neutron Server on the controller node
 neutronserverenabled trueversion mitakaallow_pagination truepagination_max_limit 100api_workers 2rpc_workers 2rpc_state_report_workers 2bind
 address 1722001port 9696
 databaseengine mysqlhost 127001port 3306name neutronuser neutronpassword pwd
 identityengine keystonehost 127001port 35357user neutronpassword pwdtenant serviceendpoint_type internal
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 metadatahost 127001port 8775password passworkers 2
 auditenabled false
 Note The pagination is useful to retrieve a large bunch of resources because a single request may fail (timeout) Thisis enabled with both parameters allow_pagination and pagination_max_limit as shown above
 Configuration of policyjson file
 neutronserver
 (continues on next page)
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 policycreate_subnet ruleadmin_or_network_ownerget_networkqueue_id ruleadmin_only Add key without value to remove line from policyjsoncreate_networkshared
 Neutron LBaaSv2 enablement
 neutronserverlbaas
 enabled trueproviders
 octaviaengine octaviadriver_path neutron_lbaasdriversoctaviadriverOctaviaDriverbase_url http1270019876
 avi_adcengine avinetworksdriver_path avi_lbaasv2avi_driverAviDrivercontroller_address 10182129239controller_user admincontroller_password Cloudlab2016controller_cloud_name Default-Cloud
 avi_adc2engine avinetworks
 Note If the Contrail backend is set Opencontrail loadbalancer would be enabled automatically In this case lbaasshould disabled in pillar
 neutronserverlbaas
 enabled false
 Neutron FWaaSv1 enablement
 neutronfwaasenabled trueversion ocataapi_version v1
 Enable CORS parameters
 neutronservercors
 allowed_origin httpslocalhostlocalhttplocalhostlocal
 (continues on next page)
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 expose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
 Neutron VXLAN tenant networks with Network nodes
 With DVR for East-West and Network node for North-South
 This use case describes a model utilising VxLAN overlay with DVR The DVR routers will only be utilized for trafficthat is router within the cloud infrastructure and that remains encapsulated External traffic will be routed to via thenetwork nodes
 The intention is that each tenant will require at least two (2) vrouters one to be utilised
 Neutron Server
 neutronserverversion mitakapath_mtu 1500bind
 address 1722001port 9696
 databaseengine mysqlhost 127001port 3306name neutronuser neutronpassword pwd
 identityengine keystonehost 127001port 35357user neutronpassword pwdtenant serviceendpoint_type internal
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 global_physnet_mtu 9000l3_ha False Which type of router will be created by defaultdvr True disabled for non DVR use casebackend
 engine ml2tenant_network_types flatvxlanexternal_mtu 9000mechanism
 (continues on next page)
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 ovsdriver openvswitch
 Network Node
 neutrongatewayenabled Trueversion mitakamessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 local_ip 1921682020 br-mesh ip addressdvr True disabled for non DVR use caseagent_mode dvr_snatmetadata
 host 127001password pass
 backendengine ml2tenant_network_types flatvxlanmechanism
 ovsdriver openvswitch
 Compute Node
 neutroncomputeenabled Trueversion mitakamessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 local_ip 1921682020 br-mesh ip addressdvr True disabled for non DVR use caseagent_mode dvrexternal_access false Compute node with DVR for east-west only Network Node
 rarr˓has True as defaultmetadata
 host 127001password pass
 backendengine ml2tenant_network_types flatvxlanmechanism
 ovsdriver openvswitch
 audit(continues on next page)
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 enabled false
 Disable physnet1 bridge
 By default we have external access turned on so among any physnets in your reclass there would be additional onephysnet1 which is mapped to br-floating
 If you need internal nets only without this bridge remove br-floating and configurations mappings Disable mappingsfor this bridge on neutron-servers
 neutronserverexternal_access false
 gateways
 neutrongatewayexternal_access false
 compute nodes
 neutroncomputeexternal_access false
 Add additional bridge mappings for OVS bridges
 By default we have external access turned on so among any physnets in your reclass there would be additional onephysnet1 which is mapped to br-floating
 If you need to add extra non-default bridge mappings they can be defined separately for both gateways and computenodes
 gateways
 neutrongatewaybridge_mappings
 physnet4 br-floating-internet
 compute nodes
 neutroncomputebridge_mappings
 physnet4 br-floating-internet
 Specify different mtu values for different physnets
 Neutron Server
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 neutronserverversion mitakabackend
 external_mtu 1500tenant_net_mtu 9000ironic_net_mtu 9000
 Neutron VXLAN tenant networks with Network Nodes (non DVR)
 This section describes a network solution that utilises VxLAN overlay networks without DVR with all routers be-ing managed on the network nodes
 Neutron Server
 neutronserverversion mitakabind
 address 1722001port 9696
 databaseengine mysqlhost 127001port 3306name neutronuser neutronpassword pwd
 identityengine keystonehost 127001port 35357user neutronpassword pwdtenant serviceendpoint_type internal
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 global_physnet_mtu 9000l3_ha Truedvr Falsebackend
 engine ml2tenant_network_types= flatvxlanexternal_mtu 9000mechanism
 ovsdriver openvswitch
 Network Node
 21 Project Introduction 427
  SaltStack-Formulas Documentation Release master
 neutrongatewayenabled Trueversion mitakamessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 local_ip 1921682020 br-mesh ip addressdvr Falseagent_mode legacyavailability_zone az1metadata
 host 127001password pass
 backendengine ml2tenant_network_types flatvxlanmechanism
 ovsdriver openvswitch
 Compute Node
 neutroncomputeenabled Trueversion mitakamessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 local_ip 1921682020 br-mesh ip addressexternal_access Falsedvr Falsebackend
 engine ml2tenant_network_types flatvxlanmechanism
 ovsdriver openvswitch
 Neutron VXLAN tenant networks with Network Nodes with DVR
 With DVR for East-West and North-South DVR everywhere Network node for SNAT
 This section describes a network solution that utilises VxLAN overlay networks with DVR with North-South andEast-West Network Node is used only for SNAT
 Neutron Server
 428 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 neutronserverversion mitakabind
 address 1722001port 9696
 databaseengine mysqlhost 127001port 3306name neutronuser neutronpassword pwd
 identityengine keystonehost 127001port 35357user neutronpassword pwdtenant serviceendpoint_type internal
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 global_physnet_mtu 9000l3_ha Falsedvr Truebackend
 engine ml2tenant_network_types= flatvxlanexternal_mtu 9000mechanism
 ovsdriver openvswitch
 Network Node
 neutrongatewayenabled Trueversion mitakamessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 local_ip 1921682020 br-mesh ip addressdvr Trueagent_mode dvr_snatavailability_zone az1metadata
 (continues on next page)
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 host 127001password pass
 backendengine ml2tenant_network_types flatvxlanmechanism
 ovsdriver openvswitch
 Compute Node
 neutroncomputeenabled Trueversion mitakamessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 local_ip 1921682020 br-mesh ip addressdvr Trueexternal_access Trueagent_mode dvravailability_zone az1metadata
 host 127001password pass
 backendengine ml2tenant_network_types flatvxlanmechanism
 ovsdriver openvswitch
 Sample Linux network configuration for DVR
 linuxnetworkbridge openvswitchinterface
 eth1enabled truetype ethmtu 9000proto manual
 eth2enabled truetype ethmtu 9000proto manual
 eth3enabled truetype ethmtu 9000
 (continues on next page)
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 proto manualbr-int
 enabled truemtu 9000type ovs_bridge
 br-floatingenabled truemtu 9000type ovs_bridge
 float-to-exenabled truetype ovs_portmtu 65000bridge br-floating
 br-mgmtenabled truetype bridgemtu 9000address $_paramsingle_addressnetmask 2552552550use_interfaces- eth1
 br-meshenabled truetype bridgemtu 9000address $_paramtenant_addressnetmask 2552552550use_interfaces- eth2
 br-exenabled truetype bridgemtu 9000address $_paramexternal_addressnetmask 2552552550use_interfaces- eth3use_ovs_ports- float-to-ex
 Additonal VXLAN tenant network settings
 The default multicast group of 224001 only multicasts to a single subnet Allow overriding it to allow larger underlaynetwork topologies
 Neutron Server
 neutronservervxlan
 group 2390008vni_ranges 265535
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 Neutron VLAN tenant networks with Network Nodes
 VLAN tenant provider
 Neutron Server only
 neutronserverversion mitakaglobal_physnet_mtu 9000l3_ha Falsedvr Truebackend
 engine ml2tenant_network_types flatvlan Can be mixed flatvlanvxlantenant_vlan_range 10002000external_vlan_range 100200 Does not have to be definedexternal_mtu 9000mechanism
 ovsdriver openvswitch
 Compute node
 neutroncomputeversion mitakadvr Trueagent_mode dvrexternal_access Falsebackend
 engine ml2tenant_network_types flatvlan Can be mixed flatvlanvxlanmechanism
 ovsdriver openvswitch
 Advanced Neutron Features (DPDK SR-IOV)
 Neutron OVS DPDK
 Enable datapath netdev for neutron openvswitch agent
 neutronserverversion mitakadpdk True
 neutroncomputeversion mitakadpdk True
 (continues on next page)
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 vhost_socket_dir varrunopenvswitchbackend
 engine ml2mechanism
 ovsdriver openvswitch
 Neutron OVS SR-IOV
 neutronserverversion mitakabackend
 engine ml2mechanism
 ovsdriver openvswitch
 sriovdriver sriovnicswitch
 neutroncomputeversion mitakabackend
 engine ml2tenant_network_types flatvlan Can be mixed flatvlanvxlansriov
 nic_onedevname eth1physical_network physnet3
 mechanismovsdriver openvswitch
 Neutron with VLAN-aware-VMs
 neutronservervlan_aware_vms true
 computevlan_aware_vms true
 gatewayvlan_aware_vms true
 Neutron with OVN
 Control node
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 neutronserverbackend
 engine ovnmechanism
 ovndriver ovn
 tenant_network_types geneveflatovn_ctl_opts
 db-nb-create-insecure-remote yesdb-sb-create-insecure-remote yes
 Compute node
 neutroncomputelocal_ip 1020105controller_vip 1010101external_access falsebackend
 engine ovn
 Neutron Server
 Neutron Server with OpenContrail
 neutronserverbackend
 engine contrailhost contrail_discovery_hostport 8082user adminpassword passwordtenant admintoken token
 Neutron Server with Midonet
 neutronserverbackend
 engine midonethost midonet_api_hostport 8181user adminpassword password
 Neutron Keystone region
 neutronserverenabled trueversion kilo
 (continues on next page)
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 identityregion RegionTwo
 compute
 region RegionTwo
 Client-side RabbitMQ HA setup
 neutronservermessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Configuring TLS communications
 Note by default system wide installed CA certs are used so cacert_file param is optional as well as cacert
 bull RabbitMQ TLS
 neutronserver gateway compute
 message_queueport 5671sslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackrabbitmq-capem(optional) version TLSv1_2
 bull MySQL TLS
 neutronserver
 databasesslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackmysql-capem
 bull Openstack HTTPS API
 neutronserver
 identityprotocol https(optional) cacert_file etcopenstackproxypem
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 Enable auditing filter ie CADF
 neutronserveraudit
 enabled true
 filter_factory keystonemiddlewareauditfilter_factorymap_file etcpycadfneutron_api_audit_mapconf
 computeaudit
 enabled true
 filter_factory keystonemiddlewareauditfilter_factorymap_file etcpycadfneutron_api_audit_mapconf
 Neutron with security groups disabled
 neutronserversecurity_groups_enabled False
 computesecurity_groups_enabled False
 gatewaysecurity_groups_enabled False
 Neutron Client
 Neutron networks
 neutronclientenabled trueserver
 identityendpoint_type internalURLnetworkinet1
 tenant demoshared Falseadmin_state_up Truerouter_external Trueprovider_physical_network inetprovider_network_type flatprovider_segmentation_id 2subnetinet1-subnet1cidr 19216890024enable_dhcp False
 inet2tenant adminshared False
 (continues on next page)
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 router_external Trueprovider_network_type vlansubnetinet2-subnet1cidr 19216892024enable_dhcp False
 inet2-subnet2cidr 19216894024enable_dhcp True
 identity1network
 Neutron routers
 neutronclientenabled trueserver
 identityendpoint_type internalURLrouterinet1-router
 tenant demoadmin_state_up Truegateway_network inetinterfaces- inet1-subnet1- inet1-subnet2
 identity1router
 TODO implement adding new interfaces to a router while updating it
 Neutron security groups
 neutronclientenabled trueserver
 identityendpoint_type internalURLsecurity_groupsecurity_group1
 tenant demodescription security group 1rules- direction ingressethertype IPv4protocol TCPport_range_min 1port_range_max 65535remote_ip_prefix 00000
 - direction ingressethertype IPv4protocol UDP
 (continues on next page)
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 port_range_min 1port_range_max 65535remote_ip_prefix 00000
 - direction ingressprotocol ICMPremote_ip_prefix 00000
 identity1security_group
 TODO implement updating existing security rules (now it adds new rule if trying torarr˓update existing one)
 Floating IP addresses
 neutronclientenabled trueserver
 identityendpoint_type internalURLfloating_ipprx01-instance
 server prx01mk22-lab-basiclocalsubnet private-subnet1network public-net1tenant demo
 gtw01-instance
 Note The network must have flag routerexternal set to True Instance port in the stated subnet will be associatedwith the dynamically generated floating IP
 Enable Neutron extensions (QoS DNS etc)
 neutronserverbackend
 extensiondnsenabled Truehost 127001port 9001protocol http
 qosenabled True
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 Neutron with Designate
 neutronserverbackend
 extensiondnsenabled Truehost 127001port 9001protocol http
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 neutronserverlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 computelogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 gatewaylogging
 log_appender truelog_handlers
 watchedfileenabled true
 (continues on next page)
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 fluentdenabled true
 ossyslogenabled true
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-neutronissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-neutron
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Nova Formula
 OpenStack Nova provides a cloud computing fabric controller supporting a wide variety of virtualization technologiesincluding KVM Xen LXC VMware and more In addition to its native API it includes compatibility with thecommonly encountered Amazon EC2 and S3 APIs
 Sample Pillars
 Controller nodes
 Nova services on the controller node
 novacontrollerversion junoenabled truesecurity_group truecpu_allocation_ratio 80ram_allocation_ratio 10disk_allocation_ratio 10cross_az_attach falseworkers 8
 (continues on next page)
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 report_interval 60bind
 public_address 1000122public_name openstackdomaincomnovncproxy_port 6080
 databaseengine mysqlhost 127001port 3306name novauser novapassword pwd
 identityengine keystonehost 127001port 35357user novapassword pwdtenant service
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 networkengine neutronhost 127001port 9696extension_sync_interval 600identity
 engine keystonehost 127001port 35357user neutronpassword pwdtenant service
 metadatapassword password
 auditenabled false
 osapi_max_limit 500barbican
 enabled true
 Nova services from custom package repository
 novacontrollerversion junosource
 engine pkgaddress http
 Client-side RabbitMQ HA setup
 21 Project Introduction 441
  SaltStack-Formulas Documentation Release master
 novacontrollermessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Enable auditing filter ie CADF
 novacontrolleraudit
 enabled true
 filter_factory keystonemiddlewareauditfilter_factorymap_file etcpycadfnova_api_audit_mapconf
 Enable CORS parameters
 novacontrollercors
 allowed_origin httpslocalhostlocalhttplocalhostlocalexpose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
 Configuration of policyjson file
 novacontrollerpolicy
 context_is_admin roleadmin or roleadministratorcomputecreate ruleadmin_or_owner Add key without value to remove line from policyjsoncomputecreateattach_network
 Enable Barbican integration
 novacontrollerbarbican
 enabled true
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 Configuring TLS communications
 Note by default system wide installed CA certs are used so cacert_file param is optional as well as cacert
 bull RabbitMQ TLS
 novacompute
 message_queueport 5671sslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackrabbitmq-capem(optional) version TLSv1_2
 bull MySQL TLS
 novacontroller
 databasesslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackmysql-capem
 bull Openstack HTTPS API
 Set the https as protocol at novacompute and novacontroller sections
 novacontroller
 identityprotocol https(optional) cacert_file etcopenstackproxypem
 networkprotocol https(optional) cacert_file etcopenstackproxypem
 glanceprotocol https(optional) cacert_file etcopenstackproxypem
 novacompute
 identityprotocol https(optional) cacert_file etcopenstackproxypem
 networkprotocol https(optional) cacert_file etcopenstackproxypem
 imageprotocol https(optional) cacert_file etcopenstackproxypem
 ironicprotocol https(optional) cacert_file etcopenstackproxypem
 Note the barbican cinder and placement url endpoints are discovering using service catalog
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 Compute nodes
 Nova controller services on compute node
 novacomputeversion junoenabled truevirtualization kvmcross_az_attach falsedisk_cachemodes network=writebackblock=noneavailability_zone availability_zone_01aggregates- hosts_with_fc- hosts_with_ssdsecurity_group trueresume_guests_state_on_host_boot Falsemy_ip 101016bind
 vnc_address 172200100vnc_port 6080vnc_name openstackdomaincomvnc_protocol http
 databaseengine mysqlhost 127001port 3306name novauser novapassword pwd
 identityengine keystonehost 127001port 35357user novapassword pwdtenant service
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 imageengine glancehost 127001port 9292
 networkengine neutronhost 127001port 9696identity
 engine keystonehost 127001port 35357user neutron
 (continues on next page)
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 password pwdtenant service
 qemumax_files 4096max_processes 4096
 host node-12domaintld
 Group and user to be used for QEMU processes run by the system instance
 novacomputeenabled trueqemu
 user novagroup cinderdynamic_ownership 1
 Group membership for user nova (upgrade related)
 novacomputeenabled trueuser
 groups- libvirt
 Nova services on compute node with OpenContrail
 novacomputeenabled truenetworking contrail
 Nova services on compute node with memcached caching
 novacomputeenabled truecache
 engine memcachedmembers- host 127001
 port 11211- host 127001
 port 11211
 Client-side RabbitMQ HA setup
 novacomputemessage_queue
 (continues on next page)
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 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Nova with ephemeral configured with Ceph
 novacomputeenabled trueceph
 ephemeral yesrbd_pool novarbd_user novasecret_uuid 03006edd-d957-40a3-ac4c-26cd254b3731
 Nova with ephemeral configured with LVM
 novacomputeenabled truelvm
 ephemeral yesimages_volume_group nova_vg
 linuxstoragelvm
 nova_vgname nova_vgdevices- devsdf- devsdd- devsdg- devsde- devsdc- devsdj- devsdh
 Enable Barbican integration
 novacomputebarbican
 enabled true
 Nova metadata custom bindings
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 novacontrollerenabled truemetadata
 bindaddress 1234port 8776
 Client role
 Nova configured with NFS
 novacomputeinstances_path mntnovainstances
 linuxstorageenabled truemount
 nfs_novaenabled truepath $novacomputeinstances_pathdevice 1723135145datafile_system nfsopts rwvers=3
 Nova flavors
 novaclientenabled trueserver
 identityflavorflavor1
 flavor_id 10ram 4096disk 10vcpus 1
 flavor2flavor_id autoram 4096disk 20vcpus 2
 identity1flavor
 Availability zones
 novaclientenabled true
 (continues on next page)
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 serveridentity
 availability_zones- availability_zone_01- availability_zone_02
 Aggregates
 novaclientenabled trueserver
 identityaggregates- aggregate1- aggregate2
 Upgrade levels
 novacontrollerupgrade_levels
 compute juno
 novacomputeupgrade_levels
 compute juno
 SR-IOV
 Add PciPassthroughFilter into scheduler filters and NICs on specific compute nodes
 novacontrollersriov truescheduler_default_filters DifferentHostFilterSameHostFilterRetryFilter
 rarr˓AvailabilityZoneFilterRamFilterCoreFilterDiskFilterComputeFilterrarr˓ComputeCapabilitiesFilterImagePropertiesFilterServerGroupAntiAffinityFilterrarr˓ServerGroupAffinityFilterPciPassthroughFilter
 novacomputesriov
 nic_onedevname eth1physical_network physnet1
 CPU pinning amp Hugepages
 CPU pinning of virtual machine instances to dedicated physical CPU cores Hugepages mount point for libvirt
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 novacontrollerscheduler_default_filters DifferentHostFilterSameHostFilterRetryFilter
 rarr˓AvailabilityZoneFilterRamFilterCoreFilterDiskFilterComputeFilterrarr˓ComputeCapabilitiesFilterImagePropertiesFilterServerGroupAntiAffinityFilterrarr˓ServerGroupAffinityFilterNUMATopologyFilterAggregateInstanceExtraSpecsFilter
 novacomputevcpu_pin_set 2345hugepages
 mount_points- path mnthugepages_1GB- path mnthugepages_2MB
 Custom Scheduler filters
 If you have a custom filter that needs to be included in the scheduler then you can include it like so
 novacontrollerscheduler_custom_filters- my_custom_drivernovaschedulerfiltersmy_custom_filterMyCustomFilter
 Then add your custom filter on the end (make sure to include all other onesrarr˓that you need as well)
 scheduler_default_filters DifferentHostFilterSameHostFilterRetryFilterrarr˓AvailabilityZoneFilterRamFilterCoreFilterDiskFilterComputeFilterrarr˓ComputeCapabilitiesFilterImagePropertiesFilterServerGroupAntiAffinityFilterrarr˓ServerGroupAffinityFilterPciPassthroughFilterMyCustomFilter
 Hardware TripUnmap Support
 To enable TRIM support for ephemeral images (thru nova managed images) libvirt has this option
 novacomputelibvirt
 hw_disk_discard unmap
 In order to actually utilize this feature the following metadata must be set on the image as well so the SCSI unmap issupported
 glance image-update --property hw_scsi_model=virtio-scsi ltimagegtglance image-update --property hw_disk_bus=scsi ltimagegt
 Scheduler Host Manager
 Specify a custom host manager
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 libvirt CPU mode
 Allow setting the model of CPU that is exposed to a VM This allows better support live migration between hypervisorswith different hardware among other things Defaults to host-passthrough
 novacontrollerscheduler_host_manager ironic_host_manager
 computecpu_mode host-model
 Nova compute workarounds
 Live snapshotting is disabled by default in nova To enable this it needs a manual switch
 From manual
 When using libvirt 122 live snapshots fail intermittently under load (likely related to concurrent libvirtqemu operations) This config option provides a mechanism to disable live snapshot in favor of cold snapshot while this is resolved Cold snapshot causes an instance outage while the guest is going through the snapshotting process For more information refer to the bug report httpsbugslaunchpadnetnova+bug1334398
 Configurable pillar data
 novacomputeworkaround
 disable_libvirt_livesnapshot False
 Config drive options
 See example below on how to configure the options for the config drive
 novacomputeconfig_drive
 forced True Default Truecdrom True Default Falseformat iso9660 Default vfatinject_password False Default False
 Number of concurrent live migrates
 Default is to have no concurrent live migrations (so 1 live-migration at a time)
 Excerpt from config options page (httpsdocsopenstackorgocataconfig-referencecomputeconfig-optionshtml)
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 Maximum number of live migrations to run concurrently This limit is enforced to avoid outbound livemigrations overwhelming the hostnetwork and causing failures It is not recommended that you changethis unless you are very sure that doing so is safe and stable in your environment
 Possible values
 bull 0 treated as unlimited
 bull Negative value defaults to 0
 bull Any positive integer representing maximum number of live migrations to run concurrently
 To configure this option
 novacomputemax_concurrent_live_migrations 1 (1 is the default)
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 novacontroller
 logginglog_appender truelog_handlerswatchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 computelogging
 log_appender truelog_handlerswatchedfile
 enabled truefluentd
 enabled trueossyslog
 enabled true
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-novaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-nova
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Rally
 Rally is a Benchmark-as-a-Service project for OpenStack
 Sample pillars
 rallybenchmarkenabled truesource
 engine gitaddress gitgithubcomstackforgerallygitrevision master
 databaseengine mysqlhost 10102020port 3306name rallyuser rallypassword password
 providerexample_cloud
 authauth_url httpexamplenet5000v20username adminpassword myadminpasstenant_name demoendpoint_type internal
 tests
 (continues on next page)
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 - nova_volumes- neutron_networks
 Rally client with specified git scenarios
 rallyclientenabled truesource
 engine gitaddress gitrepodomaincomheat-templatesgitrevision master
 Read more
 bull httpsrallyreadthedocsorgenlatestinstallhtml
 bull httpswwwmirantiscomblogrally-openstack-tempest-testing-made-simpler
 bull httpswikiopenstackorgwikiRally
 bull httpswikiopenstackorgwikiRallyHowTo
 bull httpslaunchpadnetrally
 bull httpsgithubcomstackforgerally
 bull httpstrellocombDoD8aeZyrally
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-rallyissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-rally
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 Sahara formula
 The Sahara project provides a simple means to provision a data-intensive application cluster (Hadoop or Spark) on topof OpenStack
 Sample pillars
 saharaserverenabled trueversion kilobind
 host 0000port 8386
 databaseengine mysqlhost 127001port 3306name saharauser saharapassword password
 identityengine keystoneprotocol httphost 127001port 35357tenant saharauser saharapassword password
 message_queueengine rabbitmqport 5672members- host 192168113- host 192168114- host 192168115user openstackpassword supersecretvirtual_host openstack
 Usage
 Get Vanilla glance images
 bull httpsahara-filesmirantiscomsahara-icehouse-vanilla-121-ubuntu-1310qcow2
 bull httpsahara-filesmirantiscomsahara-juno-vanilla-121-ubuntu-1404qcow2
 bull httpsahara-filesmirantiscomsahara-juno-vanilla-241-ubuntu-1404qcow2
 bull httpsahara-filesmirantiscomsahara-juno-vanilla-121-centos-65qcow2
 Register image in sahara
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 sahara image-register --image-id $IMAGE_ID --username ubuntu
 sahara image-add-tag --image-id $IMAGE_ID --tag vanillasahara image-add-tag --image-id $IMAGE_ID --tag 121
 Make sure that image is registered correctly
 sahara image-list
 External links
 bull httpdocsopenstackorgdevelopersaharauserdocvanilla_pluginhtml
 bull httpdocsopenstackorgdevelopersaharadevrefquickstarthtml
 bull httpdocsopenstackorgdevelopersaharahorizoninstallationguidehtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-saharaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-sahara
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Swift Formula
 Swift is a highly available distributed eventually consistent objectblob store Organizations can use Swift to storelots of data efficiently safely and cheaply
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 Sample Metadata
 Swift proxy
 swiftcommoncache
 engine memcachedmembers- host 127001
 port 11211- host 127001
 port 11211enabled trueversion kiloswift_hash_path_suffix hashswift_hash_path_prefix hash
 proxyversion kiloenabled truebind
 address 0000port 8080
 identityengine keystonehost 127001port 35357user swiftpassword pwdtenant service
 Swift storage
 swiftcommoncache
 engine memcachedmembers- host 127001
 port 11211- host 127001
 port 11211version kiloenabled trueswift_hash_path_suffix hashswift_hash_path_prefix hash
 objectenabled trueversion kilobind
 address 0000port 6000
 containerenabled true
 (continues on next page)
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 version kiloallow_versions truebind
 address 0000port 6001
 accountenabled trueversion kilobind
 address 0000port 6002
 To enable object versioning feature
 swiftcontainerallow_versions true
 Ring builder
 parametersswiftring_builder
 enabled truerings
 - name defaultpartition_power 9replicas 3hours 1region 1devices
 - address $_paramstorage_node01_addressdevice vdb
 - address $_paramstorage_node02_addressdevice vdc
 - address $_paramstorage_node03_addressdevice vdd
 - partition_power 9replicas 2hours 1region 1devices
 - address $_paramstorage_node01_addressdevice vdb
 - address $_paramstorage_node02_addressdevice vdc
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
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 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-swiftissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-swift
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Tempest Formula
 This is a set of integration tests to be run against a live OpenStack cluster Tempest has batteries of tests for OpenStackAPI validation Scenarios and other specific tests useful in validating an OpenStack deployment
 Sample Pillars
 tempesttestenabled truesource
 engine gitaddress gitgithubcomopenstacktempestgitrevision master
 suiteidentity
 disable_ssl_certificate_validation trueauth_version v3uri_v3region RegionOne
 identity-feature-enabledtrust trueapi_v2 falseapi_v3 true
 More Information
 bull httpdocsopenstackorgdevelopertempestoverviewhtml
 bull httpwwwslidesharenetmasayukiigawatempest-scenariotests-20140512related=1
 bull httpsgithubcomstackforgepuppet-tempest
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 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Programming Languages
 Support programming languages libraries environments
 Formula Repositoryjava httpsgithubcomsalt-formulassalt-formula-javanodejs httpsgithubcomsalt-formulassalt-formula-nodejsphp httpsgithubcomsalt-formulassalt-formula-phppython httpsgithubcomsalt-formulassalt-formula-pythonruby httpsgithubcomsalt-formulassalt-formula-ruby
 Java
 Programming language environment
 Sample pillars
 OpenJDK 8 environment with development libs
 javaenvironmentenabled trueversion 8platform openjdkdevelopment true
 Oracle JAVA JDK 8
 javaenvironmentenabled trueversion 8platform oracle-javadevelopment true
 Oracle JAVA JDK 9
 javaenvironmentenabled trueversion 9release 01build 11
 (continues on next page)
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 platform oracle-javadevelopment true
 Read more
 bull httpopenjdkjavanetinstall
 bull httpwwwwikihowcomInstall-Oracle-Java-on-Ubuntu-Linux
 bull httpsgithubcomsaltstack-formulassun-java-formula
 bull httpswwwdigitaloceancomcommunityarticleshow-to-install-java-on-ubuntu-with-apt-get
 bull httpsgithubcomsaltstack-formulassun-java-formula
 bull httpsgithubcomsaltstack-formulasjava-formula
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-javaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-java
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 NodeJS
 Event-driven IO server-side JavaScript environment based on V8 Includes API documentation change-log examplesand announcements
 Sample pillars
 Simplest environment
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 nodejsenvironmentenabled true
 Pillar for development
 nodejsenvironmentenabled truedevelopment true
 Read more
 bull httpnodejsorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-nodejsissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-nodejs
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 PHP Formula
 PHP is a widely-used general-purpose scripting language that is especially suited for Web development and can beembedded into HTML
 Sample Pillars
 phpenvironmentenabled truecache
 (continues on next page)
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 engine apcshm_size 128max_file_size 10M
 More Information
 bull httpwwwphpnetmanualen
 Python formula
 Python is a widely used general-purpose high-level programming language Its design philosophy emphasizes codereadability and its syntax allows programmers to express concepts in fewer lines of code than would be possible inlanguages such as C++ or Java The language provides constructs intended to enable clear programs on both a smalland large scale
 Python supports multiple programming paradigms including object-oriented imperative and functional programmingor procedural styles It features a dynamic type system and automatic memory management and has a large andcomprehensive standard library
 Available metadata
 serviceenvironmentenvironment Basic Python environment
 serviceenvironmentdevelopment Python development environment
 pythonenvironmentdjango Python Django environment
 Sample pillars
 Simple Python environment
 pythonenvironmentenabled true
 Development Python environment
 pythonenvironmentenabled truemodule
 development true
 Python django environment
 pythonenvironmentenabled truemodule
 django true
 Using offline mirrors
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 pythonenvironmentenabled trueuser
 rootpypi_user userpypi_password passwordpypi_mirrorprotocol httphost pypilocalport 8084upstream_fallback trueuser userpassword password
 Read more
 bull httpswwwpythonorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-pythonissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-python
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Ruby programming language
 Ruby is a dynamic open source programming language with a focus on simplicity and productivity It has an elegantsyntax that is natural to read and easy to write
 Pillars
 Ruby version 18
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 rubyenabled trueversion 18development true
 Ruby version 19
 rubyenabled trueversion 19development true
 Ruby version 21
 rubyenabled trueversion 21development true
 Example gem deployment of Sensu plugin
 environmentmanaged Falsegemsensu-plugins-elasticsearch
 version 043user sensuexecutable optsensuembeddedbingem
 Read more
 bull httpswwwruby-langorgen
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-rubyissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-ruby
 Any questions or feedback is always welcome so feel free to join our IRC channel
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 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Web Applications
 Automated management of web-based applications
 Formula Repositoryflower httpsgithubcomsalt-formulassalt-formula-flowerjupyter httpsgithubcomsalt-formulassalt-formula-jupyterleonardo httpsgithubcomsalt-formulassalt-formula-leonardomayan httpsgithubcomsalt-formulassalt-formula-mayanmoodle httpsgithubcomsalt-formulassalt-formula-moodleopenode httpsgithubcomsalt-formulassalt-formula-openoderedmine httpsgithubcomsalt-formulassalt-formula-redminesentry httpsgithubcomsalt-formulassalt-formula-sentrysuitecrm httpsgithubcomsalt-formulassalt-formula-suitecrmtaiga httpsgithubcomsalt-formulassalt-formula-taigawordpress httpsgithubcomsalt-formulassalt-formula-wordpress
 Flower Formula
 Flower is a web based tool for monitoring and administrating Celery clusters
 Sample Pillars
 Flower single broker
 flowerserverenabled truebind
 port 5555address 0000
 brokerengine redishost localhostport 6379number 0
 Flower with multiple brokers
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 flowerserverenabled truemessage_queue
 location_hklab01bindport 5555address 0000
 brokerengine rabbitmqhost localhostport 5672virtual_host testuser testpassword test
 Flower with redis broker
 flowerserverenabled truebind
 port 5555address 0000
 brokerengine redishost localhostport 6379number 0
 More Information
 bull httpsgithubcommherflower
 Jupyter notebook server
 Open source interactive data science and scientific computing across over 40 programming languages
 Sample pillars
 Single jupyter server
 jupyterserverenabled truebind
 address 0000port 8888
 notebook_sourceengine gitaddress gitreporevision masterrequirements true
 466 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 Read more
 bull httpjupyterorg
 bull httpjupyter-notebookreadthedocsorgenlatestconfightml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-jupyterissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-jupyter
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Django-Leonardo formula
 Pythondjango based CMS
 Sample metadata
 leonardoserverenabled trueapp
 example_appenabled trueworkers 3 disable strict host check on nginx proxy at app nodedev truebindaddress 0000 $linuxnetworkfqdnport 9754protocol tcp
 sourcetype gitaddress gitrepo1roboticeczpython-appsleonardogitrev master
 (continues on next page)
 21 Project Introduction 467
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 secret_key y5m^_^ak6+5(fm^_^ak6+5(fm^_^ak6+5(fdatabaseengine postgresqlhost 127001name leonardopassword db-pwduser leonardo
 mailhost maildomaincompassword mail-pwduser mail-user
 plugineshop static sentry my_sitesite true
 blogsourceengine gitaddress git+httpsgithubcomdjango-leonardoleonardo-module-blog
 rarr˓gitegg=leonardo_module_blog
 Site Name
 Without setting formula produce somethink like this Example app from your site name site_name
 leonardoserverapp
 example_appsite_name My awesome site
 Site Language
 leonardoserverapp
 example_applanguagesen
 default truecs de
 LDAP auth support
 leonardoserverapp
 (continues on next page)
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 myappldapurl ldapsidmexamplecombinddn uid=apachecn=userscn=accountsdc=exampledc=compassword secretpasswordbasedn dc=exampledc=comrequire_group myapp-usersflags_mappingis_active myapp-usersis_staff myapp-adminsis_superuser myapp-admins
 This settings needs leonardo-auth-ldap installed
 Site Admins amp Managers
 leonardoserverapp
 example_appadminsmailmajklkcz
 name majklkmailnewtcz
 managersmailmajklkcz
 name majklkmailnewtcz
 name newt
 Cache
 without setting cache we get default localhost memcache with per site prefix
 leonardoserverenabled trueapp
 example_appcacheengine memcachedhost 19216811prefix CACHE_EXAMPLEAPP
 Workers
 Leonardo uses Celery workers for long running backgrounds jobs which runs under supervisor
 Redis
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 leonardoserverenabled trueapp
 example_appworker truebrokerengine redishost 127001port 6379number 0
 AMQP
 leonardoserverenabled trueapp
 example_appworker truebrokerengine amqphost 127001port 5672password passworduser example_appvirtual_host
 Sentry Exception Handling
 leonardoserverapp
 example_apploggingengine ravendsn httppubprivatesentry1testcz2
 Backup and Initial Data
 leonardoserverenabled trueapp
 example_appbackup trueinitial_dataengine backupninjasource backupcomhost web01webappprddiobackupcomname example_app
 for reinit data do this
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 rm rootpostgresqlflagsleonardo_example_app-restoredsu postgrespsqldrop database leonardo_example_appsalt-call statesls postgresqlleonardo
 Gitversions
 leonardoserverenabled trueapp
 example_appbackup trueinitial_dataengine gitversionssource gitrepo1roboticeczmajklkbackup-testgit
 You also need django-gitversions installed
 Development Mode
 leonardoserverenabled trueapp
 example_appdevelopment true
 Init your site
 experimental feature for advanced users which provides easy way to start your site without site repository ready yet
 leonardoserverenabled trueapp
 example_appinit true
 This parameter says run makemigrations command before other management commands
 note In default state makemigrations generates migrations into main leonardo module(repository)
 Whatever
 Sometimes you need propagate plugin specifig config into your site for this purpose we have simple but elegantsolution for do this
 leonardoserverenabled true
 (continues on next page)
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 appexample_app
 plugineshopconfigorder true
 will be
 ESHOP_CONFIG = order True
 Note Appconfig will be rendered as python object in EXAMPLE_APP_CONFIG = app_config True
 More information
 bull httpslaunchpadnet~tcpcloud
 bull httpsgithubcomdjango-leonardodjango-leonardo
 bull httpsgithubcomleonardo-modulesleonardo-auth-ldap
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-leonardoissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-leonardo
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Mayan Formula
 Automated OCR of documents automatic categorization flexible metadata extensive access control Mayan EDMShas all this to offers and many more features to help you tame your documents
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 Sample pillars
 mayanserverenabled trueworkers 3bind
 address 0000port 9753
 sourcetype git
 address gitgithubcommayan-edmsmayan-edmsgitrev master
 databaseengine postgresqlhost localhostport 5672name mayanpassword passuser mayan
 apienabled truehmac_key d2d00896183011e28eb950e5493b99d90uri_id 1sadfasfg468h7j9g7j9h78gk6g54fg6fbind
 port 33333host 0000
 Sample pillar with specific folder for documents
 mayanserverenabled trueworkers 3storage_location sharebind
 address 0000port 9753
 sourcetype git
 address gitgithubcommayan-edmsmayan-edmsgitrev master
 databaseengine postgresqlhost localhostport 5672name mayanpassword passuser mayan
 apienabled truehmac_key d2d00896183011e28eb950e5493b99d90uri_id 1sadfasfg468h7j9g7j9h78gk6g54fg6fbind
 port 33333host 0000
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 More Information
 bull httpwwwmayan-edmscom
 bull httpopenodereadthedocsorg
 bull httpsgithubcomopenodemayan_pyro_api
 bull httpmayanreadthedocsorgenlatestintroinstallationhtml
 bull httpsopenodereadthedocsorgenlatestinstall_mayan_serverhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-mayanissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-mayan
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Moodle Formula
 Moodle is a Course Management System (CMS) also known as a Learning Management System (LMS) or a VirtualLearning Environment (VLE) It is a Free web application that educators can use to create effective online learningsites
 Sample Pillars
 moodleenabled trueapps- enabled truename uniprefix uni_ max 5 charsversion 25database
 engine postgresqlhost 127001
 (continues on next page)
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 name moodle_unipassword pwduser moodle_uni
 cacheengine memcachedhost 127001
 themes- name uni
 sourcetype gitaddress gitrepogitczdomainrepogitbranch master
 More Information
 bull httpsmoodleorgpluginsviewphpplugin=cachestore_apc
 bull httpmidactcomcontentmoodle-how-enable-memcached
 bull httpdocsmoodleorgdevThe_Moodle_Universal_Cache_28MUC29
 bull httpdocsmoodleorg24enCron
 OPENODE
 OPENode is open source web application for communities seeking answers for diverse problems in commercial publicor voluntary sectors Based on flexible communication in nodes it helps to find solutions effectively and build smarterknowledgebase It enables users to
 Ask questions and write answers Discuss specific topics in linear forums Group topics by tags Index and searchdocuments amp images using OCR technology Set public or private nodes and user rights
 Example pillar
 openodeserverenabled trueworkers 3bind
 address 0000port 9753
 sourcetype git
 address httpsgithubcomopenodeopenodegitrev master
 databaseengine postgresqlhost localhostport 5672name openodepassword passuser openode
 mayan
 (continues on next page)
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 hmac_key qweeAopiuri_id asdsdaport 33333host mayandomaincom
 Read More
 bull httpopenodenet
 bull httpopenodereadthedocsorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-openodeissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-openode
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Redmine Formula
 Redmine is a flexible project management web application Written using the Ruby on Rails framework it is cross-platform and cross-database
 Sample pillars
 redmineserverenabled trueversion 23apps- name majklk
 databaseengine postgresql
 (continues on next page)
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 host 127001name db_namepassword passuser user_name
 mailhost host-mailpassword passuser emaildomain domain
 More Information
 bull httpwwwredmineorg
 bull httpwwwredmineorgprojectsredminewikiRedmineInstall
 Sentry formula
 Sentry is a realtime event logging and aggregation platform At its core it specializes in monitoring errors and ex-tracting all the information needed to do a proper post-mortem without any of the hassle of the standard user feedbackloop
 Itrsquos important to note that Sentry should not be thought of as a log stream but as an event aggregator It fits somewherein-between a simple metrics solution (such as Graphite) and a full-on log stream aggregator (like Logstash)
 Sample pillars
 Standalone server
 pythonenvironmentenabled truemodule
 development truesentry
 serverenabled trueworkers 3secret_key rfui34bt34bierbrebsbfhvbfdsvbind
 name sentrydomaincomaddress 0000port 8080
 cacheengine redishost 127001
 databaseengine postgresqlhost 127001name sentrypassword pwduser sentry
 (continues on next page)
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 mailhost domaincompassword passuser robotdomaincom
 Server behind proxy
 pythonenvironmentenabled truemodule
 development truesentry
 serverenabled trueworkers 3secret_key rfui34bt34bierbrebsbfhvbfdsvurl httpanotherdomainczbind
 name sentrydomaincomaddress 0000port 8080
 cacheengine redishost 127001
 databaseengine postgresqlhost 127001name sentrypassword pwduser sentry
 mailhost domaincompassword passuser robotdomaincom
 More information
 bull httpsgithubcomgetsentrysentry
 bull httpsdocssentryioserverinstallation
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-sentryissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
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 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-sentry
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 SuiteCRM
 SuiteCRM is SugarCRM Supercharged SuiteCRM is a fork of the popular open source SugarCRM Community Edi-tion This release features a host of additional open source modules along with the standard features and functionalityfound within SugarCRM CE
 Sample pillars
 Simple server with 1 app
 suitecrm
 server enabled true app
 devel1 enabled true version lsquo713rsquo database
 engine lsquopostgresqlrsquo host lsquo127001rsquo name lsquosuitecrm_develrsquo password lsquopass-wordrsquo user lsquosuitecrm_develrsquo
 Read more
 bull httpssuitecrmcom
 bull httpssuitecrmcomindexphpoption=com_wrapperampview=wrapperampItemid=1383 installation guide
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-suitecrmissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
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 httpsgithubcomsalt-formulassalt-formula-suitecrm
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Taiga
 Project management web application with scrum in mind Built on top of Django and AngularJ
 Sample pillars
 Simple taiga server
 taigaserverenabled trueserver_name taigadomaincommail_from taigadomaincomsecret_key y5m^_^ak6+5(fm^_^ak6+5(fm^_^ak6+5(fcache
 engine memcachedhost 127001prefix CACHE_TAIGA
 databaseengine postgresqlhost 127001name taigapassword passworduser taiga
 mailhost localhostport 25encryption none
 Simple taiga server with TLS mail and authentication
 taigaservermail
 host localhostport 465user taigapassword passwordencryption tls
 Simple taiga server with SSL mail
 taigaservermail
 host localhostport 995user taiga
 (continues on next page)
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 password passwordencryption ssl
 Install ldap authentication plugin
 taigaserverplugin
 taiga_contrib_ldap_authenabled truesourceengine pipname taiga-contrib-ldap-auth
 parametersbackend
 ldap_server ldapsidmexamplecomldap_port 636bind_bind_dn uid=taigacn=userscn=accountsdc=tcpclouddc=eubind_bind_password passwordldap_search_base cn=userscn=accountsdc=tcpclouddc=euldap_search_property uidldap_email_property mailldap_full_name_property displayName
 frontendloginFormType ldap
 Read more
 bull httpsgithubcomtaigaio
 bull httptaigaiogithubiotaiga-docdistsetup-productionhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-taigaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-taiga
 Any questions or feedback is always welcome so feel free to join our IRC channel
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 salt-formulas ircfreenodenet
 Wordpress formula
 WordPress is web software you can use to create a beautiful website or blog
 Sample metadata
 Simple site
 wordpressserverapp
 app_nameenabled trueversion 40url examplecomtitle TCPisekWebadmin_user adminadmin_password passwordadmin_email nikicreslgmailcomcore_update falsetheme_update falsepluginbbpress
 engine httpversion latest
 git_pluginengine gitaddress gitgitdomaincomgit-reporevision master
 databaseengine mysqlhost 127001name w_sitepassword passworduser w_tcpisekprefix tcpisek
 Read more
 bull httpcodexwordpressorgInstalling_WordPress
 bull httpwwwseveralninescomblogscaling-wordpress-and-mysql-multiple-servers-performance
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
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 httpsgithubcomsalt-formulassalt-formula-wordpressissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-wordpress
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 IoT Services
 Support for Internet of Things services
 Formula Repositoryffmpeg httpsgithubcomsalt-formulassalt-formula-ffmpegkodi httpsgithubcomsalt-formulassalt-formula-kodihome-assistant httpsgithubcomsalt-formulassalt-formula-home-assistantoctoprint httpsgithubcomsalt-formulassalt-formula-octoprint
 ffmpeg formula
 A complete cross-platform solution to record convert and stream audio and video
 Sample pillars
 ffmpegserverenabled trueinput
 video0source devvideo0bindhost 19216821port 8888
 video_format mjpeg
 (continues on next page)
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 width 640height 480format mpegcodec avi
 note type in your browser http192168218888video0mjpeg
 Read more
 bull httpswwwffmpegorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-ffmpegissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-ffmpeg
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 KODI formula
 Kodi (formerly known as XBMC) is a software media center for playing videos music pictures games and more
 Sample pillars
 kodiserverenabled True
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 Usage
 plugin repositories
 wget httpsdmd-xbmcgooglecodecomfilesrepositorydmd-xbmcv2googlecodecomzip
 wget httpkodi-czskgithubiorepositoryreporepositorykodi-czskrepositorykodi-czsk-100zip
 tvheadend
 curl httpapttvheadendorgrepogpgkey | sudo apt-key add - apt-add-repository -r httpapttvheadendorgstableapt-add-repository httpapttvheadendorgunstable apt-get update
 apt-get update apt-get install tvheadend apt-get install kodi-pvr-tvheadend-hts v4l-conf v4l-utils dvb-tools w-scan
 install tvb-t device firmware if necessary tvheadend ui - httplocalhost9981
 Read more
 bull httpscodegooglecompdmd-xbmc
 bull httpkodi-czskgithubiorepository
 bull httpstvheadendorgprojectstvheadendwikiAptRepository
 bull httpskoditv
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-kodiissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-kodi
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Home Assistant Formula
 Home Assistant is an open-source home automation platform running on Python 3 Track and control all devices athome and automate control
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 Sample Metadata
 Single homeassistant service
 home_assistantserverenabled truebind
 address 0000port 8123
 home-assistant service wit git based configuration
 home_assistantserverenabled truebind
 address 0000port 8123
 configengine gitaddress $_paramhome_assistant_config_repositorybranch $_paramhome_assistant_config_revision
 References
 bull httpshome-assistantiogetting-started
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-home-assistantissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-home-assistant
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 Octoprint formula
 The web interface for your 3D printer
 Sample pillars
 Single printer [deprecated]
 octoprintserverenabled truesource
 engine gitaddress httpsgithubcomfooselOctoPrintgitrev master
 printerengine serialwebcam true
 webcamhost localhostport 1234
 Multi printers setup
 octoprintserverenabled truesource
 engine gitaddress httpsgithubcomfooselOctoPrintgitrev master
 printerprinter01
 bindaddress 0000port 5001
 devicebus serialport devACM01model prusa-mk2
 cameraprotocol mjpgurl localhostport 1234
 printer02devicebus serialport devACM02model prusa-clone
 bindaddress 0000port 5002
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 More Information
 bull httpoctoprintorg
 bull httpsgithubcomfooselOctoPrint
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-octoprintissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-octoprint
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 bull Development Documentation
 22 Development Documentation
 In this section you will find documentation relevant to developing SaltStack formulas How to change existing for-mula how to create a new formula
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 221 Extending
 Chapter 1 Extending
 Home SaltStack-Formulas Development Documentation
 Creating New Formula with Cookiecutter
 bull Installation
 bull Usage
 This guide shows how to use cookiecutter template to create new Salt formula
 Installation
 Install in blank virtualenv
 pip install cookiecutter
 cd cookiecutter
 Usage
 cookiecutter salt-formula
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Development Documentation
 Sync Multiple Repository with Myrepos
 bull Installation
 bull Clone Repositories
 bull Update Repositories
 bull More Information
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 Installation
 apt-get install myrepos
 To add gerrit remote automatically set your username
 git config --global gitreviewusername johndoe
 To avoid using --trust-all option add this mrconfig into trusts file
 echo $PWDmrconfig gtgt ~mrtrust
 Clone Repositories
 Simply run checkout tool without parameters or with formula names eg
 checkout
 checkout nova freeipa salt
 Or with some parallelism
 mr --trust-all --force -j 4 checkout
 Update Repositories
 Pull with rebase in each repo or only one
 mr --trust-all updatemr --trust-all -d tcpcloud updatemr --trust-all -d tcpcloudapache update
 More Information
 bull httpswikidebianorgTeamsRubyPackaging
 bull httpsmyreposbranchablecom
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Development Documentation
 490 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 Formula Authoring Guidelines
 bull Formula Directory Structure
 bull Salt state files
 ndash servicemapjinja
 ndash serviceinitsls
 ndash servicerole1sls
 ndash servicerole2initsls
 ndash Coding styles for state files
 Line length above 80 characters
 Single line declaration
 No newline at the end of the file
 Trailing whitespace characters
 bull Reclass metadata files
 ndash metadataservicerole1localyml
 ndash metadataservicerole1singleyml
 ndash metadataservicerole1clusteryml
 bull Debian packaging
 ndash debianchangelog
 ndash debiancopyright
 ndash debiandocs
 ndash debianinstall
 ndash debiancontrol
 bull Supplemental files
 ndash READMErst
 ndash LICENSE
 ndash VERSION
 ndash CHANGELOGrst
 Versioning
 bull Formula unit testing
 bull More information
 Salt formulas encapsulate specific services This document contains guidelines to salt formula creation and mainte-nance
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 Formula Directory Structure
 Formulas follow the same directory structure as Salt official conventions and best practices described in the SaltStackdocumentation
 Every formula should have the following directory layout
 service-formula|-- _grains| `-- serviceyml|-- _modules| `-- serviceyml|-- _states| `-- serviceyml|-- service| `-- files| |-- serviceconf| `-- service-systemd| `-- meta| |-- sphinxyml| `-- colletdyml| |-- mapjinja| |-- initsls| |-- _commonsls| |-- role1sls| `-- role2| |-- initsls| |-- servicesls| `-- moresls|-- debian| changelog| compat| control| copyright| docs| install| rules| source| format|-- metadata| `-- service| |-- role1| | |-- deployment1yml| | `-- deployment2yml| `-- role2| `-- deployment3yml|-- CHANGELOGrst|-- LICENSE|-- pillarexample|-- READMErst`-- VERSION
 Content of the formula directories in more detail
 _grains Optional grain modules
 _modules Optional execution modules
 _states Optional state modules
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 service Salt state files
 servicemeta Support metadata definitions
 debian APT Package metadata
 metadata Reclass metadata
 Salt state files
 Salt state files are located in service directory
 servicemapjinja
 Map file helps to clean the differences among operating systems and provides default values so therersquos no need toprovide default value in state files
 Following snippet uses YAML to serialize the data and is the recommended way to write mapjinja file as YAMLcan be easily extended in place
 - load_yaml as role1_defaults Debian
 pkgs- python-psycopg2dirbase srvservicevenvhome varlibservice
 RedHatpkgs- python-psycopg2dirbase srvservicevenvhome varlibserviceworkspace srvserviceworkspace
 - endload
 - set role1 = salt[grainsfilter_by](role1_defaults merge=salt[pillarget](rarr˓servicerole1))
 Following snippet uses JSON to serialize the data and was favored in past
 set api = salt[grainsfilter_by](Debian
 pkgs [salt-api]service salt-api
 RedHat
 pkgs [salt-api]service salt-api
 merge=salt[pillarget](saltapi))
 Following snippet sets different common role parameters according to servicerolesourceengine pillarvariable of given service role
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 - set source_engine = salt[pillarget](servicerolesourceengine)
 - load_yaml as base_defaults - if source_engine == git Debian
 pkgs- python-psycopg2dirbase srvservicevenvhome varlibserviceworkspace srvserviceworkspace
 - else Debian
 pkgs- helpdeskdirbase usrlibservice
 - endif - endload
 serviceinitsls
 Conditional include of individual service roles Basically this is essential piece that makes the usage of formulas trulymodel-driven You have catalog of services and this determines according to present metadata what roles get started
 Using serviceinitsls file allows the service catalog to be role independent
 include if pillarservicerole1 is defined - servicerole1 endif if pillarservicerole2 is defined - servicerole2 endif
 You can use one file as role1sls for simple roles For more complex roles handling many resources use individualdirectories as role2
 service-formula`-- service
 |-- role1sls`-- role2
 |-- initsls|-- servicesls|-- resource1sls`-- resource2sls
 Then you can verify the full service catalog on node by following command
 rootweb01~ salt-call stateshow_top[INFO ] Loading fresh modules for state activitylocal
 ----------base
 - linux- openssh
 (continues on next page)
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 - ntp- salt- backupninja- git- sphinx- python- nginx- nodejs- postgresql- rabbitmq- redis- ruby
 Service metadata are stored also as services grain
 rootweb01~ salt-call grainsitem serviceslocal
 ----------services
 - linux- openssh- ntp- salt- backupninja- git- sphinx- python- nginx- nodejs- postgresql- rabbitmq- redis- ruby
 And each service roles metadata is stored as detailed roles grain
 rootweb01~ salt-call grainsitem roleslocal
 ----------roles
 - gitclient- postgresqlserver- nodejsenvironment- ntpclient- linuxstorage- linuxsystem- linuxnetwork- redisserver- rabbitmqserver- pythonenvironment- backupninjaclient- nginxserver- opensshclient- opensshserver- saltminion- sphinxserver
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 Note It is recommended to run statesls salt prior the statehighstate command as grains may not begenerated properly and some configuration parameters may not be set at all
 servicerole1sls
 Actual salt state resources that enforce service existence Common production and recommended pattern is to installpackages setup configuration files and ensure the service is up and running
 - from redismapjinja import server with context - if serverenabled
 redis_packagespkginstalled- names serverpkgs
 serverdirconf redisconffilemanaged- source saltredisfilesredisconf- template jinja- user root- group root- mode 644- require- pkg redis_packages
 redis_serviceservicerunning- enable true- name serverservice - watch- file serverdirconf redisconf
 - endif
 For development purposes other installation than s
 Note The role for roleenabled condition is to restrict the give service role from execution with default param-etes the single error is thrown instead You can optionaly add else statement to disable or completely remove givenservice role
 servicerole2initsls
 This approach is used with more complex roles it is similar to serviceinitsls but uses conditions to furtherlimit the inclusion of unnecessary files
 For example Linux network role includes conditionally hosts and interfaces
 - from linuxmapjinja import network with context include- linuxnetworkhostname- if networkhost|length gt 0
 (continues on next page)
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 - linuxnetworkhost- endif - if networkinterface|length gt 0 - linuxnetworkinterface- endif - linuxnetworkproxy
 Coding styles for state files
 Good styling practices for writing salt state declarations
 Line length above 80 characters
 As a lsquostandard code width limitrsquo and for historical reasons - IBM punch card had exactly 80 columns
 Single line declaration
 Avoid extending your code by adding single-line declarations It makes your code much cleaner and easier to parse grep while searching for those declarations
 The bad example
 pythonpkg- installed
 The correct example
 pythonpkginstalled
 No newline at the end of the file
 Each line should be terminated in a newline character including the last one Some programs have problems processingthe last line of a file if it isnrsquot newline terminated
 Trailing whitespace characters
 Trailing whitespaces take more spaces than necessary any regexp based searches wonrsquot return lines as a result due totrailing whitespace(s)
 Reclass metadata files
 Each of these files serve as default metadata set for given deployment Each service role can have several deploymentsFor example rabbitmq server role has following deployments
 bull metadatarabbitmqserverlocalyml
 bull metadatarabbitmqserversingleyml
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 bull metadatarabbitmqserverclusteryml
 metadataservicerole1localyml
 applications- rabbitmqparameters
 _paramrabbitmq_admin_user admin
 rabbitmqserver
 enabled truesecret_key $_paramrabbitmq_secret_keybind
 address 127001port 5672
 plugins- amqp_client- rabbitmq_managementadmin
 name $_paramrabbitmq_admin_userpassword $_paramrabbitmq_admin_password
 metadataservicerole1singleyml
 applications- rabbitmqparameters
 _paramrabbitmq_admin_user admin
 rabbitmqserver
 enabled truesecret_key $_paramrabbitmq_secret_keybind
 address 0000port 5672
 plugins- amqp_client- rabbitmq_managementadmin
 name $_paramrabbitmq_admin_userpassword $_paramrabbitmq_admin_password
 metadataservicerole1clusteryml
 applications- rabbitmqparameters
 rabbitmqserver
 enabled true
 (continues on next page)
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 secret_key $_paramrabbitmq_secret_keybind
 address $_paramcluster_local_addressport 5672
 plugins- amqp_client- rabbitmq_managementadmin
 name adminpassword $_paramrabbitmq_admin_password
 hostopenstackenabled trueuser openstackpassword $_paramrabbitmq_openstack_passwordpolicies- name HApattern ^(amq)definition ha-mode all
 clusterenabled truename openstackrole $_paramrabbitmq_cluster_rolemaster $_paramcluster_node01_hostnamemode discmembers- name $_paramcluster_node01_hostname
 host $_paramcluster_node01_address- name $_paramcluster_node02_hostname
 host $_paramcluster_node02_address- name $_paramcluster_node03_hostname
 host $_paramcluster_node03_address
 Parameters like $_paramrabbitmq_secret_key are interpolation of common parameter passed fromhigher system or cluster levels
 Debian packaging
 Use of debian packaging is preferable way for deploying production salt masters and itrsquos formulas Take basic structureof debian directory from some existing formula and modify to suit your formula
 Description of most important files follows
 debianchangelog
 salt-formula-salt (01) trusty urgency=medium
 + Initial release
 -- Ales Komarek ltaleskomarektcpcloudeugt Thu 13 Aug 2015 232341 +0200
 22 Development Documentation 499
  SaltStack-Formulas Documentation Release master
 debiancopyright
 Licensing informations of the package
 Format httpwwwdebianorgdocpackaging-manualscopyright-format10Upstream-Name salt-formula-saltUpstream-Contact Ales Komarek ltaleskomarektcpcloudeugtSource httpsgithubcomtcpcloudsalt-formula-salt
 Files Copyright 2014-2015 tcp cloud asLicense Apache-20
 Copyright (C) 2014-2015 tcp cloud asLicensed under the Apache License Version 20 (the License)you may not use this file except in compliance with the LicenseOn a Debian system you can find a copy of this license inusrsharecommon-licensesApache-20
 debiandocs
 Files listed here will be available in usrsharedoc Donrsquot put COPYRIGHT or LICENSE files here as they arehandled in a different way
 READMErstCHANGELOGrstVERSION
 debianinstall
 Defines what is going to be installed in which location
 salt usrsharesalt-formulasenvsaltmetadataservice usrsharesalt-formulasreclassservicesalt
 debiancontrol
 This file keeps metadata of source and binary package
 Source salt-formula-saltMaintainer tcpcloud Packaging Team ltpkg-teamtcpcloudeugtSection adminPriority optionalBuild-Depends debhelper (gt= 9)Standards-Version 396Homepage httpwwwtcpcloudeuVcs-Browser httpsgithubcomtcpcloudsalt-formula-saltVcs-Git httpsgithubcomtcpcloudsalt-formula-saltgit
 Package salt-formula-saltArchitecture all
 (continues on next page)
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 Depends $miscDepends salt-master reclassDescription Salt salt formulaInstall and configure Salt masters and minions
 Supplemental files
 Files that are required to complete information about given formula
 READMErst
 A sample skeleton of the READMErst file
 =======service=======
 Install and configure the Specific service
 note
 See the full `Salt Formulas installation and usage instructionslthttpdocssaltstackcomenlatesttopicsdevelopmentconventionsformulashtmlgt
 rarr˓`_
 Available states================
 contentslocal
 ``service``-----------
 Install the ``service`` package and enable the service
 ``servicerole1``-----------------
 Setup individual role
 Available metadata==================
 contentslocal
 ``metadataservicerolesingle``----------------------------------
 Setup from system packages
 (continues on next page)
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 ``metadataserviceroledevelopment`--------------------------------------
 Setup from git repository
 Configuration parameters========================
 contentslocal
 ``service_secret_key``------------------------------
 ``rabbitmq_service_password``-------------------------------------
 ``postgresql_service_password``---------------------------------------
 If development is setup
 ``service_source_revision``---------------------------
 If development is setup
 Example reclass===============
 Production setup
 code-block yaml
 service-singlename service-singledomain devdomaincomclasses- systemserviceserversingleparams
 rabbitmq_admin_password cwerfwefzdcdsfrabbitmq_secret_key fsdfwfdsfdsfrabbitmq_service_password fdsf24fsdfsdacadfkeystone_service_password fdasfdsafdasfdasfdapostgresql_service_password dfdasfdafdsanginx_site_service_host $linuxnetworkfqdnservice_secret_key fda32r
 Development setup
 code-block yaml
 service-singlename service-singledomain devdomaincomclasses
 (continues on next page)
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 - systemserviceserverdevelopmentparams
 rabbitmq_admin_password cwerfwefzdcdsfrabbitmq_secret_key fsdfwfdsfdsfrabbitmq_service_password fdsf24fsdfsdacadfkeystone_service_password fdasfdsafdasfdasfdapostgresql_service_password dfdasfdafdsanginx_site_service_host $linuxnetworkfqdnservice_secret_key fda32rservice_source_repository gitgittcpcloudeupython-appsservicegitservice_source_revision feature243
 Example pillar==============
 Install from specific branch of Git
 code-block yaml
 serviceserver
 sourceengine gitaddress gitgittcpcloudeupython-appsservicegitrevision feature214
 To enable debug logging for both Django and Gunicorn and raisenumber of Gunicorn workers
 code-block yaml
 serviceserver
 log_level debugworkers 8
 To change where Django listens
 code-block yaml
 serviceserver
 bindaddress not-localhostport 9755
 Read more=========
 httpdoctcpcloudeu
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 LICENSE
 Contains license information and terms amp conditions how you are allowed to use and distribute the files of the under-lying directories
 Copyright (c) 2014-2015 Your name
 Licensed under the Apache License Version 20 (the License)you may not use this file except in compliance with the LicenseYou may obtain a copy of the License at
 httpwwwapacheorglicensesLICENSE-20
 Unless required by applicable law or agreed to in writing softwaredistributed under the License is distributed on an AS IS BASISWITHOUT WARRANTIES OR CONDITIONS OF ANY KIND either express or impliedSee the License for the specific language governing permissions andlimitations under the License
 VERSION
 Latest version number git repository tag package version as well
 002
 CHANGELOGrst
 The CHANGELOGrst file should detail the individual versions their release date and a set of bullet points for eachversion highlighting the overall changes in a given version of the formula
 A sample skeleton of the CHANGELOGrst file
 CHANGELOGrst
 service formula===============
 002 (2014-01-01)
 - Re-organized formula file layout- Fixed filename used for upstart logger template- Allow for pillar message to have default if none specified
 001 (2013-01-01)
 - Initial formula setup
 Versioning
 Formula are versioned according to Semantic Versioning httpsemverorg
 Note Given a version number MAJORMINORPATCH increment the
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 1 MAJOR version when you make incompatible API changes
 2 MINOR version when you add functionality in a backwards-compatible manner and
 3 PATCH version when you make backwards-compatible bug fixes
 Additional labels for pre-release and build metadata are available as extensions to the MAJORMINORPATCH format
 Formula versions are tracked using Git tags as well as the VERSION file in the formula repository The VERSION fileshould contain the currently released version of the particular formula
 Formula unit testing
 A smoke-test for invalid Jinja invalid YAML or an invalid Salt state structure can be performed by with the stateshow_sls function
 salt stateshow_sls service-name
 Salt Formulas can then be tested by running each sls file via statesls and checking the output for the successor failure of each state in the Formula This should be done for each supported platform
 salt statesls sls-file-name test
 More information
 bull httpdocssaltstackcomenlatesttopicsbest_practiceshtml
 bull httpdocssaltstackcomenlatesttopicsdevelopmentconventionsformulashtml
 bull httpdocssaltstackcomenlatesttopicsdevelopmentconventionsstylehtml
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Development Documentation
 Contributor Guidelines
 bull Bugs
 ndash Tags
 ndash Status
 ndash Importance
 ndash Triaging Bugs
 bull Submitting Code
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 bull Backporting
 bull Style Guide
 Bugs
 Bugs should be filed on Bug Launchpad for SaltStack-formulas
 When submitting a bug or working on a bug please ensure the following criteria are met
 bull The description clearly states or describes the original problem or root cause of the problem
 bull Include historical information on how the problem was identified
 bull Any relevant logs are included
 bull If the issue is a bug that needs fixing in a branch other than master please note the associated branch within thelaunchpad issue
 bull The provided information should be totally self-contained External access to web servicessites should not beneeded
 bull Steps to reproduce the problem if possible
 Tags
 If itrsquos a bug that needs fixing in a branch in addition to master add a lsquoltreleasegt-backport-potentialrsquo tag (egkilo-backport-potential) There are predefined tags that will auto-complete
 Status
 Please leave the status of an issue alone until someone confirms it or a member of the bugs team triages it Whilewaiting for the issue to be confirmed or triaged the status should remain as New
 Importance
 Should only be touched if it is a BlockerGating issue If it is please set to High and only use Critical if you havefound a bug that can take down whole infrastructures Once the importance has been changed the status should bechanged to Triaged by someone other than the bug creator
 Triaging Bugs
 Reported bugs need prioritization confirmation and shouldnrsquot go stale If you care about OpenStack stability but arenrsquotwanting to actively develop the roles and playbooks used within the ldquosalt-formulasrdquo project consider contributing in thearea of bug triage which helps immensely The whole process is described in the upstream Bug Triage Documentation
 Submitting Code
 bull Write good commit messages We follow the OpenStack ldquoGit Commit Good Practicerdquo guide if you have anyquestions regarding how to write good commit messages please review the upstream OpenStack documentation
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 bull Changes to the project should be submitted for review via the Gerrit tool following the workflow documentedhere
 bull Pull requests submitted through GitHub will be ignored and closed without regard
 bull All feature additionsdeletions should be accompanied by a blueprintspec ie adding additional active agentsto neutron developing a new service role etc
 bull Before creating blueprintspec an associated issue should be raised on launchpad This issue will be triaged and adetermination will be made on how large the change is and whether or not the change warrants a blueprintspecBoth features and bug fixes may require the creation of a blueprintspec This requirement will be voted on bycore reviewers and will be based on the size and impact of the change
 bull All blueprintsspecs should be voted on and approved by core reviewers before any associated code will bemerged For more information on blueprintsspecs please review the upstream OpenStack Blueprint documen-tation At the time the blueprintspec is voted on a determination will be made whether or not the work will bebackported to any of the ldquoreleasedrdquo branches
 bull Patches should be focused on solving one problem at a time If the review is overly complex or generally largethe initial commit will receive a ldquo-2rdquo and the contributor will be asked to split the patch up across multiplereviews In the case of complex feature additions the design and implementation of the feature should be donein such a way that it can be submitted in multiple patches using dependencies Using dependent changes shouldalways aim to result in a working build throughout the dependency chain Documentation is available foradvanced gerrit usage too
 bull All patch sets should adhere to the Salt Style Guide listed here as well as adhere to the Salt best practices whenpossible
 bull All changes should be clearly listed in the commit message with an associated bug idblueprint along with anyextra information where applicable
 bull Refactoring work should never include additional ldquoriderrdquo features Features that may pertain to something thatwas re-factored should be raised as an issue and submitted in prior or subsequent patches
 Backporting
 bull Backporting is defined as the act of reproducing a change from another branch Uncleansquashedmodifiedcherry-picks and complete reimplementations are OK
 bull Backporting is often done by using the same code (via cherry picking) but this is not always the case Thismethod is preferred when the cherry-pick provides a complete solution for the targeted problem
 bull When cherry-picking a commit from one branch to another the commit message should be amended with anyfiles that may have been in conflict while performing the cherry-pick operation Additionally cherry-pick com-mit messages should contain the original commit SHA near the bottom of the new commit message This can bedone with cherry-pick -x Herersquos more information on Submitting a change to a branch for review
 bull Every backport commit must still only solve one problem as per the guidelines in Submitting Code
 bull If a backport is a squashed set of cherry-picked commits the original SHAs should be referenced in the commitmessage and the reason for squashing the commits should be clearly explained
 bull When a cherry-pick is modified in any way the changes made and the reasons for them must be explicitlyexpressed in the commit message
 bull Refactoring work must not be backported to a ldquoreleasedrdquo branch
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 Style Guide
 When creating tasks and other roles for use in Salt please create then using the YAML dictionary format
 Example YAML dictionary format
 - name The name of the tasksmodule_namething1 some-stuffthing2 some-other-stuff
 tags- some-tag- some-other-tag
 Example what NOT to do
 - name The name of the tasksmodule_name thing1=some-stuff thing2=some-other-stufftags some-tag
 - name The name of the tasksmodule_name gtthing1=some-stuffthing2=some-other-stuff
 tags some-tag
 Usage of the ldquogtrdquo and ldquo|rdquo operators should be limited to Salt conditionals and command modules such as the Saltshell or command
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 222 Testing
 Chapter 2 Testing
 Home SaltStack-Formulas Development Documentation
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 Testing Coding Style
 bull Using Double Quotes with no Variables
 bull Line Length Above 80 Characters
 bull Single Line Declarations
 bull No Newline at the End of the File
 bull Trailing Whitespace Characters
 Formulas are pre-written Salt States They are as open-ended as Salt States themselves and can be used for tasks suchas installing a package configuring and starting a service setting up users or permissions and many other commontasks They have certain rules that needs to be adhered
 Using Double Quotes with no Variables
 In general - itrsquos a bad idea All the strings which does not contain dynamic content ( variables ) should use single quoteinstead of double
 Line Length Above 80 Characters
 As a lsquostandard code width limitrsquo and for historical reasons - [IBM punch card](httpenwikipediaorgwikiPunched_card) had exactly 80 columns
 Single Line Declarations
 Avoid extending your code by adding single-line declarations It makes your code much cleaner and easier to parse grep while searching for those declarations
 No Newline at the End of the File
 Each line should be terminated in a newline character including the last one Some programs have problems processingthe last line of a file if it isnrsquot newline terminated [Stackoverflow thread](httpstackoverflowcomquestions729692why-should-files-end- with-a-newline)
 Trailing Whitespace Characters
 Trailing whitespaces take more spaces than necessary any regexp based searches wonrsquot return lines as a result due totrailing whitespace(s)
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
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 Home SaltStack-Formulas Development Documentation
 Testing Metadata
 bull Testing Scenarios
 ndash File metadatayml
 Pillars are tree-like structures of data defined on the Salt Master and passed through to the minions They allowconfidential targeted data to be securely sent only to the relevant minion Pillar is therefore one of the most importantsystems when using Salt
 Testing Scenarios
 Testing plan tests each formula with the example pillars covering all possible deployment setups
 The first test run covers stateshow_sls call to ensure that it parses properly with debug output
 The second test covers statesls to run the state definition and run statesls again capturing output assertingthat ^Not Run is not present in the output because if it is then it means that a state cannot detect by itself whetherit has to be run or not and thus is not idempotent
 File metadatayml
 name serviceversion 02source httpsgithubcomtcpcloudsalt-formula-service
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home Salt-Formulas Development Documentation
 Testing Salt Formulas
 bull Generate Test Structures in Formula
 bull Formula Testing with Test Kitchen
 ndash Using Test Kitchen
 ndash How it Works
 ndash Verifying Deployment
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 ndash Requirements
 ndash Sample Configurations
 bull Continous Integration with Travis
 ndash Sample Configurations
 bull Common Practices
 Each formula contains Makefile with at least test target Under tests directory are located resources for test execu-tion
 Test target executes ldquosmoke testrdquo implemented by testsrun_testssh capable to fetch dependencies in python virtualenvironment by executing salt-call stateshow_sls with provided testspillar data
 The purpose of the smoke test is to find syntax typo issues and verify example pillar data against the formula
 Initial content of tests folder contains test pillars and a run_testssh as generated by cookiecutter
 testspillar
 client_singleslsserver_singlesls
 run_testssh
 Create or update pillars in testspillarsls with test data
 Generate Test Structures in Formula
 There is and salt-formulas cookiecutter template to generate initial repository structure for new formula
 For existing formulas there is an convenient script capable to generate initial structures from available content Formore details follow the README in the above linked repository To simply generate test structures according speci-fication stated in this document simply run kitchen-initsh
 tldr
 curl -skL httpsrawgithubusercontentcomsalt-formulassalt-formulasmasterrarr˓cookiecuttersalt-formulakitchen-initsh | bash -s --
 Formula Testing with Test Kitchen
 Test Kitchen with forked kitchen-salt provisioner plugin may be used for local development as well as CI scenario
 Test Kitchen is a test harness tool to execute your configured code on one or more platforms in isolation There is akitchenyml in main directory that defines platforms to be tested and suites to execute on them
 Kitchen CI can spin instances locally or remote based on used driver For example kitchenyml may define adocker or vagrant driver
 For more explore itrsquos rich ecosystem of supported driversprovisionersverifiers
 Using Test Kitchen
 A listing of scenarios to be executed
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 $ kitchen list
 Instance Driver Provisioner Verifier Transport Last Action
 client-single-ubuntu-1404 Docker SaltSolo Inspec Ssh ltNot Createdgtclient-single-ubuntu-1604 Docker SaltSolo Inspec Ssh ltNot Createdgtclient-single-centos-71 Docker SaltSolo Inspec Ssh ltNot Createdgt
 The Busser Verifier is used to setup and run tests implementated in ltrepogttestintegration It installs the particulardriver to tested instance (Serverspec InSpec Shell Bats ) prior the verification is executed
 Example workflow
 list instances and statuskitchen list
 manually execute integration testskitchen [test || [create|converge|verify|exec|login|destroy|]] [instance] -t testsrarr˓integration
 use with provided Makefile (ie within CI pipeline)make kitchen
 How it Works
 Kitchen spin an instances in Docker Vagrant OpenStack environment etc based on configured driver Instance isconfigured as salt minion where the configuration is defined by kitchenyml and testspillarsls
 Override your specific needs with kitchenltbackend|localgtyml that you may load asKITCHEN_LOCAL_YAML=kitchenltdrivergtyml kitchen ltactiongt ltsuitegt
 Example KITCHEN_LOCAL_YAML=kitchenlocal kitchen verify server-ubuntu-1404 -ttestsintegration
 Test Kitchen then allows you execute several action to perform your testing under configured conditions
 1 create provision an test instance (VM container)
 2 converge run a provisioner (shell script kitchen-salt)
 3 verify run a verification (inspec other may be added)
 4 destroy
 Verifying Deployment
 There is couple of verifier plugins that are shipped with Test Kitchen They allow to run simple bash scripts andchecking itrsquos exit codes to run specific purpose based frameworks
 The Busser Verifier goes with test-kitchen by default It is used to setup and run tests implemented in ltrepogttestintegration It guess and installs the particular driver to tested instance By default InSpec is expected
 You may avoid to install busser framework if you configure specific verifier in kitchenyml
 verifiername inspec
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 For default Inspec Verifier implement your scripts directly in ltrepogttestintegrationltsuitegt directorywith _specrb suffix
 If you would to write another verification scripts than InSpec store them in ltrepogttestsintegrationltsuitegtltverifiergt Busser lthttpsgithubcomtest-kitchenbussergt is a test setup andexecution framework under test kitchen
 Implement integration tests under ltrepogttestsintegrationltsuitegtltverifiergt directory with_specltverifier suffixgt filename suffix
 InSpec
 InSpec is native validation framework for Test Kitchen and as such donrsquot require usage of ltverifiergt folder Thusthe tests may by stored directly under ltrepogttestsintegrationltsuitegt
 Additional resources
 bull httpsinspecio
 bull httpsgithubcomchefinspec
 bull httpsgithubcomchefkitchen-inspec
 Example verification scripts under testsintegration folder of the formula
 testsintegration
 defaultdefault_testcase_specrb Written in InSpec
 backupmxserverspec ltVerifier frameworkgt
 backupmx_specrb Written in ServerSpechelpers
 serverspecspec_helperrb
 relayserverspec
 relay_specrbserver
 serverspecaliases_specrbserver_specrb
 pillarbackupmxslsrelayslsserversls
 run_testssh
 Requirements
 Use latest stable kitchen-salt lthttpsgithubcomsaltstackkitchen-saltgt and kitchen-test
 TLDR
 First you have to install ruby package manager gem
 Install required gems
 Ruby sidegem install ltgem name from the list belowgt
 (continues on next page)
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 Isolated wBundlergem install bundler
 cat gt Gemfile lt-EOFsource httpsrubygemsorg
 gem rakegem test-kitchengem kitchen-dockergem kitchen-inspecgem inspecgem kitchen-salt git =gt httpsgithubcomsalt-formulaskitchen-
 rarr˓saltgitEOF
 bundle install [--path $PWDvendorbundle]
 use with preffix bundle kitchen bundle exec kitchen list
 Create aliases
 cat gt ~$SHELLrc lt-EOFalias bk=nocorrect bundle exec kitchenalias kl=nocorrect bundle exec kitchen list
 EOF
 See httpkitchenci for more details
 Install procedure
 One may be satisfied installing ruby and gems system-wide right from OS package manager
 If you are an rubychef developer you will probably want to use ChefDK lthttpsdownloadschefiochefdkgt
 For advanced users or the sake of complex environments you may use rbenv for user side ruby installation
 bull httpsgithubcomrbenvrbenv
 bull httpkitchencidocsgetting-startedinstalling
 An example steps to install user side ruby and prerequisites
 Use package manager to install rbenv and ruby-buildsudo apt-get install rbenv ruby-build
 list all available versionsrbenv install -l
 install a Ruby version of your choice or pick latestrbenv install $(rbenv install -l|grep -E ^[ ][0-9][0-9]+|tail -1)
 activaterbenv local 240
 its usually a good idea to update rubygems firstrbenv exec gem update --system
 (continues on next page)
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 install test kitchenrbenv exec gem install bundlerrbenv exec gem install test-kitchen
 Continue with the optional Gemfile in the formula main directory to fetch fine tuned dependencies If you use Gem-file and Bundler for local dependencies prepend all command with rbenv exec bundler exec and possibly setan alias in your ~bashrc etc
 cat gtgt ~$SHELLrc ltlt-EOFalias rk=rbenv exec kitchenalias bk=rbenv exec bundler exec kitchen
 EOF
 With such alias set you should be able to execute rbenv exec bundler exec make kitchen and see testresults
 Sample Configurations
 For advanced configs have a look at kitchenyml examples in cookiecutter template lthttpsgithubcomsalt-formulassalt-formulastreemastercookiecuttersalt-formula7B7Bcookiecutterservice_name7D7Dgt_
 kitchenyml
 ---driver
 name dockerhostname opencontrailuse_sudo true
 provisionername salt_solosalt_install bootstrapsalt_bootstrap_url httpsbootstrapsaltstackcomsalt_version latestrequire_chef falselog_level errorformula opencontrailgrainsnoservices True
 dependencies- name linux
 repo gitsource httpsgithubcomsalt-formulassalt-formula-linux
 state_topbase
 - linux- opencontrail
 pillarstopsls
 base- linux_repo_openstack- linux_repo_cassandra- linux_repo_opencontrail
 (continues on next page)
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 - linux_repo_mos- linux- opencontrail- opencontrail_juniper
 linuxslslinux
 systemenabled truename opencontrail
 opencontrail_junipersls pillars-from-fileslinux_repo_mossls testspillarrepo_mos8slslinux_repo_cassandrasls testspillarrepo_cassandraslslinux_repo_openstacksls testspillarrepo_openstackslslinux_repo_opencontrailsls testspillarrepo_opencontrailsls
 verifiername inspecsudo true
 platforms- name lt= ENV[PLATFORM] || ubuntu-xenial gtdriver_config
 image lt= ENV[PLATFORM] || trevorjsalty-whalesxenial gtplatform ubuntu
 suites
 - name lt= ENV[SUITE] || single gtprovisioner
 pillars-from-filesopencontrailsls testspillarlt= ENV[SUITE] || single gtsls
 - name clusterprovisioner
 pillars-from-filesopencontrailsls testspillarclustersls
 - name analyticsprovisioner
 pillars-from-filesopencontrailsls testspillaranalyticssls
 - name controlprovisioner
 pillars-from-filesopencontrailsls testspillarcontrolsls
 - name vendor-juniperprovisioner
 vendor_repo- type apturl httpaptlylocalcontrailkey_url httpaptlylocalpublicgpgcomponents maindistribution trusty
 pillars-from-files(continues on next page)
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 opencontrailsls testspillarcontrolslspillars
 opencontrail_juniperslsopencontrailcommonvendor juniper
 vim ft=yaml sw=2 ts=2 sts=2 tw=125
 Continous Integration with Travis
 Salt-formulas uses Travis CI to run smoke and integration tests To generate travisyml follow Generate teststructures in formula
 Sample Configurations
 travisyml
 sudo requiredservices
 - docker
 PREREQUISITESinstall
 - pip install PyYAML- pip install virtualenv- |test -e Gemfile || cat ltltEOF gt Gemfilesource httpsrubygemsorggem rakegem test-kitchengem kitchen-dockergem kitchen-inspecgem inspecgem kitchen-salt git =gt httpsgithubcomsalt-formulaskitchen-saltgit
 - bundle install
 BUILD MATRIXenv
 - PLATFORM=trevorjsalty-whalestrusty- PLATFORM=trevorjsalty-whalesxenial- PLATFORM=trevorjsalty-whalesxenial-20163
 SMOKE TESTbefore_script
 - set -o pipefail- make test | tail
 KITCHEN TESTscript
 - bundle exec kitchen test -t testsintegration
 vim ft=yaml sw=2 ts=2 sts=2 tw=125
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 Common Practices
 noservices
 At some rare cases execution of given state in the formula is not possible or required For these cases set grainnoservices True and wrap corresponding code as in the example below
 - if not grainsget(noservices False) mysql_database_ database_name mysql_databasepresent- name database_name - character_set databaseget(encoding utf8) - connection_user connectionuser - connection_pass connectionpassword - connection_charset connectioncharset
 - endif
 As the mysql database might not be available in the given test environment (travisdocker etc)
 In kitchenyml we set grain noservices True by default
 grainsnoservices True
 formula dependencies
 Formula dependencies might be specified in ltformula repogtmetadatayml
 name galeraversion 10source httpsgithubcomsalt-formulassalt-formula-galeradependencies- name mysql
 source httpsgithubcomsalt-formulassalt-formula-mysql
 While using test-kitchen formula dependencies must be specified in kitchenyml as well Dependencies may beinstalled from git spm or even apt repository
 provisionerdependencies- name mysql
 repo gitsource httpsgithubcomsalt-formulassalt-formula-mysqlgit
 - name linuxrepo gitsource httpsgithubcomsalt-formulassalt-formula-linuxgit
 For convenience kitchen-salt will read metadatayml of these dependencies and install their dependencies in caseyou omit them in kitchenyml
 build matrix
 To simplify local CI we ship kitchenyml with limited number of platforms (ie latest ubuntu as a falback optionif no ENV variable PLATFORM is specified)
 However this is later extended on Travis CI while using ENV variables in build matrix
 travisyml snippet
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 BUILD MATRIXenv
 - PLATFORM=trevorjsalty-whalestrusty- PLATFORM=trevorjsalty-whalesxenial
 kitchenyml snippet
 platforms- name lt= ENV[PLATFORM] || ubuntu-xenial gtdriver_config
 image lt= ENV[PLATFORM] || trevorjsalty-whalesxenial gtplatform ubuntu
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Development Documentation
 Testing Salt models
 bull Kitchen-salt to validate mode
 bull Running the Tests
 In order to test your model you may use kitchen-salt again
 To validate model use
 Kitchen-salt to validate mode
 With the below approach you may validate or even deploy your model in any platform the kitchen-test support
 Expected repository structure
 tree -L 3
 classes
 service
 system
 clusterk8s-aio-calicok8s-aio-contrailk8s-ha-calicok8s-ha-calico-cloudproviderk8s-ha-calico-syndic
 (continues on next page)
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 k8s-ha-contrailos-aio-contrailos-aio-ovsos-ha-contrailos-ha-contrail-40os-ha-contrail-ironicos-ha-ovsos-ha-ovs-ceph
 MakefileREADMErst
 verifysh
 Place this kitchenyml and verifysh to to your model repo
 Example kitchenyml
 ---driver
 name dockeruse_sudo falsevolume- lt= ENV[PWD] gttmpkitchen
 provisionername shellscript verifysh
 platformslt `find classescluster -maxdepth 1 -mindepth 1 -type d | tr _ - |sort -u`
 rarr˓split()each do |cluster| gtlt cluster=clustersplit()[2] gt- name lt= cluster gtdriver_config
 image ubuntu1604image tcpcloudsalt-models-testing With preinstalled dependencies (faster)platform ubuntuhostname cfg01lt= cluster gtlocalprovision_command
 - apt-get update- apt-get install -y git curl python-pip- pip install --upgrade pip- git clone httpsgithubcomsalt-formulassalt-formulas-scripts srvsalt
 rarr˓scripts- cd srvsaltscripts git pull -r cd - NOTE Configure ENV options as needed example- echo
 export BOOTSTRAP=1nexport CLUSTER_NAME=lt= cluster gtnexport FORMULAS_SOURCE=pkgnexport RECLASS_VERSION=masternexport RECLASS_IGNORE_CLASS_NOTFOUND=Truenexport RECLASS_IGNORE_CLASS_REGEXP=servicenexport EXTRA_FORMULAS=n
 gt kitchenenv
 (continues on next page)
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 export RECLASS_SOURCE_PATH=usrlibpython27site-packagesreclassnexport PYTHONPATH=$RECLASS_SOURCE_PATH$PYTHONPATHn
 lt end gt
 suites- name cluster
 Example verifysh
 binbash
 export HOSTNAME=$`hostname -s`export DOMAIN=$`hostname -d`cd srvsaltscripts git pull -r || true source bootstrapsh || exit 1
 BOOTSTRAPif [[ $BOOTSTRAP =~ ^(True|true|1|yes)$ ]] then
 workarounds for kitchentest -e tmpkitchen || (mkdir -p srvsaltreclass rsync -avh tmpkitchen
 rarr˓srvsaltreclass)cd srvsaltreclass clone latest system-level if missingif [[ -e gitmodules ]] ampamp [[ -e classessystemlinux ]] thengit submodule update --init --recursive --remote || true
 fisource_local_envssrvsaltscriptsbootstrapsh ampampif [[ -e tmpkitchen ]] then sed -i BOOTSTRAP=d kitchenenv fi
 fi
 VERIFYexport RECLASS_IGNORE_CLASS_NOTFOUND=Falsecd srvsaltreclass ampampif [[ -z $1 ]] then
 verify_salt_master ampampverify_salt_minions
 elseverify_salt_minion $1
 fi
 Usage
 kitchen list
 Instance Driver Provisioner Verifier Transportrarr˓Last Action Last Error--------------------------------------------------------------------------------------rarr˓-----------------------cluster-k8s-aio-calico Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-k8s-aio-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-k8s-ha-calico Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-k8s-ha-calico-cloudprovider Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-k8s-ha-calico-syndic Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegt (continues on next page)
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 cluster-k8s-ha-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-aio-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-aio-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-ha-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-ha-contrail-40 Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-ha-contrail-ironic Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-ha-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-ha-ovs-ceph Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegt
 Once all require requirements are set use testsruntestspy to run all of the tests included in Saltrsquos test suiteFor more information see ndashhelp
 Running the Tests
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 bull Creating New Release
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 Current versioning system is date based same as Saltstack versioning using format YYYY-MM-R (year-month-revision)where revision is minor release that increments of 1 starting at 0
 Creating New Release
 Releasing is currently not automatic and is up to maintainer of individual formula
 To automate the tasks needed to make a new release there are unified targets in Makefile that should be present ineach formula repository
 See make help for more information there are release-major and release-minor targets First one willcreate new major release by current date Second will raise revision of current major release
 Example use and output
 $ make release-minorCurrent version is 20172 new version is 201721echo 201721 gt VERSIONsed -i sversion version 201721g metadatayml[ -f debianchangelog ] || dch -v 201721 -m --force-distribution -D `dpkg-rarr˓parsechangelog -S Distribution` New versionmake genchangelog-201721make[1] Entering directory homefilipsrcsalt-formulasformulasletsencrypt(echo =========nChangelogn=========n (echo 201721git tag) | sort -r | grep -E ^[0-9]+ | while read i do
 cur=$i test $i = 201721 ampamp i=HEAD prev=`(echo 201721git tag)|sort|grep -E ^[0-9]+|grep -B1 $cur$|head -1`
 rarr˓ echo Version $curn=============================n git log --pretty=short --invert-grep --grep=Merge pull request --decorate $prev
 rarr˓$i echo
 done) gt CHANGELOGrstmake[1] Leaving directory homefilipsrcsalt-formulasformulasletsencrypt(git add -u git commit -m Version 201721)[master 4859e22] Version 2017214 files changed 81 insertions(+) 13 deletions(-)rewrite CHANGELOGrst (98)
 git tag -s -m 201721 201721
 $ git show
 $ git push origin master$ git push origin --tags
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 Formula Packaging
 bull Debian
 ndash Native Packages
 ndash Quilt Packages
 bull More Information
 This section describes process of building distribution packages for various distributions
 Debian
 Debian packaging ecosystems is very diversed therersquos many ways how to build and maintain a package
 We have decided to use git-buildpackage (aka gbp) and support two source formats depending on formulaneeds 30 (native) and 30 (quilt)
 Native Packages
 Native source format is for applications made especially for Debian it doesnrsquot distinquish upstream vs debian dis-tribution As itrsquos the easiest format available itrsquos currently used by most of the formulas The only requirement is tohave debian directory in formularsquos git repository and building the package is as simple as
 dpkg-buildpackage -uc -us
 or building source package and using cowbuilder
 dpkg-buildpackage -S -nc -uc -ussudo cowbuilder --build salt-formula-somthin_dsc
 Disadvantages of using native format is that itrsquos not possible to maintain stable versions and therefore maintain formulapackage in Debian distribution
 Quilt Packages
 Quilt format adds more complexity as it distinquish upstream vs debian distribution
 Upstream is original unmodified source code originating from Git repository Pypy or some source tarball providedby upsteram etc Such distribution doesnrsquot care about debian packaging and doesnrsquot ship debian directory
 Debian consists of actual debian directory with everything needed similar to native format but as an additionalit supports quilt patches This feature allows package maintainer to maintain patches to specific upstream versionseparately (eg to backport new features fixes etc) In this way itrsquos possible to maintain stable versions of softwareeven if itrsquos no longer supported upstream
 This format doesnrsquot solve way how debian packaging is done whether itrsquos tracked in a Git repository SVN etc Thengit-buildpackage comes into play
 With gbp itrsquos possible to have separate branch for packaging (eg debianunstable) and upstream (usuallymaster) and this is what we are using to maintain packages for some formulas
 Example branches in such formula can be following
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 bull master
 ndash formulas itself
 bull debianunstable
 ndash packaging for Debian uploaded into unstable
 ndash if itrsquos needed to patch formula in particular stable release (eg stretch) according branch can be createdeg debianstretch
 bull debiantrusty
 ndash packaging for specific Ubuntu version
 ndash uploaded on Launchpad into ~salt-formulasppa
 bull debianxenial
 ndash packaging for specific Ubuntu version
 ndash uploaded on Launchpad into ~salt-formulasppa
 This mechanism also utilizes Git tags to mark specific release eg debian10-1
 To build package checkout into debian branch and run
 gbp buildpackage --git-ignore-new --git-ignore-branch -S -uc -us
 More Information
 Debian packaging is complex topic so itrsquos good to check some external resources as well
 bull httphonksigxcpuorgprojectsgit-buildpackagemanual-htmlgbphtml
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 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
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 Configuration Node Setup
 bull Configuring the Operating System
 ndash Setting up package repository
 ndash Configuring Secure Shell (SSH) keys
 Configuring the Operating System
 The configuration files will be installed to etcsalt and are named after the respective components etcsaltmaster and etcsaltminion
 By default the Salt master listens on ports 4505 and 4506 on all interfaces (0000) To bind Salt to a specific IPredefine the ldquointerfacerdquo directive in the master configuration file typically etcsaltmaster as follows
 - interface 0000+ interface 10001
 After updating the configuration file restart the Salt master for more details about other configurable options Makesure that mentioned ports are open by your network firewall
 Open salt master config
 vim etcsaltmasterdmasterconf
 And set the content to the following enabling dev environment and reclass metadata source
 file_rootsbase- srvsaltenvdev- srvsaltenvbase
 pillar_opts False
 reclass ampreclassstorage_type yaml_fsinventory_base_uri srvsaltreclass
 ext_pillar- reclass reclass
 master_topsreclass reclass
 And set the content to the following to setup reclass as salt-master metadata source
 vim etcreclassreclass-configyml
 storage_type yaml_fspretty_print Trueoutput yamlinventory_base_uri srvsaltreclass
 Configure the master service
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 Ubuntuservice salt-master restart Redhatsystemctl enable salt-masterservicesystemctl start salt-master
 See the master configuration reference for more details about other configurable options
 Setting up package repository
 Use curl to install your distributionrsquos stable packages Examine the downloaded file install_saltsh to ensurethat it contains what you expect (bash script) You need to perform this step even for salt-master instalation as it addsofficial saltstack package management PPA repository
 apt-get install vim curl git-corecurl -L httpsbootstrapsaltstackcom -o install_saltshsudo sh install_saltsh
 Install the Salt master from the apt repository with the apt-get command after you installed salt-minion
 sudo apt-get install salt-minion salt-master reclass
 Note Instalation is tested on Ubuntu Linux 14041604 but should work on any distribution with python 27installed
 You should keep Salt components at current stable version
 Configuring Secure Shell (SSH) keys
 Generate SSH key file for accessing your reclass metadata and development formulas
 mkdir rootsshssh-keygen -b 4096 -t rsa -f rootsshid_rsa -q -N chmod 400 rootsshid_rsa
 Create SaltStack environment file root we will use dev environment
 mkdir srvsaltenvdev -p
 Get the reclass metadata definition from the git server
 git clone gitgithubcomtcpcloudworkshop-salt-modelgit srvsaltreclass
 Get the core formulas from git repository server needed to setup the rest
 git clone gitgithubcomtcpcloudsalt-formula-linuxgit srvsaltenvdevlinux -brarr˓developgit clone gitgithubcomtcpcloudsalt-formula-saltgit srvsaltenvdevsalt -brarr˓developgit clone gitgithubcomtcpcloudsalt-formula-opensshgit srvsaltenvdevopenssh -rarr˓b developgit clone gitgithubcomtcpcloudsalt-formula-gitgit srvsaltenvdevgit -brarr˓develop
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 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
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 Target Nodes Installation
 bull Basic minion Configuration
 ndash Setting Salt Master host
 ndash Setting Salt minion ID
 On most distributions you can set up a Salt Minion with the Salt Bootstrap
 Note In every two-step example you would be well-served to examine the downloaded file and examine it to ensurethat it does what you expect
 Using curl to install latest git
 curl -L httpsbootstrapsaltstackcom -o install_saltshsudo sh install_saltsh git develop
 Using wget to install your distributionrsquos stable packages
 wget -O install_saltsh httpsbootstrapsaltstackcomsudo sh install_saltsh
 Install a specific version from git using wget
 wget -O install_saltsh httpsbootstrapsaltstackcomsudo sh install_saltsh -P git v20155
 On the above example we added -P which will allow PIP packages to be installed if required but itrsquos no a necessaryflag for git based bootstraps
 Basic minion Configuration
 Salt configuration is very simple The only requirement for setting up a minion is to set the location of the master inthe minion configuration file
 The configuration files will be installed to etcsalt and are named after the respective components etcsaltmaster and etcsaltminion
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 Setting Salt Master host
 Although there are many Salt Minion configuration options configuring a Salt Minion is very simple By defaulta Salt Minion will try to connect to the DNS name ldquosaltrdquo if the Minion is able to resolve that name correctly noconfiguration is needed
 If the DNS name ldquosaltrdquo does not resolve to point to the correct location of the Master redefine the ldquomasterrdquo directivein the minion configuration file typically etcsaltminion as follows
 - master salt+ master 10001
 Setting Salt minion ID
 Then explicitly declare the ID for this minion to use Since Salt uses detached IDs it is possible to run multiple minionson the same machine but with different IDs
 id foobarcom
 After updating the configuration files restart the Salt minion
 Ubuntuservice salt-minion restart
 Redhatsystemctl enable salt-minionservicesystemctl start salt-minion
 See the minion configuration reference for more details about other configurable options
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
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 Install Infrastructure Services
 bull Support infrastructure deployment
 First execute basic states on all nodes to ensure Salt minion system and OpenSSH are set up
 salt statesls linuxsaltopensshntp
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 Support infrastructure deployment
 Metering node is deployed by running highstate
 salt mtr statehighstate
 On monitoring node git needs to be setup first
 salt mon statesls gitsalt mon statehighstate
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home Installation and Operations Manual
 Validate Configuration Node
 Now itrsquos time to validate your configuration infrastrucuture
 Check validity of reclass data for entire infrastructure
 reclass-salt --top
 It will return service catalog of entire infrastructure
 Get reclass data for specific node
 reclass-salt --pillar ctl01workshopcloudlabcz
 Verify that all salt minions are accepted at master
 rootcfg01~ salt-keyAccepted Keyscfg01workshopcloudlabczmtr01workshopcloudlabczDenied KeysUnaccepted KeysRejected Keys
 Verify that all Salt minions are responding
 rootcfg01~ salt workshopcloudlabcz testpingcfg01workshopcloudlabcz
 Truemtr01workshopcloudlabcz
 Trueweb01workshopcloudlabcz
 Truecmp02workshopcloudlabcz
 True
 (continues on next page)
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 cmp01workshopcloudlabczTrue
 mon01workshopcloudlabczTrue
 ctl02workshopcloudlabczTrue
 ctl01workshopcloudlabczTrue
 ctl03workshopcloudlabczTrue
 Get IP addresses of minions
 rootcfg01~ salt workshopcloudlabcz grainsget ipv4
 Show top states (installed services) for all nodes in the infrastructure
 rootcfg01~ salt stateshow_top[INFO ] Loading fresh modules for state activitynodeXXX
 ----------base
 - git- linux- ntp- salt- collectd- openssh- reclass
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 Initial Environment Configuration
 bull Linux system setup
 ndash Basic linux box
 ndash Linux with defined users (optionaly with password)
 ndash Linux package installation
 ndash Linux cron job
 ndash Linux security limits
 ndash Enable autologin on tty1
 bull Linux Kernel setup
 bull Linux repositories setup
 bull Linux prompt setup
 bull Linux network setup
 ndash Linux interfaceroute setup
 ndash Linux network bridges
 ndash Other network related configuration
 bull Linux storage setup
 bull OpenSSH client
 bull OpenSSH server
 bull Salt minion configuration
 bull NTP client
 Linux system setup
 Basic linux box
 linuxsystemenabled truename node1domain domaincomcluster systemenvironment prodtimezone EuropePragueutc true
 Linux with defined users (optionaly with password)
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 linuxsystemuser
 jdoename jdoeenabled truesudo trueshell binbashfull_name Jonh Doehome homejdoeemail jonhdoecom
 jsmithname jsmithenabled truefull_name Passwordhome homejsmithpassword userpassword
 Linux package installation
 Install latest version
 linuxsystempackage
 package-nameversion latest
 Linux package with specified version and repository
 linuxsystempackage
 package-nameversion 2132323repo custom-repohold true
 Linux package with specified version and repository - disable GPG check
 linuxsystempackage
 package-nameversion 2132323repo custom-repoverify false
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 Linux cron job
 linuxsystemjob
 cmd1command cmdtorunenabled trueuser roothour 2minute 0
 Linux security limits
 Limit sensu user maximum memory usage to 1GB
 linuxsystemlimit
 sensuenabled truedomain sensulimits- type hard
 item asvalue 1000000
 Enable autologin on tty1
 linuxsystemconsole
 tty1autologin root
 Linux Kernel setup
 Install always up to date LTS kernel and headers from Ubuntu trusty
 linuxsystemkernel
 type genericlts trustyheaders true
 Install specific kernel version and ensure all other kernel packages are not present Also install extra modules andheaders for this kernel
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 linuxsystemkernel
 type genericextra trueheaders trueversion 420-22
 Linux repositories setup
 RedHat based Linux with additional OpenStack repo
 linuxsystemrepo
 rdo-icehouseenabled truesource httpsreposfedorapeopleorgreposopenstackopenstack-kiloel7pgpcheck 0
 Ensure system repository to use czech Debian mirror (default true) Also pin itrsquos packages with priority 900
 linuxsystemrepo
 debiandefault truesource deb httpftpczdebianorgdebian jessie main contrib non-free Import signing key from URL if neededkey_url httpdummycompublicgpgpin- pin origin ftpczdebianorg
 priority 900package
 rclocal example
 linuxsystemrc
 local |binsh -e rclocal This script is executed at the end of each multiuser runlevel Make sure that the script will exit 0 on success or any other value on error In order to enable or disable this script just change the execution bits By default this script does nothingexit 0
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 Linux prompt setup
 Setting prompt is implemented by creating etcprofiledpromptsh Every user can have different prompt
 linuxsystemprompt
 root n[033[037m]Dymd HMS $(hostname -rarr˓f)[e[0m]n[e[131m][uhw][e[0m]
 default nDymd HMS $(hostname -f)n[uhw]
 Linux network setup
 Linux interfaceroute setup
 Linux with default static network interfaces default gateway interface and DNS servers
 linuxnetworkenabled trueinterface
 eth0enabled truetype ethaddress 1921680102netmask 2552552550gateway 19216801name_servers- 8888- 8844mtu 1500
 Linux with bonded interfaces and disabled NetworkManager
 linuxnetworkenabled trueinterface
 eth0type eth
 eth1type eth
 bond0enabled truetype bondaddress 1921680102netmask 2552552550mtu 1500use_in- interface $linuxinterfaceeth0- interface $linuxinterfaceeth0
 network_managerdisable true
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 Linux with vlan interface_params
 linuxnetworkenabled trueinterface
 vlan69type vlanuse_interfaces- interface $linuxinterfacebond0
 Linux networks with routes defined
 linuxnetworkenabled truegateway 10001default_interface eth0interface
 eth0type ethroutedefault
 address 1921680123netmask 2552552550gateway 19216801
 Linux network bridges
 Native linux bridges
 linuxnetworkinterface
 eth1enabled truetype ethproto manualup_cmds- ip address add 00 dev $IFACE- ip link set $IFACE updown_cmds- ip link set $IFACE down
 br-exenabled truetype bridgeaddress $linuxnetworkhostpublic_localaddressnetmask 2552552550use_interfaces- eth1
 OpenVSwitch bridges
 linuxnetworkbridge openvswitch
 (continues on next page)
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 interfaceeth1
 enabled truetype ethproto manualup_cmds- ip address add 00 dev $IFACE- ip link set $IFACE updown_cmds- ip link set $IFACE down
 br-exenabled truetype bridgeaddress $linuxnetworkhostpublic_localaddressnetmask 2552552550use_interfaces- eth1
 Other network related configuration
 Linux with network manager
 linuxnetworkenabled truenetwork_manager true
 etchosts configuration
 linuxnetworkhost
 node1address 19216810200names- node2domaincom- service2domaincom
 node2address 19216810201names- node2domaincom- service2domaincom
 etcresolvconf configuration
 linuxnetworkresolv
 dns- 8844- 8888
 domain myexamplecomsearch
 (continues on next page)
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 - myexamplecom- examplecom
 Linux storage setup
 Linux with mounted Samba
 linuxstorageenabled truemount
 samba1- path mediamyuserpublic- device 19216801storage- file_system cifs- options guestuid=myuseriocharset=utf8file_mode=0777dir_mode=0777noperm
 Linux with file swap
 linuxstorageenabled trueswap
 fileenabled trueengine filedevice swapfilesize 1024
 LVM group vg1 with one device and data volume mounted into mntdata
 linuxstoragemount
 datadevice devvg1datafile_system ext4path mntdata
 lvmvg1
 enabled truedevices- devsdb
 volumedatasize 40Gmount $linuxstoragemountdata
 OpenSSH client
 OpenSSH client with shared private key
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 opensshclientenabled trueuser
 rootenabled trueprivate_key $private_keysvaionewtczuser $linuxsystemuserroot
 OpenSSH client with individual private key and known host
 opensshclientenabled trueuser
 rootenabled trueuser $linuxsystemuserrootknown_hosts- name repodomaincomtype rsafingerprint ddfae868b1eaeaa063f15a5548e17e37
 OpenSSH server
 OpenSSH server with configuration parameters
 opensshserverenabled truepermit_root_login truepublic_key_auth truepassword_auth truehost_auth truebanner Welcome to server
 OpenSSH server with auth keys for users
 opensshserverenabled trueuser
 user1enabled trueuser $linuxsystemuseruser1public_keys- $public_keysuser1
 rootenabled trueuser $linuxsystemuserrootpublic_keys- $public_keysuser1
 OpenSSH server for use with FreeIPA
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 opensshserverenabled truepublic_key_auth trueauthorized_keys_command
 command usrbinsss_ssh_authorizedkeysuser nobody
 Salt minion configuration
 Simple Salt minion
 saltminionenabled truemaster
 host masterdomaincom
 Multi-master Salt minion
 saltminionenabled truemasters- host master1domaincom- host master2domaincom
 Salt minion with salt mine options
 saltminionenabled truemaster
 host masterdomaincommine
 interval 60module
 grainsitems []networkinterfaces []
 Salt minion with graphing dependencies
 saltminionenabled truegraph_states truemaster
 NTP client
 ntpclientenabled true
 (continues on next page)
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 strata- ntpcesnetcz- ntpniccz
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 Chapter 3 Monitoring
 Home Installation and Operations Manual
 Monitoring Metering and Logging
 The overall health of the systems is measured continuously The metering system collects metrics from the systemsand store them in time-series database for furher evaluation and analysys The log collecting system collects logsfrom all systems transforms them to unified form and stores them for analysis The monitoring system checks forfunctionality of separate systems and raises events in case of threshold breach The monitoring systems may query logand time-series databases for accident patterns and raise an event if anomaly is detected
 The difference between monitoring and metering systems
 Monitoring is generally used to check for functionality on the overall system and to figure out if the hardware for theoverall installation and usage needs to be scaled up With monitoring we also do not care that much if we have lostsome samples in between Metering is required for information gathering on usage as a base for resource utilisationMany monitoring checks are simple meter checks with threshold definitions
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 Event Monitoring
 bull Monitoring Service (Sensu)
 The overall health of the systems is measured continuously The metering system collects metrics from the systemsand store them in time-series database for furher evaluation and analysys The log collecting system collects logsfrom all systems transforms them to unified form and stores them for analysis The monitoring system checks forfunctionality of separate systems and raises events in case of threshold breach The monitoring systems may query logand time-series databases for accident patterns and raise an event if anomaly is detected
 The difference between monitoring and metering systems
 Monitoring is generally used to check for functionality on the overall system and to figure out if the hardware for theoverall installation and usage needs to be scaled up With monitoring we also do not care that much if we have lostsome samples in between Metering is required for information gathering on usage as a base for resource utilisationMany monitoring checks are simple meter checks with threshold definitions
 Monitoring Service (Sensu)
 Sensu is often described as the ldquomonitoring routerrdquo Essentially Sensu takes the results of ldquocheckrdquo scripts run acrossmany systems and if certain conditions are met passes their information to one or more ldquohandlersrdquo Checks are usedfor example to determine if a service like Apache is up or down Checks can also be used to collect data such asMySQL query statistics or Rails application metrics Handlers take actions using result information such as sendingan email messaging a chat room or adding a data point to a graph There are several types of handlers but the mostcommon and most powerful is ldquopiperdquo a script that receives data via standard input Check and handler scripts can bewritten in any language and the community repository continues to grow
 Sensu properties
 bull Written in Ruby using EventMachine
 bull Great test coverage with continuous integration via Travis CI
 bull Can use existing Nagios plugins
 bull Configuration all in JSON
 bull Has a message-oriented architecture using RabbitMQ and JSON payloads
 bull Packages are ldquoomnibusrdquo for consistency isolation and low-friction deployment
 Sensu embraces modern infrastructure design works elegantly with configuration management tools and is built forthe cloud
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 Collecting Telemetry Data
 bull CollectdGraphite
 ndash Graphite Metrics Functions
 Gathering metrics and other values There are three basic types of meters that are stored in the time-series database
 Cumulative
 Increasing over time (network or disk usage counters)
 Gauge
 Discrete items (number of connected users) and fluctuating values (system load)
 Delta
 Values changing over time (bandwidth)
 CollectdGraphite
 Collectd gathers statistics about the system it is running on and stores this information Those statistics can then beused to find current performance bottlenecks (ie performance analysis) and predict future system load (ie capacityplanning) Itrsquos written in C for performance and portability allowing it to run on systems without scripting language orcron daemon such as embedded systems At the same time it includes optimizations and features to handle hundredsof thousands of data sets It comes with over 90 plugins which range from standard cases to very specialized andadvanced topics It provides powerful networking features and is extensible in numerous ways
 Graphite is an enterprise-scale monitoring tool that runs well on cheap hardware It was originally designed and writtenby Chris Davis at Orbitz in 2006 as side project that ultimately grew to be a foundational monitoring tool In 2008Orbitz allowed Graphite to be released under the open source Apache 20 license Since then Chris has continued towork on Graphite and has deployed it at other companies including Sears where it serves as a pillar of the e-commercemonitoring system Today many large companies use it
 What Graphite does not do is collect data for you however there are some tools out there that know how to send datato graphite Even though it often requires a little code sending data to Graphite is very simple
 Graphite consists of 3 software components
 bull carbon - a Twisted daemon that listens for time-series data
 bull whisper - a simple database library for storing time-series data (similar in design to RRD)
 bull graphite - A Django webapp that renders graphs on-demand using Cairo
 Graphite Metrics Functions
 The metrics can be adjusted by applying functions on them within the Graphite composer Aside the ability to storetime-series data Graphite has a lot of additional functions that can be used to alter time-series data to more appropriateform if we want to get the delta from the cumulative metrics or ad vice versa
 integral(seriesList)
 This will show the sum over time sort of like a continuous addition function Useful for finding totals ortrends in metrics that are collected per minute
 Example
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 amptarget=integral(companysalesperMinute)
 This would start at zero on the left side of the graph adding the sales each minute and show the totalsales for the time period selected at the right side (time now or the time specified by lsquoampuntil=rsquo)
 derivative(seriesList)
 This is the opposite of the integral function This is useful for taking a running total metric and calculatingthe delta between subsequent data points
 This function does not normalize for periods of time as a true derivative would Instead see the perSec-ond() function to calculate a rate of change over time
 Example
 amptarget=derivative(companyserverapplication01ifconfigTXPackets)
 sumSeries(seriesLists)
 Short form sum()
 This will add metrics together and return the sum at each datapoint (See integral for a sum over time)
 Example
 amptarget=sum(companyserverapplicationrequestsHandled)
 This would show the sum of all requests handled per minute (provided requestsHandled are collected oncea minute) If metrics with different retention rates are combined the coarsest metric is graphed and thesum of the other metrics is averaged for the metrics with finer retention rates
 Read more about functions at httpgraphitereadthedocsorgenlatestfunctionshtmlmodule-graphiterenderfunctions
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 Collecting Log Events
 bull Heka
 bull ElasticSearch
 bull Kibana Dashboard
 Our logging stack currently contains following services
 bull Heka - log collection streaming and processing
 bull Rabbitmq - amqp message broker
 bull Elasticsearch - indexed log storage
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 bull Kibana - UI for log analysis
 Heka
 Heka is an open source stream processing software system developed by Mozilla Heka is a ldquoSwiss Army Kniferdquo typetool for data processing useful for a wide variety of different tasks such as
 bull Loading and parsing log files from a file system
 bull Accepting statsd type metrics data for aggregation and forwarding to upstream time series data stores such asgraphite or InfluxDB
 bull Launching external processes to gather operational data from the local system
 bull Performing real time analysis graphing and anomaly detection on any data flowing through the Heka pipeline
 bull Shipping data from one location to another via the use of an external transport (such as AMQP) or directly (viaTCP)
 bull Delivering processed data to one or more persistent data stores
 ElasticSearch
 Elasticsearch is a search server based on LuceneIt provides a distributed multitenant-capable full-text search enginewith an HTTP web interface and schema-free JSON documents
 Kibana Dashboard
 Kibana is an open source data visualization plugin for Elasticsearch It provides visualization capabilities on top ofthe content indexed on an Elasticsearch cluster Users can create bar line and scatter plots or pie charts and maps ontop of large volumes of data
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 Use Case Kubernetes
 TODO
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 Use Case Openstack
 TODO
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 bull Development Documentation
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 Indices and tables
 bull genindex
 bull modindex
 bull search
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  CHAPTER 1
 Overview
 This project provides scalable and reliable IT automation using SaltStack for installing and operating wide variety ofservices and resources Project provides standards to define service models and processes with ability to reuse thesecomponents in varying contexts
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  CHAPTER 2
 Contents
 21 Project Introduction
 Here you will find documentation relevant to architecture and goals of the project Existing formula ecosystem andundelying metadata standards
 211 Overview
 Chapter 1 Overview
 Home SaltStack-Formulas Project Introduction
 Project Objectives
 bull Collateral Goodies
 Project provides standards to define service models and processes with ability to reuse these components in varyingcontexts Metadata model shared accross all services let us explore underlying relationships that ease the managementof infrastructures acoross whole life-span
 The project has little different objectives compare to official salt-formulas The general orientation of project may besimilar to the official salt formulas but the major differences lie at meta-data model and clear decomposition whichbeing consistent accross all formulas in SaltStack- Formulas project
 Collateral Goodies
 Adhering to the standards allows further services to be declared and configured in dynamic way consuming metadataof surrounding services This include following domains
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 bull Dynamic monitoring Event collecting telemetry with dashboards alarms with notifications
 bull Dynamic backup Data backuping and restoring
 bull Dynamic security Firewall rules router configurations
 bull Dynamic documentation topology visualizations
 bull Dynamic audit profiles and beacons
 All these can be generated out of your existing infrastructure without need for any further parametrisation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Project History
 bull Beginnings
 bull tcp cloud Era
 bull openstack-salt Project
 bull saltstack-formulas Project
 Beginnings
 The initial formula structure was created in 2013 The formulas were not even called formulas back then but states Itwas time of great confusion and the quality of newly created salt-formulas was low
 tcp cloud Era
 The majority of formulas were rewritten to current standard structure and were used in production for cloud deploy-ments All the formulas were open-sourced and support metadata were instroduces in 2015
 openstack-salt Project
 OpenStack-Salt project was OpenStack Big Tent initiative project in 201516 and provided resources for installingand operating OpenStack deployments It used subset of the formulas and project was abandoned when tcp cloud wasbought by Mirantis
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 saltstack-formulas Project
 The scope of current project is much wider than management of OpenStack installations and provides generic formulaecosystem capable of managing multiple heterogenous infrastructures
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Introduction to SaltStack
 bull Pillar Metadata
 SaltStack-Formulas uses Salt configuration platform to install and manage infrastructures Salt is an automation plat-form that greatly simplifies system and application deployment Salt uses service formulas to define resources writtenin the YAML language that orchestrate the individual parts of system into the working entity
 Pillar Metadata
 Pillar is an interface for Salt designed to offer global values that are distributed to all minions The ext_pillar optionallows for any number of external pillar interfaces to be called to populate the pillar data
 Pillars are tree-like structures of data defined on the Salt Master and passed through to the minions They allowconfidential targeted data to be securely sent only to the relevant minion Pillar is therefore one of the most importantsystems when using Salt
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
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 212 Quick Start
 Chapter 2 Quick start
 Home SaltStack-Formulas Project Introduction
 Deployment Preparation Guidelines
 bull Salt Master Formulas
 bull Salt Master Metadata
 Letrsquos consider simple deployment of single configuration node with one application and one database node
 bull Config node [salt master]
 bull Application node [python app]
 bull Database node [postgres db]
 To start the simple deployment you need first setup the Salt master Installation of salt minions on controlled nodes isthen very simple
 Salt Master Formulas
 States are delivered by formulas and are stored in srvsaltenvltenvgt directory Environment can be eitherproduction [prd] or development [dev] This directory is correlates with salt_files root for given environment You canserve multiple environments from single salt master at once but this setup is not recommentded
 Usually production environment formulas are delivered by packages and development environment formulas are de-livered by git sourced formulas
 srvsaltenvltenvgt|-- service1| |-- ititsls| |-- role1| | |-- servicesls| | `-- resourcesls| `-- role2sls`-- service2
 |-- ititsls`-- rolesls
 For example basic linux python-app and openssh services for development environment in a little shortened version
 srvsaltenvdev|-- linux| |-- ititsls| |-- system| | |-- reposls| | `-- usersls| `-- network| |-- interfacesls| `-- hostsls
 (continues on next page)
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 (continued from previous page)
 |-- python-app| |-- ititsls| |-- serversls`-- openssh
 |-- ititsls|-- serversls`-- clientsls
 More about structure and layout of the formulas can be found in Development documentation
 Salt Master Metadata
 Metadata then define what state formulas in given specific context are projected to managed nodes
 Following trees shows simple metadata structure for simple python application deployment Important parameters arecluster_name labeling individual deployments and clusterdomain giving the deployment nodes domain part of theFQDN
 srvsaltreclass|-- classes| |-- cluster| | `-- deployment| | |-- infra| | | `-- configyml| | |-- python_app| | | |-- databaseyml| | | `-- webyml| | `-- inityml| |-- system| | |-- python_app| | | `-- server| | | |-- [dev|prd]yml| | | `-- [single|cluster]yml| | |-- postgresql| | | `-- server| | | |-- clusteryml| | | `-- singleyml| | |-- linux| | | `-- system| | | `-- inityml| | `-- deployment2yml| `-- service| |-- linux [formula metadata]| |-- python-app [formula metadata]| `-- openssh [formula metadata]`-- nodes
 `-- cfgclusterdomainyml
 You start with defining single node cfgclusterdomain in nodes directory and that is core node pointing to your clus-terdeployinfraconfig class
 Content of the nodescfgclusterdomainyml file
 classes- clusterdeployinfraconfigparameters
 (continues on next page)
 21 Project Introduction 7
  SaltStack-Formulas Documentation Release master
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 _paramreclass_data_revision master
 linuxsystem
 name cfg01domain clusterdomain
 Contains pointer to class clusterdeployinfraconfig and some basic parameters
 Content of the classesclusterdeployinfraconfigyml file
 classes- systemopensshclient- systemsaltmastergit- systemsaltmasterformulagit- systemreclassstoragesalt- clustercluster_nameparameters
 _paramsalt_master_base_environment devreclass_data_repository gitgitdomaincomreclass-modelssalt-modelgitsalt_master_environment_repository httpsgithubcomsalt-formulasreclass_data_revision masterreclass_config_master $_paraminfra_config_deploy_addresssingle_address $_paraminfra_config_address
 reclassstorage
 nodepython_app01name app01domain $_paramcluster_domainclasses- cluster$_paramcluster_namepython_appapplicationparams
 salt_master_host $_paramreclass_config_mastersingle_address $_parampython_application_node01_single_addressdatabase_address $_parampython_database_node01_single_address
 python_dbs01name dbs01domain $_paramcluster_domainclasses- cluster$_paramcluster_namepython_appdatabaseparamssalt_master_host $_paramreclass_config_mastersingle_address $_parampython_database_node01_single_address
 More about structure and layout of the metadata can be found in Metadata chapter
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
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 Bootstrap Salt-Formulas infrastructure
 bull TLDR
 bull Quick bootstrap
 ndash Bootstrap salt-master
 ndash Bootstrap salt-minion
 bull Advanced usage
 ndash Additional bootstrap ENV variables
 ndash Bootstrap Salt Master in a container for model validation purposes
 ndash To verify the model (reclass model)
 This documentrsquos describes scripted way to configure Salt Master node
 To setup the environment according to Quickstart Configure specification
 TLDR
 We uses and script that provide functions to install and configure required primitives and dependencies
 Script with function library is to
 bull install and configure salt master and minions
 bull install and configure reclass
 bull bootstrap salt master with salt-formulas common prerequisites in mind
 bull validate reclass the model pillar for all nodes
 Note This script is expected to convert to salt formula in a longterm perspective
 Expected usage in shortcut is
 git clone httpsgithubcomsalt-formulassalt-formulas-scripts srvsaltscriptssource srvsaltscriptsbootstrapsh
 Use one of the functions or follow the ldquosetup()rdquo which is executed by default
 source_local_envs()
 install_reclass()
 clone_reclass()
 configure_pkg_repo()
 configure_salt_master()
 configure_salt_minion()
 install_salt_formula_git()
 install_salt_formula_pkg()
 install_salt_master_pip()
 install_salt_master_pkg()
 (continues on next page)
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 (continued from previous page)
 install_salt_minion_pip()
 install_salt_minion_pkg()
 verify_salt_master()
 verify_salt_minion()
 verify_salt_minions()
 Quick bootstrap
 Bootstrap salt-master
 (expects salt-formulas reclass model repo)
 git clone httpsgithubcomsalt-formulassalt-formulas-scripts srvsaltscripts
 git clone ltmodel-repositorygt srvsaltreclasscd srvsaltreclassgit submodule update --init --recursive
 cd srvsaltscripts
 CLUSTER_NAME=regionOne HOSTNAME=cfg01 DOMAIN=infracilocal bootstrapsh OR justHOSTNAME=cfg01 DOMAIN=infracilocal bootstrapsh
 Note Creates $PWDsalt-master-setupshpassed if succesfully passed the ldquosetup scriptrdquo with the aim to avoidsubsequent setup
 Bootstrap salt-minion
 This is mostly just to makeweight as configure minion as a super simple task that can be achieved by other means aswell
 export HTTPS_PROXY=httpproxyyourcorp8080 export HTTP_PROXY=$HTTPS_PROXY
 export MASTER_HOSTNAME=cfg01infracilocal || export MASTER_IP=100010export MINION_ID=$(hostname -f) || export HOSTNAME=prx01 DOMAIN=infracirarr˓localsource lt(curl -qL httpsrawgithubusercontentcomsalt-formulassalt-formulas-rarr˓scriptsmasterbootstrapsh)install_salt_minion_pkg
 Advanced usage
 The script is fully driven by environment variables Thatrsquos Pros and known Cons of course
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 Additional bootstrap ENV variables
 (for full list of options see the bootstrapsh source)
 reclassexport RECLASS_ADDRESS=ltrepo urlgt if not already cloned in srvsaltreclass gt
 formulaexport FORMULAS_BRANCH=masterexport FORMULAS_SOURCE=git
 system host salt master minion idexport HOSTNAME=cfg01export DOMAIN=infracilocal Following variables are calculated from the above if not providedexport MINION_IDexport MASTER_HOSTNAMEexport MASTER_IP
 saltexport BOOTSTRAP_SALTSTACK_OPTS= -dX stable 20163export EXTRA_FORMULAS=prometeusSALT_SOURCE=$SALT_SOURCE-pkgSALT_VERSION=$SALT_VERSION-latest
 bootstrap controlexport SALT_MASTER_BOOTSTRAP_MINIMIZED=Falseexport CLUSTER_NAME=lt= cluster gt
 workarounds (forked reclass)export RECLASS_IGNORE_CLASS_NOTFOUND=Falseexport EXTRA_FORMULAS=prometheus telegraph
 Bootstrap Salt Master in a container for model validation purposes
 We use this to check the model during CI The example countrsquos with using forked version of Reclasslthttpsgithubcomsalt-formulasreclassgt with additional features like ability to ignore missing classes during thebootstrap
 To spin a container we uses a kitchen-test framework The setup required you may find in the Testing formulas sectionltdeveloptesting-formulashtmlrequirements
 Assume you have a repository with your reclass model Add to this repository following files Both files can be foundat salt-formulasdeploymodel lthttpsgithubcomsalt-formulassalt-formulastreemasterdeploymodelgt repo
 kitchenyml
 ---driver
 name dockeruse_sudo falsevolume- lt= ENV[PWD] gttmpkitchen
 provisionername shell
 (continues on next page)
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 script verifysh
 platformslt `find classescluster -maxdepth 1 -mindepth 1 -type d | tr _ - |sort -u`
 rarr˓split()each do |cluster| gtlt cluster=clustersplit()[2] gt- name lt= cluster gtdriver_config
 image ubuntu1604image tcpcloudsalt-models-testing With preinstalled dependencies (faster)platform ubuntuhostname cfg01lt= cluster gtlocalprovision_command
 - apt-get update- apt-get install -y git curl python-pip- git clone httpsgithubcomsalt-formulassalt-formulas-scripts srvsalt
 rarr˓scripts- cd srvsaltscripts git pull -r cd - NOTE Configure ENV options as needed example- echo
 export BOOTSTRAP=1nexport CLUSTER_NAME=lt= cluster gtnexport FORMULAS_SOURCE=pkgnexport RECLASS_VERSION=devnexport RECLASS_IGNORE_CLASS_NOTFOUND=Truenexport EXTRA_FORMULAS=n
 gt kitchenenvexport RECLASS_SOURCE_PATH=usrlibpython27site-packagesreclassnexport PYTHONPATH=$RECLASS_SOURCE_PATH$PYTHONPATHn
 lt end gt
 suites- name cluster
 verifysh
 binbash
 ENV variables for MASTER_HOSTNAME composition export HOSTNAME=$`hostname -s` export DOMAIN=$`hostname -d`cd srvsaltscripts git pull -r || true source bootstrapsh || exit 1
 BOOTSTRAPif [[ $BOOTSTRAP =~ ^(True|true|1|yes)$ ]] then
 workarounds for kitchentest -e tmpkitchen || (mkdir -p srvsaltreclass rsync -avh tmpkitchen
 rarr˓srvsaltreclass)cd srvsaltreclass clone latest system-level if missingif [[ -e gitmodules ]] ampamp [[ -e classessystemlinux ]] thengit submodule update --init --recursive --remote || true
 fisource_local_envssrvsaltscriptsbootstrapshif [[ -e tmpkitchen ]] then sed -i export BOOTSTRAP=d kitchenenv fi
 fi(continues on next page)
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 VERIFYexport RECLASS_IGNORE_CLASS_NOTFOUND=Falsecd srvsaltreclass ampampif [[ -z $1 ]] then
 verify_salt_master ampampverify_salt_minions
 elseverify_salt_minion $1
 fi
 Then with kitchen list command list the models in repository to test and finally converge and salt master instancewhere you will trigger the validation
 $ kitchen list
 Instance Driver Provisioner Verifier Transportrarr˓Last Action Last Error--------------------------------------------------------------------------------------rarr˓-----------------------cluster-aaa-ha-freeipa Docker Shell Busser Sshrarr˓Createdcluster-ceph-ha Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-k8s-aio-calico Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-k8s-ha-calico Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-aio-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-aio-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-ha-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-ha-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-ha-ovs-syndic Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-liberty-dvr Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-liberty-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-mitaka-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-mitaka-dvr Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-mitaka-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-aio Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-contrail Docker Shell Busser Sshrarr˓Createdcluster-ost-virt-ocata-contrail-nfv Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-dvr Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegt
 (continues on next page)
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 cluster-ost-virt-ocata-k8s-calico Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-k8s-calico-dyn Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-k8s-calico-min Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-k8s-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-ovs-dpdk Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-ost-virt-ocata-ovs-ironic Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegt
 To converge an instance
 $ kitchen converge cluster-ost-virt-ocata-contrail
 To verify the model (reclass model)
 You may use a custom module build for this purpose in reclass formula httpsgithubcomsalt-formulassalt-formula-reclass
 $SUDO salt-call $SALT_OPTS --id=$MASTER_HOSTNAME reclassvalidate_yaml$SUDO salt-call $SALT_OPTS --id=$MASTER_HOSTNAME reclassvalidate_pillar$SUDO salt-call $SALT_OPTS --id=$MASTER_HOSTNAME grainsitem roles$SUDO salt-call $SALT_OPTS --id=$MASTER_HOSTNAME stateshow_lowstate$SUDO salt-call --no-color grainsitems$SUDO salt-call --no-color pillardata$SUDO reclass --nodeinfo $HOSTNAME
 Home SaltStack-Formulas Project Introduction
 Quick Deploy on OpenStack with Heat
 bull Available Heat Templates
 bull Heat Client Setup
 ndash Installation on Ubuntu
 bull Connecting to OpenStack Cloud
 ndash Get Network Resource Name
 ndash Get Image Resource Name
 bull Launching the Heat Stack
 Single node deployments are a great way to setup an SaltStack-Formulas cloud for
 bull a service development environment
 bull an overview of how all of the OpenStack services and roles play together
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 bull a simple lab deployment for testing
 It is possible to run full size proof-of-concept deployment on OpenStack with Heat template the stack has followingrequirements for cluster deployment
 bull At least 200GB disk space
 bull 70GB RAM
 The single-node deployment has following requirements
 bull At least 80GB disk space
 bull 16GB RAM
 Available Heat Templates
 The app_single environment consists of three nodes
 FQDN Role IPconfigopenstacklocal Salt master node 101010200controlopenstacklocal OpenStack control node 101010201computeopenstacklocal OpenStack compute node 101010202
 Heat Client Setup
 The preffered way of installing OpenStack clients is isolated Python environment To creat Python environment andinstall compatible OpenStack clients you need to install build tools first
 Installation on Ubuntu
 Install required packages
 $ apt-get install python-dev python-pip python-virtualenv build-essential
 Now create and activate virtualenv venv-heat so you can install specific versions of OpenStack clients
 $ virtualenv venv-heat$ source venv-heatbinactivate
 Use following requirementstxt Clients were tested with Juno and Kilo Openstack versions
 python-cinderclientgt=131lt140python-glanceclientgt=0190lt0200python-heatclientgt=060lt070git+httpsgithubcomtcpcloudpython-heatclientgitstablejunoegg=heatclientpython-keystoneclientgt=160lt170python-neutronclientgt=226lt230python-novaclientgt=2190lt2200python-swiftclientgt=250lt260
 osloconfiggt=220lt230osloi18ngt=230lt240
 (continues on next page)
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 osloserializationgt=180lt190osloutilsgt=140lt150
 Put requirements into file and install them
 $ pip install -r requirementstxt
 If everything goes right you should be able to use openstack clients heat nova etc
 Connecting to OpenStack Cloud
 Setup OpenStack credentials so you can use openstack clients You can download openrc file from Openstackdashboard and source it or execute following commands with filled credentials
 $ vim ~openrc
 export OS_AUTH_URL=httpsltopenstack_endpointgt5000v20export OS_USERNAME=ltusernamegtexport OS_PASSWORD=ltpasswordgtexport OS_TENANT_NAME=lttenantgt
 Now source the OpenStack credentials
 $ source openrc
 To test your sourced variables
 $ env | grep OS
 Some resources required for heat environment deployment
 Get Network Resource Name
 The public network is needed for setting up both testing heat stacks The network ID can be found in OpenstackDashboard or by running following command
 $ neutron net-list
 Get Image Resource Name
 Image ID is required to run OpenStack Salt lab templates Ubuntu 1404 LTS is required as config_image and imagefor one of the supported platforms is required as instance_image used for OpenStack instances To lookup for actualinstalled images run
 $ glance image-list
 Launching the Heat Stack
 Download heat templates from this repository
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 $ git clone gitgithubcomopenstacksalt-formulasgit$ cd docsource_staticscripts
 Now you need to customize env files for stacks see examples in envs directory docsource_staticscriptsenvs and set required parameters
 Full examples of env files for the two respective stacks
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Quick Deploy on AWS with CloudFormations
 bull AWS Client Setup
 bull Connecting to Amazon Cloud
 ndash Get the Access Keys
 bull Launching the CFN Stack
 AWS Client Setup
 If you already have pip and a supported version of Python you can install the AWS CLI with the following command
 $ pip install awscli --upgrade --user
 You can then verify that the AWS CLI installed correctly by running aws ndashversion
 $ aws --version
 Connecting to Amazon Cloud
 Get the Access Keys
 Access keys consist of an access key ID and secret access key which are used to sign programmatic requests thatyou make to AWS If you donrsquot have access keys you can create them from the AWS Management Console Werecommend that you use IAM access keys instead of AWS account root user access keys IAM lets you securelycontrol access to AWS services and resources in your AWS account
 For general use the aws configure command is the fastest way to set up your AWS CLI installation
 21 Project Introduction 17
  SaltStack-Formulas Documentation Release master
 $ aws configureAWS Access Key ID [None] AKIAIOSFODNN7EXAMPLEAWS Secret Access Key [None] wJalrXUtnFEMIK7MDENGbPxRfiCYEXAMPLEKEYDefault region name [None] us-west-2Default output format [None] json
 Launching the CFN Stack
 After successful login you can test the credentials
 aws create-stack --stack-name
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Quick Deploy with Vagrant
 bull Vagrant Setup
 bull Environment Setup
 ndash Minion Configuration Files
 ndash Vagrant Configuration File
 bull Launching Vagrant Nodes
 ndash Salt master Bootstrap
 Single deployments are a great way to setup an infrastructure for
 bull a service development environment
 bull an overview of how all of the OpenStack services and roles play together
 bull a simple lab deployment for testing
 Although single builds arenrsquot suitable for large production deployments theyrsquore great for small proof-of-concept de-ployments
 Itrsquos strongly recommended to have hardware that meets the following requirements before starting an AIO deployment
 bull CPU with hardware-assisted virtualization support
 bull At least 20GB disk space
 bull 2GB RAM
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 Vagrant Setup
 Installing Vagrant is extremely easy for many operating systems Go to the Vagrant downloads page and get theappropriate installer or package for your platform Install the package using standard procedures for your operatingsystem
 The installer will automatically add vagrant to your system path so that it is available in shell Try logging out andlogging back in to your system (this is particularly necessary sometimes for Windows) to get the updated system pathup and running
 Add the generic ubuntu1604 image for virtualbox virtualization
 $ vagrant box add ubuntuxenial64
 ==gt box Loading metadata for box ubuntuxenial64box URL httpsatlashashicorpcomubuntuxenial4
 ==gt box Adding box ubuntuxenial64 (v2016012200) for provider virtualboxbox Downloading httpsvagrantcloudcomubuntuboxesxenial64versions
 rarr˓2016012200providersvirtualboxbox==gt box Successfully added box ubuntuxenial64 (v2016012200) for virtualbox
 Environment Setup
 The environment consists of three nodes
 FQDN Role IPconfigclusterlocal Salt master node 101010200serviceclusterlocal Managed node 101010201
 Minion Configuration Files
 Download salt-formulas
 Look at configuration files for each node deployed
 scriptsminionsconfigconf configuration
 id configclusterlocal
 master 101010200
 scriptsminionsserviceconf configuration
 id serviceclusterlocal
 master 101010200
 Vagrant Configuration File
 The main vagrant configuration for SaltStack-Formulas deployment is located at scriptsVagrantfile
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 -- mode ruby -- vi set ft=ruby
 boxes = ubuntuxenial64 =gt name =gt ubuntuxenial64url =gt ubuntuxenial64
 Vagrantconfigure(2) do |config|
 configvmdefine cluster_config do |cluster_config|
 cluster_configvmhostname = configclusterlocalcluster_configvmbox = ubuntuxenial64cluster_configvmbox_url = boxes[ubuntuxenial64][url]cluster_configvmnetwork private_network ip 101010200
 cluster_configvmprovider virtualbox do |vb|vbcustomize [modifyvm id --memory 512]vbcustomize [modifyvm id --cpus 1]vbname = cluster-configvbgui = false
 end
 cluster_configvmprovision salt do |salt|saltminion_config = minionsconfigconfsaltcolorize = truesaltbootstrap_options = -F -c tmp -P
 end
 end
 configvmdefine cluster_service do |cluster_service|
 cluster_servicevmhostname = serviceclusterlocalcluster_servicevmbox = ubuntuxenial64cluster_servicevmbox_url = boxes[ubuntuxenial64][url]cluster_servicevmnetwork private_network ip 101010201
 cluster_servicevmprovider virtualbox do |vb|vbcustomize [modifyvm id --memory 4096]vbcustomize [modifyvm id --cpus 1]vbname = cluster-servievbgui = false
 end
 cluster_servicevmprovision salt do |salt|saltminion_config = minionsserviceconfsaltcolorize = truesaltbootstrap_options = -F -c tmp -P
 end
 end
 end
 20 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 Launching Vagrant Nodes
 Check the status of the deployment environment
 $ cd srvvagrant-cluster$ vagrant status
 Current machine states
 cluster_config not created (virtualbox)cluster_service not created (virtualbox)
 Setup config node launch it and connect to it using following commands it cannot be provisioned by vagrant salt asthe salt master is not configured yet
 $ vagrant up cluster_config$ vagrant ssh cluster_config
 Salt master Bootstrap
 Bootstrap the salt master service on the config node it can be configured with following parameters
 $ export RECLASS_ADDRESS=httpsgithubcomsalt-formulassalt-formulas-modelgit$ export CONFIG_HOST=configclusterlocal
 To deploy salt-master from packages run on config node
 $ vagrantbootstrapsalt-master-setupsh
 Now setup the server node Launch it using following command
 $ vagrant up cluster_service
 To orchestrate all defined services accross all nodes run following command on config node
 $ salt-run stateorchestrate orchestrate
 bull Documentation Home
 bull Project Introduction
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 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
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 213 Metadata Modelling
 Chapter 3 Metadata Authoring Guidelines
 Home SaltStack-Formulas Project Introduction
 Model-driven Architectures
 bull Core Principles
 bull Sample Model Architecture
 bull Horizontally Scaled Services
 We have the formula structures covered now we can proceed to define how the metadata is modelled and key patternswe need to know to build nice standard models
 Model Driven Architecture (MDA) is an answer to growing complexity of systems controlled by configuration man-agement and orchestration tools It provides unified node classification with atomic service definitions
 Core Principles
 Following table shows the core principles for creating model-driven architectures
 Atomicity Services are separated with such affinity that allows running them on single nodeReusability Re-placibility
 Different services serving the same role can be replaced without affecting connectedservices
 Service Roles Services may implement multiple roles these can be then separated to individual nodesDynamic Resources Service metadata is alwyas available for definition of dynamic resourcesChange Manage-ment
 The strength lies not in descibing the static topology of services but more the process ofongoing updates
 Sample Model Architecture
 Following figure show sample system that has around 10 services with some outsourced by 3rd party service providers
 We can identify several subsystem layers within this complex application system
 bull Proxy service - Distributing load to application layer
 bull Application service - Application with caches
 bull Data persistence - Databases and filesystem storage
 Horizontally Scaled Services
 Certain services span across multiple application systems These usually play critical roles in system maintenance andare essential for smooth ongoing operations
 These services usually fit into one of following categories
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 Access Control SSH access orchestration engine access user authenticationMonitoring Events and metric collections alarmins dashboards and notificationsEssential Name services time services mail transports etc
 These horizontal services are not entirely configured directly but rather reuse the metadata of other surrounding ser-vices to configure itself (for example metering agent collects metrics to collect for metadata of surrounding serviceson the same node node exports also metadata for external metric collector to pick)
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
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 Standard Metadata Layout
 bull Basic Functional Units (Service Class Level)
 bull Business Function Unit (System Class Level)
 bull Product Deployments (Cluster Class Level)
 bull NodeCluster Classification (Node Level)
 Metadata models are separated into 3 individual layers service system and cluster The layers are firmly isolated fromeach other and can be aggregated on south-north direction and using service interface agreements for objects on thesame level This approach allows to reuse many already created objects both on service and system layers as buildingblocks for a new solutions and deployments following the fundamental MDA principles
 Basic Functional Units (Service Class Level)
 The services are the atomic units of config management SaltStack formula or Puppet recipe with default metadataset can be considered as a service Each service implements one or more roles and together with other services formsystems Following list shows decomposition
 bull Formula - Set of states that perform together atomic service
 bull State - Declarative definition of various resources (package files services)
 bull Module - Imperative interaction enforcing defined state for each State
 Meta-data fragments for individual services are stored in salt formulas and can be reused in multiple contexts Servicelevel roles set the granularity of service to certain level role is limited to 1 virtual machine or container aggregationService models are used to provide models with defaults for various contexts This the low level modelling wheremodels are directly mapped to the Salt formula functions and get projected to the actual nodes
 Given Redis formula from Gitlab example we set basic set of parametes that can be used for actual service configura-tion as well as support services configuration
 Basic service metadata is present in metadataservice directory of every service formula
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 service-formula`-- metadata
 `-- service|-- role1| |-- deployment1yml| `-- deployment2yml`-- role2
 `-- deployment3yml
 For example RabbitMQ service in various deployments
 rabbitmq`-- metadata
 `-- service`-- server
 |-- singleyml`-- clusteryml
 The metadata fragment srvsaltreclassclassesserviceservice-formula maps to srvsaltenvformula-namemetadataservice so then you can easily refer the metadata as serviceformula-namerole1deployment1class for example
 Example metadataserviceserverclusteryml for the cluster setup PostgreSQL server
 parameterspostgresqlserver
 enabled truebind
 address 127001port 5432protocol tcp
 clients- 127001
 clusterenabled truemembers- node01- node02- node03
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 Example metadataserviceserverclusteryml for the single PostgreSQL server
 parameterspostgresqlserver
 enabled truebind
 address 0000port 5432protocol tcp
 Example metadataserviceserverclusteryml for the standalone PostgreSQL server
 parameterspostgresqlserver
 enabled truebind
 address 127001port 5432protocol tcp
 clients- 127001
 There are about 140 formulas in several categories You can look at complete Formula Ecosystem chapter
 Business Function Unit (System Class Level)
 Aggregation of services performing given role in business IT infrastructure System level models are the sets of thelsquoservicesrsquo combined in a such way that the result of the installation of these services will produce a ready-to-useapplication (system) on integration level In the lsquosystemrsquo model you can not only include the lsquoservicesrsquo but alsooverride some lsquoservicesrsquo options to get the system with the expected functionality
 The systems are usually one of the following type
 Single
 Usually all-in-one application system on a node (Taiga Gitlab)
 Multi
 Multiple all-in-one application systems on a node (Horizon Wordpress)
 Cluster
 Service is part of a cluster (OpenStack controllers large-scale web applications)
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 Container
 Service is run as Docker container
 For example in the service lsquohaproxyrsquo there is only one port configured by default (haproxy_admin_port 9600) but the system lsquohorizonrsquo add to the service lsquohaproxyrsquo several new ports extending the service model and getting thesystem components integrated with each other
 system`-- business-system
 |-- role1| |-- deployment1yml| `-- deployment2yml`-- role2
 `-- deployment3yml
 For example Graphite server with Carbon collector
 system`-- graphite
 |-- server| |-- singleyml| `-- clusteryml`-- collector
 |-- singleyml`-- clusteryml
 Example classessystemgraphitecollectorsingleyml for the standalone Graphite Carbon installation
 classes- servicememcachedserverlocal- servicegraphitecollectorsingleparameters
 _paramrabbitmq_monitor_password password
 carbonrelay
 enabled false
 Example classessystemgraphitecollectorsingleyml for the standalone Graphite web server installation Where youcombine your individual formulas to functional business unit of single node scope
 classes- servicememcachedserverlocal- servicepostgresqlserverlocal- servicegraphiteserversingle- serviceapacheserversingle- servicesupervisorserversingleparameters
 _paramgraphite_secret_key secretpostgresql_graphite_password passwordapache2_site_graphite_host $_paramsingle_addressrabbitmq_graphite_password passwordrabbitmq_monitor_password passwordrabbitmq_admin_password passwordrabbitmq_secret_key password
 apache
 (continues on next page)
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 (continued from previous page)
 servermodules- wsgisite
 graphite_serverenabled truetype graphitename serverhostname $_paramapache2_site_graphite_host
 postgresqlserver
 databasegraphiteencoding UTF8locale cs_CZusers- name graphitepassword $_parampostgresql_graphite_passwordhost 127001rights all privileges
 Product Deployments (Cluster Class Level)
 Clusterdeployment level aggregating systems directly referenced by individual host nodes or container services Clus-ter is the set of models that combine the already created lsquosystemrsquo objects into different solutions We can override anysettings of lsquoservicersquo or lsquosystemrsquo level from the lsquoclusterrsquo level with the highest priority
 Also for salt-based environments here are specified the list of nodes and some specific parameters for different nodes(future lsquoinventoryrsquo files for salt future generated pillars that will be used by salt formulas) The actual mapping isdefined where each node is member of specific cluster and is implementing specific role(s) in systems
 Fig 1 Cluster level in detail
 If we want not just to re-use an object we can change its behaviour depending of the requirements of a solution Wedefine basic defaults on service level then we can override these default params for specific system needs and thenif needed provide overrides per deployment basis For example a database engine HA approaches IO schedulingpolicy for kernel and other settings may vary from one solution to another
 Default structure for cluster level has following strucuture
 cluster`-- deployment1
 (continues on next page)
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 |-- product1| |-- cluster1yml| `-- cluster2yml`-- product2
 `-- cluster3yml
 Where deployments is usually one datacenter product realises full business units [OpenStack cloud Kubernetes clus-ter etc]
 For example deployment Graphite server with Carbon collector
 cluster`-- demo-lab
 |-- infra| |-- configyml| `-- integrationyml`-- monitoring
 `-- monitoryml
 Example demo-labmonitoringmonitoryml class implementing not only Graphite services butr alsografana sever and sensu server
 classes- systemgrapitecollectorsingle- systemgrapiteserversingle- systemgrafanaserversingle- systemgrafanaclientsingle- systemsensuservercluster- clusterdemo-lab
 Cluster level classes can be shared by members of the particular cluster or by single node
 NodeCluster Classification (Node Level)
 Servers contain one or more systems that bring business value and several maintenance systems that are common toany node Services running on single host can be viewed as at following picture
 Nodes generally include cluster level classes which include relevant system classes and these include service levelclasses which configure individual formulas to work
 The previous figure shows the real composition of individual metadata fragments that form the complete servicecatalog for each managed node
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 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 ReClass - Recursive Classification
 bull Resources
 bull Core Functions
 ndash Deep Data Merging
 ndash Parameter Interpolation
 bull Overriding the Metadata
 ndash The lsquoSoftrsquo Metadata
 ndash The lsquoHardrsquo Metadata
 reclass in node centric classifier for any configuration management When reclass parses a node or class definitionand encounters a parent class it recurses to this parent class first before reading any data of the node (or class) Whenreclass returns from the recursive depth first walk it then merges all information of the current node (or class) intothe information it obtained during the recursion
 This means any class may define a list of classes it derives metadata from in which case classes defined further downthe list will be able to override classes further up the list
 Resources
 Original reclass implementation
 bull httpsgithubcommadduckreclass
 Forked reclass with many additional features
 bull httpsgithubcomsalt-formulasreclass
 bull httpsgithubcomsalt-formulasreclasstreedevelop (develop branch)
 Core Functions
 reclass is very simple and there are only two main concepts
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 Deep Data Merging
 When retrieving information about a node reclass first obtains the node definition from the storage backend Then ititerates the list of classes defined for the node and recursively asks the storage backend for each class definition Nextreclass recursively descends each class looking at the classes it defines and so on until a leaf node is reached ie aclass that references no other classes
 Now the merging starts At every step the list of applications and the set of parameters at each level is merged intowhat has been accumulated so far
 Merging of parameters is done ldquodeeplyrdquo meaning that lists and dictionaries are extended (recursively) rather thanreplaced However a scalar value does overwrite a dictionary or list value While the scalar could be appended toan existing list there is no sane default assumption in the context of a dictionary so this behaviour seems the mostlogical Plus it allows for a dictionary to be erased by overwriting it with the null value
 After all classes (and the classes they reference) have been visited reclass finally merges the applications list andparameters defined for the node into what has been accumulated during the processing of the classes and returns thefinal result
 Parameter Interpolation
 Parameters may reference each other including deep references eg
 After merging and interpolation which happens automatically inside the storage modules the python-applicationserverdatabasehost parameter will have a value of ldquohostnamedomaincomrdquo
 Types are preserved if the value contains nothing but a reference Hence the value of dict_reference will actually be adictionary
 Overriding the Metadata
 The reclass deals with complex data structures we call lsquohardrsquo metadata these are defined in class files mentionedin previous text These are rather complex structures that you donrsquot usually need to manage directly but a specialdictionary for so called lsquosoftrsquo metadata was introduced that holds simple list of most frequently changed propertiesof the lsquohardrsquo metadata model It uses the parameter interpolation function of reclass to achieve defining parameter atsingle location
 The lsquoSoftrsquo Metadata
 In reclass storage is a special dictionary called _param which contains keys that are interpolated to the lsquohardrsquo metadatamodels These soft parameters can be defaulted at system level or on cluster level and or changed at the node definitionWith some modufications to formulas it will be also possible to have ETCD key-value store to replace or ammed the_params dictionary
 parameters_paramservice_database_host hostnamedomaincom
 All of these values are preferably scalar and can be referenced as $_paramservice_database_hostparameter These metadata are considered cluster level readable and can be overriden by reclassset_cluster_param name value module
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 Fig 2 Parameter interpolation of soft parameters to hard metadata models
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 The lsquoHardrsquo Metadata
 This metadata are the complex metadata structures that can contain interpolation stings pointing to the lsquosoftrsquo metadataor containing precise values
 parameterspython-applicationserver
 databasename database_namehost $_paramservice_database_host
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Common Metadata Patterns
 bull Creating Service Metadata
 ndash Service Formula Roles
 ndash Scalar Parameters
 ndash Common Service Metadata
 ndash Modelling and Iterating Resource Sets
 ndash Service Network Binding
 ndash Service Backend Structure
 ndash Client Relationship
 ndash SSL Certificates
 bull Using Service Support Metadata
 ndash Basics of Support Metadata
 ndash Service Documentation
 ndash Service monitoring checks
 bull Virtual Machines versus Containers
 ndash Virtual machine service deployment models
 ndash Container metadata requirements
 When working with metadata a lot of common patterns emerge over the time The formulas reuse these patterns tomaintain the cross-formula consistency
 21 Project Introduction 33
  SaltStack-Formulas Documentation Release master
 Creating Service Metadata
 Following points are selected as the most frequently asked questions and try to explain the design patters behind ourmetadata modes
 Service Formula Roles
 The service roles provide level of separation for the formulas if your service can be split across multiple nodes youshould use the role You can imagine role as simple kubernetes Kubernetes Pods For example a sensu formula hasfollowing roles defined
 server
 Definion of server service that sends commands to the clients andconsumes the responses
 client
 Client role is installed on each of the client nodes and uses the support metadata concept to get themetadata from installed services
 dashoboard
 Optional definion of Uchiwa dashboard
 You monitoring node can have all 3 roles running on single node and that is completely OK
 Scalar Parameters
 Always keep in mind that we model the resources not the configurations However tempting can it be to just iterate theconfig dictionaries and adding all the values it is not recommended This approach prevents further parameter schemadefinition as well as allowing to add the defaults etc
 Donrsquot do following snippet it may save you same at the start but with at the price of untestable and unpredictableresults
 Warning
 serviceroleconfig
 option1 value1optionN valueN
 Common Service Metadata
 When some metadata is reused by multiple roles it is possible to add the new virtual common role definition Thiscommon metadata should be then available to every role
 The definition in the pillar metadata file
 servicecommonparam1 value1
 (continues on next page)
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 paramN valueN
 And the corresponding code for joining the metadata in the mapjinja
 set raw_server = salt[grainsfilter_by](Debian
 merge=salt[pillarget](memcachedcommon))
 set server = raw_server merge=salt[pillarget](memcachedserver))
 Modelling and Iterating Resource Sets
 Resource sets are resources provided by the service formula for example for MySQL and PostgreSQL formuladatabase is a resource set for NGINX or Apache formula a member of resource set is vhost Users reposi-tories packages jobs interfaces routes mounts etc in the Linux formula are also good example of this pattern
 mysqlserverdatabase
 database_nameparam1 value1param2 value2
 Following snippet shows defined virtual hosts for the Nginx
 nginxservervhost
 vhost_nameparam1 value1param2 value2
 Service Network Binding
 You can define the address and port on whis the service listens in simple way For single network binding you can usefollowing code
 memcachedserverenabled truemaxconn 8192bind
 address 0000port 11211protocol tcp
 Service Backend Structure
 When service plugin mechanism allows to add arbitrary plugins to the individual roles it is advised to use followingformat Following snippet shows multiple defined backends in this case itrsquos pillar data sources
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 saltmasterpillar
 engine compositereclass
 index 1storage_type yaml_fsinventory_base_uri srvsaltreclasspropagate_pillar_data_to_reclass Falseignore_class_notfound False
 saltclasspath srvsaltsaltclass
 naclindex 99
 Note The reason for existence of engine parameter is to separate various implementations For relational databaseswe can determine what specific database is used to construct proper connection strings
 Client Relationship
 The client relationship has form of a dictionary The name of the dictionary represents the required role [databasecache identity] and the engine parameter then refers to the actual implementation Following snippet shows singleservice to service relation
 keystoneservermessage_queue
 engine rabbitmqhost 200200200200port 5672user openstackpassword redactedvirtual_host openstackha_queues true
 Following snippet shows backend with multiple members
 keystoneservercache
 engine memcachedmembers- host 200200200200
 port 11211- host 200200200201
 port 11211- host 200200200202
 port 11211
 SSL Certificates
 Multiple service use SSL certificates There are several possible ways how to obtain a certificate
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 TODO
 Using Service Support Metadata
 You can think of support metadata as the k8s annotations for other services to pickup and be configured accordinglyThis concept is heavily used in the definition of monitoring documentation etc
 Basics of Support Metadata
 In formula therersquos meta directory each service that needs to extract some data has file with serviceyml forexample collectdyml telegragyml
 Service Documentation
 Following snippet shows how we can provide metadata for dynamic documentation creation for Glance service
 docname Glancedescription The Glance project provides services for discovering registering and
 rarr˓retrieving virtual machine imagesrole- if pillarglanceserver is defined - from glancemapjinja import server with context server
 name serverendpoint
 glance_apiname glance-apitype glance-apiaddress http serverbindaddress serverbindport protocol http
 glance_registryname glance-registrytype glance-registryaddress http serverregistryhost serverregistryport protocol http
 parambindvalue serverbindaddress serverbindport
 versionname Versionvalue serverversion
 workersname Number of workersvalue serverworkers
 database_hostname Databasevalue serverdatabaseuser serverdatabasehost server
 rarr˓databaseport serverdatabasename message_queue_ipname Message queuevalue servermessage_queueuser servermessage_queuehost
 rarr˓servermessage_queueport servermessage_queuevirtual_host identity_host
 (continues on next page)
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 name Identity servicevalue serveridentityuser serveridentityhost server
 rarr˓identityport storage_enginename Glance storage enginevalue serverstorageengine
 packagesvalue |- for pkg in serverpkgs - set pkg_version = dpkg -l +pkg+ | grep +pkg+ | awk print $3
 rarr˓
 pkg salt[cmdrun](pkg_version) - endfor
 - endif
 Service monitoring checks
 Letrsquos have our memcached service and look how the monitoring is defined for this service
 We start with definitions of metric collections
 - from memcachedmapjinja import server with context - if serverget(enabled False) agent
 inputprocstat
 processmemcachedexe memcached
 memcachedservers
 - address serverbindaddress | replace(0000 127001) port serverbindport
 - endif
 We also define the functional monitoring for the collected metrics
 - from memcachedmapjinja import server with context - if serverget(enabled False) server
 alertMemcachedProcessDown
 if gt-procstat_runningprocess_name=memcached == 0
 raw labels
 severity warningservice memcached
 annotationssummary Memcached service is downdescription Memcached service is down on node $labelshost
 endraw - endif
 Also the definition of the dashboard for the collected metrics is provided
 38 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 dashboardmemcached_prometheusdatasource prometheusformat jsontemplate memcachedfilesgrafana_dashboardsmemcached_prometheusjson
 memcached_influxdbdatasource influxdbformat jsontemplate memcachedfilesgrafana_dashboardsmemcached_influxdbjson
 main_influxdbdatasource influxdbrow
 ost-middlewaretitle Middlewarepanelmemcached
 title Memcachedlinks- dashboard Memcachedtitle Memcachedtype dashboard
 targetcluster_statusrawQuery truequery SELECT last(value) FROM cluster_status WHERE cluster_name =
 rarr˓memcached AND environment_label = $environment AND $timeFilter GROUP BY time(rarr˓$interval) fill(null)main_prometheusdatasource prometheusrow
 ost-middlewaretitle Middlewarepanelmemcached
 title Memcachedlinks- dashboard Memcachedtitle Memcachedtype dashboard
 targetcluster_statusexpr avg(memcached_up) by (name)
 This snippet appends panel to the main dashboard at grafana and creates a new dashboard The prometheus andinfluxdb time-series are supported out of box throughout all formulas
 Virtual Machines versus Containers
 The containers and services share great deal of parameters but the way they are delivered is differnt accross variouscontainer platforms
 Virtual machine service deployment models
 bull local deployemnt
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 bull single deployment
 bull cluster deployment
 Container metadata requirements
 bull Metadata for docker swarm
 bull Metadata for kubenetes
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Working with Metadata
 bull Scaling Metadata Models
 ndash Shared Cluster and System Level
 ndash Separate Cluster with Single System Level
 ndash Separate Cluster with Multiple System Levels
 bull Handling Sensitive Metadata
 bull Creating new Models
 ndash Creating a New Formula (Service Level)
 ndash Creating New Business Units (System Level)
 ndash Creating New Deployments (Cluster Level)
 bull Making Changes to Existing Models
 ndash Updating Existing Formula (Service Level)
 ndash Updating Business Unit (System Level)
 ndash Updating Deployment Configurations (Cluster Level)
 Every IT solution can be described by using several layers of objects where the objects of higher layer are combina-tions of the objects from lower layers For example we may install lsquoapache serverrsquo and call it lsquoapache servicersquo butthere are objects that contain multiple services like lsquoapache servicersquo lsquomysql servicersquo and some python scripts (forexample keystone) we will call these ldquokeystone systemrdquo or ldquofreeipa systemrdquo and separate them on a higher (System)layer The systems represent units of business logic and form working components We can map systems to individualdeployments where ldquoopenstack clusterrdquo consists of ldquonova systemrdquo ldquoneutron systemrdquo and others OpenStack systemsand ldquokubernetes clusterrdquo consists of ldquoetcd systemrdquo ldquocalico systemrdquo and few others We can define and map PaaSIaaS or SaaS solutions of any size and complexity
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 Fig 3 Decomposition of services systems and clusters
 This model has been developed to cope with huge scopes of services consisting of hundreds of services running VMsand containers across multiple physical servers or locations Following text takes apart individual layers and explainsthem in further detail
 Scaling Metadata Models
 Keeping consistency across multiple modelsdeployments has proven to be the most difficult part of keeping thingsrunning smooth over time with evolving configuration management You have multiple strategies on how to manageyour metadata for different scales
 The service level metadata can be handled in common namespace not by formulas itself but it is recommended tokeep the relevant metadata states
 Shared Cluster and System Level
 If every deployment only defined on system level you need to keep copy of all system definitions at all deploymentsThis is suitable only for small number of deployments
 Separate Cluster with Single System Level
 With introduction of new features and services shared deployments does not provide necessary flexibility to copewith the change Having service metadata provided along formulas helps to deliver the up-to-date models to thedeployments but does not reflect changes on the system level Also the need of multiple parallel deployments lead toadjusting the structure of metadata with new common system level and only cluster level for individual deployment(s)The cluster layer only contains soft parametrization and class references
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 Separate Cluster with Multiple System Levels
 When customer is reusing the provided system but also has formulas and system on its own Customer is free to createits own system level classes
 Fig 4 Multiple system levels for customer servicesrsquo based payloads
 In this setup a customer is free to reuse the generic formulas with generic systems At the same time hersquos free to createformulas of itrsquos own as well as custom systems
 Handling Sensitive Metadata
 Sensitive data refers to any information that you would not wish to share with anyone accessing a server This couldinclude data such as passwords keys or other information For sensitive data we use the GPG renderer on salt masterto cipher all sensitive data
 To generate a cipher from a secret use following command
 $ echo -n supersecret | gpg --homedir --armor --encrypt -r ltKEY-namegt
 The ciphered secret is stored in block of text within PGP MESSAGE delimiters which are part of cipher
 -----BEGIN PGP MESSAGE-----Version GnuPG v1-----END PGP MESSAGE-----
 Following example shows full use of generated cipher for virtually any secret
 parameters_paramrabbitmq_secret_key |
 -----BEGIN PGP MESSAGE-----Version GnuPG v1
 hQEMAweRHKaPCfNeAQf9GLTN16hCfXAbPwU6BbBK0unOc7i9etGuVc5CyU9Q6umQuetdvQVLFOHkrC4lgeNQdM6D9E8PKonMlgJPyUvC8ggxhj0IPFEKmrsnv2k6+cnEfmVexS7oU1VOVjoyUeliMCJlAz30RXaME49Cpi6No2+vKD8a4q4nZN1UZcGRhkhC0S22zNxOXQ38TBkmtJcqxnqT6YWKTUsjVubW3bVC+u2HGqJHu79wmwuN8tz
 (continues on next page)
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 m4wBkfCAd8Eyo2jEnWQcM4TcXiF01XPL4z4g19AAxh+Q4d8RIRP4fbw7ct4nCJvGr9v2DTF7HNigIMl4ivMIn9fp+EZurJNiQskLgNbktJGAeEKYkqX5iCuB1b693hJFKlwHiJt5yA8X2dDtfk8Ph1Jx2TwGS+lGjlZaNqp3R1xuAZzXzZMLyZDe5+i3RJskqmFTbOiA===Eqsm-----END PGP MESSAGE-----
 rabbitmqserver
 secret_key $_paramrabbitmq_secret_key
 As you can see the GPG encrypted parameters can be further referenced with reclass interpolation$_paramrabbitmq_secret_key statement
 Creating new Models
 Following text shows steps that need to be undertaken to implement new functionality new system or entire deploy-ment
 Creating a New Formula (Service Level)
 If some of required services are missing you can create a new service formula for Salt with the default model thatdescribe the basic setup of the service The process of creating new formula is streamlined by Using Cookiecutter andafter the formula is created you can check Formula Authoring Guidelines chapter for furher instructions
 If you download formula to salt master you can point the formula metadata to the proper service level directory
 ln -s ltservice_namegtmetadataservice srvsaltreclassclassesserviceltservice_namegt
 And symlink of the formula content to the specific salt-master file root
 ln -s ltservice_namegtltservice_namegt srvsaltenvltenv_namegtltservice_namegt
 Creating New Business Units (System Level)
 If some lsquosystemrsquo is missing then you can create a new lsquosystemrsquo from the set of lsquoservicesrsquo and extend the lsquoservicesrsquomodels with necessary settings for the system (additional ports for haproxy additional network interfaces for linuxetc) Do not introduce too much of hard metadata on the system level try to use class references as much as possible
 Creating New Deployments (Cluster Level)
 Determine which products are being used in the selected deployemnt you can have infrastructure services applica-tions monitoring products defined at once for single deployemnt You need to make suere that all necessary systemswas already created and included into global system level then it can be just referenced Follow the guidelines furtherup in this text
 Making Changes to Existing Models
 When you have decided to add or modify some options in the existing models the right place of the modificationshould be considered depending of the impact of the change
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 Updating Existing Formula (Service Level)
 Change the model in salt-formula-ltservice-namegt for some service-specific improvements For example if thechange is related to the change in the new package version of this service the change is fixing some bug or im-prove performance or security of the service and should be applied for every cluster In most cases we introduce newresources or configuration parameters
 Example where the common changes can be applied to the service httpsgithubcomopenstacksalt-formula-horizontree mastermetadataserviceserver
 Updating Business Unit (System Level)
 Change the system level for a specific application if the base services donrsquot provide required configurations for theapplication functionality Example where the application-related change can be applied to the service
 Updating Deployment Configurations (Cluster Level)
 Changes on the cluster level are related to the requirements that are specific for this particular cluster solution forexample number and names of nodes domain name IP addresses network interface names and configurationslocations of the specific lsquosystemsrsquo on the specific nodes and other things that are used by formulas for services
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 214 Service Ecosystem
 Chapter 4 Service Ecosystem
 Home SaltStack-Formulas Project Introduction
 Actual Service Ecosystem
 The SaltStack-Formulas service are divided into several groups according to the target role in the system All ser-vicesformulas share same structure and metadata definions expose vital information into the Salt Mine for furtherprocessing
 Infrastructure services Core services needed for basic infrastructure operation
 Supplemental services Support services as databases proxies application servers
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 OpenStack services All supported OpenStack cloud platform services
 Monitoring services Monitoring metering and log collecting tools implementing complete monitoring stack
 Integration services Continuous integration services for automated integration and delivery pipelines
 Each of the service groups contain of several individual service formulas listed in following tables
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Infrastructure Services
 Core services needed for basic infrastructure operation
 Formula Repositoryaptcacher httpsgithubcomsalt-formulassalt-formula-aptcacherbackupninja httpsgithubcomsalt-formulassalt-formula-backupninjaceph httpsgithubcomsalt-formulassalt-formula-cephchrony httpsgithubcomsalt-formulassalt-formula-chronyfreeipa httpsgithubcomsalt-formulassalt-formula-freeipagit httpsgithubcomsalt-formulassalt-formula-gitglusterfs httpsgithubcomsalt-formulassalt-formula-glusterfsiptables httpsgithubcomsalt-formulassalt-formula-iptablesletsecrypt httpsgithubcomsalt-formulassalt-formula-letsecryptlinux httpsgithubcomsalt-formulassalt-formula-linuxnetwork httpsgithubcomsalt-formulassalt-formula-networknfs httpsgithubcomsalt-formulassalt-formula-nfsntp httpsgithubcomsalt-formulassalt-formula-ntpopenssh httpsgithubcomsalt-formulassalt-formula-opensshopenvpn httpsgithubcomsalt-formulassalt-formula-openvpnpritunl httpsgithubcomsalt-formulassalt-formula-pritunlreclass httpsgithubcomsalt-formulassalt-formula-reclasssalt httpsgithubcomsalt-formulassalt-formula-saltsphinx httpsgithubcomsalt-formulassalt-formula-sphinxsquid httpsgithubcomsalt-formulassalt-formula-squid
 aptcacher
 Apt-Cacher NG is a caching HTTP proxy intended for use with download clients of system distributionrsquos packagemanagers
 Sample pillars
 Single apt-cacher service
 21 Project Introduction 45
  SaltStack-Formulas Documentation Release master
 aptcacherserverenabled truebind
 address 0000port 3142
 More advanced setup with Proxy and passthru patterns
 aptcacherserverenabled truebind
 address 0000port 3142
 proxy httpproxy-userproxy-passproxy-host9999passthruurl
 - reposinfluxdatacom- packagecloudio- packagecloud-repositoriess3dualstackus-west-1amazonawscom- launchpadnet- aptdockerprojectorg
 passhthrupattern- key$- gpg$- pub$- jar$
 Read more
 bull httpswwwunix-aguni-klde~blochacng
 Backupninja formula
 Backupninja allows you to coordinate system backup by dropping a few simple configuration files into etcbackupdMost programs you might use for making backups donrsquot have their own configuration file format
 Backupninja provides a centralized way to configure and schedule many different backup utilities It allows for secureremote incremental filesytem backup (via rdiff-backup) compressed incremental data backup system and hardwareinfo encrypted remote backups (via duplicity) safe backup of MySQLPostgreSQL databases subversion or tracrepositories burn CDDVDs or create ISOs incremental rsync with hardlinking
 Sample pillars
 Backup client with sshrsync remote target
 backupninjaclientenabled truetarget
 engine rsynchost 101010208user backupninja
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 Backup client with s3 remote target
 backupninjaclientenabled truetarget
 engine dupurl s3+httpbucket-namefolder-nameauth
 awsaccesskeyid awsaccesskeyidawssecretaccesskey awssecretaccesskey
 Backup client with webdav target
 backupninjaclientenabled truetarget
 engine dupurl webdavsbackupcloudexamplecomboxexamplecomauth
 gssprincipal host$linuxnetworkfqdnkeytab etckrb5keytab
 Backup server rsyncrdiff
 backupninjaserverenabled truerdiff truekey
 client1domaincomenabled truekey ssh-key
 Backup client with local storage
 backupninjaclientenabled truetarget
 engine local
 More information
 bull httpslabsriseupnetcodeprojectsbackupninjawikiConfiguration
 bull httpwwwdebian-administrationorgarticles351
 bull httpduncanlocknetblog20130827comprehensive-linux-backups-with-etckeeper-backupninja
 bull httpsgithubcomriseuplabspuppet-backupninja
 bull httpwwwushillscouk200802backup-with-backupninjahtml
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-backupninjaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-backupninja
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Ceph formula
 Ceph provides extraordinary data storage scalability Thousands of client hosts or KVMs accessing petabytes toexabytes of data Each one of your applications can use the object block or file system interfaces to the same RADOScluster simultaneously which means your Ceph storage system serves as a flexible foundation for all of your datastorage needs
 Use salt-formula-linux for initial disk partitioning
 Daemons
 Ceph uses several daemons to handle data and cluster state Each daemon type requires different computing capacityand hardware optimization
 These daemons are currently supported by formula
 bull MON (cephmon)
 bull OSD (cephosd)
 bull RGW (cephradosgw)
 Architecture decisions
 Please refer to upstream achritecture documents before designing your cluster Solid understanding of Ceph principlesis essential for making architecture decisions described bellow httpdocscephcomdocsmasterarchitecture
 bull Ceph version
 There is 3 or 4 stable releases every year and many of nightydev release You should decide which version will beused since the only stable releases are recommended for production Some of the releases are marked LTS (Long TermStable) and these releases receive bugfixed for longer period - usually until next LTS version is released
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 bull Number of MON daemons
 Use 1 MON daemon for testing 3 MONs for smaller production clusters and 5 MONs for very large productioncluster There is no need to have more than 5 MONs in normal environment because there isnrsquot any significant benefitin running more than 5 MONs Ceph require MONS to form quorum so you need to heve more than 50 of the MONsup and running to have fully operational cluster Every IO operation will stop once less than 50 MONs is availabebecause they canrsquot form quorum
 bull Number of PGs
 Placement groups are providing mappping between stored data and OSDs It is necessary to calculate number of PGsbecause there should be stored decent amount of PGs on each OSD Please keep in mind decreasing number of PGsisnrsquot possible and increading can affect cluster performance
 httpdocscephcomdocsmasterradosoperationsplacement-groups httpcephcompgcalc
 bull Daemon colocation
 It is recommended to dedicate nodes for MONs and RWG since colocation can have and influence on cluster opera-tions Howerver small clusters can be running MONs on OSD node but it is critical to have enough of resources forMON daemons because they are the most important part of the cluster
 Installing RGW on node with other daemons isnrsquot recommended because RGW daemon usually require a lot ofbandwith and it harm cluster health
 bull Store type (BluestoreFilestore)
 Recent version of Ceph support Bluestore as storage backend and backend should be used if available
 httpdocscephcomdocsmasterradosconfigurationbluestore-config-ref
 bull Blockdb location for Bluestore
 There are two ways to setup blockdb
 bull Colocated blockdb partition is created on the same disk as partition for the data This setup is easierfor installation and it doesnrsquot require any other disk to be used However colocated setup is significantlyslower than dedicated)
 bull Dedicate blockdb is placed on different disk than data (or into partition) This setup can deliver muchhigher performance than colocated but it require to have more disks in servers Blockdb drives should becarefully selected because high IO and durability is required
 bull Blockwal location for Bluestore
 There are two ways to setup blockwal - stores just the internal journal (write-ahead log)
 bull Colocated blockwal uses free space of the blockdb device
 bull Dedicate blockwal is placed on different disk than data (better put into partition as the size can be small)and possibly blockdb device This setup can deliver much higher performance than colocated but it requireto have more disks in servers Blockwal drives should be carefully selected because high IO and durabilityis required
 bull Journal location for Filestore
 There are two ways to setup journal
 bull Colocated journal is created on the same disk as partition for the data This setup is easier for installationand it doesnrsquot require any other disk to be used However colocated setup is significantly slower thandedicated)
 bull Dedicate journal is placed on different disk than data (or into partition) This setup can deliver muchhigher performance than colocated but it require to have more disks in servers Journal drives should becarefully selected because high IO and durability is required
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 bull Cluster and public network
 Ceph cluster is accessed using network and thus you need to have decend capacity to handle all the client There aretwo networks required for cluster public network and cluster network Public network is used for client connectionsand MONs and OSDs are listening on this network Second network ic called cluster networks and this network isused for communication between OSDs
 Both networks should have dedicated interfaces bonding interfaces and dedicating vlans on bonded interfaces isnrsquotallowed Good practise is dedicate more throughput for the cluster network because cluster traffic is more importantthan client traffic
 bull Pool parameters (size min_size type)
 You should setup each pool according to itrsquos expected usage at least min_size and size and pool type should beconsidered
 bull Cluster monitoring
 bull Hardware
 Please refer to upstream hardware recommendation guide for general information about hardware
 Ceph servers are required to fulfil special requirements becauce load generated by Ceph can be diametrically opposedto common load
 httpdocscephcomdocsmasterstarthardware-recommendations
 Basic management commands
 Cluster
 bull ceph health - check if cluster is healthy (ceph health detail can provide more information)
 rootc-01~ ceph healthHEALTH_OK
 bull ceph status - shows basic information about cluster
 rootc-01~ ceph statuscluster e2dc51ae-c5e4-48f0-afc1-9e9e97dfd650health HEALTH_OKmonmap e1 3 mons at 1=19216831201678902=19216831202678903=192168
 rarr˓3120367890election epoch 38 quorum 012 123
 osdmap e226 6 osds 6 up 6 inpgmap v27916 400 pgs 2 pools 21233 MB data 5315 objects
 121 GB used 10924 GB 11058 GB avail400 active+clean
 client io 481 kBs rd 132 kBs wr 185 op
 MON
 httpcephcomdocsmasterradostroubleshootingtroubleshooting-mon
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 OSD
 httpcephcomdocsmasterradostroubleshootingtroubleshooting-osd
 bull ceph osd tree - show all OSDs and itrsquos state
 rootc-01~ ceph osd treeID WEIGHT TYPE NAME UPDOWN REWEIGHT PRIMARY-AFFINITY-4 0 host c-04-1 1079993 root default-2 359998 host c-010 179999 osd0 up 100000 1000001 179999 osd1 up 100000 100000
 -3 359998 host c-022 179999 osd2 up 100000 1000003 179999 osd3 up 100000 100000
 -5 359998 host c-034 179999 osd4 up 100000 1000005 179999 osd5 up 100000 100000
 bull ceph osd pools ls - list of pool
 rootc-01~ ceph osd lspools0 rbd1 test
 PG
 httpcephcomdocsmasterradostroubleshootingtroubleshooting-pg
 bull ceph pg ls - list placement groups
 rootc-01~ ceph pg ls | head -n 4pg_stat objects mip degr misp unf bytes log disklog staterarr˓state_stamp v reported up up_primary acting acting_rarr˓primary last_scrub scrub_stamp last_deep_scrub deep_scrub_stamp00 11 0 0 0 0 46137344 3044 3044rarr˓active+clean 2015-07-02 101240603692 22610652 2261798 [4rarr˓20] 4 [420] 4 00 2015-07-01 183833126953 00 2015-rarr˓07-01 18170190419401 7 0 0 0 0 25165936 3026 3026rarr˓active+clean 2015-07-02 101240585833 2265808 2261070 [2rarr˓41] 2 [241] 2 00 2015-07-01 183832352721 00 2015-rarr˓07-01 18170190419802 18 0 0 0 0 75497472 3039 3039rarr˓active+clean 2015-07-02 101239569630 22617447 2263213 [3rarr˓15] 3 [315] 3 00 2015-07-01 183834308228 00 2015-rarr˓07-01 181701904199
 bull ceph pg map 11 - show mapping between PG and OSD
 rootc-01~ ceph pg map 11osdmap e226 pg 11 (11) -gt up [512] acting [512]
 21 Project Introduction 51
  SaltStack-Formulas Documentation Release master
 Sample pillars
 Common metadata for all nodesroles
 cephcommonversion luminousconfig
 globalparam1 value1param2 value1param3 value1
 pool_sectionparam1 value2param2 value2param3 value2
 fsid a619c5fc-c4ed-4f22-9ed2-66cf2feca23dmembers- name cmn01
 host 10001- name cmn02
 host 10002- name cmn03
 host 10003keyring
 admincapsmds allow mgr allow mon allow osd allow
 bootstrap-osdcapsmon allow profile bootstrap-osd
 Optional definition for cluster and public networks Cluster network is used for replication Public network for front-end communication
 cephcommonversion luminousfsid a619c5fc-c4ed-4f22-9ed2-66cf2feca23dpublic_network 1000024 1010024cluster_network 10100024 10110024
 Ceph mon (control) roles
 Monitors A Ceph Monitor maintains maps of the cluster state including the monitor map the OSD map the Place-ment Group (PG) map and the CRUSH map Ceph maintains a history (called an ldquoepochrdquo) of each state change in theCeph Monitors Ceph OSD Daemons and PGs
 cephcommonconfig
 (continues on next page)
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 monkey value
 monenabled truekeyring
 moncapsmon allow
 admincapsmds allow mgr allow mon allow osd allow
 Ceph mgr roles
 The Ceph Manager daemon (ceph-mgr) runs alongside monitor daemons to provide additional monitoring and inter-faces to external monitoring and management systems Since the 12x (luminous) Ceph release the ceph-mgr daemonis required for normal operations The ceph-mgr daemon is an optional component in the 11x (kraken) Ceph release
 By default the manager daemon requires no additional configuration beyond ensuring it is running If there is no mgrdaemon running you will see a health warning to that effect and some of the other information in the output of cephstatus will be missing or stale until a mgr is started
 cephmgrenabled truedashboard
 enabled truehost 10103255252port 7000
 Ceph OSD (storage) roles
 cephcommonversion luminousfsid a619c5fc-c4ed-4f22-9ed2-66cf2feca23dpublic_network 1000024 1010024cluster_network 10100024 10110024keyring
 bootstrap-osdcapsmon allow profile bootstrap-osd
 osdenabled truecrush_parent rack01journal_size 20480 (20G)bluestore_block_db_size 10073741824 (10G)bluestore_block_wal_size 10073741824 (10G)bluestore_block_size 807374182400 (800G)
 (continues on next page)
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 backendfilestore
 disks- dev devsdmenabled falsejournal devssdjournal_partition 5data_partition 6lockbox_partition 7data_partition_size 12000 (MB)class bestssdweight 1666dmcrypt truejournal_dmcrypt false
 - dev devsdfjournal devssdjournal_dmcrypt trueclass bestssdweight 1666
 - dev devsdljournal devssdclass bestssdweight 1666
 bluestoredisks- dev devsdb- dev devsdfblock_db devssdblock_wal devssdblock_db_dmcrypt trueblock_wal_dmcrypt true
 - dev devsdcblock_db devssdblock_wal devssddata_partition 1block_partition 2lockbox_partition 5block_db_partition 3block_wal_partition 4class ssdweight 1666dmcrypt trueblock_db_dmcrypt falseblock_wal_dmcrypt false
 - dev devsddenabled false
 Ceph client roles - Deprecated - use cephcommon instead
 Simple ceph client service
 cephclientconfig
 global
 (continues on next page)
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 mon initial members ceph1ceph2ceph3mon host 101032552526789101032552536789101032552546789
 keyringmonitoring
 key 00000000000000000000000000000000000000==
 At OpenStack control settings are usually located at cinder-volume or glance- registry services
 cephclientconfig
 globalfsid 00000000-0000-0000-0000-000000000000mon initial members ceph1ceph2ceph3mon host 101032552526789101032552536789101032552546789osd_fs_mkfs_arguments_xfsosd_fs_mount_options_xfs rwnoatimenetwork public 1000024network cluster 1000024osd_fs_type xfs
 osdosd journal size 7500filestore xattr use omap true
 monmon debug dump transactions false
 keyringcinder
 key 00000000000000000000000000000000000000==glance
 key 00000000000000000000000000000000000000==
 Ceph gateway
 Rados gateway with keystone v2 auth backend
 cephradosgwenabled truehostname gwcephlabbind
 address 1010101port 8080
 identityengine keystoneapi_version 2host 101010100port 5000user adminpassword passwordtenant admin
 Rados gateway with keystone v3 auth backend
 cephradosgw
 (continues on next page)
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 enabled truehostname gwcephlabbind
 address 1010101port 8080
 identityengine keystoneapi_version 3host 101010100port 5000user adminpassword passwordproject admindomain default
 Ceph setup role
 Replicated ceph storage pool
 cephsetup
 poolreplicated_poolpg_num 256pgp_num 256type replicatedcrush_rule sataapplication rbd
 note For Kraken and earlier releases please specify crush_rule as a rulesetrarr˓number
 For Kraken and earlier releases application param is not needed
 Erasure ceph storage pool
 cephsetuppool
 erasure_poolpg_num 256pgp_num 256type erasurecrush_rule ssdapplication rbd
 Inline compression for Bluestore backend
 cephsetuppool
 volumespg_num 256pgp_num 256type replicatedcrush_rule hdd
 (continues on next page)
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 application rbdcompression_algorithm snappycompression_mode aggressivecompression_required_ratio 875
 Ceph manage keyring keys
 Keyrings are dynamically generated unless specified by the following pillar
 cephcommonmanage_keyring truekeyring
 glancename imageskey AACf3ulZFFPNDxAAd2DWds3aEkHh4IklZVgIaQ==capsmon allow rosd allow class-read object_prefix rdb_children allow rwx pool=images
 Generate CRUSH map - Recommended way
 It is required to define the type for crush buckets and these types must start with root (top) and end with host OSDdaemons will be assigned to hosts according to itrsquos hostname Weight of the buckets will be calculated according toweight of itrsquos children
 If the pools that are in use have size of 3 it is best to have 3 children of a specific type in the root CRUSH tree toreplicate objects across (Specified in rule steps by lsquotype regionrsquo)
 cephsetupcrush
 enabled Truetunables
 choose_total_tries 50choose_local_tries 0choose_local_fallback_tries 0chooseleaf_descend_once 1chooseleaf_vary_r 1chooseleaf_stable 1straw_calc_version 1allowed_bucket_algs 54
 type- root- region- rack- host- osd
 root- name root-ssd- name root-sata
 region
 (continues on next page)
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 - name eu-1parent root-sata
 - name eu-2parent root-sata
 - name eu-3parent root-ssd
 - name us-1parent root-sata
 rack- name rack01parent eu-1
 - name rack02parent eu-2
 - name rack03parent us-1
 rulesataruleset 0type replicatedmin_size 1max_size 10steps- take take root-ssd- chooseleaf firstn 0 type region- emit
 ssdruleset 1type replicatedmin_size 1max_size 10steps- take take root-sata- chooseleaf firstn 0 type region- emit
 Generate CRUSH map - Alternative way
 Itrsquos necessary to create per OSD pillar
 cephosdcrush
 - type rootname root1
 - type regionname eu-1
 - type rackname rack01
 - type hostname osd001
 Add OSDs with specific weight
 Add OSD device(s) with initial weight set specifically to certain value
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 cephosdcrush_initial_weight 0
 Apply CRUSH map
 Before you apply CRUSH map please make sure that settings in generated file in etccephcrushmap are correct
 cephsetup
 crushenforce true
 poolimagescrush_rule sataapplication rbd
 volumescrush_rule sataapplication rbd
 vmscrush_rule ssdapplication rbd
 note For Kraken and earlier releases please specify crush_rule as a rulesetrarr˓number
 For Kraken and earlier releases application param is not needed
 Persist CRUSH map
 After the CRUSH map is applied to Ceph itrsquos recommended to persist the same settings even after OSD reboots
 cephosdcrush_update false
 Ceph monitoring
 By default monitoring is setup to collect information from MON and OSD nodes To change the default values addthe following pillar to MON nodes
 cephmonitoringspace_used_warning_threshold 075space_used_critical_threshold 085apply_latency_threshold 0007commit_latency_threshold 07pool_space_used_utilization_warning_threshold 075pool_space_used_critical_threshold 085pool_write_ops_threshold 200pool_write_bytes_threshold 70000000pool_read_bytes_threshold 70000000pool_read_ops_threshold 1000
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 Ceph monitor backups
 Backup client with sshrsync remote host
 cephbackupclient
 enabled truefull_backups_to_keep 3hours_before_full 24target
 host cfg01
 Backup client with local backup only
 cephbackupclient
 enabled truefull_backups_to_keep 3hours_before_full 24
 Backup server rsync
 cephbackupserver
 enabled truehours_before_full 24full_backups_to_keep 5key
 ceph_pub_keyenabled truekey ssh_rsa
 bull httpsgithubcomcloud-eeceph-salt-formula
 bull httpcephcomceph-storage
 bull httpcephcomdocsmasterstartintro
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-cephissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-ceph
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 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 chrony
 WIP
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-chronyissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-chrony
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 FreeIPA
 This forumla installs and configured the FreeIPA Identity Management service and client
 Sample pillars
 Client
 freeipaclientenabled trueserver ipaexamplecomdomain salt[grainsget](domain ) realm salt[grainsget](domain )upper() hostname salt[grainsget](fqdn )
 To automatically register the client with FreeIPA you will first need to create a Kerberos principal Start by creatinga service account in FreeIPA You may wish to restrict that users permissions to only host creation (see httpswwwfreeipaorgpageHowTosWorking_with_FreeIPA) Next you will need to obtain a kerberos ticket as admin on theIPA server then generate a service account principal
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 kinit admin
 ipa-getkeytab -p service-accountEXAMPLEcom -k principalkeytab -sfreeipahostexamplecom
 scp principalkeytab usersaltmasterexamplecomsrvsaltfreeipafilesprincipalkeytab
 Then add to your pillar
 This will allow your client to use FreeIPArsquos JSON interface to create a host entry with a One Time Password and thenregister to the FreeIPA server For security purposes the kerberos principal will only be pushed down to the clientif the installer reports it is not registered to the FreeIPA server and will be removed from the client as soon as theendpoint has registered with the FreeIPA server
 Additionally the openssh formula (see httpsgithubcomsalt-formulassalt-formula-openssh) is needed and is a de-pendency for this formula Configure it thusly
 opensshserverpublic_key_auth truegssapi_auth truekerberos_auth falseauthorized_keys_command
 command usrbinsss_ssh_authorizedkeysuser nobody
 If you wish to update DNS records using nsupdate add
 freeipaclientnsupdate
 - name testexamplecomipv4- 8888
 ipv6- 2a001450400180a1009
 ttl 1800keytab etckrb5keytab
 For requesting certificates using certmonger
 freeipaclientcert
 HTTPwwwexamplecomuser rootgroup www-datamode 640cert etcsslcertshttp-wwwexamplecomcrtkey etcsslprivatehttp-wwwexamplecomkey
 Server
 freeipaserverrealm IPAEXAMPLECOM
 (continues on next page)
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 domain ipaexamplecomldap
 password secretpassword
 Server definition for new verion of freeipa (43+) Replicas dont require generation of gpg file on master But principaluser has to be defined with
 freeipaserverrealm IPAEXAMPLECOMdomain ipaexamplecomprincipal_user adminadmin
 password secretpasswordservers- idm01ipaexamplecom- idm02ipaexamplecom- idm03ipaexamplecom
 Disable CA Default is True
 freeipaserverca false
 Disable LDAP access logs but enable audit
 freeipaserverldap
 loggingaccess falseaudit true
 Read more
 bull httpwwwfreeipaorgpageQuick_Start_Guide
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-freeipaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
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 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-freeipa
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Git formula
 Git is a free and open source distributed version control system designed to handle everything from small to very largeprojects with speed and efficiency
 Sample pillars
 Simplest GIT setup
 gitclientenabled true
 GIT with user setup
 gitclientenabled trueuser- user
 name jdoeemail jdoecom
 GIT with user and SSL setup
 gitclientdisable_ssl_verification Trueenabled trueuser- user
 name jdoeemail jdoecom
 Reclass with GIT with user setup
 gitclientenabled trueuser- user $linuxsystemuserjdoe
 Reclass with GIT with user and SSL setup
 gitclientdisable_ssl_verification True
 (continues on next page)
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 enabled trueuser- user $linuxsystemuserjdoe
 Reclass with GIT over HTTP server setup Requires web server
 gitserverdirectory srvgitrepos
 - name custom-repo-1- name custom-repo-2
 Reclass with GIT over HTTP server setup Requires web server Mirrored upsream repos example
 gitserverdirectory srvgitrepos
 - name gerritliburl httpsgithubcomopenstack-infragerritlibgit
 - name jeepyburl httpsgithubcomopenstack-infrajeepybgit
 Read more
 bull httpgit-scmcom
 bull httpgit-scmcombookenCustomizing-Git-Git-Configuration
 bull httpsgithubcomnesipuppet-gittreemastermanifests
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-gitissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-git
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 GlusterFS
 Install and configure GlusterFS server and client
 Available states
 bull glusterfsserver
 bull glusterfsserverservice
 bull glusterfsserversetup
 bull glusterfsclient
 glusterfsserver
 Setup GlusterFS server (including both service and setup)
 glusterfsserverservice
 Setup and start GlusterFS server service
 glusterfsserversetup
 Setup GlusterFS peers and volumes
 glusterfsclient
 Setup GlusterFS client
 Available metadata
 bull metadataglusterfsserver
 bull metadataglusterfsclient
 metadataglusterfsserver
 Setup basic server
 metadataglusterfsclient
 Setup client only
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 Configuration parameters
 Example reclass
 Example for distributed glance images storage where every control node is gluster peer
 classes- serviceglusterfsserver- serviceglusterfsclient
 _paramcluster_node01_address 192168121cluster_node02_address 192168122cluster_node03_address 192168123
 parametersglusterfsserver
 peers- $_paramcluster_node01_address- $_paramcluster_node02_address- $_paramcluster_node03_addressvolumes
 glancestorage srvglusterfsglancereplica 3bricks- $_paramcluster_node01_addresssrvglusterfsglance- $_paramcluster_node02_addresssrvglusterfsglance- $_paramcluster_node03_addresssrvglusterfsglanceoptionsclusterreaddir-optimize Onnfsdisable Onnetworkremote-dio Ondiagnosticsclient-log-level WARNINGdiagnosticsbrick-log-level WARNING
 clientvolumes
 glancepath varlibglanceimagesserver $_paramcluster_node01_addressuser glancegroup glance
 Example pillar
 Server
 glusterfsserverpeers- 192168121- 192168122- 192168123volumes
 (continues on next page)
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 glancestorage srvglusterfsglancereplica 3bricks- 172168121srvglusterfsglance- 172168121srvglusterfsglance- 172168121srvglusterfsglance
 enabled true
 Client
 glusterfsclientvolumes
 glancepath varlibglanceimagesserver 192168121user glancegroup glance
 enabled true
 Read more
 bull httpswwwglusterorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-glusterfsissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-glusterfs
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 iptables formula
 Iptables is used to set up maintain and inspect the tables of IPv4 packet filter rules in the Linux kernel Severaldifferent tables may be defined Each table contains a number of built-in chains and may also contain user-definedchains Each chain is a list of rules which can match a set of packets Each rule specifies what to do with a packet thatmatches This is called a target which may be a jump to a user-defined chain in the same table
 Sample pillars
 Most common rules - allow traffic on localhost accept relatedestablished and ping
 parametersiptablesservice
 enabled Truechain
 INPUTrules
 - in_interface lojump ACCEPT
 - connection_state RELATEDESTABLISHEDmatch statejump ACCEPT
 - protocol icmpjump ACCEPT
 Accept connections on port 22
 parametersiptablesservice
 chainINPUTrules
 - destination_port 22protocol tcpjump ACCEPT
 Set drop policy on INPUT chain
 parametersiptablesservice
 chainINPUTpolicy DROP
 Redirect privileged port 443 to 8081
 parametersiptablesservice
 chainPREROUTINGfilter natdestination_port 443
 (continues on next page)
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 to_port 8081protocol tcpjump REDIRECT
 Allow access from local network
 parametersiptablesservice
 chainINPUTrules
 - protocol tcpdestination_port 22source_network 1921681024jump ACCEPTcomment Blah
 Support logging with custom prefix and log level
 parametersiptablesservice
 chainPOSTROUTINGrules
 - table natprotocol tcpmatch multiportdestination_ports- 21- 80- 443- 2220
 source_network 102030024log_level 7log_prefix iptables-logging jump LOG
 IPv6 is supported as well
 parametersiptablesservice
 enabled Trueipv6 Truechain
 INPUTrules
 - protocol tcpfamily ipv6destination_port 22source_network 2001DB832jump ACCEPT
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 Read more
 bull httpdocssaltstackcomenlatestrefstatesallsaltstatesiptableshtml
 bull httpshelpubuntucomcommunityIptablesHowTo
 bull httpwikicentosorgHowTosNetworkIPTables
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-iptablesissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-iptables
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Letrsquos Encrypt
 Service letsencrypt description
 Sample pillars
 Installation
 There are 3 installation methods available
 bull package (default for Debian)
 For Debian Jessie you need to use jessie-backports repository For Ubuntu use Launchpad PPA providingcertbot package You can use linux formula to manage these APT sources
 letsencryptclient
 sourceengine pkg
 If the certbot package doesnrsquot include Systemd service and timer files you can set them to beinstalled by this formula by supplying install_units True and cli
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 letsencryptclient
 sourceengine pkgcli usrbincertbotinstall_units true
 bull URL to certbot-auto (default)
 This is default installation method for systems with no available certbot package
 letsencryptclient
 sourceengine urlurl httpsdlefforgcertbot-auto
 bull Docker container
 Alternate installation method where Docker image is used to provide certbot tool and executed using wrapperscript
 letsencryptclient
 sourceengine dockerimage deliverouscertbot
 Usage
 Default authentication method using standalone server on specified port But this wonrsquot work without configuration ofapachenginx (read on) unless you donrsquot have webserver running so you can select port 80 or 443
 letsencryptclientemail rootdummyorgauth
 method standalonetype http-01port 9999
 domaindummyorg
 enabled truewwwdummyorg
 enabled true Following will produce multidomain certificatesitedummyorg
 enabled truenames- dummyorg- wwwdummyorg
 However ACME server always visits port 80 (or 443) where most likely Apache or Nginx is listening This means thatyou need to configure well-knownacme-challenge to proxy requests on localhost9999 For exampleensure you have following configuration for Apache
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 ProxyPass well-knownacme-challenge http1270019999well-knownacme-rarr˓challenge retry=1ProxyPassReverse well-knownacme-challenge http1270019999well-knownrarr˓acme-challenge
 ltLocation well-knownacme-challengegtProxyPreserveHost OnOrder allowdenyAllow from allRequire all granted
 ltLocationgt
 You can also use apache or nginx auth methods and let certbot do whatrsquos needed this should be the simplest option
 letsencryptclientauth apache
 Alternatively you can use webroot authentication (using eg existing apache installation serving directory for all sites)
 letsencryptclientauth
 method webrootpath varwwwhtmlport 80
 domaindummyorg
 enabled truewwwdummyorg
 enabled true
 Itrsquos also possible to override auth method or other options only for single domain
 letsencryptclientemail rootdummyorgauth
 method standalonetype http-01port 9999
 domaindummyorg
 enabled trueauthmethod webrootpath varwwwhtmldummyorgport 80
 wwwdummyorgenabled true
 You are able to use multidomain certificates
 letsencryptclientemail sylvainhomestaging true
 (continues on next page)
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 authmethod apache
 domainkeynotdomain
 enabled truename lsopensource-expertcomnames- wwwlsopensource-expertcom- vim22opensource-expertcom- wwwvim22opensource-expertcom
 rmopensource-expertcomenabled truenames- wwwrmopensource-expertcom
 vim7opensource-expertcomenabled truenames- wwwvim7opensource-expertcom
 vim88opensource-expertcomenabled truenames- wwwvim88opensource-expertcom- awkopensource-expertcom- wwwawkopensource-expertcom
 Legacy configuration
 Common metadata
 letsencryptclientenabled trueconfig |
 host = httpsacme-v01apiletsencryptorgdirectoryemail = webmasterexamplecomauthenticator = webrootwebroot-path = varlibwwwagree-tos = Truerenew-by-default = True
 domainsetwww
 - examplecom- wwwexamplecom
 mail- imapexamplecom- smtpexamplecom- mailexamplecom
 intranet- intranetexamplecom
 Example of authentication via another port without stopping nginx server
 location well-knownacme-challenge proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_forproxy_set_header Host $http_host
 (continues on next page)
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 proxy_redirect offproxy_pass http sitehostname 9999well-knownacme-challenge
 letsencryptclientenabled trueconfig |
 renew-by-default = Truehttp-01-port = 9999standalone-supported-challenges = http-01
 domainsetwww
 - examplecom
 Read more
 bull Certbot authentication plugins
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-letsencryptissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-letsencrypt
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Linux Fomula
 Linux Operating Systems
 bull Ubuntu
 bull CentOS
 bull RedHat
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 bull Fedora
 bull Arch
 Sample Pillars
 Linux System
 Basic Linux box
 linuxsystemenabled truename node1domain domaincomcluster systemenvironment prodtimezone EuropePragueutc true
 Linux with system users some with password set WARNING If no lsquopasswordrsquo variable has been passed - anypredifined password will be removed
 linuxsystemuser
 jdoename jdoeenabled truesudo trueshell binbashfull_name Jonh Doehome homejdoeemail jonhdoecom
 jsmithname jsmithenabled truefull_name With clear passwordhome homejsmithhash_password truepassword userpassword
 markname markenabled truefull_name unchange passwordhome homemarkpassword false
 elizabethname elizabethenabled truefull_name With hased passwordhome homeelizabethpassword $6$nUI7QEz3
 rarr˓$dFYjzQqK5cJ6HQ38KqG4gTWA9eJu3aKx6TRVDFh6BVJxJgFWg2akfAA7f1fCxcSUeOJ2arCO6EEI6XXnHXxG10rarr˓
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 Configure sudo for users and groups under etcsudoersd This ways linuxsystemsudo pillar map toactual sudo attributes
 simplified templateCmds_Alias alias = commands user hosts =( runas ) NOPASSWD commands group hosts =( runas ) NOPASSWD commands
 when renderedsaltuser1 ALL=(ALL) NOPASSWD ALL
 linuxsystemsudo
 enabled truealiases
 hostLOCAL- localhostPRODUCTION- db1- db2
 runasDBA- postgres- mysqlSALT- root
 command Note This is not 100 safe when ALL keyword is used user still may
 rarr˓modify configs and hide his actions Best practice is to specify full list of commands user is allowed
 rarr˓to runSUPPORT_RESTRICTED- binvi etcsudoers- binvim etcsudoers- binnano etcsudoers- binemacs etcsudoers- binsu - root- binsu -- binsu- usrsbinvisudoSUPPORT_SHELLS- binsh- binksh- binbash- binrbash- bindash- binzsh- bincsh- binfish- bintcsh- usrbinlogin- usrbinsu- usrsuALL_SALT_SAFE- usrbinsalt state- usrbinsalt service
 (continues on next page)
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 - usrbinsalt pillar- usrbinsalt grains- usrbinsalt saltutil- usrbinsalt-call state- usrbinsalt-call service- usrbinsalt-call pillar- usrbinsalt-call grains- usrbinsalt-call saltutilSALT_TRUSTED- usrbinsalt
 users saltuser1 with default values saltuser1 ALL=(ALL) NOPASSWD ALLsaltuser1 saltuser2
 hosts- LOCAL
 User Alias DBADBA
 hosts- ALLcommands- ALL_SALT_SAFE
 groupsdb-ops
 hosts- ALL- PRODUCTIONrunas- DBAcommands- bincat - binless - binls
 salt-opshosts- ALLrunas- SALTcommands- SUPPORT_SHELLS
 salt-ops-2ndname salt-opsnopasswd falsesetenv true Enable sudo -E optionrunas- DBAcommands- ALL- SUPPORT_SHELLS- SUPPORT_RESTRICTED
 Linux with package latest version
 linuxsystempackage
 (continues on next page)
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 package-nameversion latest
 Linux with package from certail repo version with no upgrades
 linuxsystempackage
 package-nameversion 2132323repo custom-repohold true
 Linux with package from certail repo version with no GPG verification
 linuxsystempackage
 package-nameversion 2132323repo custom-repoverify false
 Linux with autoupdates (automatically install security package updates)
 linuxsystemautoupdates
 enabled truemail rootlocalhostmail_only_on_error trueremove_unused_dependencies falseautomatic_reboot trueautomatic_reboot_time 0200
 Linux with cron jobs By default it will use name as an identifier unless identifier key is explicitly set or False (then itwill use Saltrsquos default behavior which is identifier same as command resulting in not being able to change it)
 linuxsystemjob
 cmd1command cmdtorunidentifier cmd1enabled trueuser roothour 2minute 0
 Linux security limits (limit sensu user memory usage to max 1GB)
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 linuxsystemlimit
 sensuenabled truedomain sensulimits- type hard
 item asvalue 1000000
 Enable autologin on tty1 (may work only for Ubuntu 1404)
 linuxsystemconsole
 tty1autologin root
 Enable serial consolettyS0
 autologin rootrate 115200term xterm
 To disable set autologin to false
 Set policy-rcd on Debian-based systems Action can be any available command in while true loop andcase context Following will disallow dpkg to stopstart services for cassandra package automatically
 linuxsystempolicyrcd
 - package cassandraaction exit 101
 - package action switch
 Set system locales
 linuxsystemlocale
 en_USUTF-8default true
 cs_CZUTF-8 UTF-8enabled true
 Systemd settings
 linuxsystemsystemd
 systemManagerDefaultLimitNOFILE 307200
 (continues on next page)
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 DefaultLimitNPROC 307200user
 ManagerDefaultLimitCPU 2DefaultLimitNPROC 4
 Ensure presence of directory
 linuxsystemdirectory
 tmptestuser rootgroup rootmode 700makedirs true
 Ensure presence of file by specifying itrsquos source
 linuxsystemfile
 tmptesttxtsource httpexamplecomtesttxtuser root optionalgroup root optionalmode 700 optionaldir_mode 700 optionalencoding utf-8 optionalhash ltlthashgtgt or ltltURI to hashgtgt optionalmakedirs true optional
 linuxsystemfile
 testtxtname tmptesttxtsource httpexamplecomtesttxt
 Ensure presence of file by specifying itrsquos contents
 linuxsystemfile
 tmptesttxtcontents |line1line2
 linuxsystemfile
 tmptesttxtcontents_pillar linuxnetworkhostname
 linuxsystem
 (continues on next page)
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 filetmptesttxt
 contents_grains motd
 Kernel
 Install always up to date LTS kernel and headers from Ubuntu trusty
 linuxsystemkernel
 type genericlts trustyheaders true
 Load kernel modules and add them to etcmodules
 linuxsystemkernel
 modules- nf_conntrack- tp_smapi- 8021q
 Configure or blacklist kernel modules with additional options to etcmodprobed following example will addetcmodprobednf_conntrackconf file with line options nf_conntrack hashsize=262144
 linuxsystemkernel
 modulenf_conntrackoption
 hashsize 262144
 Install specific kernel version and ensure all other kernel packages are not present Also install extra modules andheaders for this kernel
 linuxsystemkernel
 type genericextra trueheaders trueversion 420-22
 Systcl kernel parameters
 linuxsystemkernel
 sysctlnetipv4tcp_keepalive_intvl 3
 (continues on next page)
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 netipv4tcp_keepalive_time 30netipv4tcp_keepalive_probes 8
 Configure kernel boot options
 linuxsystemkernel
 boot_options- elevator=deadline- spectre_v2=off- nopti
 CPU
 Enable cpufreq governor for every cpu
 linuxsystemcpu
 governor performance
 CGROUPS
 Setup linux cgroups
 linuxsystemcgroup
 enabled truegroup
 ceph_group_1controller
 cpusharesvalue 250
 cpuacctusagevalue 0
 cpusetcpusvalue 123
 memorylimit_in_bytesvalue 2G
 memswlimit_in_bytesvalue 3G
 mappingsubjects- ceph
 generic_group_1controllercpu
 (continues on next page)
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 sharesvalue 250
 cpuacctusagevalue 0
 mappingsubjects- firefox- studentcp
 Shared Libraries
 Set additional shared library to Linux system library path
 linuxsystemld
 libraryjava- usrlibjvmjre-openjdklibamd64server- optjavajrelibamd64server
 Certificates
 Add certificate authority into system trusted CA bundle
 linuxsystemca_certificates
 mycert |-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 Sysfs
 Install sysfsutils and set sysfs attributes
 linuxsystem
 (continues on next page)
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 sysfsscheduler
 blocksdaqueuescheduler deadlinepower
 modepowerstate 0660
 ownerpowerstate rootpower
 devicessystemcpucpu0cpufreqscaling_governor powersave
 Huge Pages
 Huge Pages give a performance boost to applications that intensively deal with memory allocationdeallocation bydecreasing memory fragmentation
 linuxsystemkernel
 hugepagessmallsize 2Mcount 107520mount_point mnthugepages_2MBmount falsetrue default false
 largedefault true default automatically mountedsize 1Gcount 210mount_point mnthugepages_1GB
 Note not recommended to use both pagesizes in concurrently
 Intel SR-IOV
 PCI-SIG Single Root IO Virtualization and Sharing (SR-IOV) specification defines a standardized mechanism tovirtualize PCIe devices The mechanism can virtualize a single PCIe Ethernet controller to appear as multiple PCIedevices
 linuxsystemkernel
 sriov Trueunsafe_interrupts False Default is false for older platforms and AMD we
 rarr˓need to add interrupt remapping workaroundrc
 local |binsh -e Enable 7 VF on eth1echo 7 gt sysclassneteth1devicesriov_numvfs sleep 2 ifup -aexit 0
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 Isolate CPU options
 Remove the specified CPUs as defined by the cpu_number values from the general kernel SMP balancing and sched-uler algroithms The only way to move a process onto or off an ldquoisolatedrdquo CPU is via the CPU affinity syscallscpu_number begins at 0 so the maximum value is 1 less than the number of CPUs on the system
 linuxsystemkernel
 isolcpu 1234567 isolate first cpu 0
 Repositories
 RedHat based Linux with additional OpenStack repo
 linuxsystemrepo
 rdo-icehouseenabled truesource httpreposfedorapeopleorgreposopenstackopenstack-icehouse
 rarr˓epel-6pgpcheck 0
 Ensure system repository to use czech Debian mirror (default true) Also pin itrsquos packages with priority 900
 linuxsystemrepo
 debiandefault truesource deb httpftpczdebianorgdebian jessie main contrib non-free Import signing key from URL if neededkey_url httpdummycompublicgpgpin- pin origin ftpczdebianorg
 priority 900package
 Package manager proxy setup globally
 linuxsystemrepo
 apt-mksource deb httpapt-mkmirantiscom stable main salt
 proxy
 pkgenabled trueftp ftpftp-proxy-for-apthostlocal2121
 NOTE Global defaults for any other componet that configure proxy on the
 rarr˓system(continues on next page)
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 If your environment has just one simple proxy set it onrarr˓linuxsystemproxy
 fall back system defaults if linuxsystemproxypkg has no protocol specific
 rarr˓entries as for https and httpftp ftpproxyhostlocal2121http httpproxyhostlocal3142https httpsproxyhostlocal3143
 Package manager proxy setup per repository
 linuxsystemrepo
 debiansource deb httpapt-mkmirantiscom stable main salt
 apt-mk
 source deb httpapt-mkmirantiscom stable main salt per repository proxyproxyenabled truehttp httpmaas-018080https httpmaas-018080
 proxy
 package manager fallback defaults used if linuxsystemrepoapt-mkproxy has no protocol specific entriespkg
 enabled trueftp ftpproxyhostlocal2121http httpproxyhostlocal3142https httpsproxyhostlocal3143
 global system fallback system defaultsftp ftpproxyhostlocal2121http httpproxyhostlocal3142https httpsproxyhostlocal3143
 Remove all repositories
 linuxsystempurge_repos true
 Setup custom apt config options
 linuxsystemapt
 configcompression-workaroundAcquireCompressionTypesOrder gz
 docker-cleanDPkgPost-Invoke
 (continues on next page)
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 - rm -f varcacheaptarchivesdeb varcacheaptarchivespartialrarr˓deb varcacheaptbin || true
 APTUpdatePost-Invoke- rm -f varcacheaptarchivesdeb varcacheaptarchivespartial
 rarr˓deb varcacheaptbin || true
 RC
 rclocal example
 linuxsystemrc
 local |binsh -e rclocal This script is executed at the end of each multiuser runlevel Make sure that the script will exit 0 on success or any other value on error In order to enable or disable this script just change the execution bits By default this script does nothingexit 0
 Prompt
 Setting prompt is implemented by creating etcprofiledpromptsh Every user can have different prompt
 linuxsystemprompt
 root n[033[037m]Dymd HMS $(hostname -rarr˓f)[e[0m]n[e[131m][uhw][e[0m]
 default nDymd HMS $(hostname -f)n[uhw]
 On Debian systems to set prompt system-wide itrsquos necessary to remove setting PS1 in etcbashbashrc and~bashrc (which comes from etcskelbashrc) This formula will do this automatically but will nottouch existing userrsquos ~bashrc files except root
 Bash
 Fix bash configuration to preserve history across sessions (like ZSH does by default)
 linuxsystembash
 preserve_history true
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 Message of the day
 pam_motd from package update-motd is used for dynamic messages of the day Setting custom motd will cleanupexisting ones
 linuxsystemmotd
 - release |binsh[ -r etclsb-release ] ampamp etclsb-release
 if [ -z $DISTRIB_DESCRIPTION ] ampamp [ -x usrbinlsb_release ] then Fall back to using the very slow lsb_release utilityDISTRIB_DESCRIPTION=$(lsb_release -s -d)
 fi
 printf Welcome to s (s s s)n $DISTRIB_DESCRIPTION $(uname -o) rarr˓$(uname -r) $(uname -m)
 - warning |binshprintf This is [company name] networknprintf Unauthorized access strictly prohibitedn
 Services
 Stop and disable linux service
 linuxsystemservice
 apt-dailytimerstatus dead
 Possible status is dead (disable service by default) running (enable service by default) enabled disabled
 Linux with atop service
 linuxsystematop
 enabled trueinterval 20logpath varlogatopoutfile varlogatopdailylog
 RHEL CentOS
 Unfortunately update-motd is currently not available for RHEL so therersquos no native support for dynamic motdYou can still set static one only pillar structure differs
 linuxsystemmotd |
 (continues on next page)
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 This is [company name] networkUnauthorized access strictly prohibited
 Haveged
 If you are running headless server and are low on entropy it may be a good idea to setup Haveged
 linuxsystemhaveged
 enabled true
 Linux network
 Linux with network manager
 linuxnetworkenabled truenetwork_manager true
 Linux with default static network interfaces default gateway interface and DNS servers
 linuxnetworkenabled trueinterface
 eth0enabled truetype ethaddress 1921680102netmask 2552552550gateway 19216801name_servers- 8888- 8844mtu 1500
 Linux with bonded interfaces and disabled NetworkManager
 linuxnetworkenabled trueinterface
 eth0type eth
 eth1type eth
 bond0enabled truetype bond
 (continues on next page)
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 address 1921680102netmask 2552552550mtu 1500use_in- interface $linuxinterfaceeth0- interface $linuxinterfaceeth0
 network_managerdisable true
 Linux with vlan interface_params
 linuxnetworkenabled trueinterface
 vlan69type vlanuse_interfaces- interface $linuxinterfacebond0
 Linux with wireless interface parameters
 linuxnetworkenabled truegateway 10001default_interface eth0interface
 wlan0type ethwirelessessid examplekey example_keysecurity wpapriority 1
 Linux networks with routes defined
 linuxnetworkenabled truegateway 10001default_interface eth0interface
 eth0type ethroutedefault
 address 1921680123netmask 2552552550gateway 19216801
 Native Linux Bridges
 linuxnetwork
 (continues on next page)
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 interfaceeth1
 enabled truetype ethproto manualup_cmds- ip address add 00 dev $IFACE- ip link set $IFACE updown_cmds- ip link set $IFACE down
 br-exenabled truetype bridgeaddress $linuxnetworkhostpublic_localaddressnetmask 2552552550use_interfaces- eth1
 OpenVswitch Bridges
 linuxnetworkbridge openvswitchinterface
 eth1enabled truetype ethproto manualup_cmds- ip address add 00 dev $IFACE- ip link set $IFACE updown_cmds- ip link set $IFACE down
 br-exenabled truetype bridgeaddress $linuxnetworkhostpublic_localaddressnetmask 2552552550use_interfaces- eth1
 br-prvenabled truetype ovs_bridgemtu 65000
 br-ens7enabled truename br-ens7type ovs_bridgeproto manualmtu 9000use_interfaces- ens7
 patch-br-ens7-br-prvenabled truename ens7-prvovs_type ovs_porttype ovs_port
 (continues on next page)
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 bridge br-ens7port_type patchpeer prv-ens7mtu 65000
 patch-br-prv-br-ens7enabled truename prv-ens7bridge br-prvovs_type ovs_porttype ovs_portport_type patchpeer ens7-prvmtu 65000
 ens7enabled truename ens7proto manualovs_port_type OVSPorttype ovs_portovs_bridge br-ens7bridge br-ens7
 Debian manual proto interfaces
 When you are changing interface proto from static in up state to manual you may need to flush ip addresses For exam-ple if you want to use the interface and the ip on the bridge This can be done by setting the ipflush_onchangeto true
 linuxnetworkinterface
 eth1enabled truetype ethproto manualmtu 9100ipflush_onchange true
 Debian static proto interfaces
 When you are changing interface proto from dhcp in up state to static you may need to flush ip addresses and restartinterface to assign ip address from a managed file For example if you want to use the interface and the ip on thebridge This can be done by setting the ipflush_onchange with combination restart_on_ipflush paramset to to true
 linuxnetworkinterface
 eth1enabled truetype ethproto staticaddress 101022netmask 2552552550ipflush_onchange truerestart_on_ipflush true
 Concatinating and removing interface files
 21 Project Introduction 93
  SaltStack-Formulas Documentation Release master
 Debian based distributions have etcnetworkinterfacesd directory where you can store configuration of networkinterfaces in separate files You can concatinate the files to the defined destination when needed this operation removesthe file from the etcnetworkinterfacesd If you just need to remove iface files you can use the remove_iface_fileskey
 linuxnetworkconcat_iface_files- src etcnetworkinterfacesd50-cloud-initcfg
 dst etcnetworkinterfacesremove_iface_files- etcnetworkinterfacesd90-customcfg
 DHCP client configuration
 None of the keys is mandatory include only those you really need For full list of available options under sendsupersede prepend append refer to dhcp-options(5)
 linuxnetworkdhclient
 enabled truebackoff_cutoff 15initial_interval 10reboot 10retry 60select_timeout 0timeout 120send
 - option host-namedeclaration = gethostname()
 supersede- option host-namedeclaration spaceship
 - option domain-namedeclaration domainhome
 - option arp-cache-timeout declaration 20
 prepend- option domain-name-serversdeclaration- 8888- 8844
 - option domain-searchdeclaration- examplecom- engexamplecom
 append- option domain-name-servers declaration 127001
 ip or subnet to reject dhcp offer fromreject
 - 19233137209- 1002024
 request- subnet-mask- broadcast-address- time-offset
 (continues on next page)
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 - routers- domain-name- domain-name-servers- domain-search- host-name- dhcp6name-servers- dhcp6domain-search- dhcp6fqdn- dhcp6sntp-servers- netbios-name-servers- netbios-scope- interface-mtu- rfc3442-classless-static-routes- ntp-servers
 require- subnet-mask- domain-name-servers
 if per interface configuration required add belowinterface
 ens2initial_interval 11reject- 19233137210
 ens3initial_interval 12reject- 19233137211
 Linux network systemd settings
 linuxnetworksystemd
 link10-iface-dmzMatch
 MACAddress c85b67fa1aafOriginalName eth0
 LinkName dmz0
 netdev20-bridge-dmzmatchname dmz0
 networkmescription bridgebridge br-dmz0
 network works with lowercase keys are by default capitalized
 40-dhcpmatchname
 networkDHCP yes
 Configure global environment variables
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 Use etcenvironment for static system wide variable assignment after boot Variable expansion is frequentlynot supported
 linuxsystemenv
 BOB_VARIABLE AliceBOB_PATH
 - srvalicebin- srvbobbin
 ftp_proxy nonehttp_proxy httpglobal-http-proxyhostlocal8080https_proxy $linuxsystemproxyhttpsno_proxy
 - 192168080- 192168180- domaincom- local
 NOTE global defaults proxy configurationproxy
 ftp ftpproxyhostlocal2121http httpproxyhostlocal3142https httpsproxyhostlocal3143noproxy
 - domaincom- local
 Configure profiled scripts
 The profiled scripts are being sourced during sh execution and support variable expansion in opposite toetcenvironment global settings in etcenvironment
 linuxsystemprofile
 locales |export LANG=Cexport LC_ALL=C
 vi_flavorssh |
 export PAGER=viewexport EDITOR=vimalias vi=vim
 shell_localessh |export LANG=en_USexport LC_ALL=en_USUTF-8
 shell_proxiessh |export FTP_PROXY=ftp1270332121export NO_PROXY=local
 Linux with hosts
 Parameter purge_hosts will enforce whole etchosts file removing entries that are not defined in model except defaultsfor both IPv4 and IPv6 localhost and hostname + fqdn
 Itrsquos good to use this option if you want to ensure etchosts is always in a clean state however itrsquos not enabled by default
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 for safety
 linuxnetworkpurge_hosts truehost
 No need to define this one if purge_hosts is truehostname
 address 127011names- $linuxnetworkfqdn- $linuxnetworkhostname
 node1address 19216810200names- node2domaincom- service2domaincom
 node2address 19216810201names- node2domaincom- service2domaincom
 Linux with hosts collected from mine
 In this case all dns records defined within infrastrucuture will be passed to local hosts records or any DNS server Onlyhosts with grain parameter to true will be propagated to the mine
 linuxnetworkpurge_hosts truemine_dns_records truehost
 node1address 19216810200grain truenames- node2domaincom- service2domaincom
 Setup resolvconf nameservers domain and search domains
 linuxnetworkresolv
 dns- 8844- 8888domain myexamplecomsearch- myexamplecom- examplecomoptions- ndots 5- timeout 2- attempts 2
 setting custom TX queue length for tap interfaces
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 linuxnetworktap_custom_txqueuelen 10000
 DPDK OVS interfaces
 DPDK OVS NIC
 linuxnetworkbridge openvswitchdpdk
 enabled truedriver uiovfio
 openvswitchpmd_cpu_mask 0x6dpdk_socket_mem 10241024dpdk_lcore_mask 0x400memory_channels 2
 interfacedpkd0
 name $_paramdpdk_nicpci 000006000driver igb_uiovfio-pcienabled truetype dpdk_ovs_portn_rxq 2pmd_rxq_affinity 0112bridge br-prvmtu 9000
 br-prvenabled truetype dpdk_ovs_bridge
 DPDK OVS Bond
 linuxnetworkbridge openvswitchdpdk
 enabled truedriver uiovfio
 openvswitchpmd_cpu_mask 0x6dpdk_socket_mem 10241024dpdk_lcore_mask 0x400memory_channels 2
 interfacedpdk_second_nic
 name $_paramprimary_second_nicpci 000006000driver igb_uiovfio-pcibond dpdkbond0enabled truetype dpdk_ovs_portn_rxq 2pmd_rxq_affinity 0112mtu 9000
 (continues on next page)
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 dpdk_first_nicname $_paramprimary_first_nicpci 000005000driver igb_uiovfio-pcibond dpdkbond0enabled truetype dpdk_ovs_portn_rxq 2pmd_rxq_affinity 0112mtu 9000
 dpdkbond0enabled truebridge br-prvtype dpdk_ovs_bondmode active-backup
 br-prvenabled truetype dpdk_ovs_bridge
 DPDK OVS bridge for VXLAN
 If VXLAN is used as tenant segmentation then ip address must be set on br-prv
 linuxnetworkinterface
 br-prvenabled truetype dpdk_ovs_bridgeaddress 192168500netmask 2552552550tag 101mtu 9000
 Linux storage
 Linux with mounted Samba
 linuxstorageenabled truemount
 samba1- enabled true- path mediamyuserpublic- device 19216801storage- file_system cifs- options guestuid=myuseriocharset=utf8file_mode=0777dir_mode=0777noperm
 NFS mount
 linuxstorageenabled true
 (continues on next page)
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 mountnfs_glance
 enabled truepath varlibglanceimagesdevice 1721610110varnfsglancefile_system nfsopts rwsync
 File swap configuration
 linuxstorageenabled trueswap
 fileenabled trueengine filedevice swapfilesize 1024
 Partition swap configuration
 linuxstorageenabled trueswap
 partitionenabled trueengine partitiondevice devvg0swap
 LVM group vg1 with one device and data volume mounted into mntdata
 parameterslinuxstorage
 mountdataenabled truedevice devvg1datafile_system ext4path mntdata
 lvmvg1enabled truedevices- devsdb
 volumedatasize 40Gmount $linuxstoragemountdata
 Create partitions on disk Specify size in MB It expects empty disk without any existing partitions (set startsector=1if you want to start partitions from 2048)
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 linuxstoragedisk
 first_drivestartsector 1name devloop1type gptpartitions- size 200 size in MB
 type fat32- size 300 size in MB
 mkfs Truetype xfs
 devvda1partitions- size 5type ext2
 - size 10type ext4
 Multipath with Fujitsu Eternus DXL
 parameterslinuxstorage
 multipathenabled trueblacklist_devices- devsda- devsdbbackends- fujitsu_eternus_dxl
 Multipath with Hitachi VSP 1000
 parameterslinuxstorage
 multipathenabled trueblacklist_devices- devsda- devsdbbackends- hitachi_vsp1000
 Multipath with IBM Storwize
 parameterslinuxstorage
 multipathenabled trueblacklist_devices- devsda- devsdbbackends- ibm_storwize
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 Multipath with multiple backends
 parameterslinuxstorage
 multipathenabled trueblacklist_devices- devsda- devsdb- devsdc- devsddbackends- ibm_storwize- fujitsu_eternus_dxl- hitachi_vsp1000
 PAM LDAP integration
 parameterslinuxsystem
 authenabled trueldapenabled truebinddn cn=bindou=service_usersdc=exampledc=combindpw secreturi ldap127001base ou=usersdc=exampledc=comldap_version 3pagesize 65536referrals offfilter
 passwd (amp(amp(objectClass=person)(uidNumber=))(unixHomeDirectory=))shadow (amp(amp(objectClass=person)(uidNumber=))(unixHomeDirectory=))group (amp(objectClass=group)(gidNumber=))
 Disabled multipath (the default setup)
 parameterslinuxstorage
 multipathenabled false
 Linux with local loopback device
 linuxstorageloopback
 disk1file srvdisk1size 50G
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 External config generation
 You are able to use config support metadata between formulas and only generate config files for external use egdocker etc
 parameterslinuxsystem
 configpillarjenkins
 masterhome srvvolumesjenkinsapproved_scripts- method javanetURL openConnection
 credentials- type username_passwordscope globalid testdesc Testing credentialsusername testpassword test
 Netconsole Remote Kernel Logging
 Netconsole logger could be configured for configfs-enabled kernels (CONFIG_NETCONSOLE_DYNAMIC shouldbe enabled) Configuration applies both in runtime (if network is already configured) and on-boot after interfaceinitialization Notes
 bull receiver could be located only in same L3 domain (or you need to configure gateway MAC manually)
 bull receiverrsquos MAC is detected only on configuration time
 bull using broadcast MAC is not recommended
 parameterslinuxsystem
 netconsoleenabled trueport 514 (optional)loglevel debug (optional)target19216801
 interface bond0mac ffffffffffff (optional)
 Usage
 Set mtu of network interface eth0 to 1400
 ip link set dev eth0 mtu 1400
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 Read more
 bull httpswwwarchlinuxorg
 bull httpaskubuntucomquestions175172how-do-i-configure-proxies-in-ubuntu-server-or-minimal-cli-ubuntu
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-linuxissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-linux
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 network configuration formula
 Sets up network devices
 Sample pillars
 Single network config snippet
 networkcontrolenabled trueconfig
 switch_vlaneth0-0-1address 1000124
 eth0-0-2address 1000224
 eth0-0-3address 1000324
 devicevsrx1
 interfaceeth0-0-1 $networkconrolconfigswitch_vlan
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 JunOS VSRX device
 networkcontrolenabled truemanaged truedevice
 vsrx1type junosauthpassword $1$gpbfkJr$
 interfaceeth0-0-1
 address 1000124
 Read more
 bull links
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-networkissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-network
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 NFS Formula
 Sample Pillars
 NFS Server Basic sharing
 nfsserverenabled true
 (continues on next page)
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 sharehome_majklk
 path homemajklkhostinterhost 101010024params- rw- no_root_squash- sync
 pubhost 1000024params- rw- no_root_squash- sync
 NFS Client with mounted directory
 nfsclientenabled truemount
 samba1path mediamyuserpublicfstype nfsdevice 19216801homemajklk
 NFS mount
 linuxstoragemount
 nfsenabled truepath varlibglancefile_system nfsdevice 100103152storageglancevpc20
 More Information
 bull httpwikiubuntucznfs
 NTP
 Network time synchronisation services
 Sample pillars
 NTP client
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 ntpclientenabled truestrata- ntpcesnetcz- ntpniccz
 Read more
 bull httpscollectdorgwikiindexphpPluginNTPd
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-ntpissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-ntp
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 OpenSSH
 OpenSSH is a FREE version of the SSH connectivity tools that technical users of the Internet rely on Users oftelnet rlogin and ftp may not realize that their password is transmitted across the Internet unencrypted but it isOpenSSH encrypts all traffic (including passwords) to effectively eliminate eavesdropping connection hijacking andother attacks Additionally OpenSSH provides secure tunneling capabilities and several authentication methods andsupports all SSH protocol versions
 Sample pillar
 OpenSSH client
 OpenSSH client with shared private key
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 opensshclientenabled trueuse_dns Falseuser
 rootenabled trueprivate_keytype rsakey $_paramroot_private_key
 user $linuxsystemuserroot
 OpenSSH client with individual private key and known host
 opensshclientenabled trueuser
 rootenabled trueuser $linuxsystemuserrootknown_hosts- name repodomaincomtype rsafingerprint ddfae868b1eaeaa063f15a5548e17e37fingerprint_hash_type sha256|md5
 Configure keep alive settings
 opensshclientalive
 interval 600count 3
 OpenSSH server
 OpenSSH server with configuration parameters
 opensshserverenabled truepermit_root_login truepublic_key_auth truepassword_auth truehost_auth truebanner Welcome to serverbind
 address 0000port 22
 OpenSSH server with auth keys for users Parameter purge will ensure exact authorized_keys contents co undefinedkeys will be removed
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 opensshserverenabled truebind
 address 0000port 22
 user
 newtenabled trueuser $linuxsystemusernewtpublic_keys- $public_keysnewt
 rootenabled truepurge trueuser $linuxsystemuserrootpublic_keys- $public_keysnewt
 You can also bind openssh on multiple addresses and ports
 opensshserverenabled truebinds
 - address 127001port 22
 - address 19216811port 2222
 OpenSSH server for use with FreeIPA
 opensshserverenabled truebind
 address 0000port 22
 public_key_auth trueauthorized_keys_command
 command usrbinsss_ssh_authorizedkeysuser nobody
 Configure keep alive settings
 opensshserveralive
 keep yesinterval 600count 3
 will give you an timeout of 30 minutes (600 sec x 3)
 Enable DSA legacy keys
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 opensshserverdss_enabled true
 Read more
 bull httpwwwopensshorgmanualhtml
 bull httpshelpubuntucomcommunitySSHOpenSSHConfiguring
 bull httpwwwcybercitibiztipslinux-unix-bsd-openssh-server-best-practiceshtml
 bull httpwwwzeitounnetarticlesssh-through-http-proxystart
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-opensshissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-openssh
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 OpenVPN
 OpenVPN can tunnel any IP subnetwork or virtual ethernet adapter over a single UDP or TCP port configure a scal-able load-balanced VPN server farm using one or more machines which can handle thousands of dynamic connectionsfrom incoming VPN clients
 Sample pillars
 Simple OpenVPN server
 openvpnserverenabled truedevice tun
 (continues on next page)
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 sslauthority Domain_Service_CAcertificate serverdomaincom
 bindaddress 0000port 1194protocol tcp
 OpenVPN server with private subnet with DHCP and predefined clients
 openvpnserverinterface
 topology subnetnetwork 10080netmask 2552552550dhcp_pool
 start 1008100end 1008199
 clients- name client1domaincom
 address 100812- name client2domaincom
 address 100813
 openvpnservertopology subnetinterface
 network 10080netmask 2552552550
 dhcp_poolstart 1008100end 1008199
 topology gatewaydevice tunmode p2pinterface
 network 10080netmask 2552552550
 endpointlocal 10801remote 10802
 dhcp_poolstart 10804end 1080255
 routes- network 10801
 netmask 255255255255- network 1001100
 netmask 2552552550- network 1001010
 netmask 2552552550
 OpenVPN server with custom auth
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 openvpnserverinterface
 topology subnetnetwork 10080netmask 2552552550
 authengine pamgoogle-authenticator
 sslauthority Domain_Service_CAcertificate serverdomaincom
 Single OpenVPN client with multiple servers
 openvpnclientenabled truetunnel
 tunnel_nameautostart trueservers- host 10001port 1194
 - host 10002port 1194
 protocol tcpdevice tupcompression truesslauthority Domain_Service_CAcertificate clientdomaincom
 Multiple OpenVPN clients
 openvpnclientenabled truetunnel
 tunnel01autostart trueserverhost 10001port 1194
 protocol tcpdevice tupcompression truesslengine saltauthority Domain_Service_CAcertificate clientdomaincom
 tunnel02autostart trueserverhost 10001port 1194
 protocol tcp
 (continues on next page)
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 device tupcompression truesslengine saltauthority Domain_Service_CAcertificate clientdomaincom
 OpenVPN client auth
 openvpnclientenabled truetunnel
 tunnel01authengine pamgoogle-authenticator
 sslengine saltauthority Domain_Service_CAcertificate clientdomaincom
 Read more
 bull httpsgithubcomluxfluxpuppet-openvpn
 bull httpsgithubcomConsumerAffairssalt-statesblobmasteropenvpnsls
 bull httpshelpubuntucomltsserverguideopenvpnhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-openvpnissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-openvpn
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 pritunl
 Pritunl is a distributed enterprise vpn server built using the OpenVPN protocol
 Sample pillars
 Single pritunl service
 pritunlserverenabled true
 Read more
 bull httpsgithubcompritunlpritunl
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-pritunlissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-pritunl
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Reclass Formula
 reclass is an ldquoexternal node classifierrdquo (ENC) as can be used with automation tools such as Puppet Salt and AnsibleIt is also a stand-alone tool for merging data sources recursively
 Sample Metadata
 Install sources from [repository git pip]
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 saltsourceengine pkg
 sourceengine gitrepo git+httpsgithubcomsalt-formulasreclassbranch master
 sourceengine pip
 If reclass is pre-installed set the engine to None to avoid updates
 saltsourceengine None
 Reclass storage with data fetched from git
 reclassstorageenabled truebase_dir srvreclasssource
 engine gitrepo git+httpsgithubcomsalt-formulasreclassbranch master
 Reclass storage with local data source
 reclassstorageenabled truebase_dir srvreclassdata_source
 engine local
 Reclass storage with archive data source
 reclassstorageenabled truebase_dir srvreclassdata_source
 engine archiveaddress saltpathreclass-projecttar
 Reclass storage with archive data source with content hash check
 reclassstorageenabled truebase_dir srvreclassdata_source
 engine archive
 (continues on next page)
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 address httpsmydomaintldbartargzhash sha1=5edb7d584b82ddcbf76e311601f5d4442974aaa5
 Reclass model with single node definition
 reclassstorageenabled truenode
 service_node01name svc01domain deploymentlocalclasses- clusterdeployment_nameserviceroleparamssalt_master_host ltltsalt-master-ipgtgtlinux_system_codename trustysingle_address ltltnode-ipgtgt
 Reclass model with multiple node defined
 reclassstorageenabled truerepeat_replace_symbol ltltcountgtgtnode
 service_node01name nodeltltcountgtgtdomain deploymentlocalclasses- clusterdeploymentservicerolerepeatcount 2start 5digits 2params
 single_addressvalue 1000ltltcountgtgtstart 100
 deploy_addressvalue part-ltltcountgtgt-wholestart 5digits 3
 paramssalt_master_host ltltsalt-master-ipgtgtlinux_system_codename trusty
 Reclass model with multiple node defined and interpolation enabled
 reclassstorageenabled truerepeat_replace_symbol ltltcountgtgtnode
 service_node01name nodeltltcountgtgtdomain deploymentlocal
 (continues on next page)
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 classes- clusterdeploymentservicerolerepeatcount 2start 5digits 2paramssingle_addressvalue ceph_osd_nodeltltcountgtgt_addressstart 1digits 2interpolate true
 paramssalt_master_host ltltsalt-master-ipgtgtlinux_system_codename trusty
 Reclass storage with simple class mappings
 reclassstorageenabled trueclass_mappings- target class default
 ignore_class_notfound true
 Reclass models with dynamic node classification
 reclassstorageenabled trueclass_mapping
 common_nodeexpression allnode_paramsingle_address
 value_template ltltnode_ipgtgtlinux_system_codename
 value_template ltltnode_osgtgtsalt_master_host
 value_template ltltnode_master_ipgtgtinfra_config
 expression ltltnode_hostnamegtgt__startswith__cfgcluster_paraminfra_config_addressvalue_template ltltnode_ipgtgt
 infra_config_deploy_addressvalue_template ltltnode_ipgtgt
 infra_proxyexpression ltltnode_hostnamegtgt__startswith__prxnode_classvalue_template- clusterltltnode_clustergtgtstacklightproxy
 kubernetes_control01expression ltltnode_hostnamegtgt__equals__ctl01cluster_paramkubernetes_control_node01_address
 (continues on next page)
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 value_template ltltnode_ipgtgtkubernetes_control02
 expression ltltnode_hostnamegtgt__equals__ctl02cluster_paramkubernetes_control_node02_addressvalue_template ltltnode_ipgtgt
 kubernetes_control03expression ltltnode_hostnamegtgt__equals__ctl03cluster_paramkubernetes_control_node03_addressvalue_template ltltnode_ipgtgt
 kubernetes_computeexpression ltltnode_hostnamegtgt__startswith__cmpnode_classvalue_template- clusterltltnode_clustergtgtkubernetescompute
 Classify node after creation and unclassify on node deletion
 saltmasterreactor
 reclassminionclassify- saltreclassreactornode_registerslsreclassminiondeclassify- saltreclassreactornode_unregistersls
 Event to trigger the node classification
 salt-call eventsend reclassminionclassify node_master_ip $config_hostrarr˓node_ip $node_ip node_domain $node_domain node_cluster $node_rarr˓cluster node_hostname $node_hostname node_os $node_os
 Note You can send any parameters in the event payload all will be checked against dynamic node classificationconditions
 Both actions will use the minion ID as the node_name to be updated
 Event to trigger the node declassification
 salt-call eventsend reclassminiondeclassify
 More Information
 bull httpreclasspantsfullofunixnetindexhtml
 bull httpreclasspantsfullofunixnetoperationshtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
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 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-reclassissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-reclass
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Salt Formula
 Salt is a new approach to infrastructure management Easy enough to get running in minutes scalable enough tomanage tens of thousands of servers and fast enough to communicate with them in seconds
 Salt delivers a dynamic communication bus for infrastructures that can be used for orchestration remote executionconfiguration management and much more
 Sample Metadata
 Salt Master
 Salt master with base formulas and pillar metadata backend
 gitclientenabled true
 linuxsystemenabled true
 saltmasterenabled truecommand_timeout 5worker_threads 2base_environment prdenvironment
 prdformulaservice01
 source gitaddress gitgitdomaincomservice01-formulagitrevision master
 service02source pkgname salt-formula-service02
 (continues on next page)
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 pillarengine saltsource
 engine gitaddress gitrepodomaincomsaltpillar-demogitbranch master
 Salt master with reclass ENC metadata backend
 gitclientenabled true
 linuxsystemenabled true
 reclassstorageenabled truedata_source
 engine gitaddress gitgitdomaincombranch master
 saltmasterenabled truecommand_timeout 5worker_threads 2base_environment prdenvironment
 prdformulaservice01source gitaddress gitgitdomaincomservice01-formulagitrevision master
 service02source pkgname salt-formula-service02
 pillarengine reclassreclass
 storage_type yaml_fsinventory_base_uri srvsaltreclasspropagate_pillar_data_to_reclass Falsereclass_source_path tmpreclass
 Salt master with Architect ENC metadata backend
 saltmasterenabled truepillar
 engine architectproject project-namehost architect-apiport 8181username salt
 (continues on next page)
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 password password
 Salt master with multiple ext_pillars
 gitclientenabled true
 linuxsystemenabled true
 reclassstorageenabled truedata_source
 engine gitbranch masteraddress httpsgithubcomsalt-formulasopenstack-saltgit
 saltmasterenabled truecommand_timeout 5worker_threads 2base_environment prdpillar_safe_render_error Falseenvironment prd formula python source git address httpsgithubcomsalt-formulassalt-formula-pythongit revision masterpillar
 engine compositereclass
 index 1 is default valueindex 1storage_type yaml_fsinventory_base_uri srvsaltreclass_encryptedclass_mappings- target ^cfgd+class systemnon-existingclass
 ignore_class_notfound Trueignore_class_regexp- service- fluentd
 propagate_pillar_data_to_reclass Falsestack not yet implemented httpsdocssaltstackcomenlatestrefpillarallsaltpillarstackhtmloption 1path - pathtostackcfgoption 2pillarenvironmentdev pathtodevstasckcfgprod pathtoprodstasckcfg
 grainscustomgrainvalue
 (continues on next page)
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 - pathtostack1cfg- pathtostack2cfg
 saltclasspath srvsaltsaltclass
 nacl if order is provided 99 is used to compose 99-nacl key name which is
 rarr˓later used to order entriesindex 99
 gpg vault-1 not yet implementedname vaultpath secretsalt
 vault-2 not yet implementedname vaultpath secretroot
 vault not yet implemented httpsdocssaltstackcomenlatestrefmodulesallsaltmodulesvaulthtmlname myvaulturl httpsvaultservicedomain8200auth
 method tokentoken 11111111-2222-3333-4444-555555555555
 policies- saltstackminions- saltstackminionminion
 nacl httpsdocssaltstackcomendeveloprefmodulesallsaltmodulesnaclhtmlbox_type sealedboxsk_file etcsaltpkimasternaclpk_file etcsaltpkimasternaclpubsk Nonepk None
 Salt master with API
 gitclientenabled true
 linuxsystemenabled true
 saltmastercommand_timeout 5worker_threads 2enabled truesource
 engine pkgpillar
 engine saltsource
 engine localenvironment
 prdformula
 apienabled true
 (continues on next page)
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 sslengine salt
 bindaddress 0000port 8000
 Salt master with defined user ACLs
 gitclientenabled true
 linuxsystemenabled true
 saltmastercommand_timeout 5worker_threads 3enabled truesource
 engine pkgpillar
 engine saltsource
 engine localenvironment
 prdformula
 userpeter
 enabled truepermissions- fsfs- fs
 Salt master with preset minions
 saltmasterenabled trueminions- name node1systemlocationdomaincom
 Salt master with pip based installation (optional)
 saltmasterenabled truesource
 engine pipversion 201630rc2
 Install formula through system package management
 saltmaster
 (continues on next page)
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 enabled trueenvironment
 prdkeystonesource pkgname salt-formula-keystone
 novasource pkgname salt-formula-keystoneversion 01+0~2016081813341224~1gbp6e1ebb
 postresqlsource pkgname salt-formula-postgresqlversion purged
 Formula keystone is installed latest version and the formulas without version are installed in one call to aptpkg moduleIf the version attribute is present sls iterates over formulas and take action to install specific version or remove it Theversion attribute may have these values [latest|purged|removed|ltVERSIONgt]
 Clone master branch of keystone formula as local feature branch
 saltmasterenabled trueenvironment
 devformulakeystone
 source gitaddress gitgithubcomopenstacksalt-formula-keystonegitrevision masterbranch feature
 Salt master with specified formula refs (for example for Gerrit review)
 saltmasterenabled trueenvironment
 devformulakeystone
 source gitaddress httpsgitopenstackorgopenstacksalt-formula-keystonerevision refschanges561234561
 Salt master with logging handlers
 saltmasterenabled truehandler
 handler01engine udp
 (continues on next page)
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 bindhost 127001port 9999
 minionhandler
 handler01engine udpbindhost 127001port 9999
 handler02engine zmqbindhost 127001port 9999
 Salt engine definition for saltgraph metadata collector
 saltmasterengine
 graph_metadataengine saltgraphhost 127001port 5432user saltpassword saltdatabase salt
 Salt engine definition for Architect service
 saltmasterengine
 architectengine architectproject project-namehost architect-apiport 8181username saltpassword password
 Salt engine definition for sending events from docker events
 saltmasterengine
 docker_eventsdocker_url unixvarrundockersock
 Salt master peer setup for remote certificate signing
 saltmasterpeer
 - x509sign_remote_certificate
 21 Project Introduction 125
  SaltStack-Formulas Documentation Release master
 Salt master backup configuration
 saltmasterbackup trueinitial_data
 engine backupninjasource backup-node-hosthost original-salt-master-id
 Configure verbosity of state output (used for salt command)
 saltmasterstate_output changes
 Pass pillar render error to minion log
 Note When set to False this option is great for debuging However it is not recomended for any production environ-ment as it may contain templating data as passwords etc that minion should not expose
 saltmasterpillar_safe_render_error False
 EventReactor Systems
 Salt synchronise node pillar and modules after start
 saltmasterreactor
 saltminionstart- saltsaltreactornode_startsls
 Trigger basic node install
 saltmasterreactor
 saltminioninstall- saltsaltreactornode_installsls
 Sample event to trigger the node installation
 salt-call eventsend saltminioninstall
 Run any defined orchestration pipeline
 saltmasterreactor
 saltorchestratestart- saltsaltreactororchestrate_startsls
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 Event to trigger the orchestration pipeline
 salt-call eventsend saltorchestratestart orchestrate saltorchestraterarr˓infra_installsls
 Synchronise modules and pillars on minion start
 saltmasterreactor
 saltminionstart- saltsaltreactorminion_startsls
 Add andor remove the minion key
 saltmasterreactor
 saltkeycreate- saltsaltreactorkey_createslssaltkeyremove- saltsaltreactorkey_removesls
 Event to trigger the key creation
 salt-call eventsend saltkeycreate gt node_id id-of-minion node_host 1721610100 orch_post_createrarr˓kubernetesorchestratecompute_install post_create_pillar node_name id-rarr˓of-minion
 Note You can add pass additional orch_pre_create orch_post_create orch_pre_remove or orch_post_remove pa-rameters to the event to call extra orchestrate files This can be useful for example for registeringunregistering nodesfrom the monitoring alarms or dashboards
 The key creation event needs to be run from other machine than the one being registered
 Event to trigger the key removal
 salt-call eventsend saltkeyremove
 Encrypted Pillars
 Note NACL + below configuration will be available in Salt gt 20177
 External resources
 bull Tutorial to configure salt + reclass ext_pillar and nacl httpapealivenetpost2017-09-salt-nacl-ext-pillar
 bull Saltstack documentation httpsdocssaltstackcomenlatestrefmodulesallsaltmodulesnaclhtml
 Configure salt NACL module
 pip install --upgrade libnacl===152salt-call --local naclkeygen etcsaltpkimasternacl
 (continues on next page)
 21 Project Introduction 127
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 localsaved sk_fileetcsaltpkimasternacl pk_file etcsaltpkimasternaclpub
 saltmasterpillar
 reclass reclassnacl
 index 99nacl
 box_type sealedboxsk_file etcsaltpkimasternaclpk_file etcsaltpkimasternaclpubsk Nonepk None
 NACL encrypt secrets
 salt-call ndashlocal naclenc lsquomy_secret_valuersquo pk_file=etcsaltpkimasternaclpubhXTkJpC1hcKMS7yZVGESutWrkvzusXfETXkacSklIxYjfWDlMJmR37MlmthdIgjXpg4f2AlBKb8tc9Woma7q
 or salt-run naclenc lsquomyotherpassrsquo
 ADDFD0Rav6p6+63sojl7Htfrncp5rrDVyeE4BSPO7ipq8fZuLDIVAzQLf4PCbDqi+Fau5KD3JE+Pw=
 NACL encrypted values on pillar
 Use Boxed syntax NACL[CryptedValue=] to encode value on pillar
 my_pillarmy_nacl
 key0 unencrypted_valuekey1
 rarr˓NACL[hXTkJpC1hcKMS7yZVGESutWrkvzusXfETXkacSklIxYjfWDlMJmR37MlmthdIgjXpg4f2AlBKb8tc9Woma7q]
 NACL large files
 NACL within templatenative pillars
 pillarexample user root password1 saltnacldec(lsquoDRB7Q6X5gGSRCTpZyxS6hlbWj0llUA+uaVyvou3vJ4=rsquo)|jsoncert_key saltnacldec_file(lsquosrvsaltenvdevcertsexamplecomcertnaclrsquo)|json cert_key2saltnacldec_file(lsquosaltcertsexamplecomcert2naclrsquo)|json
 Salt Syndic
 The master of masters
 saltmasterenabled trueorder_masters True
 Lower syndicated master
 saltsyndicenabled true
 (continues on next page)
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 masterhost master-of-master-host
 timeout 5
 Syndicated master with multiple master of masters
 saltsyndicenabled truemasters- host master-of-master-host1- host master-of-master-host2timeout 5
 Salt Minion
 Simplest Salt minion setup with central configuration node
 saltminionenabled truemaster
 host config01dc01domaincom
 Multi-master Salt minion setup
 saltminionenabled truemasters- host config01dc01domaincom- host config02dc01domaincom
 Salt minion with salt mine options
 saltminionenabled truemine
 interval 60module
 grainsitems []networkinterfaces []
 Salt minion with graphing dependencies
 saltminionenabled truegraph_states true
 Salt minion behind HTTP proxy
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 saltminionproxy
 host 127001port 3128
 Salt minion to specify non-default HTTP backend The default tornado backend does not respect HTTP proxy settingsset as environment variables This is useful for cases where you need to set no_proxy lists
 saltminionbackend urllib2
 Salt minion with PKI certificate authority (CA)
 saltminionenabled trueca
 salt-ca-defaultcommon_name Test CA Defaultcountry Czechstate Praguelocality Zizkovdays_validauthority 3650certificate 90
 signing_policycert_server
 type v3_edge_cert_serverminions
 cert_clienttype v3_edge_cert_clientminions
 ca_edgetype v3_edge_caminions
 ca_intermediatetype v3_intermediate_caminions
 salt-ca-testcommon_name Test CA Testingcountry Czechstate Praguelocality Karlindays_validauthority 3650certificate 90
 signing_policycert_server
 type v3_edge_cert_serverminions
 cert_clienttype v3_edge_cert_clientminions
 ca_edgetype v3_edge_ca
 (continues on next page)
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 minions ca_intermediatetype v3_intermediate_caminions
 salt-ca-altcommon_name Alt CA Testingcountry Czechstate Praguelocality Cesky Krumlovdays_validauthority 3650certificate 90
 signing_policycert_server
 type v3_edge_cert_serverminions
 cert_clienttype v3_edge_cert_clientminions
 ca_edgetype v3_edge_caminions
 ca_intermediatetype v3_intermediate_caminions
 ca_file etctestcacrtca_key_file etctestcakeyuser testgroup test
 Salt minion using PKI certificate
 saltmaster enabled true accept_policy open_mode peer - x509sign_remote_certificateminionenabled truetrusted_ca_minions- cfg01
 certceph_cert
 alternative_namesIP127001DNSsaltcilocalDNScephcilocalDNSradosgwcilocal
 rarr˓DNSswiftcilocalcert_file
 srvsaltpkicicephcilocalcrtcommon_name
 ceph_moncilocalkey_file
 srvsaltpkicicephcilocalkeycountry CZstate Prague
 (continues on next page)
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 locality Karlinsigning_cert
 etcpkicasalt-ca-testcacrtsigning_private_key
 etcpkicasalt-ca-testcakey Kitchen-Salt CI trigger `salt-call --local` below attributes cant be used as there is no required SaltMaster connectivityauthority
 salt-ca-testhost saltcilocalsigning_policy cert_server
 proxy_certalternative_names
 IP127001DNSsaltcilocalDNSproxycilocalcert_file
 srvsaltpkiciprxcilocalcrtcommon_name
 prxcilocalkey_file
 srvsaltpkiciprxcilocalkeycountry CZstate Praguelocality Zizkovsigning_cert
 etcpkicasalt-ca-defaultcacrtsigning_private_key
 etcpkicasalt-ca-defaultcakey Kitchen-Salt CI trigger `salt-call --local` below attributes cant be used as there is no required SaltMaster connectivityauthority
 salt-ca-defaulthost saltcilocalsigning_policy cert_server
 test_certalternative_names
 IP127001DNSsaltcilocalDNStestcilocalcert_file
 srvsaltpkicitestcilocalcrtcommon_name
 testcilocalkey_file
 srvsaltpkicitestcilocalkeycountry CZstate Praguelocality Cesky Krumlovsigning_cert
 etctestcacrtsigning_private_key
 etctestcakey Kitchen-Salt CI trigger `salt-call --local` below attributes cant be used as there is no required SaltMaster connectivityauthority
 salt-ca-alt
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 Salt minion trust CA certificates issued by salt CA on a specific host (ie salt-master node)
 saltminiontrusted_ca_minions
 - cfg01
 Salt Minion Proxy
 Salt proxy pillar
 saltminionproxy_minion
 master localhostdevice
 vsrx01mydomainlocalenabled trueengine napalm
 csr1000vmydomainlocalenabled trueengine napalm
 Note This is pillar of the the real salt-minion
 Proxy pillar for IOS device
 proxyproxytype napalmdriver ioshost csr1000vmydomainlocalusername rootpasswd r00tme
 Note This is pillar of the node thats not able to run salt-minion itself
 Proxy pillar for JunOS device
 proxyproxytype napalmdriver junoshost vsrx01mydomainlocalusername rootpasswd r00tmeoptional_argsconfig_format set
 Note This is pillar of the node thats not able to run salt-minion itself
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 Salt SSH
 Salt SSH with sudoer using key
 gitclientenabled true
 linuxsystemenabled true
 saltmastercommand_timeout 5worker_threads 2enabled truesource
 engine pkgpillar
 engine saltsource
 engine localenvironment
 prdformula
 sshminion
 node01host 10001user saltsshsudo truekey_file pathtothekeyport 22
 Salt SSH with sudoer using password
 gitclientenabled true
 linuxsystemenabled true
 saltmastercommand_timeout 5worker_threads 2enabled truesource
 engine pkgpillar
 engine saltsource
 engine localenvironment
 prdformula
 sshminion
 (continues on next page)
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 node01host 10001user saltsshsudo truepassword passwordport 22
 Salt SSH with root using password
 gitclientenabled true
 linuxsystemenabled true
 saltmastercommand_timeout 5worker_threads 2enabled truesource
 engine pkgpillar
 engine saltsource
 engine localenvironment
 prdformula
 sshminion
 node01host 10001user rootpassword passwordport 22
 Salt control (cloudkvmdocker)
 Salt cloud with local OpenStack provider
 saltcontrolenabled truecloud_enabled trueprovider
 openstack_accountengine openstackinsecure trueregion RegionOneidentity_url https1000235357tenant projectuser userpassword passwordfixed_networks
 (continues on next page)
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 - 123d3332-18be-4d1d-8d4d-5f5a54456554efloating_networks- publicignore_cidr 1921680016
 clusterdc01_prd
 domain dc01prddomaincomengine cloudconfigengine salthost masterdc01domaincom
 nodeubuntu1provider openstack_accountimage Ubuntu1404 x86_64size m1medium
 ubuntu2provider openstack_accountimage Ubuntu1404 x86_64size m1medium
 Salt cloud with Digital Ocean provider
 saltcontrolenabled truecloud_enabled trueprovider
 digitalocean_accountengine digital_oceanregion New York 1client_key xxxxxxxapi_key xxxxxxx
 clusterdc01_prd
 domain dc01prddomaincomengine cloudconfigengine salthost masterdc01domaincom
 nodeubuntu1provider digitalocean_accountimage Ubuntu1404 x86_64size m1medium
 ubuntu2provider digitalocean_accountimage Ubuntu1404 x86_64size m1medium
 Salt virt with KVM cluster
 virtdiskthree_disks
 - systemsize 4096
 (continues on next page)
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 image ubuntuqcow- repository_snapshot
 size 8192image snapshotqcow
 - cinder-volumesize 2048
 saltminionenabled truemaster
 host config01dc01domaincomcontrolenabled truevirt_enabled truesize
 smallcpu 1ram 1
 mediumcpu 2ram 4
 largecpu 4ram 8
 medium_three_diskscpu 2ram 4disk_profile three_disks
 clustervpc20_infra
 domain necovirtdomaincomengine virtconfigengine salthost masterdomaincom
 nodeubuntu1provider node01domaincomimage ubuntuqcowsize medium
 ubuntu2provider node02domaincomimage bubuntuqcomwsize small
 ubuntu3provider node03domaincomimage meowbuntuqcom2size medium_three_disks
 salt virt with custom destination for image file
 virtdiskthree_disks
 - systemsize 4096image ubuntuqcow
 (continues on next page)
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 - repository_snapshotsize 8192image snapshotqcow
 - cinder-volumesize 2048
 saltminionenabled truemaster
 host config01dc01domaincomcontrolenabled truevirt_enabled truesize
 smallcpu 1ram 1
 mediumcpu 2ram 4
 largecpu 4ram 8
 medium_three_diskscpu 2ram 4disk_profile three_disks
 clustervpc20_infra
 domain necovirtdomaincomengine virtconfigengine salthost masterdomaincom
 nodeubuntu1provider node01domaincomimage ubuntuqcowsize mediumimg_dest varliblibvirtssdimages
 ubuntu2provider node02domaincomimage bubuntuqcomwsize smallimg_dest varliblibvirthddimages
 ubuntu3provider node03domaincomimage meowbuntuqcom2size medium_three_disks
 Usage
 Working with salt-cloud
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 salt-cloud -m pathtomap --assume-yes
 Debug LIBCLOUD for salt-cloud connection
 export LIBCLOUD_DEBUG=devstderr salt-cloud --list-sizes provider_name --log-levelrarr˓all
 References
 bull httpsaltreadthedocsorgenlatest
 bull httpsgithubcomDanielBryansalt-state-graph
 bull httpkarlgrzcomtesting-salt-states-rapidly-with-docker
 bull httpsmywushublogcom201303configuration-management-with-salt-stack
 bull httprussellballestrininetreplace-the-nagios-scheduler-and-nrpe-with-salt-stack
 bull httpsgithubcomsaltstack-formulassalt-formula
 bull httpdocssaltstackcomenlatesttopicstutorialsmultimasterhtml
 salt-cloud
 bull httpwwwblogsandro-mathysch201307setting-user-password-when-launchinghtml
 bull httpcloudinitreadthedocsorgenlatesttopicsexampleshtml
 bull httpsalt-cloudreadthedocsorgenlatesttopicsinstallindexhtml
 bull httpdocssaltstackcomtopicsclouddigitaloceanhtml
 bull httpsalt-cloudreadthedocsorgenlatesttopicsrackspacehtml
 bull httpsalt-cloudreadthedocsorgenlatesttopicsmaphtml
 bull httpdocssaltstackcomenlatesttopicstutorialsmultimasterhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-saltissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
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 httpsgithubcomsalt-formulassalt-formula-salt
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Sphinx
 Sphinx is a tool that makes it easy to create intelligent and beautiful documentation written by Georg Brandl andlicensed under the BSD license It was originally created for the new Python documentation and it has excellentfacilities for the documentation of Python projects but CC++ is already supported as well and it is planned to addspecial support for other languages as well
 Sample pillars
 Simple documentation with local source
 sphinxserverenabled truedoc
 boardbuilder htmlsourceengine localpath pathtosphinxdocumentation
 Simple documentation with Git source
 sphinxserverenabled truedoc
 boardbuilder htmlsourceengine gitaddress gitrepo1domaincomrepogitrevision master
 Simple documentation with reclass source
 sphinxserverenabled truedoc
 boardbuilder htmlsourceengine reclass
 Read more
 bull httpsphinx-docorgtutorialhtml
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-sphinxissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-sphinx
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Squid Formula
 Sample Pillars
 Squid as proxy
 squidproxyenabled trueadmin
 user managerpassword passwd
 deny- 192168230allow- localnet
 More Information
 bull httpsrawgithubusercontentcomsaltstack-formulassquid-formula
 bull httpitkiacomusing-squid-to-cache-apt-updates-for-debian-and-ubuntu
 bull httpserverascodecom20140329squid-cache-yumhtml
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
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 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Supplemental Services
 Support services as databases proxies application servers
 Formula Repositoryapache httpsgithubcomsalt-formulassalt-formula-apachebind httpsgithubcomsalt-formulassalt-formula-bindbird httpsgithubcomsalt-formulassalt-formula-birdcadf httpsgithubcomsalt-formulassalt-formula-cadfcassandra httpsgithubcomsalt-formulassalt-formula-cassandradovecot httpsgithubcomsalt-formulassalt-formula-dovecotelasticsearch httpsgithubcomsalt-formulassalt-formula-elasticsearchetcd httpsgithubcomsalt-formulassalt-formula-etcdgalera httpsgithubcomsalt-formulassalt-formula-galerahaproxy httpsgithubcomsalt-formulassalt-formula-haproxykeepalived httpsgithubcomsalt-formulassalt-formula-keepalivedknot httpsgithubcomsalt-formulassalt-formula-knotletsencrypt httpsgithubcomsalt-formulassalt-formula-letsencryptlogrotate httpsgithubcomsalt-formulassalt-formula-logrotatememcached httpsgithubcomsalt-formulassalt-formula-memcachedmosquitto httpsgithubcomsalt-formulassalt-formula-mosquittomongodb httpsgithubcomsalt-formulassalt-formula-mongodbmysql httpsgithubcomsalt-formulassalt-formula-mysqlnginx httpsgithubcomsalt-formulassalt-formula-nginxopenldap httpsgithubcomsalt-formulassalt-formula-openldappostfix httpsgithubcomsalt-formulassalt-formula-postfixpostgresql httpsgithubcomsalt-formulassalt-formula-postgresqlpowerdns httpsgithubcomsalt-formulassalt-formula-powerdnsrabbitmq httpsgithubcomsalt-formulassalt-formula-rabbitmqredis httpsgithubcomsalt-formulassalt-formula-redisrsync httpsgithubcomsalt-formulassalt-formula-rsyncsupervisor httpsgithubcomsalt-formulassalt-formula-supervisorvarnish httpsgithubcomsalt-formulassalt-formula-varnishzookeeper httpsgithubcomsalt-formulassalt-formula-zookeeper
 Apache Formula
 Install and configure Apache webserver
 Sample Pillars
 Simple Apache proxy
 apacheserverenabled true
 (continues on next page)
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 bindaddress 0000ports- 80
 modules- proxy- proxy_http- proxy_balancer
 Apache plain static sites (eg sphinx generated from githg sources)
 apacheserverenabled truebind
 address 0000ports- 80
 modules- rewrite- statussite- enabled true
 name sphinxdoctype statichost
 name docdomaincomport 80
 sourceengine local
 - enabled truename impressjstype statichost
 name presdomaincomport 80
 sourceengine gitaddress gitrepo1domainczimpressbillometergitrevision master
 Tune settings of mpm_prefork
 parametersapachempm
 preforkmax_clients 250serversmin 32max 64max_requests 4000
 Apache kerberos authentication
 parametersapache
 (continues on next page)
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 serversite
 authengine kerberosname Kerberos Authenticationrequire- ldap-attribute memberOf=cn=somegroupcn=groupscn=accountsdc=example
 rarr˓dc=com
 kerberosrealms- EXAMPLECOM
 Bellow is optionalkeytab etcapache2ipakeytabservice HTTPmethodnegotiate truek5passwd true
 ldapurl ldapsidm01examplecomdc=exampledc=comkrbPrincipalName mech is optionalmech GSSAPI
 Tune security settings (these are default)
 parametersapacheserver
 ServerTokenstokens Prod ServerSignature can be also set per-sitesignature false TraceEnable can be also set per-sitetrace false Deny access to git svn hg directoriessecure_scm true Required for settings bellowmodules
 - headers Set X-Content-Type-Optionscontent_type_options nosniff Set X-Frame-Optionsframe_options sameorigin
 Tuned up log configuration
 parametersapacheserver
 sitefooenabled truetype staticlog
 customenabled true
 (continues on next page)
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 file varlogapache2mylittleponysitecustomlogformat gt-
 X-Forwarded-Fori l u t r gts b D Refereri rarr˓User-Agenti
 errorenabled falsefile varlogapache2fooerrorloglevel notice
 Apache wsgi application
 apacheserverenabled truedefault_mpm eventsite
 manilaenabled falseavailable truetype wsginame manilawsgidaemon_process manila-apithreads 2user manilagroup maniladisplay_name GROUPscript_alias usrbinmanila-wsgiapplication_group GLOBALauthorization On
 limitsrequest_body 114688
 Roundcube webmail postfixadmin and mailman
 classes- serviceapacheserversingleparameters
 apacheserver
 enabled truemodules
 - cgi- php
 siteroundcubeenabled truetype staticname roundcuberoot usrshareroundcubelocations
 - uri adminpath usrsharepostfixadmin
 - uri mailmanpath usrlibcgi-binmailmanscript true
 - uri pipermail(continues on next page)
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 path varlibmailmanarchivespublic- uri imagesmailmanpath usrshareimagesmailman
 hostname mailexamplecomaliases- mailexamplecom- listsexamplecom- mail01examplecom- mail01
 More Information
 bull httpshttpdapacheorgdocs
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-apacheissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-apache
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Bind formula
 BIND is open source software that enables you to publish your Domain Name System (DNS) information on theInternet and to resolve DNS queries for your users The name BIND stands for ldquoBerkeley Internet Name Domainrdquobecause the software originated in the early 1980s at the University of California at Berkeley
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 Sample pillars
 Server
 bindserverenabled truekey
 keynamesecret xyzalgorithm hmac-sha512
 server8888
 keys- keyname
 controllocal
 enabled truebindaddress 127001port 953
 allow- 127001
 keys- xyz
 zonesubdomaincom
 ttl 86400root hostmasterdomaincomtype masterrecords- name type Attl 7200value 19216805
 1168192in-addrarpatype masternotify false
 slavedomaincomtype slavenotify truemasters Masters must be specified by IP address- 8888- 8844
 dnssecenabled true
 Dont hide versionversion true Allow recursion better dont on public dns serversrecursion
 hosts- localhost
 You can use following command to generate key
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 dnssec-keygen -a HMAC-SHA512 -b 512 -n HOST -r devurandom mykey
 Client
 bindclientenabled trueoption
 defaultserver localhostport 953key keyname
 keykeyname
 secret xyzalgorithm hmac-sha512
 server8888
 keys- keyname
 Read more
 bull httpsgithubcomtheforemanpuppet-dns
 bull httpshelpubuntucomcommunityBIND9ServerHowto
 bull httpswwwiscorgdownloadsbind
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-bindissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-bind
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 BIRD Formula
 The BIRD project aims to develop a fully functional dynamic IP routing daemon primarily targeted on (but not limitedto) Linux FreeBSD and other UNIX-like systems and distributed under the GNU General Public License
 Sample Pillars
 birdserverenabled Truelogging
 engine syslogprotocol
 my_ospftype ospftick 2rfc1583compat Trueecmp Truearea0000
 interfacep3p1type ptpparamX xxx
 p3p2type ptpparamX xxx
 tap0 vhost0hello 9type broadcastparamX xxx
 More Information
 bull httpbirdnetworkcz
 bull httpsgitlablabsnicczlabsbirdwikishome
 CADF Formula
 The Cloud Auditing Data Federation (CADF) standard defines a full event model anyone can use to fill in the essentialdata needed to certify self-manage and self-audit application security in cloud environments
 Sample Pillars
 Single cadf service
 cadfdistpatherenabled true
 (continues on next page)
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 listenerenabled true
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-cadfissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-cadf
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 cassandra
 Service cassandra description
 Sample pillars
 Single cassandra service
 cassandraserverenabled trueversion icehouse
 Backup client with sshrsync remote host
 cassandrabackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24targethost cfg01
 (continues on next page)
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 note full_backups_to_keep param states how many backup will be stored locally onrarr˓cassandra client
 More options to relocate local backups can be done using salt-formula-rarr˓backupninja
 Backup client with local backup only
 cassandrabackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24
 note full_backups_to_keep param states how many backup will be stored locally onrarr˓cassandra client
 Backup server rsync
 cassandrabackupserver
 enabled truehours_before_full 24full_backups_to_keep 5key
 cassandra_pub_keyenabled truekey ssh_rsa
 Client restore from local backup
 cassandrabackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24targethost cfg01
 restore_latest 1restore_from local
 note restore_latest param with a value of 1 means to restore db from the lastrarr˓full backup 2 would mean to restore second latest full backup
 Client restore from remote backup
 cassandrabackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24targethost cfg01
 (continues on next page)
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 restore_latest 1restore_from remote
 note restore_latest param with a value of 1 means to restore db from the lastrarr˓full backup 2 would mean to restore second latest full backup
 Read more
 bull links
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-cassandraissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-cassandra
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 dovecot
 Install and configure dovecot
 Available states
 bull dovecotserver
 dovecotserver
 Setup dovecot server
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 Available metadata
 bull metadatadovecotserver
 metadatadovecotserver
 Setup dovecot server
 Requirements
 bull linux
 bull mysql (for mysql backend)
 Optional
 bull glusterfs (to serve as mail storage backend)
 bull postfix
 bull roundcube
 Configuration parameters
 For complete list of parameters please check metadataserviceserveryml
 Example reclass
 Server
 classes- servicedovecotserver
 parameters_paramdovecot_origin mailerumysql_mailserver_password Peixeilaephahmoosa2daihoh4yiaThe
 dovecotserver
 origin $_paramdovecot_originmysqlserver
 databasemailserverencoding UTF8locale cs_CZusers- name mailserverpassword $_parammysql_mailserver_password
 (continues on next page)
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 host 127001rights all privileges
 apacheserver
 sitedovecotadminenabled truetype staticname dovecotadminroot usrsharedovecotadminhostname $_paramdovecot_originaliases- $linuxsystemname$linuxsystemdomain- $linuxsystemname
 LDAP and GSSAPI
 parametersdovecotserver
 gssapihost imap01examplecomkeytab etcdovecotkrb5keytabrealms- examplecom
 default_realm examplecom
 userdbdriver ldap
 passdbdriver ldap
 ldapservers- ldapsidm01examplecom- ldapsidm02examplecom
 basedn dc=exampledc=combinddn uid=dovecotcn=userscn=accountsdc=exampledc=compassword password
 Auth users by binding as themauth_bindenabled trueuserdn mail=ucn=userscn=accountsdc=exampledc=com
 user_filter (amp(objectClass=posixAccount)(mail=u))
 Director
 Dovecot Director is used to ensure connection affinity to specific backends This seems to be a must-have for sharedstorage such as NFS GlusterFS etc otherwise you are going to meet split-brains corrupted files and other issues
 Unfortunately director for LMTP canrsquot be used when director and backend servers are the same
 See httpwiki2dovecotorgDirector for more informations
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 dovecotserveradmin postmaster$_parampostfix_origin GlusterFS storage is usednfs trueservice
 directorenabled trueport 9090backends- $_paramcluster_node01_address- $_paramcluster_node02_address
 directors- $_paramcluster_node01_address- $_paramcluster_node02_address
 lmtpinet_enabled trueport 24
 postfixserverdovecot_lmtp
 enabled truetype inetaddress localhost24
 Example pillar
 Server
 dovecotserverorigin $_paramdovecot_originadmin
 enabled false
 Read more
 bull httpwiki2dovecotorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-dovecotissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
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 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-dovecot
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Elasticsearch
 Elasticsearch provides a distributed multitenant-capable full-text search engine with a HTTP web interface andschema-free JSON documents
 Sample pillars
 Single-node elasticsearch with clustering disabled
 elasticsearchserverenabled truebind
 address 0000port 9200
 clustermulticast false
 indexshards 1replicas 0
 Setup shared repository for snapshots
 elasticsearchserversnapshot
 reponamepath varlibglusterfsrepocompress true
 Cluster with manually defined members
 elasticsearchserverenabled truebind
 address 0000port 9200
 clustermulticast falsemembers
 - host elastic01port 9300
 - host elastic02
 (continues on next page)
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 port 9300- host elastic03port 9300
 indexshards 5replicas 1
 Common definition for curator
 elasticsearchservercurator
 timeout 900logfile varlogelasticsearchcuratorloglogformat jsonmaster_only trueactions
 - action delete_indicesdescription gt-
 Delete indices older than 45 days (based on index name)Ignore the error if the filter does not result in an actionablelist of indices (ignore_empty_list) and exit cleanly
 optionsignore_empty_list Truecontinue_if_exception Falsedisable_action False
 filters- filtertype patternkind regexvalue -dddddddd$
 - filtertype agesource namedirection oldertimestring Ymdunit daysunit_count 90
 - action replicasdescription gt-
 Reduce the replica count to 0 for indices older than 30 days(based on index creation_date)
 optionscount 0wait_for_completion Falsecontinue_if_exception Falsedisable_action False
 filters- filtertype patternkind regexvalue -dddddddd$
 - filtertype agesource creation_datedirection olderunit daysunit_count 30
 - action forcemergedescription gt-
 forceMerge indices older than 2 days (based on index(continues on next page)
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 creation_date) to 2 segments per shard Delay 120 secondsbetween each forceMerge operation to allow the cluster toquiesceThis action will ignore indices already forceMerged to the sameor fewer number of segments per shard so the forcemergedfilter is unneeded
 optionsmax_num_segments 2delay 120continue_if_exception Falsedisable_action True
 filters- filtertype patternkind regexvalue -dddddddd$
 - filtertype agesource creation_datedirection olderunit daysunit_count 2
 Client setup
 Client with host and port
 elasticsearchclientenabled trueserver
 host elasticsearchhostport 9200
 Client where you download an index template that is stored in the directory files
 elasticsearchclientenabled trueserver
 host elasticsearchhostport 9200
 indexmy_index
 enabled truetemplate elasticsearchfilesmy_index_templatejson
 Client where you download an index template from the metadata definition and force index creation
 elasticsearchclientenabled trueserver
 host elasticsearchhostport 9200
 indexmy_index
 (continues on next page)
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 enabled trueforce_operation truedefinitiontemplate notificationssettingsnumber_of_shards 5number_of_replicas 1
 mappingsnotificationpropertiesapplicationIdtype long
 contenttype textfieldskeywordtype keywordignore_above 256
 Read more
 bull httpswwwelasticco
 bull httpalexnederlofcomblog20121119installing-elasticsearch-with-jenkins-on-ubuntu
 bull httpwebsightdesignscomwikiSetting_up_Centralized_Event_Parsing_on_Ubuntu_1204
 bull httpsgistgithubcomwingdspur2026107
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-elasticsearchissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-elasticsearch
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 etcd Formula
 Service etcd description
 Possible sourceengine
 bull pkg - install etcd package (default)
 bull docker_hybrid - copy binaries from docker image (specified in serverimage)
 Sample pillars
 Certificates
 Use certificate authentication (for peers and clients) Certificates must be prepared in advance
 etcdserverenabled truessl
 enabled truebind
 host 100175101token $(uuidgen)members- host 100175101
 name etcd01port 4001
 Single etcd service
 etcdserverenabled truebind
 host 100175101token $(uuidgen)members- host 100175101
 name etcd01port 4001
 Cluster etcd service
 etcdserverenabled truebind
 host 100175101token $(uuidgen)members- host 100175101
 (continues on next page)
 160 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 name etcd01port 4001
 - host 100175102name etcd02port 4001
 - host 100175103name etcd03port 4001
 etcd proxy
 etcdserverenabled truebind
 host 100175101proxy truemembers- host 100175101
 name etcd01- host 100175102
 name etcd02- host 100175103
 name etcd03
 Run etcd on k8s
 etcdserverengine kubernetesimage etcdlatest
 Copy etcd binary from container
 etcdserverimage quayiocoreosetcdlatest
 Read more
 bull httpsgithubcomcoreosetcd
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
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 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-etcdissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-etcd
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Galera
 Galera Cluster for MySQL is a true Multimaster Cluster based on synchronous replication Galera Cluster is an easy-to-use high-availability solution which provides high system uptime no data loss and scalability for future growth
 Sample pillars
 Galera cluster master node
 galeraversionmysql 56galera 3
 masterenabled truename openstackbind
 address 19216801port 3306
 members- host 19216801
 port 4567- host 19216802
 port 4567admin
 user rootpassword pass
 databasename
 encoding utf8users- name usernamepassword passwordhost localhostrights all privileges
 Galera cluster slave node
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 galeraslaveenabled truename openstackbind
 address 19216802port 3306
 members- host 19216801
 port 4567- host 19216802
 port 4567admin
 user rootpassword pass
 Enable TLS support
 galeraslave or master
 sslenabled True
 pathcert_file etcmysqlsslcertpemkey_file etcmysqlsslkeypemca_file etcmysqlsslcapem
 content (not required if files already exists)key ltlt body of key gtgtcert ltlt body of cert gtgtcacert_chain ltlt body of ca certs chain gtgt
 Additional mysql users
 mysqlserverusers
 - name clustercheckpassword clustercheckdatabase grants PROCESS
 - name inspectorhost 127001password passworddatabasesmydb- database mydb- table mytable- grant_option True- grants- all privileges
 Additional mysql SSL grants
 mysqlserver
 (continues on next page)
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 users- name clustercheck
 password clustercheckdatabase grants PROCESSssl_option- SSL True- X509 True- SUBJECT ltsubjectgt- ISSUER ltissuergt- CIPHER ltciphergt
 Additional check params
 galeraclustercheck- enabled True- user clustercheck- password clustercheck- available_when_donor 0- available_when_readonly 1- port 9200
 Configurable soft parameters
 bull galera_innodb_buffer_pool_size - the default value is 3138M
 bull galera_max_connections - the default value is 20000
 Usage code-block yaml
 _param galera_innodb_buffer_pool_size 1024M galera_max_connections 200
 Usage
 MySQL Galera check sripts
 mysqlgt SHOW STATUS LIKE wsrep
 mysqlgt SHOW STATUS LIKE wsrep_cluster_size
 Galera monitoring command performed from extra server
 garbd -a gcommipaddrofone4567 -g my_wsrep_cluster -l tmp1out -d
 1 salt-call statesls mysql
 2 Comment everything starting wsrep (wsrep_provider wsrep_cluster wsrep_sst)
 3 service mysql start
 4 run on each node mysql_secure_install and filling root password
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 Enter current password for root (enter for none)OK successfully used password moving on
 Setting the root password ensures that nobody can log into the MySQLroot user without the proper authorisation
 Set root password [Yn] yNew passwordRe-enter new passwordPassword updated successfullyReloading privilege tables Success
 By default a MySQL installation has an anonymous user allowing anyoneto log into MySQL without having to have a user account created forthem This is intended only for testing and to make the installationgo a bit smoother You should remove them before moving into aproduction environment
 Remove anonymous users [Yn] y Success
 Normally root should only be allowed to connect from localhost Thisensures that someone cannot guess at the root password from the network
 Disallow root login remotely [Yn] n skipping
 By default MySQL comes with a database named test that anyone canaccess This is also intended only for testing and should be removedbefore moving into a production environment
 Remove test database and access to it [Yn] y- Dropping test database Success- Removing privileges on test database Success
 Reloading the privilege tables will ensure that all changes made so farwill take effect immediately
 Reload privilege tables now [Yn] y Success
 Cleaning up
 5 service mysql stop
 6 uncomment all wsrep lines except first server where leave only in mycnf wsrep_cluster_address=rsquogcommrsquo
 7 start first node
 8 Start third node which is connected to first one
 9 Start second node which is connected to third one
 10 After starting cluster it must be change cluster address at first starting node without restart database and changeconfig mycnf
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 mysqlgt SET GLOBAL wsrep_cluster_address=gcomm10002
 Read more
 bull httpsgithubcomCaptTofuansible-galera
 bull httpwwwsebastien-hanfrblog20120415active-passive-failover-cluster-on-a-mysql-galera-cluster-with-haproxy-lsb-agent
 bull httpopentodonet201212mysql-multi-master-replication-with-galera
 bull httpwwwcodershipcomwikidokuphp
 bull Best one - httpwwwsebastien-hanfrblog20120401mysql-multi-master-replication-with-galera
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-galeraissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-galera
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 HAproxy
 The Reliable High Performance TCPHTTP Load Balancer
 Sample pillars
 Simple admin listener
 haproxyproxyenabled Truelisten
 admin_pagetype admin
 (continues on next page)
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 binds- address 0000port 8801
 user fsdfdsfdspassword dsfdsf
 Simple stats listener
 haproxyproxyenabled Truelisten
 admin_pagetype statsbinds- address 0000port 8801
 Sample pillar with admin
 haproxyproxyenabled Truemode httptcplogging syslogmaxconn 1024timeout
 connect 5000client 50000server 50000
 listenhttps-in
 binds- address 0000port 443
 servers- name server1host 10001port 8443
 - name server2host 10002port 8443params maxconn 256
 Sample pillar with custom logging
 haproxyproxyenabled Truemode httptcplogging syslogmaxconn 1024timeout
 connect 5000client 50000server 50000
 listen(continues on next page)
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 https-inbindsaddress 0000port 443
 servers- name server1host 10001port 8443
 - name server2host 10002port 8443params maxconn 256
 haproxyproxyenabled truemode tcplogging syslogmax_connections 1024listen
 mysqltype mysqlbinds- address 1008870port 3306
 servers- name node1host 1008813port 3306params check inter 15s fastinter 2s downinter 1s rise 5 fall 3
 - name node2host 1008814port 3306params check inter 15s fastinter 2s downinter 1s rise 5 fall 3 backup
 - name node3host 1008815port 3306params check inter 15s fastinter 2s downinter 1s rise 5 fall 3 backup
 rabbitmqtype rabbitmqbinds- address 1008870port 5672
 servers- name node1host 1008813port 5673params check inter 5000 rise 2 fall 3
 - name node2host 1008814port 5673params check inter 5000 rise 2 fall 3 backup
 - name node3host 1008815port 5673params check inter 5000 rise 2 fall 3 backup
 (continues on next page)
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 keystone-1type general-servicebinds- address 100106170port 5000
 servers- name node1host 1008813port 5000params check
 haproxyproxyenabled truemode tcplogging syslogmax_connections 1024listen
 mysqltype mysqlbinds- address 1008870port 3306
 servers- name node1host 1008813port 3306params check inter 15s fastinter 2s downinter 1s rise 5 fall 3
 - name node2host 1008814port 3306params check inter 15s fastinter 2s downinter 1s rise 5 fall 3 backup
 - name node3host 1008815port 3306params check inter 15s fastinter 2s downinter 1s rise 5 fall 3 backup
 rabbitmqtype rabbitmqbinds- address 1008870port 5672
 servers- name node1host 1008813port 5673params check inter 5000 rise 2 fall 3
 - name node2host 1008814port 5673params check inter 5000 rise 2 fall 3 backup
 - name node3host 1008815port 5673params check inter 5000 rise 2 fall 3 backup
 keystone-1type general-service
 (continues on next page)
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 binds- address 100106170port 5000
 servers- name node1host 1008813port 5000params check
 Custom more complex listener (for Artifactory and subdomains for docker registries)
 haproxyproxylisten
 artifactorymode httpoptions- forwardfor- forwardfor header X-Real-IP- httpchk- httpclose- httplog
 sticks- stick on src- stick-table type ip size 200k expire 2m
 aclis_docker path_reg ^v[12][]
 http_request- action set-path artifactoryapidocker[reqhdr(host)lowerfield(1
 rarr˓)][path]condition if is_docker
 balance sourcebinds- address $_paramcluster_vip_addressport 8082sslenabled true This PEM file needs to contain key cert CA and possibly intermediate certificatespem_file etchaproxysslserverpem
 servers- name $_paramcluster_node01_name
 host $_paramcluster_node01_addressport 8082params check
 - name $_paramcluster_node02_namehost $_paramcluster_node02_addressport 8082params backup check
 Itrsquos also possible to use multiple certificates for one listener (eg when itrsquos bind on multiple interfaces)
 haproxyproxylisten
 dummy_sitemode http
 (continues on next page)
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 binds- address 127001port 8080sslenabled truekey |my super secret key follows
 cert |certificate
 chain |CA chain (if any)
 - address 127011port 8081sslenabled truekey |my super secret key follows
 cert |certificate
 chain |CA chain (if any)
 Definition above will result in creation of etchaproxyssldummy_site directory with files 1-allpemand 2-allpem (per binds)
 Custom listener with tcp-check options specified (for Redis cluster with Sentinel)
 haproxyproxylisten
 redis_clusterservice_name redishealth-checktcp
 enabled Trueoptions- send PINGrn- expect string +PONG- send info replicationrn- expect string rolemaster- send QUITrn- expect string +OK
 binds- address $_paramcluster_address
 port 6379servers- name $_paramcluster_node01_namehost $_paramcluster_node01_addressport 6379params check inter 1s
 - name $_paramcluster_node02_namehost $_paramcluster_node02_addressport 6379params check inter 1s
 - name $_paramcluster_node03_namehost $_paramcluster_node03_addressport 6379
 (continues on next page)
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 params check inter 1s
 Frontend for routing between exists listeners via URL with SSL an redirects You can use one backend for severalURLs
 haproxyproxylisten
 service_proxymode httpbalance sourceformat endbinds- address $_paramhaproxy_bind_address
 port 80ssl $_paramhaproxy_frontend_sslssl_port 443
 redirects- code 301
 location domaincomimagesconditions- type hdr_dom(host)condition imagesdomaincom
 acls- name gerritconditions- type hdr_dom(host)condition gerritdomaincom
 - name jenkinsconditions- type hdr_dom(host)condition jenkinsdomaincom
 - name dockerbackend artifactroyconditions- type hdr_dom(host)condition dockerdomaincom
 Enable customisable forwardfor option in defaults section
 haproxyproxyenabled truemode tcplogging syslogmax_connections 1024forwardfor
 enabled trueexceptheaderif-none false
 haproxyproxyenabled truemode tcp
 (continues on next page)
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 logging syslogmax_connections 1024forwardfor
 enabled trueexcept 127001header X-Real-IPif-none false
 Sample pillar with multiprocess multicore configuration
 haproxyproxyenabled Truenbproc 4cpu_map
 1 02 13 24 3
 stats_bind_process 1 2mode httptcplogging syslogmaxconn 1024timeout
 connect 5000client 50000server 50000
 listenhttps-in
 bind_process 1 2 3 4binds- address 0000port 443
 servers- name server1host 10001port 8443
 - name server2host 10002port 8443params maxconn 256
 Read more
 bull httpsgithubcomjesusaurushpcs-salt-statetreemasterhaproxy
 bull httpwwwnineproductionscomsaltstack-ossec-state-using-reactor - example reactor usage
 bull httpsgistgithubcomtomeduarte6340205 - example on how to use peer from within a config file (using jinja)
 bull httpyoutubejJJ8cfDjcTct=8m58s - from 900 on a good overview of peer vs mine
 bull httpsgithubcomrusskicluster-agents
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-haproxyissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-haproxy
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Keepalived
 Keepalived is a routing software written in C The main goal of this project is to provide simple and robust facilitiesfor loadbalancing and high-availability to Linux system and Linux based infrastructures Loadbalancing frameworkrelies on well-known and widely used Linux Virtual Server (IPVS) kernel module providing Layer4 loadbalancingKeepalived implements a set of checkers to dynamically and adaptively maintain and manage loadbalanced server poolaccording their health On the other hand high-availability is achieved by VRRP protocol VRRP is a fundamentalbrick for router failover In addition Keepalived implements a set of hooks to the VRRP finite state machine providinglow-level and high-speed protocol interactions Keepalived frameworks can be used independently or all together toprovide resilient infrastructures
 Sample pillar
 Simple virtual IP on an interface
 keepalivedclusterenabled Trueinstance
 VIP1nopreempt Truepriority 100 (highest priority must be on primary server different for
 rarr˓cluster members)virtual_router_id 51auth_type AHpassword passaddress 192168101interface eth0
 VIP2nopreempt True
 (continues on next page)
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 priority 150 (highest priority must be on primary server different forrarr˓cluster members)
 virtual_router_id 52auth_type PASSpassword passaddress 10005interface eth1
 Multiple virtual IPs on single interface
 keepalivedclusterenabled Trueinstance
 VIP1nopreempt Truepriority 100 (highest priority must be on primary server different for
 rarr˓cluster members)virtual_router_id 51password passaddresses- 192168101- 192168102interface eth0
 Use unicast
 keepalivedclusterenabled Trueinstance
 VIP1nopreempt Truepriority 100 (highest priority must be on primary server different for
 rarr˓cluster members)virtual_router_id 51password passaddress 192168101interface eth0unicast_src_ip 17216101unicast_peer1721610217216103
 Disable nopreempt mode to have Master Highest priority is taken in all cases
 keepalivedclusterenabled Trueinstance
 VIP1nopreempt Falsepriority 100 (highest priority must be on primary server different for
 rarr˓cluster members)virtual_router_id 51password passaddresses
 (continues on next page)
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 - 192168101- 192168102interface eth0
 Notify action in keepalived
 keepalivedclusterenabled Trueinstance
 VIP1nopreempt Truenotify_actionmaster
 - usrbindocker start jenkins- usrbindocker start gerrit
 backup- usrbindocker stop jenkins- usrbindocker stop gerrit
 fault- usrbindocker stop jenkins- usrbindocker stop gerrit
 priority 100 highest priority must be on primary server different forrarr˓cluster members
 virtual_router_id 51password passaddresses- 192168101- 192168102interface eth0
 Trackvrrp scripts for keepalived instance
 keepalivedclusterenabled Trueinstance
 VIP2priority 100virtual_router_id 10password passaddresses- 192168111- 192168112interface eth0track_script check_haproxy
 VIP3priority 100virtual_router_id 11password passaddresses- 192168101- 192168102interface eth0track_scriptcheck_random_exit
 interval 10(continues on next page)
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 check_portweight 50
 vrrp_scriptscheck_haproxy
 name check_pidofargs- haproxy
 check_mysql_portname check_portargs- 3306- TCP- 4
 check_sshname check_portargs 22
 check_mysql_clusterargs github olafzpercona-clustercheck ltusergt ltpassgt ltavailable_when_donor=0|1gt ltlog_filegt ltavailable_when_
 rarr˓readonly=0|1gt ltdefaults_extra_filegt- clustercheck- clustercheck- available_when_donor=0- available_when_readonly=0
 check_random_exitinterval 10content |binbashexit $(($RANDOM2))
 weight 50
 Read more
 bull httpsraymiiorgstutorialsKeepalived-Simple-IP-failover-on-Ubuntuhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-keepalivedissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
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 httpsgithubcomsalt-formulassalt-formula-keepalived
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Knot
 Knot DNS is a high-performance authoritative-only DNS server which supports all key features of the modern domainname system
 Sample pillars
 Simple server
 knotserverenabled true
 Server dns templates
 knotserverenabled truetemplate
 defaultstorage varlibknotmaster
 signedstorage varlibknotsigned
 slavestorage varlibknotslave
 Server dns zones
 knotserverenabled truezone
 example1com example2com
 semantic-checks Falsetemplate default
 Read more
 bull httpswwwknot-dnscz
 Salt Logrotate Formula
 Logrotate is designed to ease administration of systems that generate large numbers of log files It allows automaticrotation compression removal and mailing of log files Each log file may be handled daily weekly monthly or whenit grows too large
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 Example pillar
 Configuration for syslog from Ubuntu 1404 (trusty)
 logrotateserverenabled truejob
 rsyslog- files- varlogmailinfo- varlogmailwarn- varlogmailerr- varlogmaillog- varlogdaemonlog- varlogkernlog- varlogauthlog- varloguserlog- varloglprlog- varlogcronlog- varlogdebug- varlogmessages
 options- rotate 4- weekly- missingok- notifempty- compress- delaycompress- sharedscripts- postrotate reload rsyslog gtdevnull 2gtamp1 || true
 - files- varlogsyslog
 options- rotate 7- daily- missingok- notifempty- delaycompress- compress- postrotate reload rsyslog gtdevnull 2gtamp1 || true
 Change parameters in main logrotateconf file
 logrotateserverenabled trueglobal_conf
 compress truerotate dailykeep_rotate 6dateext true
 Cross-formula relationship
 Itrsquos possible to use support meta to define logrotate rules from within other formula
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 Example metalogrotateyml for horizon formula
 jobhorizon- files
 - varloghorizonlogoptions
 - compress- delaycompress- missingok- notifempty- rotate 10- daily- minsize 20M- maxsize 500M- postrotate if etcinitdapache2 status gt devnull then etcinitd
 rarr˓apache2 reload gt devnull fi
 Reference
 bull httpwwwlinuxcommandorgman_pageslogrotate8html
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-logrotateissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-logrotate
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Memcached Formula
 Memcached is an in-memory key-value store for small chunks of arbitrary data (strings objects) from results ofdatabase calls API calls or page rendering
 180 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 Sample Metadata
 memcachedserverenabled truecache_size 64bind
 address 0000port 11211protocol tcp
 References
 bull httpmemcachedorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-memcachedissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-memcached
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 MongoDB
 MongoDB (from ldquohumongousrdquo) is an open-source document database and the leading NoSQL database Written inC++
 Available states
 bull mongodbserver
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 mongodbserver
 Setup MongoDB server
 Available metadata
 bull metadatamongodbserversingle
 bull metadatamongodbservercluster
 metadatamongodbserversingle
 Single-node MongoDB setup
 metadatamongodbservercluster
 Clustered MongoDB setup
 Configuration parameters
 Example reclass
 Setup MongoDB with database for ceilometer
 classes- servicemongodbserverclusterparameters
 _parammongodb_server_replica_set ceilometermongodb_ceilometer_password cloudlabmongodb_admin_password cloudlabmongodb_shared_key xxx
 mongodbserver
 databaseceilometer
 enabled truepassword $_parammongodb_ceilometer_passwordusers- name ceilometer
 password $_parammongodb_ceilometer_password
 Sample pillars
 Simple single server
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 mongodbserverenabled truebind
 address 0000port 27017
 adminusername adminpassword magicunicorn
 databasedbname
 enabled trueencoding utf8users- name usernamepassword password
 Cluster of 3 nodes
 mongodbserverenabled truelogging
 verbose falselogLevel 1oplogLevel 0
 adminuser adminpassword magicunicorn
 master mongo01members
 - host 192168111priority 2
 - host 192168112- host 192168113
 replica_set defaultshared_key magicunicorn
 Itrsquos possible that first Salt run on master node wonrsquot pass correctly before all slave nodes are up and ready Simply runsalt again on master node to setup cluster databases and users
 To check cluster status execute following
 mongo 12700127017admin -u admin -p magicunicorn --eval rsstatus()
 Read more
 bull httpdocsmongodborgmanual
 bull httpdocsmongodborgmanualtutorialinstall-mongodb-on-ubuntu
 bull httpswwwlinodecomdocsdatabasesmongodbcreating-a-mongodb-replication-set-on-ubuntu-12-04-precise
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
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 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-mongodbissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-mongodb
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Mosquitto formula
 Mosquitto is an open source (EPLEDL licensed) message broker that implements the MQTT protocol versions 31and 311 MQTT provides a lightweight method of carrying out messaging using a publishsubscribe model
 Sample metadata
 Single mosquitto service
 mosquittoserverenabled true
 References
 bull httpmosquittoorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-mosquittoissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
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 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-mosquitto
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 MySQL Formula
 MySQL is the worldrsquos second most widely used open-source relational database management system (RDBMS)
 Sample Metadata
 Standalone setups
 Standalone MySQL server
 mysqlserverenabled trueversion 55admin
 user rootpassword pass
 bindaddress 127001port 3306
 databasename
 encoding utf8users- name usernamepassword passwordhost localhostrights all privileges
 MySQL replication master with SSL
 mysqlserverenabled trueversion 55replication
 role masterssl
 enabled trueauthority Org_CAcertificate name_of_service
 adminuser rootpassword pass
 bind
 (continues on next page)
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 address 127001port 3306
 MySQL replication slave with SSL
 mysqlserverenabled trueversion 55replication
 role slavemaster mastersaltid
 sslenabled trueauthority Org_CAcertificate name_of_serviceclient_certificate name_of_client_cert
 adminuser rootpassword pass
 bindaddress 127001port 3306
 Tuned up MySQL server
 mysqlserverenabled trueversion 55admin
 user rootpassword pass
 bindaddress 127001port 3306
 key_buffer 250Mmax_allowed_packet 32Mmax_connections 1000thread_stack 512Kthread_cache_size 64query_cache_limit 16Mquery_cache_size 96Mforce_encoding utf8sql_mode ONLY_FULL_GROUP_BYSTRICT_TRANS_TABLESNO_ZERO_IN_DATEERROR_FOR_
 rarr˓DIVISION_BY_ZERONO_AUTO_CREATE_USERNO_ENGINE_SUBSTITUTIONdatabase
 nameencoding utf8users- name usernamepassword passwordhost localhostrights all privileges
 186 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 MySQL Galera cluster
 MySQL Galera cluster is configured for ring connection between 3 nodes Each node should have just one member
 Galera initial server (master)
 mysqlclusterenabled truename openstackrolemasterbind
 address 19216801members- host 19216801
 port 4567user
 name wsrep_sstpassword password
 serverenabled trueversion 55admin
 user rootpassword pass
 bindaddress 19216801
 databasename
 encoding utf8users- name usernamepassword passwordhost localhostrights all privileges
 MySQL client
 Database with initial data (Restore DB)
 mysqlclientserver
 databaseadminhost localhostport 3306user $_parammysql_admin_userpassword $_parammysql_admin_passwordencoding utf8
 databaseneutron_upgrade
 encoding utf8users- name neutronpassword $_parammysql_neutron_password
 (continues on next page)
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 host rights all
 - name neutronpassword $_parammysql_neutron_passwordhost $_paramsingle_addressrights all
 initial_dataengine backupninjasource $_parambackupninja_backup_hosthost $linuxnetworkfqdndatabase neutron
 Note This client role needs to be put directly on dbs node The provided setup restores db named neutron_upgradewith data from db called neutron
 Database management on remote MySQL server
 mysqlclientenabled trueserver
 server01adminhost databasehostport 3306user rootpassword passwordencoding utf8
 databasedatabase01
 encoding utf8users- name usernamepassword passwordhost localhostrights all privileges
 User management on remote MySQL server
 mysqlclientenabled trueserver
 server01adminhost databasehostport 3306user rootpassword passwordencoding utf8
 users- name user01host password sdgdsgdsgd
 - name user02(continues on next page)
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 host localhost
 Sample Usage
 MySQL Galera check sripts
 mysqlgt SHOW STATUS LIKE wsrep
 mysqlgt SHOW STATUS LIKE wsrep_cluster_size
 Galera monitoring command performed from extra server
 garbd -a gcommipaddrofone4567 -g my_wsrep_cluster -l tmp1out -d
 1 salt-call statesls mysql
 2 Comment everything starting wsrep (wsrep_provider wsrep_cluster wsrep_sst)
 3 service mysql start
 4 run on each node mysql_secure_install and filling root password
 Enter current password for root (enter for none)OK successfully used password moving on
 Setting the root password ensures that nobody can log into the MySQLroot user without the proper authorisation
 Set root password [Yn] yNew passwordRe-enter new passwordPassword updated successfullyReloading privilege tables Success
 By default a MySQL installation has an anonymous user allowing anyoneto log into MySQL without having to have a user account created forthem This is intended only for testing and to make the installationgo a bit smoother You should remove them before moving into aproduction environment
 Remove anonymous users [Yn] y Success
 Normally root should only be allowed to connect from localhost Thisensures that someone cannot guess at the root password from the network
 Disallow root login remotely [Yn] n skipping
 By default MySQL comes with a database named test that anyone canaccess This is also intended only for testing and should be removedbefore moving into a production environment
 Remove test database and access to it [Yn] y- Dropping test database
 (continues on next page)
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 Success- Removing privileges on test database Success
 Reloading the privilege tables will ensure that all changes made so farwill take effect immediately
 Reload privilege tables now [Yn] y Success
 Cleaning up
 5 service mysql stop
 6 uncomment all wsrep lines except first server where leave only in mycnf wsrep_cluster_address=rsquogcommrsquo
 7 start first node
 8 Start third node which is connected to first one
 9 Start second node which is connected to third one
 10 After starting cluster it must be change cluster address at first starting node without restart database and changeconfig mycnf
 mysqlgt SET GLOBAL wsrep_cluster_address=gcomm10002
 More Information
 bull httpdevmysqlcomdoc
 bull httpwwwslidesharenetosscubemysql-performance-tuning-top-10-tips
 bull httpsourceforgenetprojectsautomysqlbackup
 bull httpslabsriseupnetcodeprojectsbackupninjawiki
 bull httpwikizmandacomindexphpMysql-zrm
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-mysqlissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
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 httpsgithubcomsalt-formulassalt-formula-mysql
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Nginx Formula
 Nginx is an open source reverse proxy server for HTTP HTTPS SMTP POP3 and IMAP protocols as well as aload balancer HTTP cache and a web server (origin server) The nginx project started with a strong focus on highconcurrency high performance and low memory usage
 Sample Pillars
 Gitlab server setup
 nginxserverenabled truebind
 address 0000ports- 80
 sitegitlab_domain
 enabled truetype gitlabname domainsslenabled truekey |
 -----BEGIN RSA PRIVATE KEY-----
 cert |xyz
 chain |my_chain
 hostname gitlabdomaincomport 80
 Simple static HTTP site
 nginxserversite
 nginx_static_site01enabled truetype nginx_staticname site01hostname gitlabdomaincomport 80
 Simple load balancer
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 nginxserverupstream
 horizon-upstreambackend1address 101010113port 8078opts weight=3
 backend2address 101010114
 sitenginx_proxy_openstack_web
 enabled truetype nginx_proxyname openstack_webproxyupstream_proxy_pass httphorizon-upstream
 hostname 19216801port 31337
 Static site with access policy
 nginxserversite
 nginx_static_site01enabled truetype nginx_staticname site01access_policyallow- 1921681124- 127001deny- 19216812- all
 hostname gitlabdomaincomport 80
 Simple TCPUDP proxy
 nginxserverstream
 rabbitmqhostport 5672
 backendserver1
 address 101010113port 5672least_conn truehash $remote_addr consistent
 unboundhost
 (continues on next page)
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 bind 127001port 53protocol udp
 backendserver1
 address 101010113port 5353
 Simple HTTP proxy
 nginxserversite
 nginx_proxy_site01enabled truetype nginx_proxyname site01proxyhost localdomaincomport 80protocol http
 hostname gitlabdomaincomport 80
 Simple Websocket proxy
 nginxserversite
 nginx_proxy_site02enabled truetype nginx_proxyname site02proxywebsocket truehost localdomaincomport 80protocol http
 hostname gitlabdomaincomport 80
 Content filtering proxy
 nginxserverenabled truesite
 nginx_proxy_site03enabled truetype nginx_proxyname site03proxyhost localdomaincomport 80protocol http
 (continues on next page)
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 filtersearch httpswwwdomaincomreplace http10101010
 hostname gitlabdomaincomport 80
 Proxy with access policy
 nginxserversite
 nginx_proxy_site01enabled truetype nginx_proxyname site01access_policyallow- 1921681124- 127001deny- 19216812- all
 proxyhost localdomaincomport 80protocol http
 hostname gitlabdomaincomport 80
 Gitlab server with user for basic auth
 nginxserverenabled trueuser
 username1enabled truepassword magicunicornhtpasswd htpasswd-site1
 username2enabled truepassword magicunicorn
 Proxy buffering
 nginxserverenabled truebind
 address 0000ports- 80
 sitegitlab_proxy
 enabled true(continues on next page)
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 type nginx_proxyproxyrequest_buffer falsebuffernumber 8size 16
 hostname gitlabdomaincomport 80
 Letrsquos Encrypt
 nginxserverenabled truebind
 address 0000ports- 443
 sitegitlab_domain
 enabled truetype gitlabname domainsslenabled trueengine letsencrypt
 hostname gitlabdomaincomport 443
 SSL using already deployed key and cert file Note that cert file should already contain CA cert and complete chain
 nginxserverenabled truesite
 mysitesslenabled truekey_file etcsslprivatemykeykeycert_file etcsslcertmycertcrt
 Nginx stats server (required by collectd nginx plugin)
 nginxserverenabled truesite
 nginx_stats_serverenabled truetype nginx_statsname serverhostname 127001port 8888
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 Change nginx server ssl protocol options in openstackproxyyml
 More Information
 bull httpwikinginxorgMain
 bull httpswikimozillaorgSecurityServer_Side_TLSModern_compatibility
 bull httpnginxcomresourcesadmin-guidereverse-proxy
 bull httpsmozillagithubioserver-side-tlsssl-config-generator
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-nginxissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-nginx
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 openldap
 Sample pillars
 Client
 openldapclientserver
 basedn dc=exampledc=localhost ldapexamplelocaltls trueport 389auth
 user cn=admindc=exampledc=localpassword dummypass
 entry
 (continues on next page)
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 peopletype ouclasses- top- organizationalUnit
 entryjdoetype cn Change attributes that already exists with different contentaction replace Delete all other attributespurge trueattruid jdoeuidNumber 20001gidNumber 20001gecos John DoegivenName Johnsn DoehomeDirectory homejdoeloginShell binbash
 classes- posixAccount- inetOrgPerson- top- ldapPublicKey- shadowAccount
 karel Simply remove cn=kareltype cnenabled false
 Read more
 bull httpsdocssaltstackcomenlatestrefstatesallsaltstatesldaphtmlmanage-entries-in-an-ldap-database
 Postfix
 Install and configure Postfix
 Available states
 bull postfixserver
 bull postfixrelay
 bull postfixbackupmx
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 postfixserver
 Setup postfix server
 postfixrelay
 Setup postfix relay
 postfixbackupmx
 Setup postfix backup MX
 Available metadata
 bull metadatapostfixserver
 bull postfixrelay
 bull postfixbackupmx
 metadatapostfixserver
 Setup postfix server
 postfixrelay
 Setup postfix relay
 postfixbackupmx
 Setup postfix backup MX
 Requirements
 bull linux
 bull mysql (for mysql backend and postfixadmin)
 bull apache (for postfixadmin)
 Optional
 bull glusterfs (to serve as mail storage backend)
 bull dovecot
 bull roundcube
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 Configuration parameters
 For complete list of parameters please check metadataserviceserveryml
 Example reclass
 Server
 classes- servicepostfixserver
 parameters_parampostfix_origin mailerumysql_mailserver_password Peixeilaephahmoosa2daihoh4yiaThe
 postfixserver
 origin $_parampostfix_originssl
 enabled truekey $_secretssl_domain_wild_keycert $_secretssl_domain_wild_certchain $_secretssl_domain_wild_chain Set smtpd_tls_security_level to encrypt and require TLS encryptionrequired true
 mysqlserver
 databasemailserverencoding UTF8locale cs_CZusers- name mailserverpassword $_parammysql_mailserver_passwordhost 127001rights all privileges
 apacheserversite
 postfixadminenabled truetype staticname postfixadminroot usrsharepostfixadminhostname $_parampostfix_originaliases- $linuxsystemname$linuxsystemdomain- $linuxsystemname
 Example pillar
 Server
 Setup without postfixadmin
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 postfixserverorigin $_parampostfix_originadmin
 enabled false
 DKIM
 postfixserverdkim
 enabled truedomains
 - name examplecomselector mailkey |
 super_secret_private_key
 First you need to generate private and public key eg
 opendkim-genkey -r -s mail -d examplecom
 And set public key in your DNS records see mailtxt for public key
 Mailman
 postfixservermailman
 enabled trueadmin_password SaiS0kaidistributed trueuse_https falselists
 - name supportadmin testlxcerupassword testdomain lxcerudomainweb listslxcerumembers
 - testlxceru
 Itrsquos also good idea to mount GlusterFS volume on varlibmailman for multi-master setup In that case dis-tributed has to be true to bind-mount qfiles directory which must not be shared
 Parameter use_https needs to be set before setting up any lists otherwise you need to fix lists urls manually using
 withlist -l -a -r fix_url
 You can also set per-list parameters For example you can setup private mailing list with these options
 lists- name support
 (continues on next page)
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 admin testlxcerupassword testdomain lxcerudomainweb listslxcerumembers
 - testlxceruparameters
 real_name supportdescription Support mailing list Dont be advertisedadvertised 0 Require admin to confirm subscriptionsubscribe_policy 2 Show members only to adminsprivate_roster 2 Archive only for membersarchive_private 1
 To list all available configuration options for given list see output of folliwing command
 config_list -o - ltlist_namegt
 Warning If you want to have list on your domain eg supportexamplecom instead of sup-portlistsexamplecom you may need to set up aliases like this depending on your setup
 support-ownerexamplecom -gt support-ownerlistsexamplecomsupport-adminexamplecom -gt support-adminlistsexamplecomsupport-requestexamplecom -gt support-requestlistsexamplecomsupport-confirmexamplecom -gt support-confirmlistsexamplecomsupport-joinexamplecom -gt support-joinlistsexamplecomsupport-leaveexamplecom -gt support-leavelistsexamplecomsupport-subscribeexamplecom -gt support-subscribelistsexamplecomsupport-unsubscribeexamplecom -gt support-unsubscribelistsexamplecomsupport-bouncesexamplecom -gt support-bounceslistsexamplecomsupportexamplecom -gt supportlistsexamplecom
 Relay
 postfixrelay Postfix will listen only on localhostinterfaces loopback-onlyhost mailcloudlabczdomain cloudlabczsasl
 user testpassword changeme
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 Backup MX
 postfixbackupmxdomains
 - cloudlabcz- listscloudlabcz
 Development and testing
 Development and test workflow with Test Kitchen and kitchen-salt provisioner plugin
 Test Kitchen is a test harness tool to execute your configured code on one or more platforms in isolation There is akitchenyml in main directory that defines platforms to be tested and suites to execute on them
 Kitchen CI can spin instances locally or remote based on used driver For local development kitchenymldefines a vagrant or docker driver
 To use backend drivers or implement your CI follow the section lsquoINTEGRATIONrstContinuous Integrationlsquo__
 A listing of scenarios to be executed
 $ kitchen list
 Instance Driver Provisioner Verifier Transport Last Action
 server-bento-ubuntu-1404 Vagrant SaltSolo Busser Ssh ltNot Createdgtserver-bento-ubuntu-1604 Vagrant SaltSolo Busser Ssh Createdserver-bento-centos-71 Vagrant SaltSolo Busser Ssh ltNot Createdgtrelay-bento-ubuntu-1404 Vagrant SaltSolo Busser Ssh ltNot Createdgtrelay-bento-ubuntu-1604 Vagrant SaltSolo Busser Ssh ltNot Createdgtrelay-bento-centos-71 Vagrant SaltSolo Busser Ssh ltNot Createdgtbackupmx-bento-ubuntu-1404 Vagrant SaltSolo Busser Ssh ltNot Createdgtbackupmx-bento-ubuntu-1604 Vagrant SaltSolo Busser Ssh ltNot Createdgtbackupmx-bento-centos-71 Vagrant SaltSolo Busser Ssh ltNot Createdgt
 The Busser Verifier is used to setup and run tests implementated in ltrepogttestintegration It installs the particulardriver to tested instance (Serverspec InSpec Shell Bats ) prior the verification is executed
 Usage
 manuallykitchen [test || [create|converge|verify|exec|login|destroy|]] -t testsintegration
 or with provided Makefile within CI pipelinemake kitchen
 Read more
 bull httpdocpostfixcom
 bull httpfogccsfedu~msapiroscripts
 bull httpwikilistorgDOCMaking20Sure20Your20Lists20Are20Private
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-postfixissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-postfix
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 PostgreSQL Formula
 PostgreSQL often simply Postgres is an object-relational database management system available for many platformsincluding Linux FreeBSD Solaris Microsoft Windows and Mac OS X It is released under the PostgreSQL Licensewhich is an MIT-style license and is thus free and open source software PostgreSQL is developed by the PostgreSQLGlobal Development Group consisting of a handful of volunteers employed and supervised by companies such as RedHat and EnterpriseDB
 Sample pillars
 Single deployment
 Single database server with empty database
 postgresqlserverenabled trueversion 91bind
 address 127001port 5432protocol tcp
 clients- 127001database
 databasenameencoding UTF8locale cs_CZusers
 (continues on next page)
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 - name usernamepassword passwordhost localhostrights all privileges
 Single database server with initial data
 postgresqlserverenabled trueversion 91bind- address 127001
 port 5432protocol tcp
 clients- 127001database
 databasenameencoding UTF8locale cs_CZinitial_dataengine backupninjasource backuphosthost original-host-namedatabase original-database-name
 users- name usernamepassword passwordhost localhostrights all privileges
 User with createdb privileges
 postgresqlserverenabled trueversion 91bind
 address 127001port 5432protocol tcp
 clients- 127001database
 databasenameencoding UTF8locale cs_CZusers- name username
 password passwordhost localhostcreatedb truerights all privileges
 Database extensions
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 postgresqlserverenabled trueversion 91bind
 address 127001port 5432protocol tcp
 clients- 127001database
 databasenameencoding UTF8locale cs_CZusers- name username
 password passwordhost localhostcreatedb truerights all privileges
 extensionpostgis_topologyenabled true
 fuzzystrmatchenabled true
 postgis_tiger_geocoderenabled true
 postgisenabled truepkgs- postgresql-91-postgis-21
 Master-slave cluster
 Master node
 postgresqlserverenabled trueversion 96bind
 address 0000database
 mydb clusterenabled truerole mastermode hot_standbymembers- host 1721610101- host 1721610102- host 1721610103replication_user
 name repuserpassword password
 keepalived(continues on next page)
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 clusterenabled Trueinstance
 VIPnotify_actionmaster
 - if [ -f rootpostgresqlflagsfailover ] then touch varlibrarr˓postgresql$postgresqlserverversionmaintrigger fi
 backup- if [ -f rootpostgresqlflagsfailover ] then service postgresql
 rarr˓stop fifault- if [ -f rootpostgresqlflagsfailover ] then service postgresql
 rarr˓stop fi
 Slave nodes
 postgresqlserverenabled trueversion 96bind
 address 0000clusterenabled truerole slavemode hot_standbymaster
 host 1721610100port 5432user repuserpassword password
 keepalivedclusterenabled Trueinstance
 VIPnotify_actionmaster
 - if [ -f rootpostgresqlflagsfailover ] then touch varlibrarr˓postgresql$postgresqlserverversionmaintrigger fi
 backup- if [ -f rootpostgresqlflagsfailover ] then service postgresql
 rarr˓stop fifault- if [ -f rootpostgresqlflagsfailover ] then service postgresql
 rarr˓stop fi
 Multi-master cluster
 Multi-master cluster with 2ndQuadrant bi-directional replication plugin
 Master node
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 postgresqlserverenabled trueversion 94bind
 address 0000database
 mydbextensionbdr
 enabled truebtree_gist
 enabled trueclusterenabled truemode bdrrole mastermembers- host 1721610101- host 1721610102- host 1721610101local 1721610101replication_user
 name repuserpassword password
 Slave node
 postgresqlserverenabled trueversion 94bind
 address 0000database
 mydbextensionbdr
 enabled truebtree_gist
 enabled trueclusterenabled truemode bdrrole mastermembers- host 1721610101- host 1721610102- host 1721610101local 1721610102master 1721610101replication_user
 name repuserpassword password
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 Client
 postgresqlclientserver
 server01adminhost databasehostport 5432user rootpassword password
 databasemydb
 enabled trueencoding UTF8locale en_USusers- name testpassword testhost localhostcreatedb truerights all privileges
 initmaintenance_db mydbqueries- INSERT INTO login VALUES (11 1) - INSERT INTO device VALUES (1 11 42)
 Sample usage
 Init database cluster with given locale
 sudo su - postgres -c usrlibpostgresql93bininitdb varlibpostgresql93rarr˓main --locale=C
 Convert PostgreSQL cluster from 91 to 93
 sudo su - postgres -c usrlibpostgresql93binpg_upgrade -b usrlibpostgresqlrarr˓91bin -B usrlibpostgresql93bin -d varlibpostgresql91main -D varlibrarr˓postgresql93main -O -c config_file=etcpostgresql93mainpostgresqlconf -rarr˓o -c config_file=etcpostgresql91mainpostgresqlconf
 Ubuntu on 1404 on some machines wonrsquot create default cluster
 sudo pg_createcluster 93 main --start
 More information
 bull httpwwwpostgresqlorg
 bull httpwwwpostgresqlorgdocs91interactiveindexhtml
 bull httpmomjianusmainwritingspgsqlhw_performance
 bull httpsgistgithubcomibussieres11262268 - upgrade instructions for ubuntu
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-postgresqlissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-postgresql
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 PowerDNS
 Sample pillar
 PowerDNS server with MySQL backend
 PowerDNS server with sqlite backend
 Read more
 RabbitMQ messaging system
 RabbitMQ is a complete and highly reliable enterprise messaging system based on the emerging AMQP standard
 Sample pillars
 Standalone Broker
 RabbitMQ as AMQP broker with admin user and vhosts
 rabbitmqserverenabled truebind
 address 0000port 5672
 secret_key rabbit_master_cookieadmin
 name adminuser(continues on next page)
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 password pwdplugins- amqp_client- rabbitmq_managementhost
 monitorenabled trueuser monitorpassword password
 RabbitMQ as a Stomp broker
 rabbitmqserverenabled truesecret_key rabbit_master_cookiebind
 address 0000port 5672
 hostmonitor
 enabled trueuser monitorpassword password
 plugins- rabbitmq_stomp
 RabbitMQ cluster
 RabbitMQ as base cluster node
 rabbitmqserverenabled truebind
 address 0000port 5672
 secret_key rabbit_master_cookieadmin
 name adminuserpassword pwd
 clusterenabled truerole mastermode discmembers- name openstack1
 host 101010212- name openstack2
 host 101010213
 HA Queues definition
 rabbitmqserver
 (continues on next page)
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 enabled truehost
 monitorenabled trueuser monitorpassword passwordpolicies- name HApattern ^(amq)definition ha-mode all
 Enable TLS support
 To enable support of TLS for rabbitmq-server you need to provide a path to cacert server cert and private key
 rabbitmqserver
 enabled truessl
 enabled Truekey_file etcrabbitmqsslkeypemcert_file etcrabbitmqsslcertpemca_file etcrabbitmqsslcapem
 To manage content of these files you can either use the following options
 rabbitmqserver
 enabled truessl
 enabled True
 key_file etcrabbitmqsslkeypemkey |-----BEGIN RSA PRIVATE KEY-----
 -----END RSA PRIVATE KEY-------
 ca_file etcrabbitmqsslcapemcacert_chain |-----BEGIN CERTIFICATE-----
 -----END CERTIFICATE-------
 cert_file etcrabbitmqsslcertpemcert |-----BEGIN CERTIFICATE-----
 -----END CERTIFICATE-------
 Or you can use the saltminioncert salt state which creates all required files according to defined reclass model [1] Inthis case you need just to enable ssl and nothing more
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 rabbitmqserver
 enabled truessl
 enabled True
 ndash
 Defaut port for TLS is 5671
 rabbitmqserverbind
 sslport 5671
 1 httpsgithubcomMirantisreclass-system-salt-modeltreemastersaltminioncertrabbitmq
 Usage
 Check cluster status example shows running cluster with 3 nodes ctl-1 ctl-2 ctl-3
 gt rabbitmqctl cluster_status
 Cluster status of node rabbitctl-1 [nodes[disc[rabbitctl-1rabbitctl-2rabbitctl-3]]running_nodes[rabbitctl-3rabbitctl-2rabbitctl-1]partitions[]]
 done
 Setup management user
 gt rabbitmqctl add_vhost vhostgt rabbitmqctl add_user user alivegt rabbitmqctl set_permissions -p vhost user gt rabbitmqctl set_user_tags user management
 EPD process is Erlang Port Mapper Daemon Itrsquos a feature of the Erlang runtime that helps Erlang nodes to findeach other Itrsquos a pretty tiny thing and doesnrsquot contain much state (other than ldquowhat Erlang nodes are running onthis systemrdquo) so itrsquos not a huge deal for it to still be running Although itrsquos running as user rabbitmq it was startedautomatically by the Erlang VM when we started Wersquove considered adding ldquoepmd -killrdquo to our shutdown script - butthat would break any other Erlang apps running on the system itrsquos more ldquoglobalrdquo than RabbitMQ
 Read more
 bull httpwwwrabbitmqcomadmin-guidehtml
 bull httpsgithubcomsaltstacksalt-contribblobmasterstatesrabbitmq_pluginspy
 bull httpdocssaltstackcomrefstatesallsaltstatesrabbitmq_userhtml
 bull httpstackoverflowcomquestions14699873how-to-reset-user-for-rabbitmq-management
 bull httpwwwrabbitmqcommemoryhtml
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 Clustering
 bull httpwwwrabbitmqcomclusteringhtmlauto-config
 bull httpsgithubcomjesusaurushpcs-salt-statetreemasterrabbitmq
 bull httpgigisayfanblogspotcz201206rabbit-mq-clustering-python-fabrichtml
 bull httpdocwikiciscocomwikiOpenStack_Havana_Release_High-Availability_Manual_Deployment_GuideRabbitMQ_Installation
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-rabbitmqissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-rabbitmq
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Redis formula
 key value storage
 Sample pillars
 Redis localhost server
 redisserverenabled truebind
 address 127001port 6379protocol tcp
 Redis world open
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 redisserverenabled truebind
 address 0000port 6379protocol tcp
 Redis modes
 redisserverenabled trueappendfsync no | everysec | always
 Redis cluster master
 redisclusterenabled Truemaster
 host 1921681100port 6379
 mode sentinelquorum 2role master
 supervisorserverservice
 redis_sentinelname sentineltype redis
 Redis cluster slave
 redisclusterenabled Truemaster
 host 1921681100port 6379
 mode sentinelquorum 2role slave
 supervisorserverservice
 redis_sentinelname sentineltype redis
 Command usage
 Removes data from your connectionrsquos CURRENT database
 gt redis-cli FLUSHDB
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 Removes data from ALL databases
 gt redis-cli FLUSHALL
 More information
 bull httpredisiotopicsadmin
 bull httpredisiotopicsquickstart
 bull httpredisiotopicspersistence
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-redisissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-redis
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 rsync Formula
 rsync is an open source utility that provides fast incremental file transfer
 Sample Metadata
 rsyncserverenabled truebind
 address 0000module
 namemax_connections 2path srvrsyncread_only False
 timeout 300
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 References
 bull httprsyncsambaorg
 bull httpwwwtogawarecomlinuxsurvivorRsync_Serverhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-rsyncissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-rsync
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Supervisor Formula
 Supervisor is a clientserver system that allows its users to monitor and control a number of processes on UNIX-likeoperating systems
 It shares some of the same goals of programs like launchd daemontools and runit Unlike some of these programsit is not meant to be run as a substitute for init as ldquoprocess id 1rdquo Instead it is meant to be used to control processesrelated to a project or a customer and is meant to start like any other program at boot time
 Sample Pillars
 Robotice services
 supervisorserverenabled trueservice
 robotice_plannername plannertype robotice
 robotice_monitorname monitortype robotice
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 OctoPrint services
 supervisorserverenabled trueservice
 octoprint_servername servertype octoprint
 Sentry services
 supervisorserverenabled trueservice
 sentry_webname webtype sentry
 sentry_workername workertype sentry
 More Information
 bull httpsupervisordorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-supervisorissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-supervisor
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 varnish
 Varnish cache
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 Sample pillars
 Single varnish service
 varnishserverenabled trueversion 40lookup
 varnish_leonardo_majklktype leonardoname leonardo_majklkbindport 7000host 0000
 backendgunicorn1
 host localhostport 80
 And Supervisor like this yaml
 supervisor
 server
 service
 varnish_leonardo_majklk name leonardo_majklk type varnish
 Note This formulas runs varnish processes under supervisor instead of init script
 Using nginx type yaml
 nginx
 server
 site
 leonardo_majklk enabled true type varnish name varnish_leonardo_majklk host
 name domaincom
 Read more
 bull links
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-varnishissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
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 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-varnish
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 zookeeper
 Service zookeeper description
 Sample pillars
 Single zookeeper service
 zookeeperserverenabled truemembers- host $_paramsingle_address
 id 1
 Cluster zookeeper service
 zookeeperserverenabled truemembers- host $_paramcluster_node01_address
 id 1- host $_paramcluster_node02_address
 id 2- host $_paramcluster_node03_address
 id 3
 Backup client with sshrsync remote host
 zookeeperbackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24targethost cfg01
 note full_backups_to_keep param states how many backup will be stored locally onrarr˓zookeeper client
 More options to relocate local backups can be done using salt-formula-rarr˓backupninja
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 Backup client with local backup only
 zookeeperbackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24
 note full_backups_to_keep param states how many backup will be stored locally onrarr˓zookeeper client
 Backup server rsync
 zookeeperbackupserver
 enabled truehours_before_full 24full_backups_to_keep 5key
 zookeeper_pub_keyenabled truekey ssh_rsa
 Client restore from local backup
 zookeeperbackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24targethost cfg01
 restore_latest 1restore_from local
 note restore_latest param with a value of 1 means to restore db from the lastrarr˓full backup 2 would mean to restore second latest full backup
 Client restore from remote backup
 zookeeperbackup
 clientenabled truefull_backups_to_keep 3hours_before_full 24targethost cfg01
 restore_latest 1restore_from remote
 note restore_latest param with a value of 1 means to restore db from the lastrarr˓full backup 2 would mean to restore second latest full backup
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 Read more
 bull links
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-zookeeperissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-zookeeper
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Deployment Services
 Deployment services for automated delivery pipelines
 Formula Repositorygateone httpsgithubcomsalt-formulassalt-formula-gateoneforeman httpsgithubcomsalt-formulassalt-formula-foremanisc-dhcp httpsgithubcomsalt-formulassalt-formula-isc-dhcplibvirt httpsgithubcomsalt-formulassalt-formula-libvirtmaas httpsgithubcomsalt-formulassalt-formula-maasstackstorm httpsgithubcomsalt-formulassalt-formula-stackstormtftpd-hpa httpsgithubcomsalt-formulassalt-formula-tftpd-hpavagrant httpsgithubcomsalt-formulassalt-formula-vagrantvirtualbox httpsgithubcomsalt-formulassalt-formula-virtualbox
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 GateOne Formula
 Gate One is an open source web-based terminal emulator with a powerful plugin system It comes bundled witha plugin that turns Gate One into an amazing SSH client but Gate One can actually be used to run any terminalapplication You can even embed Gate One into other applications to provide an interface into serial consoles virtualservers or anything you like Itrsquos a great supplement to any web-based administration interface
 Sample Pillars
 gateoneserverenabled truebindaddress 0000port 8888protocol tcp
 authengine pamrealm local
 More Information
 bull httpliftoffgithubioGateOne
 bull httpsgithubcomliftoffGateOne
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-gateoneissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-gateone
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 Foreman
 Foreman is aimed to be a Single Address For All Machines Life Cycle Management
 bull Foreman integrates with Puppet (and acts as web front end to it)
 bull Foreman takes care of provisioning until the point puppet is running allowing Puppet to do what it does best
 bull Foreman shows you Systems Inventory (based on Facter) and provides real time information about hosts statusbased on Puppet reports
 bull Foreman creates everything you need when adding a new machine to your networkItrsquos goal being automaticallymanaging everything you would normally manage manually - this include DNS DHCP TFTP Virtual MachinesPuppetCA CMDB etc
 Sample pillar
 Foreman server to use with apache
 foremanserverenabled truedomain domaincomfqdn foremandomaincomdatabase
 engine postgresqlhost 127001name foremanpassword passworduser foreman
 mailhost maildomaincompassword passwduser robotdomaincomdomain domaincom
 Foreman smart proxy
 foremansmart_proxyenabled true
 Usage
 Generated userpasword is in database seed and printed to the output during dbseed process
 Read more
 bull httptheforemanorgmanuals15indexhtml3InstallingForeman
 bull httpprojectstheforemanorgprojectsforemanwikiUpgrade_instructions
 bull httpmauriciogithubio20140209foreman-and-environment-variableshtml
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-foremanissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-foreman
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 ISC DHCP formula
 Sample pillars
 ISC DHCP server with defined host and subnet (client must use the same key)
 isc_dhcpserverenabled trueomapi_port 7911omapi_key iFdQ0kvpUo+3gzXGJTpjk7
 rarr˓dl9DI5SuDqMzasDUhBRGEg6VfNYUX+MAU14WoJJZDQbrvC4Pgsdfdsfdsfdsdf==authoritative trueinterfaces- name eth0- name eth1domain_name domaincomname_servers- ns1domaincomhost
 node1mac 00112233445566address 19216801hostname domaincom
 subnettestsubnet
 range 10001 1000100netmask 2552552550network 10000pxeserver 10111
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 More information
 bull httpchschneidereulinuxservertftpd-hpashtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-isc-dhcpissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-isc-dhcp
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Libvirt
 Sample pillars
 simple libvirt server
 libvirtserverenabled trueunix_sock_group libvirtvirtualizations- kvmnetwork
 defaultensure absent
 libvirtserverenabled truenetwork
 defaultensure absent present running stopped absent
 mydefaultxml |ltnetworkgt
 (continues on next page)
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 ltnamegtmydefaultltnamegtltbridge name=virbr0gtltforwardgtltip address=1921681221 netmask=2552552550gtltdhcpgtltrange start=1921681222 end=192168122254gt
 ltdhcpgtltipgt
 ltnetworkgtovs-net
 autostart Falsexml |ltnetworkgtltnamegtovs-netltnamegtltforward mode=bridgegtltbridge name=ovsbr0gtltvirtualport type=openvswitchgtltparameters interfaceid=09b11c53-8b5c-4eeb-8f00-d84eaa0aaa4fgt
 ltvirtualportgtltnetworkgt
 libvirtserverenabled truepool
 virtimagestype dirpath varliblibvirtimagesxml |ltpool type=dirgt
 ltnamegtvirtimagesltnamegtlttargetgtltpathgtvarliblibvirtimagesltpathgt
 lttargetgtltpoolgt
 virtimages2ensure absenttype dirpath varliblibvirtimages2xml |ltpool type=dirgt
 ltnamegtvirtimages2ltnamegtlttargetgtltpathgtvarliblibvirtimages2ltpathgt
 lttargetgtltpoolgt
 Read more
 bull httpsgithubcombechtoldtsaltstack-libvirt-formula
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
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 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-libvirtissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-libvirt
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Metal as a Service
 Service maas description
 Sample pillars
 Single maas service
 maasserverenabled true
 Single MAAS region service [single UIAPI]
 maassalt_master_ip 192168010regionupstream_proxy
 address 10001port 8080user username OPTIONALpassword password OPTIONAL
 theme mirantisbind
 host 1921680105240port 5240
 adminusername exampleuserpassword examplepasswordemail emailexamplecom
 databaseengine nullhost localhostname maasdb
 (continues on next page)
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 password qwqwqwusername maas
 enabled trueuser mirantistoken 89EgtWkX45ddjMYpuLSqVjxFG87Dr6kVf4Wp5WLfbUgmm9XQtJxm3V2LUUy7bpCmqmnkfabrics
 test-fabric1description Test fabric
 test-fabric2description Test fabric2
 subnetssubnet1
 fabric test-fabric1cidr 223024gateway_ip 2232iprange reserved range for DHCPauto mappingstart 22320end 223250
 dhcp_snippetstest-snippet
 value option bootfile-name tftp192168010snippetdescription Test snippetenabled truesubnet subnet1
 boot_resourcesbootscript1
 title bootscriptarchitecture amd64genericfiletype tgzcontent srvsaltreclassnodespath_to_file
 package_repositoriesSaltstack
 url httpreposaltstackcomaptubuntu1404amd6420163distributions
 - trustycomponents
 - mainarches amd64key -----BEGIN PGP PUBLIC KEY BLOCK-----
 Version GnuPG v2
 mQENBFOpvpgBCADkP656H41i8fpplEEB8IeLhugyC2rTEwwSclb8tQNYtUiGdna9
 fuBmScum8uQTrEF5+Um5zkwC7EXTdH1co+VfpOtxIg4XO4kcugZefVm5ERfVSMA===dtMN-----END PGP PUBLIC KEY BLOCK-----
 enabled truemachines
 machine1_new_schemapxe_interface_mac 112233445566 Node will be identified by those macinterfacesnic01 could be any used for iterate onlytype eth NotImplementedname eth0 Override default nic name Interface to rename will be
 rarr˓identified by macmac 112233445566
 (continues on next page)
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 mode staticip 22319 ip should be out of reserved subnet range but still in
 rarr˓subnet rangesubnet subnet1gateway 2232 override default gateway from subnet
 nic02type eth Not-implementedmac 112233445578subnet subnet2mode dhcp
 power_parameterspower_type ipmipower_address 1921681010power_user bmc_userpower_password bmc_passwordOptional (for legacy HW)power_driver LAN
 distro_series xenialhwe_kernel hwe-1604
 machine1_old_schemainterface
 mac 112233445588 Node will be identified by those macmode staticip 22315subnet subnet1gateway 2232
 power_parameterspower_type ipmipower_address 1921681010power_user bmc_userpower_password bmc_passwordOptional (for legacy HW)power_driver LAN FIXME thats should be moved into anotherlivirt example Used in case of power_type virshpower_id my_libvirt_vm_name
 distro_series xenialhwe_kernel hwe-1604
 devicesmachine1-ipmi
 interfaceip_address 1921681010subnet cidr19216810024
 mac 665544332211commissioning_scripts
 00-maas-05-simplify-network-interfaces etcmaasfilescommisioning_scripts00-rarr˓maas-05-simplify-network-interfaces
 maas_configdomain mydomainlocalhttp_proxy http1921680103142commissioning_distro_series xenialdefault_distro_series xenialdefault_osystem ubuntudefault_storage_layout lvmdisk_erase_with_secure_erase truednssec_validation noenable_third_party_drivers true
 (continues on next page)
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 maas_name cfg01network_discovery enabledactive_discovery_interval 600ntp_external_only truentp_servers 10101123 10101124upstream_dns 1921681213enable_http_proxy truedefault_min_hwe_kernel
 sshprefs- ssh-rsa ASDdfsadf blahblah
 Usage of local repos
 maasclusterenabled trueregion
 port 80host localhost
 saltstack_repo_key |-----BEGIN PGP PUBLIC KEY BLOCK-----Version GnuPG v2
 mQENBFOpvpgBCADkP656H41i8fpplEEB8IeLhugyC2rTEwwSclb8tQNYtUiGdna9fuBmScum8uQTrEF5+Um5zkwC7EXTdH1co+VfpOtxIg4XO4kcugZefVm5ERfVSMA===dtMN-----END PGP PUBLIC KEY BLOCK-----
 saltstack_repo_xenial http$_paramlocal_repo_urlubuntu-xenial stable saltsaltstack_repo_trusty http$_paramlocal_repo_urlubuntu-trusty stable salt
 Single MAAS cluster service [multiple racks]
 maasclusterenabled truerole masterslave
 maasclusterenabled truerole masterslave
 MAAS region service with backup data
 Module functionrsquos example
 bull Wait for status of selected machinersquos
 gt cat maasmachineswait_for_machines_readysls
 wait_for_machines_ready
 (continues on next page)
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 modulerun- name maaswait_for_machine_status- kwargs
 machines- kvm01- kvm02
 timeout 1200 in secondsreq_status Ready
 - require- cmd maas_login_admin
 If module run wo any extra paremeters - wait_for_machines_ready will wait for defined in salt machines In thosecase will be usefull to skip some machines
 gt cat maasmachineswait_for_machines_deployedsls
 wait_for_machines_readymodulerun- name maaswait_for_machine_status- kwargs
 timeout 1200 in secondsreq_status Deployedignore_machines
 - kvm01 in case its broken or whatever- require- cmd maas_login_admin
 List of available req_status defined in global variable
 STATUS_NAME_DICT = dict([(0 New) (1 Commissioning) (2 Failed commissioning)(3 Missing) (4 Ready) (5 Reserved) (10 Allocated)(9 Deploying) (6 Deployed) (7 Retired) (8 Broken)(11 Failed deployment) (12 Releasing)(13 Releasing failed) (14 Disk erasing)(15 Failed disk erasing)])
 Read more
 bull httpsmaasio
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-maasissues
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 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-maas
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 stackstorm
 Service stackstorm description
 Sample pillars
 Single stackstorm service
 stackstormserverenabled trueversion icehouse
 Read more
 bull links
 TFTPD HPA formula
 A TFTP server is mainly required for booting operating systems or configurations over the network
 Sample pillars
 TFTPD HPA server
 tftpd_hpaserverenabled true
 More information
 bull httpchschneidereulinuxservertftpd-hpashtml
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-tftpd-hpaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-tftpd-hpa
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Vagrant formula
 Vagrant provides easy to configure reproducible and portable work environments built on top of industry-standardtechnology and controlled by a single consistent workflow to help maximize the productivity and flexibility of you andyour team
 To achieve its magic Vagrant stands on the shoulders of giants Machines are provisioned on top of VirtualBoxVMware AWS or any other provider Then industry-standard provisioning tools such as shell scripts Chef orPuppet can be used to automatically install and configure software on the machine
 Sample pillars
 Vagrant with VirtualBox cluster
 vagrantcontrolenabled truecluster
 clusternameprovider virtualboxdomain localdomaincomcontrolengine salthost saltdomaincomversion 20163
 nodebox1
 status suspendedimage ubuntu1204memory 512
 (continues on next page)
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 cpus 1networks- type hostonlyaddress 101010110
 Vagrant with Windows plugin
 vagrantcontrolenabled trueplugin
 vagrant-windowsversion 123
 Vagrant with presseded images
 vagrantcontrolenabled trueimage
 ubuntu1204source httpfilesvagrantupcomprecise64box
 Sample usage
 Start and connect machine
 cd srvvagrantltcluster_namegtvagrant up ltnode_namegtvagrant ssh ltnode_namegt
 More information
 bull httpwwwvagrantupcom
 bull httpdocsvagrantupcomv2
 bull httpdocsvagrantupcomv2synced-folders
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-vagrantissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
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 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-vagrant
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 VirtualBox
 VirtualBox is a general-purpose full virtualizer for x86 hardware targeted at server desktop and embedded use
 Sample pillars
 VirtualBox version 43
 virtualboxhostenabled trueversion 43extensions false
 VirtualBox version 50
 virtualboxhostenabled trueversion 50
 Read more
 bull httpswwwvirtualboxorgwikiTechnical_documentation
 bull httpubuntuforumsorgshowthreadphpt=1810768
 bull httpswwwvirtualboxorgwikiLinux_Downloads
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-virtualboxissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
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 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-virtualbox
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Integration Services
 Continuous integration services for automated integration and delivery pipelines
 Formula Repositoryaptly httpsgithubcomsalt-formulassalt-formula-aptlyartifactory httpsgithubcomsalt-formulassalt-formula-artifactorygerrit httpsgithubcomsalt-formulassalt-formula-gerritgitlab httpsgithubcomsalt-formulassalt-formula-gitlabgource httpsgithubcomsalt-formulassalt-formula-gourcejenkins httpsgithubcomsalt-formulassalt-formula-jenkinsowncloud httpsgithubcomsalt-formulassalt-formula-owncloudpacker httpsgithubcomsalt-formulassalt-formula-packerroundcube httpsgithubcomsalt-formulassalt-formula-roundcube
 Aptly
 Install and configure Aptly server and client
 Available states
 bull aptlyserver
 bull aptlypublisher
 aptlyserver
 Setup aptly server
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 aptlypublisher
 Setup aptly publisher
 Available metadata
 bull metadataaptlyserversingle
 bull metadataaptlyclientpublisher
 metadataaptlyserversingle
 Setup basic server
 metadataaptlyclientpublisher
 Setup aptly publisher client
 Configuration parameters
 Example reclass
 Basic Aptly server with no repos or mirrors
 classes- serviceaptlyserversingleparameters
 aptlyserver
 enabled truesecure truegpg_keypair_id A76882D3gpg_passphrasegpg_public_key |-----BEGIN PGP PUBLIC KEY BLOCK-----Version GnuPG v1
 gpg_private_key |-----BEGIN PGP PRIVATE KEY BLOCK-----Version GnuPG v1
 Define s3 endpoint
 parametersaptlyserver
 endpointmys3endpoint
 (continues on next page)
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 engine s3awsAccessKeyID xxxxawsSecretAccessKey xxxxbucket test
 Example pillar
 aptlyserverenabled truerepo
 myrepodistribution trustycomponent mainarchitectures amd64comment Custom componentssources falsepublishercomponent mycomponentdistributions
 - nightlytrusty
 Basic Aptly server mirrors
 aptlyservermirror
 mirror_namesource httpexamplecomdebiandistribution xenialcomponents mainarchitectures amd64gpgkeys 460F3999filter (Name ( -dbg))filter_with_deps truepublishercomponent exampledistributions
 - xenialreponightly- s3aptcdnxenialreponightly
 Proxy environment variables (optional) in cron job for mirroring script
 aptlyserverenabled truemirror_update
 enabled truehttp_proxy http12348000https_proxy http12348000
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 Read more
 bull httpwwwaptlyinfodocconfiguration
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-aptlyissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-aptly
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Artifactory
 JFrog Artifactory is the only Universal Repository Manager supporting all major packaging formats build tools andCI servers
 Sample pillars
 Server
 Single artifactory OSS edition from OS package
 artifactoryserverenabled trueedition ossversion 4source
 engine pkg
 Single artifactory pro edition from OS package
 artifactoryserverenabled true
 (continues on next page)
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 edition proversion 4source
 engine pkg
 Single artifactory with PostgreSQL database
 artifactoryserverdatabase
 engine postgresqlhost localhostport 5432name artifactoryuser artifactorypassword pass
 Client
 Basic client setup
 artifactoryclientenabled trueserver
 host 101010148port 8081user adminpassword password
 Artifactory repository definition
 artifactoryclientenabled true
 repolocal_artifactory_repo
 name local_artifactory_repopackage_type dockerrepo_type local
 remote_artifactory_reponame remote_artifactory_repopackage_type genericrepo_type remoteurl httptotheremoterepo80
 Repository configuration
 Sample pillar above shows basic repository configuration but you can use any parameters described in httpswwwjfrogcomconfluencedisplayRTFRepository+Configuration+JSON
 This module does direct map from pillar parameters to repository JSON description with two aliases for compatibility
 bull repo_type -gt rclass
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 bull package_type -gt packageType
 Read more
 bull httpswwwjfrogcomconfluencedisplayRTFDebian+Repositories
 bull httpswwwjfrogcomconfluencedisplayRTFPostgreSQL
 bull httpswwwjfrogcomconfluencedisplayRTFArtifactory+REST+APIArtifactoryRESTAPI-REPOSITORIES
 bull httpswwwjfrogcomconfluencedisplayRTFRepository+Configuration+JSON
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-artifactoryissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-artifactory
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Gerrit
 Gerrit provides web based code review and repository management for the Git version control system
 Sample pillars
 Simple gerrit service
 gerritserverenabled truesource
 engine httpaddress httpsgerrit-cigerritforgecomjobGerrit-stable-21320artifact
 rarr˓buck-outgengerritwarhash 2e17064b8742c4622815593ec496c571
 Full service setup
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 gerritserver
 canonical_web_url http1010101488082email_private_key token_private_key initial_user
 full_name John Doeemail mailjdoecomusername jdoe
 plugindownload-commandsengine gerrit
 replication engine gerrit
 reviewnotesengine gerrit
 singleusergroupengine gerrit
 ssh_rsa_key |-----BEGIN RSA PRIVATE KEY-----MIIEowIBAAKCAQEAs0Y8mxS3dfs5zG8Du5vdBkfOCOng1IEUmFZIirJ8oBgJOd54QgmkDFB7oP9eTCgz9krix1uJWhhVCMBzrWzH5IODO+tyytK66pv2BWtVfTDhBAnShOLDNbSIBaV8ENcrbnQN+b0alp4N7rQnavkOYl+JQncKjz1csmCodirscB9Ojrdo6NG9olv9IQdtDQxEeDyQkoW50aCEWcq7o+QaTzgnlrL+XZEzhzjdcvA9m8gojvMXms60iDA5OpG33LWHNNzQBP486SxG75LB+Xs5sp5j2b7VF5LJLhpGiJv9Mkydbuy8iuuvali2uF133kAlLqnrWfVTYQQI1OfW5glOv1L6kv94dU-----END RSA PRIVATE KEY-----
 ssh_rsa_key_pub ssh-rsararr˓AAAAB3NzaC1yc2EAAAADAQABAAABAQCzRjybFLd1+znMbwO7m90GR84I6eDUgRSYVkiKsnygGAk53nhCCaQMUHugrarr˓15MKDP2T+uLHW4laGFUIwHOtbMfkg4M763LL+0rrqmrarr˓YFa1V9MOEECdKE4sM1tIgFpXwT81ytudA35vRqWng3utCdq+Q5iX4lCdwqPPVyyYKh2KuxwH06Ot2jo0b2iWrarr˓0hB3+0NDER4PJCShbnRoIRZyruj5BpPOCeWsv5dkTOHON1y8D2byCgNGdCBIRx7x9Qb4dKK2F01r0rarr˓bfBGxELJzBdQ8XO14bQ7VOd3gTxrccTM4tVS7ucvtjiq7MKjnHGfsvbw9bTHAXbXcWXtOlRe51
 email maildomaincomauth
 engine HTTPsource
 engine httpaddress httpsgerrit-releasesstoragegoogleapiscomgerrit-2124warhash sha256=45786a920a929c6258de6461bcf03ddec8925577bd485905f102ceb6e5e1e47c
 receive_timeout 5minsshd
 threads 64batch_threads 16max_connections_per_user 64
 databaseengine postgresqlhost localhostport 5432name gerrituser gerritpassword $_parampostgresql_gerrit_passwordpool_limit 250pool_max_idle 16
 Gerrit change auto abandon
 242 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 gerritserverchange_cleanup
 abandon_after 3months
 Gerrit client enforcing groups
 gerritclientgroup
 Admin001description admin 01
 Admin002description admin 02
 Gerrit client enforcing users install using pip
 gerritclientsource
 engine pipuser
 jdoefullname John Doeemail jdoedomaincomssh_key ssh-rsahttp_password passwordgroups- Admin001
 Gerrit client enforcing projects
 gerritclientenabled Trueserver
 host 101010148user newtkey |
 -----BEGIN RSA PRIVATE KEY-----MIIEowIBAAKCAQEAs0Y8mxS3dfs5zG8Du5vdBkfOCOng1IEUmFZIirJ8oBgJOd54QgmkDFB7oP9eTCgz9krix1uJWhhVCMBzrWzH5IODO+tyytK66pv2BWtVfTDhBAl1UrxQKBgEklBTuEiDRibKGXQBwlAYvK2He09hWpqtpt9DVel6s4A1bbTWDHyoPjvMXms60iDA5OpG33LWHNNzQBP486SxG75LB+Xs5sp5j2b7VF5LJLhpGiJv9Mkydbuy8iuuvali2uF133kAlLqnrWfVTYQQI1OfW5glOv1L6kv94dU-----END RSA PRIVATE KEY-----
 email Project Creator ltinfralistsdomaincomgtproject
 test_salt_projectenabled true
 Gerrit client enforcing project full project example
 gerritclientenabled True
 (continues on next page)
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 projecttest_salt_project
 enabled trueaccessrefsheads
 actions- name abandongroup openstack-salt-core
 - name creategroup openstack-salt-release
 labels- name Code-Reviewgroup openstack-salt-corescore -2+2
 - name Workflowgroup openstack-salt-corescore -1+1
 refstagsactions- name pushSignedTaggroup openstack-salt-release
 inherit_access All-Projectsrequire_change_id truerequire_agreement truemerge_content trueaction fast forward only
 gerritclientenabled Truegroup
 groupnameenabled truemembers- username
 accountusername
 enabled truefull_name hovnoemail mailnewtczpublic_key rsasshhttp_password passwd
 Sample project access
 [access refs]read = group Administratorsread = group Anonymous Users
 [access refsforrefs]push = group Registered UserspushMerge = group Registered Users
 [access refsheads]create = group Administratorscreate = group Project OwnersforgeAuthor = group Registered UsersforgeCommitter = group Administrators
 (continues on next page)
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 forgeCommitter = group Project Ownerspush = group Administratorspush = group Project Ownerslabel-Code-Review = -2+2 group Administratorslabel-Code-Review = -2+2 group Project Ownerslabel-Code-Review = -1+1 group Registered Userslabel-Verified = -1+1 group Non-Interactive Userssubmit = group Administratorssubmit = group Project OwnerseditTopicName = +force group AdministratorseditTopicName = +force group Project Owners
 [access refsmetaconfig]exclusiveGroupPermissions = readread = group Administratorsread = group Project Ownerspush = group Administratorspush = group Project Ownerslabel-Code-Review = -2+2 group Administratorslabel-Code-Review = -2+2 group Project Ownerssubmit = group Administratorssubmit = group Project Owners
 [access refstags]pushTag = group AdministratorspushTag = group Project OwnerspushSignedTag = group AdministratorspushSignedTag = group Project Owners
 [label Code-Review]function = MaxWithBlockcopyMinScore = truevalue = -2 This shall not be mergedvalue = -1 I would prefer this is not merged as isvalue = 0 No scorevalue = +1 Looks good to me but someone else must approvevalue = +2 Looks good to me approved
 [label Verified]function = MaxWithBlockcopyMinScore = truevalue = -1 Failsvalue = 0 No scorevalue = +1 Verified
 Read more
 bull httpswwwgerritcodereviewcom
 bull httpsgerrit-reviewgooglesourcecomDocumentation
 bull httpsgithubcomopenstack-infrapuppet-gerrit
 bull httpsgerrit-cigerritforgecom
 bull httpsgithubcommorucciexzuul
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
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 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-gerritissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-gerrit
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Gitlab formula
 Gitlab is a free git repository management application based on Ruby on Rails It is distributed under the MIT Licenseand its source code can be found on Github It is a very active project with a monthly release cycle and ideal forbusinesses that want to keep their code private Consider it as a self hosted Github but open source
 Sample metadata
 Server role
 Gitlab server with local MTA and PostgreSQL database
 gitlabserverenabled trueserver_name repo1domaincomsource
 engine pkgdatabase
 engine postgresqlhost locslhostname gitlabpassword LfTno5mYdZmRfoPVuser gitlab
 mailengine smtphost localhostport 25domain domaincomuse_tls falsefrom gitlabdomaincomno_reply no-replydomaincom
 Gitlab server from custom source code repository
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 gitlabserverenabled truesource
 engine githost gitgitdomaincom
 server_name repodomaincom
 Gitlab server with LDAP authentication
 gitlabserverenabled trueversion 62server_name repo1domaincomidentity
 engine ldaphost ldadomaincombase OU=ouDC=domainDC=comport 389uid sAMAccountNamemethod plainbind_dn uid=ldapou=Usersdc=domaindc=compassword pwd
 Client role
 Gitlab groupsnamespaces
 gitlabclientenabled trueserver
 url httprepodomaincomtoken fdsfdsfdsfdsfds
 grouphovno53
 enabled truedescription some tex2
 Gitlab repository enforcement with import url repository and deploy keys and hooks
 gitlabclientenabled trueserver
 url httprepodomaincomtoken fdsfdsfdsfdsfds
 repositoryname-spacerepo-name
 enabled trueimport_url httpsrepo01domaincomnamespacerepogitdescription Repo descriptiondeploy_keykeyname
 (continues on next page)
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 enabled truekey public_part_of_ssh_key
 hookhooknameenabled trueaddress httpci-tool
 More information
 bull httpsgithubcomgitlabhqgitlabhqblob6-1-stabledocinstallinstallationmd
 bull httpsgithubcomgitlabhqgitlabhqblobmasterdocupdate60-to-61md
 bull httpsgithubcomgitlabhqgitlabhqtreemasterdocupdate
 bull httpswikiarchlinuxorgindexphpgitlab
 bull httpsgithubcomgitlabhqgitlabhqissues6687
 bull httpsgithubcomgitlabhqgitlab-public-wikiwikiTrouble-Shooting-Guide
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-gitlabissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-gitlab
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Gource
 OpenGL-based 3D visualisation tool for source control repositories This formulas helps to generate video frommultiple git reposiotires
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 Sample pillars
 Single gource service
 gourceclient
 enabled trueworkspace mediamajklk9ECC42B6CC42890Bvideoleonardo
 resolution 1920x1080convert truesource
 coreaddress httpsgithubcomdjango-leonardodjango-leonardogit
 package_indexaddress httpsgithubcomleonardo-modulesleonardo-package-indexgit
 blogaddress gitrepo1roboticeczleonardo-modulesleonardo-module-bloggit
 Read more
 bull links
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-gourceissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-gource
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Jenkins formula
 Jenkins CI is an open source automation server written in Java Jenkins helps to automate the non-human part ofsoftware development process with continuous integration and facilitating technical aspects of continuous delivery
 (Source Wikipedia )
 21 Project Introduction 249
  SaltStack-Formulas Documentation Release master
 More information can be found at httpsjenkinsio
 Setup jenkins client works with Salt 20163+ supports pipeline workflow projects only now
 Dependencies
 To install on Ubuntu you will need to add the jenkins debian repository to the target server You can do this with thesalt-formula-linux formula with the following pillar data
 linuxsystemenabled true
 repojenkins
 enabled truesource deb httppkgjenkinsiodebian-stable binarykey_url httpspkgjenkinsiodebianjenkins-ciorgkey
 This state will need to be applied before the jenkins state
 Using this formula
 To use this formula you must install the formula to your salt master as documented in saltstack formula docs
 This formula is driven by pillar data and can be used to install either a Jenkins Master or Client See pillar data belowfor examples
 Sample pillars
 Master role
 Simple master with reverse proxy
 nginxserversite
 jenkinsenabled truetype nginx_proxyname jenkinsproxyhost 127001port 8080protocol http
 hostname jenkinsexamplecomport 80
 jenkinsmastermode EXCLUSIVE Do not manage configxml from Salt use UI insteadno_config trueslaves
 - name slave01
 (continues on next page)
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 label pbuilderexecutors 2
 - name slave02label image_buildermode EXCLUSIVEexecutors 2
 views- name Package builds
 regex debian-build-- name Contrail builds
 regex contrail-build-- name Aptly
 regex aptly-plugins- name slack- name extended-choice-parameter- name rebuild- name test-stability
 Jenkins master with experimental plugin source support
 jenkinsmasterenabled trueupdate_site_url httpupdatesjenkins-ciorgexperimentalupdate-centerjson
 SMTP server settings
 jenkinsmasteremail
 engine smtphost smtpdomaincomuser userdomainczpassword smtp-passwordport 25
 Script approvals from client
 jenkinsclientapproved_scripts
 - method groovyjsonJsonSlurperClassic parseText javalangString
 Script approvals
 jenkinsmasterapproved_scripts- method groovyjsonJsonSlurperClassic parseText javalangString
 User enforcement
 jenkinsmasteruser
 (continues on next page)
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 adminapi_token xxxxxxxxxxpassword admin_passwordemail admindomaincom
 user01api_token xxxxxxxxxxpassword user_passwordemail user01domaincom
 Agent (slave) role
 jenkinsslavemaster
 host jenkinsexamplecomport 80protocol http
 username jenkins_slavepassword dexiech6AepohthaiHook2iesh7ol5ook4Ov3leid3yek6daid2ooNg3Ee2oKeYo
 gpgkeypair_id A76882D3public_key |
 -----BEGIN PGP PUBLIC KEY BLOCK-----
 private_key |-----BEGIN PGP PRIVATE KEY BLOCK-----
 Client role
 Simple client with workflow job definition
 jenkinsclientmaster
 host jenkinsexamplecomport 80protocol http
 jobjobname
 type workflowparambool_param
 type booleandescription truefalsedefault true
 string_paramtype stringdescription 1 linerdefault default_string
 text_paramtype text
 (continues on next page)
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 description multi-linerdefault default_text
 jobname_scmtype workflow-scmconcurrent falsescmtype giturl httpsgithubcomjenkinscidockergitbranch masterscript Jenkinsfilegithuburl httpsgithubcomjenkinscidockername Jenkins Docker Image
 triggertimerspec H H
 githubpollscm
 spec H15 reverseprojects- test1- test2
 state SUCCESSparambool_paramtype booleandescription truefalsedefault true
 string_paramtype stringdescription 1 linerdefault default_string
 text_paramtype textdescription multi-linerdefault default_text
 Inline Groovy scripts
 jenkinsclientjob
 test_workflow_jenkins_simpletype workflowdisplay_name Test jenkins simple workflowscriptcontent |
 node stage Stage 1echo Hello World 1stage Stage 2echo Hello World 2
 test_workflow_jenkins_input
 type workflowdisplay_name Test jenkins workflow inputs
 (continues on next page)
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 scriptcontent |node
 stage Enter stringinput message Enter job parameters ok OK parameters [string(defaultValue default description Enter a string
 rarr˓name string)]stage Enter booleaninput message Enter job parameters ok OK parameters [booleanParam(defaultValue false description Select boolean
 rarr˓name Bool)]stage Enter textinput message Enter job parameters ok OK parameters [text(defaultValue description Enter multiline name
 rarr˓Multiline)]
 GIT controlled groovy scripts
 jenkinsclientsource
 baseengine gitaddress repo_urlbranch branch
 domainengine gitaddress domain_urlbranch branch
 jobtest_workflow_jenkins_simple
 type workflowdisplay_name Test jenkins simple workflowparambool_paramtype booleandescription truefalsedefault true
 scriptrepository basefile workflowstest_workflow_jenkins_simplegroovy
 test_workflow_jenkins_inputtype workflowdisplay_name Test jenkins workflow inputsscriptrepository domainfile workflowstest_workflow_jenkins_inputgroovy
 test_workflow_jenkins_input_jenkinsfiletype workflowdisplay_name Test jenkins workflow inputs (jenknisfile)scriptrepository domainfile workflowstest_workflow_jenkins_inputJenkinsfile
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 GIT controlled groovy script with shared libraries
 jenkinsclientsource
 baseengine gitaddress repo_urlbranch branch
 domainengine gitaddress domain_urlbranch branch
 jobtest_workflow_jenkins_simple
 type workflowdisplay_name Test jenkins simple workflowparambool_paramtype booleandescription truefalsedefault true
 scriptrepository basefile workflowstest_workflow_jenkins_simplegroovy
 libs- repository basefile macroscookiecuttergroovy
 - repository basefile macrosgitgroovy
 Setting job max builds to keep (amount of last builds stored on Jenkins master)
 jenkinsclientjob
 my-amazing-jobtype workflowdiscardbuild
 keep_num 5keep_days 5
 artifactkeep_num 6keep_days 6
 Using job templates in similar way as in jjb For now just 1 defined param is supported
 jenkinsclientjob_template
 test_workflow_templatename test-formula-workflowtemplatetype workflowdisplay_name Test jenkins name workflowparam
 repo_param
 (continues on next page)
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 type stringdefault repoformula
 scriptrepository basefile workflowstest_formula_workflowgroovy
 paramformula- aodh- linux- openssh
 Interpolating parameters for job templates
 _paramsalt_formulas- aodh- git- nova- xorg
 jenkinsclientjob_template
 test_workflow_templatename test-formula-workflowtemplate
 paramformula $_paramsalt_formulas
 Or simply define multiple jobs and itrsquos parameters to replace from template
 jenkinsclientjob_template
 test_workflow_templatename test-name-myparamtemplate
 jobs- name firstjob
 myparam dummy- name secondjob
 myparam dummyaswell
 Purging undefined jobs from Jenkins
 jenkinsclientpurge_jobs truejob
 my-amazing-jobtype workflow
 Plugins management from client
 jenkinsclient
 (continues on next page)
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 pluginswarm
 restart falsehipchat
 enabled falserestart true
 Adding plugin params to job
 jenkinsclientjob
 my_plugin_parametrized_jobplugin_propertiesthrottleconcurrents
 enabled Truemax_concurrent_per_node 3max_concurrent_total 1throttle_option category one of project (default or category)categories- my_throuttle_category
 pluginswarm
 restart falsehipchat
 enabled falserestart true
 LDAP configuration (depends on LDAP plugin)
 jenkinsclientsecurity
 ldapserver 1234root_dn dc=foodc=comuser_search_base cn=userscn=accountsmanager_dn manager_password passworduser_search group_search_base inhibit_infer_root_dn false
 Matrix configuration (depends on auth-matrix plugin)
 jenkinsclientsecurity
 matrix set true for use ProjectMatrixAuthStrategy instead of
 rarr˓GlobalMatrixAuthStrategyproject_based falsepermissionsJenkins
 administrator accessADMINISTER- admin
 (continues on next page)
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 read access (anonymous too)READ- anonymous- user1- user2
 agents permissionsMasterComputerBUILD- user3
 jobs permissionshudson
 modelItemBUILD- user4
 Common matrix strategies
 Views enforcing from client
 jenkinsclientviewmy-list-view
 enabled truetype ListViewinclude_regex
 my-view set false to disableenabled truetype MyView
 View specific params
 bull include_regex for ListView and CategorizedJobsView
 bull categories for CategorizedJobsView
 Categorized views
 jenkinsclientview
 my-categorized-viewenabled truetype CategorizedJobsViewinclude_regex categories- group_regex aptly--nightly-testingnaming_rule Nightly -gt Testing
 - group_regex aptly--nightly-productionnaming_rule Nightly -gt Production
 Credentials enforcing from client
 jenkinsclientcredential
 (continues on next page)
 258 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 cred_firstusername adminpassword password
 cred_secondusername saltpassword password
 cred_with_keyusername adminkey SOMESSHKEY
 Users enforcing from client
 jenkinsclientuser
 adminpassword admin_passwordadmin true
 user01password user_password
 Node enforcing from client using JNLP launcher
 jenkinsclientnode
 node01remote_home remotehomepathdesc node-descriptionnum_executors 1node_mode Normalret_strategy Alwayslabels- example- label
 launchertype jnlp
 Node enforcing from client using SSH launcher
 jenkinsclientnode
 node01remote_home remotehomepathdesc node-descriptionnum_executors 1node_mode Normalret_strategy Alwayslabels- example- label
 launchertype sshhost test-launcherport 22
 (continues on next page)
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 username launcher-userpassword launcher-pass
 Configure Jenkins master
 jenkinsclientnode
 masternum_executors 1node_mode Normal or Exclusivelabels- example- label
 Setting node labels
 jenkinsclientlabel
 node-namelbl_text label-offlineappend false set true for label append instead of replace
 SMTP server settings from client
 jenkinsclientsmtp
 host smtpdomaincomusername userdomainczpassword smtp-passwordport 25ssl falsereply_to reply_toaddresscom
 Jenkins admin user email enforcement from client
 jenkinsclientsmtp
 admin_email My Jenkins ltjenkinsmyservercomgt
 Slack plugin configuration
 jenkinsclientslack
 team_domain examplecomtoken slack-tokenroom slack-roomtoken_credential_id cred_idsend_as Some slack user
 Pipeline global libraries setup
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 jenkinsclientlib
 my-pipeline-libraryenabled trueurl httpspath-to-my-librarycredential_id githubbranch master optional default masterimplicit true optional default true
 Artifactory server enforcing
 jenkinsclient
 artifactorymy-artifactory-server
 enabled trueurl httpspath-to-my-librarycredential_id github
 Jenkins Global env properties enforcing
 code-block yaml
 jenkinsclient
 globalenvpropOFFLINE_DEPLOYMENT
 enabled truename OFFLINE_DEPLOYMENT optional default using dict keyvalue true
 Usage
 Generate password hash
 echo -n saltplainpassword | openssl dgst -sha256
 Place in the configuration salthashpassword
 External links
 bull httpswikijenkins-ciorgdisplayJENKINSUse+Jenkins
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-jenkinsissues
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 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-jenkins
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 owncloud
 Install and configure owncloud
 Available states
 bull owncloudserver
 owncloudserver
 Setup owncloud server
 Available metadata
 bull metadataowncloudserver
 metadataowncloudserver
 Setup owncloud server
 Requirements
 bull linux
 bull mysql (for mysql backend)
 bull apache
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 Optional
 bull memcached
 bull glusterfs (for clustered setup)
 Configuration parameters
 For complete list of parameters please check metadataserviceserveryml
 Example reclass
 classes- systemlinuxsystemsingle- servicememcachedserverlocal- serviceapacheserversingle- servicemysqlserversingle- serviceowncloudserver
 paramssalt_master_host $_paramreclass_config_mastermysql_admin_user rootmysql_admin_password cloudlab
 parametersowncloudserver
 version 8152 pwgen -A 12 | head -1instanceid iy5opia6chae pwgen 31 | head -1passwordsalt Een7riefohSahchaigh9ohcho6xoaFe pwgen -y 49 | head -1secret |
 guth9kee1fe9hoog6oowei6er9aigohK=ieM4uvojaicha4aurl httpowncloudlxcerutrusted_domains
 - owncloudlxcerumail
 domain lxcerudatabase
 password eikaithiuka2iex1ChieYaGeiguqu0iwcache
 enabled trueservers- address localhost
 adminusername adminpassword cloudlab
 userstestenabled truegroup Userspassword testname Test user
 appstoreexperimental true
 (continues on next page)
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 mysqlserver
 sslenabled false
 databaseowncloudencoding UTF8locale cs_CZusers- name owncloud
 password eikaithiuka2iex1ChieYaGeiguqu0iwhost localhostrights all privileges
 apacheserver
 siteowncloudenabled truetype owncloudname owncloudhostName owncloudlxceru
 Read more
 bull httpsdocowncloudorg
 bull httpsabreiodavservice-discovery
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-owncloudissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-owncloud
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 Packer
 Packer is an open source tool for creating identical machine images for multiple platforms from a single sourceconfiguration Packer is lightweight runs on every major operating system and is highly performant creating machineimages for multiple platforms in parallel
 Sample pillar
 Basic linux distros
 packerbuildsystem
 ubuntusourceengine gitaddress httpsgithubcomboxcutterubuntugitrevision master
 templateubuntu1404-salt
 file ubuntu1404jsonprovisioner saltbuilders- vmware- virtualbox
 ubuntu1504-desktop-saltfile ubuntu1504-desktopjsonprovisioner saltbuilders- vmware- virtualbox
 Usage
 Openstack image prepare guide
 bull Install cloud-init - add epel - package epel-centos 6 yum cloud-init
 bull Set network to DHCP
 bull etcudevrules70netrules - remove MAC address records
 Read more
 bull httpwwwpackeriodocsinstallationhtml
 bull httpwwwpackeriointrogetting-startedsetuphtml
 bull httpsgithubcommitchellhpacker-ubuntu-1204-docker
 bull httpsgithubcomboxcutter
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-packerissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-packer
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 roundcube
 Install and configure roundcube
 Available states
 bull roundcubeserver
 roundcubeserver
 Setup roundcube server
 Available metadata
 bull metadataroundcubeserver
 metadataroundcubeserver
 Setup roundcube server
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 Requirements
 bull linux
 bull mysql (for mysql backend)
 bull dovecot
 Configuration parameters
 For complete list of parameters please check metadataserviceserveryml
 Example reclass
 Server
 classes- serviceroundcubeserver
 parameters_parampostfix_origin mailerumysql_roundcube_password changeme
 roundcubeforce_https falsemail
 host $_parampostfix_originmysqlserver
 databaseroundcubeencoding UTF8locale cs_CZusers- name roundcubepassword $_parammysql_roundcube_passwordhost 127001rights all privileges
 apacheserver
 siteroundcubeenabled truetype staticname roundcuberoot usrshareroundcubehostname $_parampostfix_originaliases- $linuxsystemname$linuxsystemdomain- $linuxsystemname
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 Example pillar
 Server
 roundcubeservermail
 host mailcloudlabczsession
 24 random charactersdes_key Ckhuv6VW6iUdbxpovKzhbepk 30 minuteslifetime 30
 plugins- archive- zipdownload- newmail_notifier
 Read more
 bull httpsroundcubenet
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-roundcubeissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-roundcube
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
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 Monitoring Services
 Monitoring metering and log collecting tools implementing complete monitoring stack
 Formula Repositorycollectd httpsgithubcomsalt-formulassalt-formula-collectdfluentd httpsgithubcomsalt-formulassalt-formula-fluentdgrafana httpsgithubcomsalt-formulassalt-formula-grafanagraphite httpsgithubcomsalt-formulassalt-formula-graphiteheka httpsgithubcomsalt-formulassalt-formula-hekainfluxdb httpsgithubcomsalt-formulassalt-formula-influxdbkedb httpsgithubcomsalt-formulassalt-formula-kedbkibana httpsgithubcomsalt-formulassalt-formula-kibananagios httpsgithubcomsalt-formulassalt-formula-nagiosrsyslog httpsgithubcomsalt-formulassalt-formula-rsyslogsensu httpsgithubcomsalt-formulassalt-formula-sensustatsd httpsgithubcomsalt-formulassalt-formula-statsd
 Collectd formula
 Collectd is a daemon which collects system performance statistics periodically and provides mechanisms to store thevalues in a variety of ways for example in RRD files
 Sample pillars
 Data writers
 Send data over TCP to Graphite Carbon
 collectdclientenabled trueread_interval 60backend
 carbon_serviceengine carbonhost carbon1comaincomport 2003
 Send data over AMQP
 collectdclientenabled trueread_interval 60backend
 amqp_brokerengine amqphost broker1comaincomport 5672user monitor
 (continues on next page)
 21 Project Introduction 269
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 password amqp-pwdvirtual_host monitor
 Send data over HTTP
 collectdclientenabled trueread_interval 60backend
 http_serviceengine httphost servicecomaincomport 8123
 Data collectors
 Monitor network devices defined in lsquoexternalrsquo dictionary
 externalnetwork_deviceMX80-01
 community testmodel Juniper_MX80management
 address 1000254port fxp01engine snmpssh
 interfacexe-000description MEMBER-OF-LACP-TO-QFXtype 8023adsubinterface
 xe-0000description MEMBER-OF-LACP-TO-QFX
 collectdclientenabled true
 Collecting the SNMP metrics
 collectdclientdata
 connected_devicestype devicesvalues- IF-MIBifNumber0
 hostubiquity
 address 10001community publicversion 2
 (continues on next page)
 270 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 data- connected_devices
 Collecting the cURL response times and codes
 collectdclientcheck
 curlservice1url httpsservicedomaincom443
 service2url httpsservicedomaincom443
 Collecting the ping response times
 collectdclientcheck
 pinghost_label1host 172103114
 host_label2host 172103112
 External links
 bull httpcollectdorgdocumentationshtml
 bull httpwwwcanopsisorg201302collectd-graphite
 bull httpcollectdorgdocumentationmanpagescollectdconf5shtmlplugin_libvirt
 bull httplibvirtorgurihtmlURI_qemu
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-collectdissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-collectd
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 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Fluentd Formula
 Many webmobile applications generate huge amount of event logs (cf login logout purchase follow etc) Analyz-ing these event logs can be quite valuable for improving services However collecting these logs easily and reliably isa challenging task
 Fluentd solves the problem by having easy installation small footprint plugins reliable buffering log forwardingetc
 NOTE WORK IN PROGRES NOTE DESIGN OF THIS FORMULA IS NOT YET STABLE AND MAYCHANGE NOTE FORMULA NOT COMPATIBLE WITH OLD VERSION
 Sample Pillars
 General pillar structure
 fluentdconfiglabel
 filenameinputinput_name
 paramsfilterfilter_nameparams
 filter_name2params
 matchmatch_nameparams
 inputfilename
 input_nameparams
 input_name2params
 filename2input_name3params
 filterfilename
 filter_nameparams
 filter_name2params
 filename2filter_name3params
 matchfilename
 (continues on next page)
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 match_nameparams
 Example pillar
 fluentdenabled trueconfiglabel
 monitoringfilterparse_log
 tag dockermonitoringalertmanagerremote_storage_adapterprometheusrarr˓
 type parserreserve_data truekey_name logparsertype regexpformat gt-^time=(lttimegt[^ ]) level=(ltseveritygt[a-zA-Z]) msg=(ltmessagegt
 rarr˓+)time_format FTTZ
 remove_log_keytag dockermonitoringalertmanagerremote_storage_adapterprometheus
 rarr˓type record_transformerremove_keys log
 matchdocker_logtag dockertype filepath tmpflow-dockerlog
 grok_exampleinputtest_logtype tailpath varlogtesttag testtestparsertype grokcustom_pattern_path etctd-agentconfigdglobalgrokrule- pattern gt-
 KEYSTONEACCESSsyslog
 filteradd_severitytag syslogtype record_transformerenable_ruby truerecord- name severityvalue record[pri]to_i - (record[pri]to_i 8)floor 8
 (continues on next page)
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 severity_to_stringtag syslogtype record_transformerenable_ruby truerecord- name severityvalue debug=gt7info=gt6notice=gt5warning=gt4error=gt3
 rarr˓critical=gt2alert=gt1emerg=gt0key(record[severity])severity_for_telegraftag syslogtelegraftype parserreserve_data truekey_name messageparsertype regexpformat gt-^(lttimegt[^ ]) (ltseveritygt[A-Z]) (ltmessagegt)
 time_format FTTZseverity_for_telegraf_stringtag syslogtelegraftype record_transformerenable_ruby truerecord- name severityvalue debug=gtDinfo=gtInotice=gtNwarning=gtWerror
 rarr˓=gtEcritical=gtCalert=gtAemerg=gtEkey(record[severity])prometheus_metrictag syslogtype prometheuslabel- name identtype variablevalue ident
 - name severitytype variablevalue severity
 metric- name log_messagestype counterdesc The total number of log messages
 matchrewrite_tag_keytag syslogtype rewrite_tag_filterrule- name identregexp ^()result __TAG__$1
 syslog_logtag syslogtype filepath tmpsyslog
 inputsyslog
 syslog_logtype taillabel syslog
 (continues on next page)
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 path varlogsyslogtag syslogsyslogparser
 type regexpformat gt-^lt(ltprigt[0-9]+)gt(lttimegt[^ ]) (lthostgt[^ ]) (ltidentgt[a-zA-Z0-9_
 rarr˓-])([(ltpidgt[0-9]+)])([^]) (ltmessagegt)$time_format FTTLz
 auth_logtype taillabel syslogpath varlogauthlogtag syslogauthparsertype regexpformat gt-^lt(ltprigt[0-9]+)gt(lttimegt[^ ]) (lthostgt[^ ]) (ltidentgt[a-zA-Z0-9_
 rarr˓-])([(ltpidgt[0-9]+)])([^]) (ltmessagegt)$time_format FTTLz
 prometheusprometheustype prometheus
 prometheus_monitortype prometheus_monitor
 prometheus_output_monitortype prometheus_output_monitor
 forwardforward_listentype forwardport 24224bind 0000
 matchdocker_monitoring
 docker_monitoringtag dockermonitoringalertmanagerremote_storage_adapterprometheustype relabellabel monitoring
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-novaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
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 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-nova
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Grafana
 A beautiful easy to use and feature rich Graphite dashboard replacement and graph editor
 Sample pillars
 Server deployments
 Server installed from system package and listening on 12343000 (the default is 00003000)
 grafanaserverenabled truebind
 address 1234port 3000
 adminuser adminpassword passwd
 databaseengine sqlite
 Server installed with PostgreSQL database
 grafanaserverenabled trueadmin
 user adminpassword passwd
 databaseengine postgresqlhost localhostport 5432name grafanauser grafanapassword passwd
 Server installed with LDAP authentication and all authenticated users are administrators
 grafanaserverenabled trueadmin
 user adminpassword passwd
 (continues on next page)
 276 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 authldap
 enabled truehost 127001port 389use_ssl falsebind_dn cn=admindc=grafanadc=orgbind_password grafanauser_search_filter (cn=s)user_search_base_dns- dc=grafanadc=org
 Server installed with LDAP and basic authentication
 grafanaserverenabled trueadmin
 user adminpassword passwd
 authbasic
 enabled trueldap
 enabled truehost 127001port 389use_ssl falsebind_dn cn=admindc=grafanadc=orgbind_password grafanauser_search_filter (cn=s)user_search_base_dns- dc=grafanadc=org
 Server installed with LDAP for authentication and authorization
 grafanaserverenabled trueadmin
 user adminpassword passwd
 authldap
 enabled truehost 127001port 389use_ssl falsebind_dn cn=admindc=grafanadc=orgbind_password grafanauser_search_filter (cn=s)user_search_base_dns- dc=grafanadc=orggroup_search_filter (amp(objectClass=posixGroup)(memberUid=s))group_search_base_dns- ou=groupsdc=grafanadc=orgauthorization
 (continues on next page)
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 enabled trueadmin_group adminseditor_group editorsviewer_group viewers
 Server installed with default StackLight JSON dashboards This will be replaced by the possibility for a service toprovide its own dashboard using salt-mine
 grafanaserverenabled truedashboards
 enabled truepath varlibgrafanadashboards
 Server with theme overrides
 grafanaserverenabled truetheme
 lightcss_overridesource httppathtothemesource_hash sha256=xyzbuild xyz
 darkcss_overridesource saltpathtotheme
 Server with two additionals plugins It requires to have access to the Internet
 grafanaserverenabled trueplugins
 grafana-piechart-panelenabled true
 grafana-example-appenabled true
 Collector setup
 Used to aggregate dashboards from monitoring node
 grafanacollectorenabled true
 Client setups
 Client with token based auth
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 grafanaclientenabled trueserver
 protocol httpshost grafanahostport 3000token token
 Client with base auth
 grafanaclientenabled trueserver
 protocol httpshost grafanahostport 3000user adminpassword password
 Client enforcing graphite data source
 grafanaclientenabled truedatasource
 graphitetype graphitehost mtr01domaincomprotocol httpsport 443
 Client enforcing elasticsearch data source
 grafanaclientenabled truedatasource
 elasticsearchtype elasticsearchhost log01domaincomport 80index grafana-dash
 Client defined and enforced dashboard
 grafanaclientenabled trueserver
 host grafanahostport 3000token token
 dashboardsystem_metrics
 title Generic system metrics
 (continues on next page)
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 style darkeditable falserowtoptitle First row
 Client enforced dashboards defined in salt-mine
 grafanaclientenabled trueremote_data
 engine salt_mineserver
 host grafanahostport 3000token token
 Usage
 Therersquos a difference between JSON dashboard representation and models we us The lists used in JSON format [forrows panels and target] were replaced by dictionaries This form of serialization allows better merging and overridesof hierarchical data structures that dashboard models are
 The default format of Grafana dashboards with lists for rows panels and targets
 system_metricstitle grapheditable truehideControls falserows- title Usageheight 250pxpanels- title Panel Title
 span 6editable falsetype graphtargets- refId A
 target support_prdcfg01_iot_tcpcloud_eucpu0idledatasource graphite01renderer flot
 showTitle true
 The modified version of Grafana dashboard format with dictionary declarations Please note that dictionary keys areonly for logical separation and are not displayed in generated dashboards
 system_metricssystem_metrics2
 title grapheditable truehideControls falserow
 usage
 (continues on next page)
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 title Usageheight 250pxpanel
 usage-paneltitle Panel Titlespan 6editable falsetype graphtargetArefId Atarget support_prdcfg01_iot_tcpcloud_eucpu0idle
 datasource graphite01renderer flot
 showTitle true
 Read more
 bull httpgrafanaorg
 bull httpdocsgrafanaorgreferenceexport_import
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-grafanaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-grafana
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Graphite
 Graphite is an enterprise-scale monitoring tool that runs well on cheap hardware
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 Sample pillars
 Single Graphite web server
 graphiteserverenabled truedebug truetimezone EuropePraguecache
 engine memcachedhost 127001prefix GRAPHITE
 databaseengine postgresqlhost 127001name graphitepassword passworduser graphite
 mailhost mail1domaincompassword pwduser username
 Graphite web server cluster
 graphiteserverenabled truetime_zone EuropePraguedatabase mail carbon_links- host 10001
 port 7002- host 10002
 port 7002cache
 engine memcachedmembers- host 10001
 port 11211- host 10002
 port 11211
 Complete single Carbon collector
 carbonrelayenabled truemethod consistent-hashing
 aggregatorenabled false
 cachestorage_schema
 defaultpattern
 (continues on next page)
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 retentions- 60s1d- 600s90d
 Clustered Carbon with AMQP and aggregation
 carbonrelayenabled truemethod rulesmessage_queue
 host broker1domaincomport 5672user monitorpassword pwdvirtual_host monitorexchange metrics
 destinations- host 10001
 port 2024- host 10002
 port 2024aggregatorenabled truedestinations- host 10001
 port 2004- host 10002
 port 2004cachestorage_schema
 defaultpattern retentions- 60s1d- 600s90d
 Read more
 s httpgraphitereadthedocsorgenlatest httpwwwcanopsisorg201302collectd-graphite httpgraphitereadthedocsorgenlatestinstallhtml httpstackoverflowcomquestions19894708cant-start-carbon-12-04-python-error-importerror-cannot-import-name-daem httpwwwkinveycomblog108graphite-on-ubuntu-1204-lts-8211-part-ii-gunicorn-nginx-and-supervisord httpsgithubcomobfuscuritygraphite-scriptsblobmasterinitdcarbon-relay
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-graphiteissues
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 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-graphite
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Heka Formula
 Heka is an open source stream processing software system developed by Mozilla Heka is a Swiss Army Knife typetool for data processing
 Sample pillars
 Log collector service
 hekalog_collectorautomatic_starting trueelasticsearch_host 1721610253elasticsearch_port 9200enabled truemetric_collector_host 127001metric_collector_port 5567poolsize 100max_message_size 262144
 Default values
 bull automatic_starting true
 bull elastisearch_port 9200
 bull enabled false
 bull metric_collector_host 127001
 bull metric_collector_port 5567
 bull poolsize 100
 bull max_message_size 262144
 Local Metric collector service
 hekametric_collectoraggregator_host 1721620253aggregator_port 5565automatic_starting true
 (continues on next page)
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 enabled trueinfluxdb_database lmainfluxdb_host 1721610101influxdb_password lmapassinfluxdb_port 8086influxdb_time_precision msinfluxdb_timeout 500influxdb_username lmanagios_host 1721620253nagios_host_dimension_key nagios_hostnagios_password secretnagios_port 5601nagios_username nagiosadminpoolsize 100max_message_size 262144
 Default values
 bull aggregator_port 5565
 bull automatic_starting true
 bull enabled false
 bull influxdb_port 8086
 bull influxdb_time_precision ms
 bull influxdb_timeout 5000
 bull nagios_port 8001
 bull poolsize 100
 bull max_message_size 262144
 Remote Metric Collector service
 hekaremote_collectoraggregator_host 1721620253aggregator_port 5565amqp_exchange novaamqp_host 1721610254amqp_password workshopamqp_port 5672amqp_user openstackamqp_vhost openstackautomatic_starting falseelasticsearch_host 1721610253elasticsearch_port 9200enabled trueinfluxdb_database lmainfluxdb_host 1721610101influxdb_password lmapassinfluxdb_port 8086influxdb_time_precision msinfluxdb_username lmapoolsize 100max_message_size 262144
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 Default values
 bull aggregator_port 5565
 bull amqp_exchange nova
 bull amqp_port 5672
 bull amqp_vhost
 bull automatic_starting true
 bull elastisearch_port 9200
 bull enabled false
 bull influxdb_port 8086
 bull influxdb_time_precision ms
 bull influxdb_timeout 5000
 bull poolsize 100
 bull max_message_size 262144
 Aggregator service
 hekaaggregatorautomatic_starting falseenabled trueinfluxdb_database lmainfluxdb_host 1721610101influxdb_password lmapassinfluxdb_port 8086influxdb_time_precision msinfluxdb_username lmanagios_default_host_alarm_clusters 00-clustersnagios_host 1721620253nagios_host_dimension_key nagios_hostnagios_password secretnagios_port 5601nagios_username nagiosadminpoolsize 100max_message_size 262144
 Default values
 bull automatic_starting true
 bull enabled false
 bull influxdb_port 8086
 bull influxdb_time_precision ms
 bull influxdb_timeout 5000
 bull nagios_port 8001
 bull nagios_default_host_alarm_clusters 00-clusters
 bull poolsize 100
 bull max_message_size 262144
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 Ceilometer service
 hekaceilometer_collectorelasticsearch_host 1721610253elasticsearch_port 9200enabled trueinfluxdb_database lmainfluxdb_host 1721610101influxdb_password lmapassinfluxdb_port 8086influxdb_time_precision msinfluxdb_username lmaresource_decoding falseamqp_exchange ceilometeramqp_host 1721610253amqp_port 5672amqp_queue meteringsampleamqp_vhost openstack
 Default values
 bull automatic_starting true
 bull elastisearch_port 9200
 bull enabled false
 bull influxdb_port 8086
 bull influxdb_time_precision ms
 bull influxdb_timeout 5000
 bull poolsize 100
 bull amqp_exchange ceilometer
 bull amqp_port 5672
 bull amqp_queue meteringsample
 bull amqp_vhost openstack
 bull resource_decoding false
 Read more
 bull httpshekadreadthedocsorgenlatestindexhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-hekaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
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 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-heka
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 InfluxDB
 InfluxData is based on the TICK stack the first open source platform for managing IoT time-series data at scale
 Sample pillars
 Single-node influxdb enabled http frontend and admin web interface
 influxdbserverenabled truehttp
 enabled truebind
 address 0000port 8086
 adminenabled truebind
 address 0000port 8083
 Single-node influxdb SSL for http frontend
 influxdbserverenabled truehttp
 bindsslenabled truekey_file etcinfluxdbsslkeypemcert_file etcinfluxdbsslcertpem
 Single-node influxdb where you specify paths for data and metastore directories Custom directories are created bythis formula
 influxdbserverenabled truedata
 dir optinfluxdbdata
 (continues on next page)
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 wal_dir optinfluxdbwalmeta
 dir optinfluxdbmeta
 InfluxDB server with customized parameters for the data service
 influxdbserverenabled truedata
 max_series_per_database 20000000cache_max_memory_size 524288000cache_snapshot_memory_size 26214400cache_snapshot_write_cold_duration 5mcompact_full_write_cold_duration 2h2hmax_values_per_tag 5000
 Single-node influxdb with an admin user
 influxdbserverenabled truehttp
 enabled truebind
 address 0000port 8086
 adminenabled truebind
 address 0000port 8083
 userenabled truename rootpassword secret
 Single-node influxdb with new users
 influxdbserveruser
 user1enabled trueadmin truename username1password keepsecret1
 user2enabled trueadmin falsename username2password keepsecret2
 Single-node influxdb with new databases
 influxdbserver
 (continues on next page)
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 databasemydb1
 enabled truename mydb1
 mydb2enabled truename mydb2
 Manage the retention policies for a database
 influxdbserverdatabase
 mydb1enabled truename mydb1retention_policy- name rp_db1duration 30dreplication 1is_default true
 Where default values are
 bull name = autogen
 bull duration = INF
 bull replication = 1
 bull is_default false
 Here is how to manage grants on database
 influxdbservergrant
 username1_mydb1enabled trueuser username1database mydb1privilege all
 username2_mydb1enabled trueuser username2database mydb1privilege read
 username2_mydb2enabled trueuser username2database mydb2privilege write
 InfluxDB relay
 influxdbserverenabled true
 (continues on next page)
 290 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 httpenabled trueoutput
 idb01location httpidb01local8086writetimeout 10
 idb02location httpidb02local8086writetimeout 10
 udpenabled trueoutput
 idb01location idb01local9096
 idb02location idb02local9096
 InfluxDB cluster
 influxdbserverenabled true
 metabind
 address 0000port 8088http_address 0000http_port 8091
 clustermembers
 - host idb01localport 8091
 - host idb02localport 8091
 - host idb03localport 8091
 Deploy influxdb apt repository (using linux formula)
 linuxsystemos ubuntudist xenialrepo
 influxdbenabled truesource deb httpsreposinfluxdatacom$linuxsystemos $
 rarr˓linuxsystemdist stablekey_url httpsreposinfluxdatacominfluxdbkey
 InfluxDB client for configuring databases users and retention policies
 influxdbclientenabled trueserver
 protocol http(continues on next page)
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 host 127001port 8086user adminpassword foobar
 useruser1
 enabled trueadmin truename username1
 databasemydb1
 enabled truename mydb1retention_policy- name rp_db1duration 30dreplication 1is_default true
 grantusername1_mydb1
 enabled trueuser username1database mydb1privilege all
 InfluxDB client statersquos that uses curl can be forced to retry query if curl call fails
 influxdbclientenabled trueretry
 count 3delay 3
 Create an continuous queries
 influxdbclientdatabase
 mydb1continuous_querycq_avg_bus_passengers gt-
 SELECT mean(passengers) INTO transportationthree_weeksaverage_rarr˓passengers FROM bus_data GROUP BY time(1h)
 Prunning data and data management
 Intended to use in scheduled jobs executed to maintain data life cycle above retention policy These states are executedby querysls and you are expected to trigger sls_id individually
 influxdbclientdatabase
 mydb1querydrop_measurement_h2o gt-
 DROP MEASUREMENT h2o_quality
 (continues on next page)
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 drop_shard_h2o gt-DROP SHARD h2o_quality
 drop_series_h2o_feet gt-DROP SERIES FROM h2o_feet
 drop_series_h2o_feet_loc_smonica gt-DROP SERIES FROM h2o_feet WHERE location = santa_monica
 delete_h2o_quality_rt3 gt-DELETE FROM h2o_quality WHERE randtag = 3
 delete_h2o_quality gt-DELETE FROM h2o_quality
 salt statesls_id influxdb_query_delete_h2o_quality influxdbquery
 InfluxDB relay with HTTP outputs
 influxdbrelayenabled truetelemetry
 enabled truebind
 address 127001port 9196
 listenhttp_backend
 type httpbindaddress 127001port 9096
 outputserver1location httpserver18086writetimeout 20sbuffer_size_mb 512max_batch_kb 1024max_delay_interval 30s
 server2location httpserver28086write
 Read more
 bull httpsinfluxdatacomtime-series-platforminfluxdb
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-influxdbissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
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 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-influxdb
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Known Error Database
 Sample pillar
 kedb
 server enabled true workers 3 secret_key secret_token bind
 address 0000 port 9753 protocol tcp
 source type lsquogitrsquo address lsquogitrepo1roboticeczdjangodjango-kedbgitrsquo rev lsquomasterrsquo
 cache engine lsquomemcachedrsquo host lsquo127001rsquo prefix lsquoCACHE_KEDBrsquo
 database engine lsquopostgresqlrsquo host lsquo127001rsquo name lsquodjango_kedbrsquo password lsquodb-pwdrsquouser lsquodjango_kedbrsquo
 mail host lsquomaildomaincomrsquo password lsquomail-pwdrsquo user lsquomail-userrsquo
 logger_handler engine raven dsn httppublicprivatehostproject
 Read more
 bull httpdocsgunicornorgenlatestconfigurehtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-kedbissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
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 httpsgithubcomsalt-formulassalt-formula-kedb
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Kibana
 Kibana is an open source (Apache Licensed) browser based analytics and search interface to Logstash and othertimestamped data sets stored in ElasticSearch With those in place Kibana is a snap to setup and start using (seriously)Kibana strives to be easy to get started with while also being flexible and powerful
 Sample pillar
 kibanaserveraddrepo trueenabled truebind
 address 0000port 5601
 databaseengine elasticsearchhost localhostport 9200
 Or without adding elasticsearch kibana repository but with modified path to config file
 kibanaserverconfigpath usrsharekibanaconfigkibanaymlenabled truebind
 address 0000port 5601
 databaseengine elasticsearchhost localhostport 9200
 Client setup
 Client with host and port (Kibana use Elasticsearch to store its data)
 kibanaclientenabled trueserver
 host elasticsearchhostport 9200
 Client where you download a Kibana object that is stored in the directory files
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 kibanaclientenabled trueserver
 host elasticsearchhostport 9200
 objectlogs
 enabled truename Logstemplate kibanafilesobjectsdashboard_logsjsontype dashboard
 Read more
 bull httpsgithubcomelasticsearchkibanablobmastersrcconfigjs
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-kibanaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-kibana
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 nagios
 Salt formula to set up and manage nagios
 Available states
 nagiosserver
 Set up Nagios server
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 Sample pillars
 Single nagios service
 nagiosserverenabled true
 All Nagios configurations can be configured
 nagiosserverenabled trueaccept_passive_service_checks 1process_performance_data 0check_service_freshness 1check_host_freshness 0
 Nagios UI configrations with HTTP basic authentication (use ldquoreadonlyrdquo flag to specify readonly users)
 nagiosserverenabled trueui
 enabled trueauth
 basic this is the main admin it cannot have a readonly flagusername nagiosadminpassword secret users section is optional allows defining additional usersusers
 - username nagios_admin_2password secret2
 - username nagios_userpassword secret3readonly true
 Nagios UI configuration with LDAP authenticationauthorization
 nagiosserverenabled trueui
 enabled trueauth
 basicusername nagiosadminpassword secret
 ldapenabled true Url format is described here httphttpdapacheorgdocs20modmod_auth_ldaphtmlauthldapurlurl ldapsldapdomainltdltportgtcn=usersdc=domaindc=localuidsub
 rarr˓ltfiltergtbind_dn cn=admindc=domaindc=localbind_password secret
 (continues on next page)
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 Optionaly restrict access to members of a groupldap_group_dn cn=adminsou=groupsdc=domaindc=localldap_group_attribute memberUid
 Nagios objects can be defined in pillar
 nagiosserverenabled trueobjects
 contactgroupsgroup1contactgroup_name Operator
 contactscontact1alias root_at_localhostcontact_name Mecontactgroups
 - Operatoremail rootlocalhosthost_notifications_enabled 1host_notification_period 24x7host_notification_options drhost_notification_commands notify-host-by-smtpservice_notifications_enabled 1service_notification_period 24x7service_notification_options wucrservice_notification_commands notify-service-by-smtp
 commandscheck_http_basic_authcommand_line check_http -4 -I $ARG1$ -w 2 -c 3 -t 5 -p $ARG2$ -u -e
 rarr˓401 Unauthorized
 servicesgeneric_service_tplregister 0contact_groups Operatorprocess_perf_data 0max_check_attempts 3
 hostsgeneric_host_tplnotifications_enabled 1event_handler_enabled 1flap_detection_enabled 1failure_prediction_enabled 1process_perf_data 0retain_status_information 1retain_nonstatus_information 1max_check_attempts 10notification_interval 0notification_period 24x7notification_options durcontact_groups Operatorregister 0
 Also hostgroups hosts and services can be created dynamically using mine
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 nagiosserverenabled truedynamic
 enabled truegrain_hostname hostgrain_interfaces ip4_interfaces the defaulthostname_suffix prod optionally suffix hostnameshostgroups
 - target name Allexpr_from glob
 - target Grolesnovacontrollerexpr_from compound the defaultname Nova Controller
 - target Grolesnovacomputename Nova Compute
 - target Groleskeystoneservername Keystone server
 - target Grolesinfluxdbservername InfluxDB server
 - target Groleselasticsearchservername Elasticsearchserver
 hosts- target Gservicesopensshcontact_groups Operatoruse generic_host_tplnetwork 100008
 services- target Grolesopensshservername SSHuse generic_service_tplcheck_command check_ssh
 - target Grolesnagiosservername HTTP Nagiosuse generic_service_tplcheck_command check_http_basic_authlocalhost$nagiosserveruiport
 Note about dynamic hosts IP addresses configuration
 There are 2 different ways to configure the Host IP adddresses the preferred way is to define the network of the nodesto pickup the first IP address found belonging to this network
 nagiosserverenabled truedynamic
 enabled truehosts
 - target contact_groups Operatornetwork 100008
 The alternative way is to define the interface list to pickup the first IP address of the first interface found
 nagiosserverenabled true
 (continues on next page)
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 dynamicenabled truehosts
 - target contact_groups Operatorinterface- eth0- ens0
 If both properties are defined the network option wins and the interface is ignored
 StackLight Alarms
 StackLight alarms are configured dynamically using mine data which are exposed by the Heka formula respectivelyhekametric_collectoralarm and hekaaggergatoralarm_cluster
 To configure StackLight alarms per nodes (known as AFD)
 nagiosserverenabled true
 dynamicenabled truehosts
 - target Gservicesopensshcontact_groups Operatoruse generic_host_tplinterface- eth0- ens3
 stacklight_alarmsenabled trueservice_template generic_service_tpl optional
 To configure StackLight alarm clusters (known as GSE)
 nagiosserverenabled true
 dynamicenabled truestacklight_alarm_clusters
 enabled trueservice_template generic_service_tpl optionalhost_template generic_host_tpl optionaldimension_key nagios_host optionaldefault_host clusters optional
 Nagios Notification Handlers
 You can configure notification handlers Currently supported handlers are SMTP Slack Salesforce and Pagerduty
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 nagiosserverenabled truenotification
 slackenabled truewebhook_url httpshooksslackcomservicesabcdef12345
 pagerdutyenabled truekey abcdef12345
 sfdcenabled trueclient_id abcdef12345client_secret abcdef12345username abcdefpassword abcdefauth_url httpsabcedfmysalesforcecomenvironment abcdeforganization_id abcdef
 SMTP without authnagios
 serverenabled truenotification
 smtpauth falseurl smtp12700125from nagioslocalhost Notification email subject can be defined must be one line default subjects arehost_subject gt-
 $NOTIFICATIONTYPE$ Host Alert $HOSTNAME$ is $HOSTSTATE$ service_subject gt-
 $NOTIFICATIONTYPE$ Service Alert $HOSTNAME$$SERVICEDESC$ israrr˓$SERVICESTATE$
 An example using a Gmail account as a SMTP relaynagios
 serverenabled truenotification
 smtpauth loginurl smtpsmtpgmailcom587from ltyougtgmailcomstarttls trueusername foopassword secret
 Each handler adds two commands notify-host-by-ltHANDLERgt and notify-service-by-ltHANDLERgt that you canreference in a contact
 nagiosserverobjects
 contact
 (continues on next page)
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 sfdcalias sfdccontactgroups- Operator
 email rootlocalhosthost_notification_commands notify-host-by-sfdchost_notification_options drhost_notification_period 24x7host_notifications_enabled 1service_notification_commands notify-service-by-sfdcservice_notification_options crservice_notification_period 24x7service_notifications_enabled 1
 By default in Stacklight notifications are only enabled for 00-top-clusters and individual host and SSH checks If youwant to enable notifications for all checks you can enable this value
 nagiosserverenabled truenotification
 alarm_enabled_override true
 The notification interval defaults to zero which will only send one notification when the alert triggers You canoverride the interval if you want notifications to repeat For example to have them repeat every 30 minutes
 nagiosserverenabled trueobjects
 hostsgeneric_host_tplnotification_interval 30
 servicesgeneric_service_tplnotification_interval 30
 Read more
 bull httpswwwnagiosorg
 Platform support
 This formula has been tested on Ubuntu Xenial only
 TODO
 bull Configure Apache using salt-formula-apache (using service metadata) or alternatively using Nginx
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-nagiosissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-nagios
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 rsyslog
 In computing syslog is a widely used standard for message logging It permits separation of the software that generatesmessages the system that stores them and the software that reports and analyzes them
 Sample pillars
 Rsyslog service with default logging template
 rsyslogclientenabled true
 Rsyslog service with precise timestamps severity facility
 rsyslogclientenabled trueformat
 name TraditionalFormatWithPRItemplate syslogpriority syslogfacility timestampdate-rfc3339
 rarr˓HOSTNAME syslogtagmsgsp-if-no-1st-spmsgdrop-last-lfnoutput
 file-varlogsyslogfilter authauthprivnoneowner sysloggroup admcreatemode 0640umask 0022
 (continues on next page)
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 varlogauthlogfilter authauthprivowner sysloggroup admcreatemode 0640umask 0022
 -varlogkernlogfilter kernowner sysloggroup admcreatemode 0640umask 0022
 -varlogmaillogfilter mailowner sysloggroup admcreatemode 0640umask 0022
 varlogmailerrfilter mailerrowner sysloggroup admcreatemode 0640umask 0022
 omusrmsgfilter emerg
 |devxconsolefilter daemonmail newserr =debug=info=notice=warn
 -varlogyour-applogfilter if $programname startswith your-app thenowner sysloggroup admcreatemode 0640umask 0022stop_processing true
 Rsyslog service with RainerScript (module ruleset template input)
 rsyslogclientrun_user syslogrun_group admenabled truerainerscript
 moduleimfile
 inputimfilenginx
 File varlognginxlogTag nginx__Severity noticeFacility local0PersistStateInterval 0Ruleset myapp_logs
 apache2File varlogapache2log
 (continues on next page)
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 Tag apache2__Severity noticeFacility local0Ruleset myapp_logsPersistStateInterval 0
 rabbitmqFile varlograbbitmqlogTag rabbitmq__Severitet noticeFacility local0PersistStateInterval 0Ruleset myapp_logs
 templateImfileFilePathparametertype stringstring ltPRIgtTIMESTAMPdate-rfc3339 HOSTNAME syslogtag132$
 rarr˓suffixmsgsp-if-no-1st-spmsgnruleset
 remote_logsdescription action(type=omfwd Target=172161092 Port=10514
 rarr˓Protocol=udp Template=ImfileFilePath)myapp_logsdescription set $suffix=re_extract($metadatafilename ()([^][^
 rarr˓log]) 0 2 alllog) call remote_logs
 Custom templates
 It is possible to define a specific syslog template per output file instead of using the default one
 rsyslogoutput
 filevarlogyour-applog
 template syslogtag132msgsp-if-no-1st-spmsgnfilter if $programname startswith your-app then
 Remote rsyslog server
 It is possible to have rsyslog act as remote server collecting storing or forwarding logs This functionality is providedvia rsyslog inputoutput modules rulesets and templates
 rsyslogserverenabled truemodule
 imudp template
 RemoteFilePathparametertype stringstring varlogHOSTNAMEprogramnamelog
 ruleset
 (continues on next page)
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 remote10514description action(type=omfile dynaFile=RemoteFilePath)
 inputimudp
 port 10514ruleset remote10514
 Support metadata
 If the heka support metadata is enabled all output files are automatically parsed by the log_collector service To skipthe log_collector configuration set the skip_log_collector to true
 rsyslogoutput
 filevarlogyour-applog
 filter if $programname startswith your-app thenskip_log_collector true
 Read more
 httpwwwrsyslogcom httpswikigentooorgwikiRsyslog httpsgithubcomsazpuppet-rsyslog
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-rsyslogissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-rsyslog
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 Sensu
 Sample pillars
 Sensu Server with API
 sensuserverenabled truekeepalive_warning 20keepalive_critical 60mine_checks truedatabase
 engine redishost localhostport 6379
 message_queueengine rabbitmqhost rabbitmqport 5672user monitorpassword pwdvirtual_host monitor
 bindaddress 0000port 4567
 handlerdefault
 enabled trueset- mail- pipe
 stdoutenabled true
 mailmail_to maildomainczhost smtp1domainczport 465user maildomainczpassword pwdauthentication cram_md5encryption ssldomain domaincz
 pipeenabled truecommand usrbintee tmpdebug
 Sensu Dashboard (now uchiwa)
 sensudashboardenabled truebind
 address 0000port 8080
 adminusername admin
 (continues on next page)
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 password pass
 Sensu Client
 sensuclientenabled truemessage_queue
 engine rabbitmqhost rabbitmqport 5672user monitorpassword pwdvirtual_host monitor
 Sensu Client with check explicitly disabled
 sensuclientenabled truemessage_queue
 engine rabbitmqhost rabbitmqport 5672user monitorpassword pwdvirtual_host monitor
 checklocal_linux_storage_swap_usage
 enabled False
 Sensu Client with subscriptions explicitly disabled
 sensuclientenabled truemessage_queue
 engine rabbitmqhost rabbitmqport 5672user monitorpassword pwdvirtual_host monitor
 unsubscribe- collectdclient- gitclient
 Sensu Client with community plugins
 sensuclientenabled trueplugin
 sensu_community_pluginsenabled true
 monitoring_for_openstack
 (continues on next page)
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 enabled trueruby_gems
 enabled Truenamebunny
 message_queueengine rabbitmqhost rabbitmqport 5672user monitorpassword pwdvirtual_host monitor
 Sensu SalesForce handler
 sensuserverenabled truehandler
 defaultenabled trueset- sfdc
 stdoutenabled true
 sfdcenabled truesfdc_client_id 3MVG9Oe7T3Ol0ea4MKjsfdc_client_secret 11482216293059sfdc_username testtest1testsfdc_password passTempsfdc_auth_url httpsmysite--scloudqacs12mysalesforcecomenvironment a2XV0000001sfdc_organization_id 00DV00000sfdc_http_proxy http101010108888token_cache_file pathtocachetoken
 Sensu Slack handler
 sensuserverenabled truehandler
 defaultenabled trueset- slack
 stdoutenabled true
 slackenabled Truechannel channel_namewebhook_url httpshooksslackcomserviceskastan12TB57X3SDQA
 rarr˓fasfsaf0632hjkl3dsccLn9vproxy_address 10101010proxy_port 8888
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 Read more
 bull httpdocssensuapporg09installing_sensuhtml
 bull httpsspeakerdeckcomjoemillerpractical-examples-with-sensu-monitoring-framework
 bull httpsgithubcomfridimnagios-plugin-check_galera_cluster
 bull httpwwwreimannsh20110630nagios-check-pacemaker-failed-actions
 bull httpsys4deenblog20140123montoring-pacemaker-nagios
 bull httpsrawgithubusercontentcomsensusensu-community-pluginsmasterpluginsopenstackneutronneutron-agent-statuspy
 bull httpsgithubcomsensusensu-community-pluginsblobmasterpluginsopenstackkeystonecheck_keystone-apish
 bull httpopenstackprov12ncommonitoring-openstack-nagios-3
 bull httpsrawgithubusercontentcomdrewkerrigannagios-http-jsonmastercheck_http_jsonpy
 bull httpsgithubcomopinkerfinagios-pluginstreemastercheck_ibm_bladecenter
 bull httpsgithubcomopinkerfinagios-pluginstreemastercheck_storwize
 bull httpsgithubcomehazlettsensu-py
 bull httpsgithubcomLevel-UpSupervisord-Nagios-Pluginblobmastercheck_supvpy
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-sensuissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-sensu
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Statsd formula
 Simple daemon for easy stats aggregation
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 Sample pillars
 Standalone Statsd server with Graphitecarbon backend
 statsdserverenabled truebind
 port 8125address 0000
 backendengine carbonhost metrics1domaincomport 2003
 Standalone Statsd server with GraphiteAMQP backend
 statsdserverenabled truebind
 port 8125address 0000
 backendengine amqphost metrics1domaincomport 5672
 Standalone Statsd server with OpenTSDB backend
 statsdserverenabled truebind
 port 8125address 0000
 backendengine amqphost metrics1domaincomport 2003
 More information
 bull httpsgithubcometsystatsd
 bull httpsgithubcommrtazzstatsd-amqp-backend
 bull httpsgithubcomdanslimmonstatsd-opentsdb-backend
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
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 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-statsdissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-statsd
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Container Services
 Container services for automated container management
 Formula Repositorycalico httpsgithubcomsalt-formulassalt-formula-calicodekapod httpsgithubcomsalt-formulassalt-formula-dekapoddocker httpsgithubcomsalt-formulassalt-formula-dockerkubernetes httpsgithubcomsalt-formulassalt-formula-kubernetes
 Salt Formula Calico
 Salt formula for calico deployment
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-calicoissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
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 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-calico
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Decapod formula
 Decapod is intendend to simplify deployment and lifecycle management of Ceph
 Sample pillars
 Single decapod service
 decapodserverenabled true
 Read more
 bull httpdecapodreadthedocsioenlatest
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-letsencryptissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-letsencrypt
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 Docker Formula
 Docker is a platform for developers and sysadmins to develop ship and run applications Docker lets you quicklyassemble applications from components and eliminates the friction that can come when shipping code Docker letsyou get your code tested and deployed into production as fast as possible
 Sample Pillars
 Docker Host
 dockerhostenabled trueoptions
 bip 17231255116insecure-registries
 - 127001- 10001
 log-driver json-filelog-opts
 max-size 50m
 Configure proxy for docker host
 dockerhostproxy
 enabled truehttp httpuserpassproxy3128https httpuserpassproxy3128no_proxy
 - localhost- 127001- docker-registry
 Docker Swarm
 Role can be master manager or worker Where master is the first manager that will initialize the swarm
 Metadata for manager (first node)
 dockerhostenabled true
 swarmrole manageradvertise_addr 19216815bind
 address 19216815port 2377
 Metadata for worker
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 dockerhostenabled true
 swarmrole workermaster
 host 19216815port 2377
 Token to join to master node is obtained from grains using saltmine In case of any join_token undefinedissues ensure you have docker_swarm_ grains available
 Docker Client
 Container
 dockerclientcontainer
 jenkins Dont start automaticallystart falserestart unless-stoppedimage jenkins271ports- 80818080- 5000050000
 environmentJAVA_OPTS -DhudsonfooterURL=httpswwwexamplecom
 volumes- srvvolumesjenkinsvarjenkins_home
 Using Docker Compose
 There are two states that provides this functionality
 bull dockerclientstack
 bull dockerclientcompose
 Stack is new and works with Docker Swarm Mode Compose is legacy and works only if node isnrsquot member of SwarmMetadata for both states are similar and differs only in implementation
 Stack
 dockerclientstack
 django_webenabled trueupdate trueenvironment
 (continues on next page)
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 SOMEVAR somevalueversion 31servicedb
 image postgresweb
 image djangoappvolumes- srvvolumesdjangosrvdjango
 ports- 80008000
 depends_on- db
 Compose
 There are three options how to install docker-compose
 bull distribution package (default)
 bull using Pip
 bull using Docker container
 Install docker-compose using Docker (default is distribution package)
 dockerclientcompose
 sourceengine dockerimage dockercompose180
 django_web Run up action any positional argument to docker-compose CLI If not defined only docker-composeyml is generatedstatus up Run image pull every time state is run triggering container restart in case its changedpull trueenvironmentSOMEVAR somevalue
 servicedb
 image postgresweb
 image djangoappvolumes- srvvolumesdjangosrvdjango
 ports- 80008000
 depends_on- db
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 Registry
 dockerclientregistry
 target_registry apt5000image
 - registry dockername compose180
 - registry tcpcloudname jenkinslatest
 - registry name registry2target_registry myregistry
 Service
 To deploy service in Swarm mode you can use dockerclientservice
 parametersdockerclient
 servicepostgresqlenvironment
 POSTGRES_USER userPOSTGRES_PASSWORD passwordPOSTGRES_DB mydb
 restartcondition on-failure
 image postgres95ports
 - 54325432volume
 datatype bindsource srvvolumespostgresqlmaasdestination varlibpostgresqldata
 Docker Registry
 dockerregistrylog
 level debugformatter json
 cacheengine redishost localhost
 storageengine filesystemroot srvdockerregistry
 bind
 (continues on next page)
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 host 0000port 5000
 hookmail
 levels- panic
 Options are rendered as yaml as is so use hook-specific options hereoptionssmtpaddr smtpsendhostcom25username sendernamepassword passwordinsecure true
 from namesendhostcomto
 - namereceivehostcom
 Docker login to private registry
 dockerhostenabled trueregistry
 firstaddress privatedockercomuser usernamepassword password
 secondaddress private2dockercomuser username2password password2
 Docker container service management
 Enforce the service in container is started
 contrail_control_starteddockerng_servicestart- container f020d0d3efa8- service contrail-control
 or
 contrail_control_starteddockerng_servicestart- container contrail_controller- service contrail-control
 Enforce the service in container is stoped
 contrail_control_stopeddockerng_servicestop- container f020d0d3efa8- service contrail-control
 Enforce the service in container will be restarted
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 contrail_control_restartdockerng_servicerestart- container f020d0d3efa8- service contrail-control
 Enforce the service in container is enabled
 contrail_control_enabledockerng_serviceenable- container f020d0d3efa8- service contrail-control
 Enforce the service in container is disabled
 contrail_control_disabledockerng_servicedisable- container f020d0d3efa8- service contrail-control
 More Information
 bull httpsdocsdockercominstallationubuntulinux
 bull httpsgithubcomsaltstack-formulasdocker-formula
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-dockerissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-docker
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Kubernetes Formula
 Kubernetes is an open-source system for automating deployment scaling and management of containerized applica-tions This formula deploys production ready Kubernetes and generate Kubernetes manifests as well
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 You can download kubectl configuration and connect to your cluster However keep in mind kuber-netes_control_address needs to be accessible from your computer
 mkdir -p ~kube[ -f ~kubeconfig ] ampamp cp -v ~kubeconfig ~kubeconfig-backupssh cfg01 sudo ssh ctl01 etckuberneteskubeconfigsh gt ~kubeconfigkubectl get no
 cfg01 is Salt master node and ctl01 is one of Kubernetes masters
 Sample Pillars
 REQUIRED Define image to use for hyperkube CNIs and calicoctl image
 parameterskubernetescommon
 hyperkubeimage gcriogoogle_containershyperkubev165
 poolnetwork
 calicoctlimage calicoctl
 cniimage calicocni
 Enable helm-tiller addon
 parameterskubernetescommon
 addonshelmenabled true
 Enable calico-policy addon
 parameterskubernetescommon
 addonscalico_policyenabled true
 Enable virtlet addon
 parameterskubernetescommon
 addonsvirtletenabled truenamespace kube-systemimage mirantisvirtletv080hosts- cmp01- cmp02
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 Enable netchecker addon
 parameterskubernetescommon
 addonsnetcheckerenabled true
 masternamespace
 netcheckerenabled true
 Enable Kubenetes Federation control plane
 parameterskubernetesmaster
 federationenabled Truename federationnamespace federation-systemsource httpsdlk8siov166kubernetes-client-linux-amd64targzhash 94b2c9cd29981a8e150c187193bab0d8c0b6e906260f837367feff99860a6376service_type NodePortdns_provider corednschildclusters- secondclustermydomain- thirdclustermydomain
 Enable external DNS addon with CoreDNS provider
 parameterskubernetescommon
 addonscorednsenabled True
 externaldnsenabled Truedomain companymydomainprovider coredns
 Enable external DNS addon with Designate provider
 parameterskubernetescommon
 addonsexternaldnsenabled Truedomain companymydomainprovider designatedesignate_os_options
 OS_AUTH_URL httpskeystone_auth_endpoint5000OS_PROJECT_DOMAIN_NAME defaultOS_USER_DOMAIN_NAME defaultOS_PROJECT_NAME admin
 (continues on next page)
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 OS_USERNAME adminOS_PASSWORD passwordOS_REGION_NAME RegionOne
 Enable external DNS addon with AWS provider
 parameterskubernetescommon
 addonsexternaldnsenabled Truedomain companymydomainprovider awsaws_options
 AWS_ACCESS_KEY_ID XXXXXXXXXXXXXXXXXXXXAWS_SECRET_ACCESS_KEY XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
 Enable external DNS addon with Google CloudDNS provider
 parameterskubernetescommon
 addonsexternaldnsenabled Truedomain companymydomainprovider googlegoogle_options
 key project default-123
 key should be exported from google console and processed as cat keyjson | tr -d lsquonrsquo
 Enable OpenStack cloud provider
 parameterskubernetescommon
 cloudproviderenabled Trueprovider openstackparamsauth_url httpsopenstackmydomain5000v3username novapassword novaregion RegionOnetenant_id 4bce4162d8744c599e350099cfa22a0adomain_name defaultsubnet_id 72407854-aca6-4cf1-b873-e9affb09484blb_version v2
 Configure service verbosity
 parameterskubernetesmaster
 (continues on next page)
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 verbosity 2pool
 verbosity 2
 Set cluster name and domain
 parameterskubernetescommon
 kubernetes_cluster_domain myclusterdomaincluster_name mycluster
 Enable autoscaler for dns addon Poll period can be skipped
 kubernetescommon
 addonsdnsdomain clusterlocalenabled truereplicas 1server 10254010autoscalerenabled truepoll-period-seconds 60
 Pass aditional parameters to daemons
 parameterskubernetesmaster
 apiserverdaemon_optsstorage-backend pigeon
 controller_managerdaemon_optslog-dir devnulL
 poolkubelet
 daemon_optsmax-pods 6
 Containers on pool definitions in poolservicelocal
 parameterskubernetespool
 servicelocalenabled Falseservice libvirtcluster openstack-computenamespace defaultrole $linuxsystemnametype LoadBalancerkind Deployment
 (continues on next page)
 21 Project Introduction 323
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 apiVersion extensionsv1beta1replicas 1host_pid TruenodeSelector- key openstack
 value $linuxsystemnamehostNetwork Truecontainer
 libvirt-computeprivileged Trueimage $_paramdocker_repositorylibvirt-computetag $_paramopenstack_container_tag
 Master definition
 kubernetescommon
 cluster_name clusteraddons
 dnsdomain clusterlocalenabled truereplicas 1server 10254010
 masteradmin
 password passwordusername admin
 apiserveraddress 100175100secure_port 443insecure_address 127001insecure_port 8080
 ca kubernetesenabled trueetcd
 host 127001members- host 100175100name node040
 name node040token ca939ec9c2a17b0786f6d411fe019e9b
 kubeletallow_privileged true
 networkengine calicomtu 1500hash fb5e30ebe6154911a66ec3fb5f1195b2private_ip_range 101500016version v0190
 service_addresses 102540016storage
 engine glusterfsmembers- host 100175101port 24007
 - host 100175102(continues on next page)
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 port 24007- host 100175103port 24007
 port 24007token
 admin DFvQ8GJ9JD4fKNfuyEddw3rjnFTkUKsvcontroller_manager EreGh6AnWf8DxH8cYavB2zS029PUi7vxdns RAFeVSE4UvsCz4gk3KYReuOI5jsZ1Xt3kube_proxy DFvQ8GelB7afH3wClC9romaMPhquyyEekubelet 7bN5hJ9JD4fKjnFTkUKsvVNfuyEddw3rlogging MJkXKdbgqRmTHSa2ykTaOaMykgO6KcEfmonitoring hnsj0XqABgrSww7Nqo7UVTSZLJUt2XRdscheduler HY1UUxEPpmjW4a1dDLGIANYQp1nZkLDk
 version v124
 kubernetespool
 address 0000allow_privileged trueca kubernetescluster_dns 10254010cluster_domain clusterlocalenabled truekubelet
 allow_privileged trueconfig etckubernetesmanifestsfrequency 5s
 masterapiservermembers- host 100175100
 etcdmembers- host 100175100
 host 100175100network
 engine calicomtu 1500hash fb5e30ebe6154911a66ec3fb5f1195b2version v0190
 tokenkube_proxy DFvQ8GelB7afH3wClC9romaMPhquyyEekubelet 7bN5hJ9JD4fKjnFTkUKsvVNfuyEddw3r
 version v124
 Enable basic token and http authentication disable ssl auth create some static users
 kubernetesmasterauth
 basicenabled trueuserjdoe
 password dummygroups
 (continues on next page)
 21 Project Introduction 325
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 - systemadminhttp
 enabled trueheaderuser X-Remote-Usergroup X-Remote-Group
 sslenabled false
 tokenenabled trueuserjdoetoken dummytokengroups- systemadmin
 Kubernetes with OpenContrail network plugin
 On Master
 kubernetescommonaddons
 contrail_network_controllerenabled truenamespace kube-systemimage yashulyakcontrail-controllerlatest
 masternetwork
 engine opencontraildefault_domain default-domaindefault_project default-domaindefault-projectpublic_network default-domaindefault-projectPublicpublic_ip_range 185229712826private_ip_range 101500016service_cluster_ip_range 102540016network_label nameservice_label usescluster_service kube-systemdefaultconfig
 apihost 10017070
 On pools
 kubernetespoolnetwork
 engine opencontrail
 Dashboard public IP must be configured when Contrail network is used
 kubernetescommon
 (continues on next page)
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 addonspublic_ip 1111
 Kubernetes control plane running in systemd
 By default kube-apiserver kube-scheduler kube-controllermanager kube-proxy etcd running in docker containersthrough manifests For stable production environment this should be run in systemd
 kubernetesmastercontainer false
 kubernetespoolcontainer false
 Because k8s services run under kube user without root privileges there is need to change secure port for apiserver
 kubernetesmasterapiserver
 secure_port 8081
 Kubernetes with Flannel
 On Master
 kubernetesmasternetwork
 engine flannel If you dont register master as node
 etcdmembers- host 100175101
 port 4001- host 100175102
 port 4001- host 100175103
 port 4001commonnetwork
 engine flannel
 On pools
 kubernetespoolnetwork
 engine flanneletcd
 members- host 100175101
 (continues on next page)
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 port 4001- host 100175102
 port 4001- host 100175103
 port 4001commonnetwork
 engine flannel
 Kubernetes with Calico
 On Master
 kubernetesmasternetwork
 engine calicomtu 1500
 If you dont register master as nodeetcd
 members- host 100175101
 port 4001- host 100175102
 port 4001- host 100175103
 port 4001
 On pools
 kubernetespoolnetwork
 engine calicomtu 1500etcd
 members- host 100175101
 port 4001- host 100175102
 port 4001- host 100175103
 port 4001
 Running with secured etcd
 kubernetespoolnetwork
 engine calicomtu 1500etcd
 sslenabled true
 master
 (continues on next page)
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 networkengine calicoetcd
 sslenabled true
 Running with calico-policy controller
 kubernetespoolnetwork
 engine calicomtu 1500addons
 calico_policyenabled true
 masternetwork
 engine calicomtu 1500addons
 calico_policyenabled true
 Enable Prometheus metrics in Felix
 kubernetespoolnetwork
 prometheusenabled true
 masternetwork
 prometheusenabled true
 Post deployment configuration
 set ETCDexport ETCD_AUTHORITY=1001112014001
 Set NAT for pods subnetcalicoctl pool add 1921680016 --nat-outgoing
 Status commandscalicoctl statuscalicoctl node show
 Kubernetes with GlusterFS for storage
 kubernetesmaster
 (continues on next page)
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 storageengine glusterfsport 24007members- host 100175101
 port 24007- host 100175102
 port 24007- host 100175103
 port 24007
 Kubernetes Storage Class
 AWS EBS storageclass integration It also requires to create IAM policy and profiles for instances and tag all resourcesby KubernetesCluster in EC2
 kubernetescommonaddons
 storageclassaws_slowenabled Truedefault Trueprovisioner aws-ebsname slowtype gp2iopspergb 10zones xxx
 nfs_sharedname elasti01enabled Trueprovisioner nfsspec
 name elastic_datanfsserver 10001path exported_path
 Kubernetes namespaces
 Create namespace
 kubernetesmasternamespace
 kube-systemenabled True
 namespace2enabled True
 namespace3
 (continues on next page)
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 enabled False
 Kubernetes labels
 Label node
 kubernetesmasterlabel
 label01value value01node node01enabled truekey key01
 Pull images from private registries
 kubernetesmasterregistry
 secretregistry01enabled Truekey (get from `cat rootdockerconfigjson | base64`)namespace default
 controlservice
 service01image_pull_secretes registry01
 Kubernetes Service Definitions in pillars
 Following samples show how to generate kubernetes manifest as well and provide single tool for complete infrastruc-ture management
 Deployment manifest
 saltcontrolenabled TruehostNetwork Trueservice
 (continues on next page)
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 memcachedprivileged Trueservice memcachedrole servertype LoadBalancerreplicas 3kind DeploymentapiVersion extensionsv1beta1ports- port 8774name nova-api
 - port 8775name nova-metadata
 volumevolume_nametype hostPathmount certspath etccerts
 containermemcachedimage memcachedtag2ports- port 8774name nova-api
 - port 8775name nova-metadata
 variables- name HTTP_TLS_CERTIFICATEvalue certsdomaincrt
 - name HTTP_TLS_KEYvalue certsdomainkey
 volumes- name etccertstype hostPathmount certspath etccerts
 PetSet manifest
 servicememcachedapiVersion appsv1alpha1kind PetSetservice_name memcachedcontainer
 memcached
 Configmap
 You are able to create configmaps using support layer between formulas It works simple eg in nova formula therersquosfile metaconfigyml which defines config files used by that service and roles
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 Kubernetes formula is able to generate these files using custom pillar and grains structure This way you are able torun docker images built by any way while still re-using your configuration management
 Example pillar
 kubernetescontrolconfig_type default|kubernetes Output is yaml k8s or default single filesconfigmap
 nova-controlgrains Alternate grains as OS running in container may differ from salt minion OS Needed only if grains matters for config generationos_family Debian
 pillar Generic pillar for nova controllernovacontrollerenabled trueversionn liberty
 To tell which services supports config generation you need to ensure pillar structure like this to determine support
 nova_supportconfig
 enabled true
 initContainers
 Example pillar
 kubernetescontrolservicememcached
 init_containers- name test-mysql
 image busyboxcommand- sleep- 3600volumes- name configmount test
 - name test-memcachedimage busyboxcommand- sleep- 3600volumes- name configmount test
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 Affinity
 podAffinity
 Example pillar
 kubernetescontrolservicememcached
 affinitypod_affinityname podAffinityexpression
 label_selectorname labelSelectorselectors- key appvalue memcached
 topology_key kubernetesiohostname
 podAntiAffinity
 Example pillar
 kubernetescontrolservicememcached
 affinityanti_affinityname podAntiAffinityexpression
 label_selectorname labelSelectorselectors- key appvalue opencontrail-control
 topology_key kubernetesiohostname
 nodeAffinity
 Example pillar
 kubernetescontrolservicememcached
 affinitynode_affinityname nodeAffinityexpression
 match_expressions
 (continues on next page)
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 name matchExpressionsselectors- key keyoperator Invalues- value1- value2
 Volumes
 hostPath
 servicememcachedcontainer
 memcachedvolumes- name volume1
 mountPath volumereadOnly True
 volume
 volume1name etccertstype hostPathpath etccerts
 emptyDir
 servicememcachedcontainer
 memcachedvolumes- name volume1
 mountPath volumereadOnly True
 volume
 volume1name etccertstype emptyDir
 configMap
 servicememcachedcontainer
 memcached
 (continues on next page)
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 volumes- name volume1mountPath volumereadOnly True
 volume
 volume1type config_mapitemconfigMap1key configconfpath configconf
 configMap2key policyjsonpath policyjson
 To mount single configuration file instead of whole directory
 servicememcachedcontainer
 memcachedvolumes- name volume1
 mountPath volumeconfigconfsub_path configconf
 Generating Jobs
 Example pillar
 kubernetescontroljob
 sleepjob sleeprestart_policy Nevercontainersleep
 image busyboxtag latestcommand- sleep- 3600
 Volumes and Variables can be used as the same way as during Deployment generation
 Custom params
 kubernetescontroljob
 host_network Truehost_pid Truecontainer
 (continues on next page)
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 sleepprivileged True
 node_selectorkey nodevalue one
 image_pull_secretes password
 Role-based access control
 To enable RBAC you need to set following option on your apiserver
 kubernetesmasterauth
 mode NodeRBAC
 Then you can use kubernetescontrolrole state to orchestrate role and rolebindings Following exampleshows how to create brand new role and binding for service account
 controlroleetcd-operator
 kind ClusterRolerules
 - apiGroups- etcdcoreoscom
 resources- clusters
 verbs-
 - apiGroups- extensions
 resources- thirdpartyresources
 verbs- create
 - apiGroups- storagek8sio
 resources- storageclasses
 verbs- create
 - apiGroups-
 resources- replicasets
 verbs-
 bindingetcd-operatorkind ClusterRoleBindingnamespace test lt-- if no namespace then its clusterrolebindingsubject
 etcd-operatorkind ServiceAccount
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 Simplest possible use-case add user test edit permissions on itrsquos test namespace
 kubernetescontrolrole
 editkind ClusterRole No rules defined so only binding will be created assuming role already existsbindingtest
 namespace testsubjecttestkind User
 More Information
 bull httpsgithubcomJuniperkubernetesblob
 opencontrail-integrationdocs getting-started-guidesopencontrailmd httpsgithubcomkuberneteskubernetestreemasterclustersaltbase
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-kubernetesissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-kubernetes
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
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 OpenStack Services
 All supported OpenStack cloud platform services
 Formula Repositoryaodh httpsgithubcomsalt-formulassalt-formula-aodhavinetworks httpsgithubcomsalt-formulassalt-formula-avinetworksbillometer httpsgithubcomsalt-formulassalt-formula-billometerceilometer httpsgithubcomsalt-formulassalt-formula-ceilometercinder httpsgithubcomsalt-formulassalt-formula-cinderdesignate httpsgithubcomsalt-formulassalt-formula-designateglance httpsgithubcomsalt-formulassalt-formula-glanceheat httpsgithubcomsalt-formulassalt-formula-heathorizon httpsgithubcomsalt-formulassalt-formula-horizonkeystone httpsgithubcomsalt-formulassalt-formula-keystonemagnum httpsgithubcomsalt-formulassalt-formula-magnummidonet httpsgithubcomsalt-formulassalt-formula-midonetmurano httpsgithubcomsalt-formulassalt-formula-muranoneutron httpsgithubcomsalt-formulassalt-formula-neutronnova httpsgithubcomsalt-formulassalt-formula-novaopencontrail httpsgithubcomsalt-formulassalt-formula-opencontrailopenvstorage httpsgithubcomsalt-formulassalt-formula-openvstoragerally httpsgithubcomsalt-formulassalt-formula-rallysahara httpsgithubcomsalt-formulassalt-formula-saharaswift httpsgithubcomsalt-formulassalt-formula-swifttempest httpsgithubcomsalt-formulassalt-formula-tempest
 aodh
 Aodh is an alarming service for OpenStack It used to be a part of Ceilometer but starting from Mitaka it is a separateproject Aodh supports several types of alarms like threshold event composite and gnocchi-specific In cluster modecoordination is enabled via tooz with Redis backend MySQL is used as a data backend for alarms and alarm history
 Sample pillars
 Cluster aodh service
 aodhserverenabled trueversion mitakattl 86400cluster true
 databaseengine mysql+pymysqlhost 10010620port 3306name aodhuser aodhpassword password
 bind
 (continues on next page)
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 host 10010620port 8042
 identityengine keystonehost 10010620port 35357tenant serviceuser aodhpassword password
 message_queueengine rabbitmqport 5672user openstackpassword passwordvirtual_host openstack
 cachemembers- host 10101010
 port 11211- host 10101011
 port 11211- host 10101012
 port 11211
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 Only WatchedFileHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 aodhserverlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 Development and testing
 Development and test workflow with Test Kitchen and kitchen-salt provisioner plugin
 Test Kitchen is a test harness tool to execute your configured code on one or more platforms in isolation There is akitchenyml in main directory that defines platforms to be tested and suites to execute on them
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 Kitchen CI can spin instances locally or remote based on used driver For local development kitchenymldefines a vagrant or docker driver
 To use backend drivers or implement your CI follow the section lsquoINTEGRATIONrstContinuous Integrationlsquo__
 The Busser Verifier is used to setup and run tests implementated in ltrepogttestintegration It installs the particulardriver to tested instance (Serverspec InSpec Shell Bats ) prior the verification is executed
 Usage
 list instances and statuskitchen list
 manually execute integration testskitchen [test || [create|converge|verify|exec|login|destroy|]] [instance] -t testsrarr˓integration
 use with provided Makefile (ie within CI pipeline)make kitchen
 Read more
 bull httpsdocsopenstackorgcli-referenceaodhhtml
 bull httpsdocsopenstackorgdeveloperaodh
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-aodhissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-aodh
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Avinetworks formula
 Sample pillars
 Salt formula to setup Avi Networks LBaaS
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 avinetworksserverenabled trueidentity cloud1image_location httpdisk_format qcow2public_network INET1saltmaster_ip 100090
 avinetworksclientenabled true
 External links
 bull httpskbavinetworkscominstalling-avi-vantage-for-openstack-2
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-avinetworksissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-avinetworks
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Billometer
 Sample pillar
 billometerserverenabled trueworkers 3secret_key secret_tokensync_time 600
 (continues on next page)
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 collect_time 1800metric
 inengine graphitehost 101010180port 80
 outengine statsdhost 101010180prefix fooport 81
 bindaddress 0000port 9753protocol tcp
 sourcetype gitaddress gitrepo1roboticeczpython-appsbillometergitrev master
 cacheengine memcachedhost 127001prefix CACHE_DJANGO_ENC
 databaseengine postgresqlhost 127001name django_billometerpassword db-pwduser django_billometer
 identityengine keystoneregion regionOnetoken tokenhost 127001port 5000api_version 2
 mailhost maildomaincompassword mail-pwduser mail-user
 loggingengine sentrydsn pubsecdsncz12
 Extra Resources
 billometerserverenabled trueworkers 3secret_key secret_tokensync_time 600collect_time 1800extra_resource
 (continues on next page)
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 networkrxlabel Network RXresource networkrxprice_rate 00002threshold 150000
 7k2_SASprice_rate 0008205resource cindervolumename 7k2_SASlabel 7k2 SA
 10k_SASprice_rate 0027383resource cindervolumelabel 10k2 SASname 10k_SAS
 15k_SASprice_rate 0034232resource cindervolumelabel 15k2 SASname 15k_SAS
 EasyTierprice_rate 0041082resource cindervolumelabel Easy TiernameEasyTier
 Read more
 bull httpdocsgunicornorgenlatestconfigurehtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-billometerissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-billometer
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 Ceilometer Formula
 The ceilometer project aims to deliver a unique point of contact for billing systems to acquire all of the measurementsthey need to establish customer billing across all current OpenStack components with work underway to support futureOpenStack components This formula provides different backends for Ceilometer data MongoDB InfluxDB AlsoGraphite and direct (to Elasticsearch) publishers are available If InfluxDB is used as a backend heka is configuredto consume messages from RabbitMQ and write in to InfluxDB ie ceilometer collector service is not used in thisconfiguration
 Sample Pillars
 Ceilometer APIcontroller node
 ceilometerserverenabled trueversion mitakacluster truesecret pwdbind
 host 127001port 8777
 identityengine keystonehost 127001port 35357tenant serviceuser ceilometerpassword pwd
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 Enable CORS parameters
 ceilometerservercors
 allowed_origin httpslocalhostlocalhttplocalhostlocalexpose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
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 Configuration of policyjson file
 ceilometerserverpolicy
 segregation rulecontext_is_admin Add key without value to remove line from policyjsontelemetryget_resource
 Databases configuration
 MongoDB example
 ceilometerserverdatabase
 engine mongodbmembers- host 10010610
 port 27017- host 10010620
 port 27017- host 10010630
 port 27017name ceilometeruser ceilometerpassword password
 InfluxDBElasticsearch example
 ceilometerserverdatabase
 influxdbhost 10010610port 8086user ceilometerpassword passworddatabase ceilometer
 elasticsearchenabled truehost 10010610port 9200
 Client-side RabbitMQ HA setup
 ceilometerserver
 (continues on next page)
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 message_queueengine rabbitmqmembers- host 10010610- host 10010620- host 10010630user openstackpassword pwdvirtual_host openstack
 Ceilometer Graphite publisher
 ceilometerserverenabled truepublisher
 graphiteenabled truehost 10001port 2003
 Ceilometer compute agent
 ceilometeragentenabled trueversion mitakasecret pwdidentity
 engine keystonehost 127001port 35357tenant serviceuser ceilometerpassword pwd
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstackrabbit_ha_queues true
 Ceilometer instance discovery method
 ceilometeragentdiscovery_method naive
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 Keystone auth caching
 ceilometerservercache
 members- host 10101010port 11211
 - host 10101011port 11211
 - host 10101012port 11211
 agentcache
 members- host 10101010port 11211
 - host 10101011port 11211
 - host 10101012port 11211
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 ceilometerserverlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 agentlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentd
 (continues on next page)
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 enabled trueossyslogenabled true
 More Information
 bull httpswikiopenstackorgwikiCeilometer
 bull httpdocsopenstackorgdeveloperceilometerinstallmanualhtml
 bull httpdocsopenstackorgdeveloperceilometer
 bull httpsfedoraprojectorgwikiQATestcase_OpenStack_ceilometer_install
 bull httpsgithubcomspilgamesceilometer_graphite_publisher
 bull httpengineeringspilgamescomusing-ceilometer-graphite
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-ceilometerissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-ceilometer
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Openstack Cinder Block Storage
 Cinder provides an infrastructure for managing volumes in OpenStack It was originally a Nova component callednova-volume but has become an independent project since the Folsom release
 Sample pillars
 New structure divides cinder-apicinder-scheduler to role controller and cinder-volume to role volume
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 cindercontrollerenabled trueversion junocinder_uid 304cinder_gid 304nas_secure_file_permissions falsenas_secure_file_operations falsecinder_internal_tenant_user_id f46924c112a14c80ab0a24a613d95eefcinder_internal_tenant_project_id b7455b8974bb4064ad247c8f375eae6cdefault_volume_type 7k2SaSenable_force_upload trueavailability_zone_fallback Truedatabase
 engine mysqlhost 127001port 3306name cinderuser cinderpassword pwd
 identityengine keystonehost 127001port 35357tenant serviceuser cinderpassword pwd
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 backend7k2_SAS
 engine storwizetype_name slow-diskshost 19216801port 22user usernamepassword passconnection FCiSCSImultihost truemultipath truepool SAS7K2
 auditenabled false
 osapi_max_limit 500barbican
 enabled true
 cindervolumeenabled trueversion junocinder_uid 304
 (continues on next page)
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 cinder_gid 304nas_secure_file_permissions falsenas_secure_file_operations falsecinder_internal_tenant_user_id f46924c112a14c80ab0a24a613d95eefcinder_internal_tenant_project_id b7455b8974bb4064ad247c8f375eae6cdefault_volume_type 7k2SaSnable_force_upload truedatabase
 engine mysqlhost 127001port 3306name cinderuser cinderpassword pwd
 identityengine keystonehost 127001port 35357tenant serviceuser cinderpassword pwd
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 backend7k2_SAS
 engine storwizetype_name 7k2 SAS diskhost 19216801port 22user usernamepassword passconnection FCiSCSImultihost truemultipath truepool SAS7K2
 auditenabled false
 barbicanenabled true
 Enable CORS parameters
 cindercontrollercors
 allowed_origin httpslocalhostlocalhttplocalhostlocalexpose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
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 Client-side RabbitMQ HA setup for controller
 cindercontrollermessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Client-side RabbitMQ HA setup for volume component
 cindervolumemessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Configuring TLS communications
 Note by default system wide installed CA certs are used so cacert_file param is optional as well as cacert
 bull RabbitMQ TLS
 cindercontroller volume
 message_queueport 5671sslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackrabbitmq-capem(optional) version TLSv1_2
 bull MySQL TLS
 cindercontroller
 databasesslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackmysql-capem
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 bull Openstack HTTPS API
 cindercontroller volume
 identityprotocol https(optional) cacert_file etcopenstackproxypem
 glanceprotocol https(optional) cacert_file etcopenstackproxypem
 Cinder setup with zeroing deleted volumes
 cindercontrollerenabled truewipe_method zero
 Cinder setup with shreding deleted volumes
 cindercontrollerenabled truewipe_method shred
 Configuration of policyjson file
 cindercontrollerpolicy
 volumedelete ruleadmin_or_owner Add key without value to remove line from policyjsonvolumeextend
 Default Cinder setup with iSCSI target
 cindercontrollerenabled trueversion mitakadefault_volume_type lvmdriver-1database
 engine mysqlhost 127001port 3306name cinderuser cinderpassword pwd
 identityengine keystonehost 127001port 35357tenant serviceuser cinderpassword pwd
 (continues on next page)
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 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 backendlvmdriver-1
 engine lvmtype_name lvmdriver-1volume_group cinder-volume
 Cinder setup for IBM Storwize
 cindervolumeenabled truebackend
 7k2_SASengine storwizetype_name 7k2 SAS diskhost 19216801port 22user usernamepassword passconnection FCiSCSImultihost truemultipath truepool SAS7K2
 10k_SASengine storwizetype_name 10k SAS diskhost 19216801port 22user usernamepassword passconnection FCiSCSImultihost truemultipath truepool SAS10K
 15k_SASengine storwizetype_name 15k SAShost 19216801port 22user usernamepassword passconnection FCiSCSImultihost truemultipath truepool SAS15K
 Cinder setup with NFS
 cindercontroller
 (continues on next page)
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 enabled truedefault_volume_type nfs-driverbackend
 nfs-driverengine nfstype_name nfs-drivervolume_group cinder-volumepath varlibcindernfsdevices- 1721610110varnfscinderoptions rwsync
 Cinder setup with NetApp
 cindercontrollerbackend
 netappengine netapptype_name netappuser openstackvserver vm1server_hostname 1721823password passwordstorage_protocol nfstransport_type httpslun_space_reservation enableduse_multipath_for_image_xfer Truenas_secure_file_operations falsenas_secure_file_permissions falsedevices- 1721812vol_1- 1721812vol_2- 1721812vol_3- 1721812vol_4
 linuxsystempackage
 nfs-commonversion latest
 Cinder setup with Hitachi VPS
 cindercontrollerenabled truebackend
 hus100_backendtype_name HUS100backend hus100_backendengine hitachi_vspconnection FC
 Cinder setup with Hitachi VPS with defined ldev range
 cindercontroller
 (continues on next page)
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 enabled truebackend
 hus100_backendtype_name HUS100backend hus100_backendengine hitachi_vspconnection FCldev_range 0-1000
 Cinder setup with CEPH
 cindercontrollerenabled truebackend
 ceph_backendtype_name standard-iopsbackend ceph_backendpool volumesengine cephuser cindersecret_uuid da74ccb7-aa59-1721-a172-0006b1aa4e3eclient_cinder_key AQDOavlU6BsSJhAAnpFR906mvdgdfRqLHwu0Uw==report_discard_supported True
 httpcephcomdocsmasterrbdrbd-openstack
 Cinder setup with HP3par
 cindercontrollerenabled truebackend
 hp3par_backendtype_name hp3parbackend hp3par_backenduser hp3paruserpassword somethingurl http10101010apiv1cpg OpenStackCPGhost 10101010login hp3paradminsanpassword somethingdebug Truesnapcpg OpenStackSNAPCPG
 Cinder setup with Fujitsu Eternus
 cindervolumeenabled truebackend
 10kThinProtype_name 10kThinProengine fujitsupool 10kThinProhost 19216801
 (continues on next page)
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 port 5988user usernamepassword passconnection FCiSCSIname 10kThinPro
 10k_SAStype_name 10k_SASpool SAS10Kengine fujitsuhost 19216801port 5988user usernamepassword passconnection FCiSCSIname 10k_SAS
 Cinder setup with IBM GPFS filesystem
 cindervolumeenabled truebackend
 GPFS-GOLDtype_name GPFS-GOLDengine gpfsmount_point mntgpfs-openstackcindergold
 GPFS-SILVERtype_name GPFS-SILVERengine gpfsmount_point mntgpfs-openstackcindersilver
 Cinder setup with HP LeftHand
 cindervolumeenabled truebackend
 HP-LeftHandtype_name normal-storageengine hp_lefthandapi_url https101010108081lhosusername userpassword passwordclustername cluster1iscsi_chap_enabled false
 Extra parameters for HP LeftHand
 cinder type-key normal-storage set hplhdata_pl=r-10-2 hplhprovisioning=full
 Cinder setup with Solidfire
 cindervolumeenabled truebackend
 (continues on next page)
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 solidfiretype_name normal-storageengine solidfiresan_ip 10101010san_login usersan_password passwordclustername cluster1sf_emulate_512 false
 Cinder setup with Block Device driver
 cindervolumeenabled truebackend
 bddengine bddenabled truetype_name bdddevices- sdb- sdc- sdd
 Enable cinder-backup service for ceph
 cindercontrollerenabled trueversion mitakabackup
 engine cephceph_conf etccephcephconfceph_pool backupceph_stripe_count 0ceph_stripe_unit 0ceph_user cinderceph_chunk_size 134217728restore_discard_excess_bytes false
 volumeenabled trueversion mitakabackup
 engine cephceph_conf etccephcephconfceph_pool backupceph_stripe_count 0ceph_stripe_unit 0ceph_user cinderceph_chunk_size 134217728restore_discard_excess_bytes false
 Enable auditing filter ie CADF
 cindercontrolleraudit
 (continues on next page)
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 enabled true
 filter_factory keystonemiddlewareauditfilter_factorymap_file etcpycadfcinder_api_audit_mapconf
 volumeaudit
 enabled true
 filter_factory keystonemiddlewareauditfilter_factorymap_file etcpycadfcinder_api_audit_mapconf
 Cinder setup with custom availability zones
 cindercontrollerdefault_availability_zone my-default-zonestorage_availability_zone my-custom-zone-name
 cindervolumedefault_availability_zone my-default-zonestorage_availability_zone my-custom-zone-name
 Cinder setup with custom non-admin volume query filters
 cindercontrollerquery_volume_filters
 - name- status- metadata- availability_zone- bootable
 public_endpoint and osapi_volume_base_url parameters ldquopublic_endpointrdquo is used for configuring versions endpointldquoosapi_volume_base_URLrdquo is used to present Cinder URL to users They are useful when running Cinder under loadbalancer in SSL
 cindercontrollerpublic_endpoint_address https$_paramcluster_domain8776
 The default availability zone is used when a volume has been created without specifying a zone in the create request(this zone must exist in your configuration obviously) The storage availability zone is the actual zone where the nodebelongs to Make sure to specify this per node Check the documentation of OpenStack for more information
 Client role
 cinderclientenabled trueidentity
 host 127001port 35357project serviceuser cinder
 (continues on next page)
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 password pwdprotocol httpendpoint_type internalURLregion_name RegionOne
 backendceph
 type_name standard-iopsengine cephkeyconn_speed fibre-10G
 Enable Barbican integration
 cindercontrollerbarbican
 enabled true
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 cindercontrollerlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 volumelogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
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 Documentation and Bugs
 To learn how to deploy OpenStack Salt consult the documentation available online at
 httpswikiopenstackorgwikiOpenStackSalt
 In the unfortunate event that bugs are discovered they should be reported to the appropriate bug tracker If youobtained the software from a 3rd party operating system vendor it is often wise to use their own bug tracker forreporting problems In all other cases use the master OpenStack bug tracker available at
 httpbugslaunchpadnetopenstack-salt
 Developers wishing to work on the OpenStack Salt project should always base their work on the latest formulas codeavailable from the master GIT repository at
 httpsgitopenstackorgcgitopenstacksalt-formula-cinder
 Developers should also join the discussion on the IRC list at
 httpswikiopenstackorgwikiMeetingsopenstack-salt
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-cinderissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-cinder
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Designate formula
 Designate provides DNSaaS services for OpenStack
 Sample pillars
 For Designate with BIND9 local backend
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 designateserverenabled trueregion RegionOnedomain_id 5186883b-91fb-4891-bd49-e6769234a8fcversion ocatabackend
 bind9rndc_key 4pc+X4PDqb2q+5o72dISm72LM1Ds9X2EYZjqg+nmsS7FhdTwzFFY8l
 rarr˓iEDmHxnyjkA33EQC8H+z0fLLBunoitw==rndc_algorithm hmac-sha512
 bindapi
 address 127001database
 engine mysqlhost 127001port 3306name
 main_database designatepool_manager designate_pool_manager
 user designatepassword passw0rd
 identityengine keystonehost 127001port 35357tenant serviceuser designatepassword passw0rd
 message_queueengine rabbitmqmembers- host 127001user openstackpassword passwordvirtual_host openstack
 poolsdefault
 description default poolattributesservice_tier GOLD
 ns_records- hostname ns1exampleorgpriority 10
 nameservers- host 127001port 53
 targetsdefault_targettype bind9description default targetmasters- host 127001port 5354
 optionshost 127001
 (continues on next page)
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 port 53rndc_host 127001rndc_port 953rndc_key_file etcdesignaterndckey
 Note domain_id parameter is UUID of DNS zone managed by designate-sink service This zone will be populatedby A records for fixed and floating ip addresses of spawned VMs After designate is deployed and zone is created thisparameter should be updated accordingly to UUID of newly created zone Then designate state should be reapplied
 Pools pillar for BIND9 master and multiple slaves setup
 poolsdefaultdescription default poolattributes
 service_tier GOLDns_records
 - hostname ns1exampleorgpriority 10
 nameservers- host 19216801
 port 53- host 19216802
 port 53- host 19216803
 port 53targets
 default_targettype bind9description default targetmasters- host 19216804port 5354
 optionshost 19216804port 53rndc_host 19216804rndc_port 953rndc_key_file etcdesignaterndckey
 Usage
 Create server
 designate server-create --name nsexamplecom
 Create domain
 designate domain-create --name examplecom --email mailexamplecom
 Create record
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 designate record-create examplecom --name testexamplecom --type A --data 10214rarr˓15
 Test it
 dig 127001 testexamplecom
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-letsencryptissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-letsencrypt
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Glance formula
 The Glance project provides services for discovering registering and retrieving virtual machine images Glance hasa RESTful API that allows querying of VM image metadata as well as retrieval of the actual image
 Sample pillars
 glanceserverenabled trueversion junoworkers 8glance_uid 302glance_gid 302policy
 publicize_image- roleadmin- roleimage_manager
 databaseengine mysqlhost 127001
 (continues on next page)
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 port 3306name glanceuser glancepassword pwd
 identityengine keystonehost 127001port 35357tenant serviceuser glancepassword pwd
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 storageengine file
 images- name CirrOS 031
 format qcow2file cirros-031-x86_64-diskimgsource httpcdndownloadcirros-cloudnet031cirros-031-x86_64-diskimgpublic true
 auditenabled false
 api_limit_max 100limit_param_default 50barbican
 enabled true
 The pagination is controlled by the api_limit_max and limit_param_default parameters as shown above
 bull api_limit_max defines the maximum number of records that the server will return
 bull limit_param_default is the default limit parameter that applies if the request didnrsquot defined it explicitly
 Configuration of policyjson file
 glanceserverpolicy
 publicize_image roleadmin Add key without value to remove line from policyjsonadd_member
 Keystone and cinder region
 glanceserverenabled trueversion kiloidentity
 engine keystone(continues on next page)
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 host 127001region RegionTwo
 Ceph integration glance
 glanceserverenabled trueversion junostorage
 engine rbdhttpuser glancepool imageschunk_size 8client_glance_key AQDOavlU6BsSJhAAnpFR906mvdgdfRqLHwu0Uw==
 RabbitMQ HA setup
 glanceservermessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Quota Options
 glanceserverquota
 image_member -1image_property 256image_tag 256image_location 15user_storage 0
 Configuring TLS communications
 Note by default system wide installed CA certs are used so cacert_file param is optional as well as cacert
 bull RabbitMQ TLS
 glanceserver
 message_queue
 (continues on next page)
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 port 5671sslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackrabbitmq-capem(optional) version TLSv1_2
 bull MySQL TLS
 glanceserver
 databasesslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackmysql-capem
 bull Openstack HTTPS API
 Set the https as protocol at glanceserver sections
 glanceserver
 identityprotocol https(optional) cacert_file etcopenstackproxypem
 registryprotocol https(optional) cacert_file etcopenstackproxypem
 storageengine cinder swiftcinder
 protocol https(optional) cacert_file etcopenstackproxypem
 swiftstore
 (optional) cafile etcopenstackproxypem
 Enable Glance Image Cache
 glanceserverimage_cache
 enabled trueenable_management truedirectory varlibglanceimage-cachemax_size 21474836480
 Enable auditing filter (CADF)
 glanceserveraudit
 enabled true
 filter_factory keystonemiddlewareauditfilter_factory
 (continues on next page)
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 map_file etcpycadfglance_api_audit_mapconf
 Swift integration glance
 glanceserverenabled trueversion mitakastorage
 engine swifthttpswift
 storeauth
 address httpkeystoneexamplecom5000v20version 2
 endpoint_type publicURLcontainer glancecreate_container_on_put trueretry_get_count 5user 2ec7966596504f59acc3a76b3b9d9291glance-userkey someRandomPassword
 Another way which also supports multiple swift backends can be configured like this
 glanceserverenabled trueversion mitakastorage
 engine swifthttpswift
 storeendpoint_type publicURLcontainer glancecreate_container_on_put trueretry_get_count 5references
 my_objectstore_reference_1authaddress httpkeystoneexamplecom5000v20version 2
 user 2ec7966596504f59acc3a76b3b9d9291glance-userkey someRandomPassword
 Enable CORS parameters
 glanceservercors
 allowed_origin httpslocalhostlocalhttplocalhostlocalexpose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
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 Enable Viewing Multiple Locations
 If you want to expose all locations available (for example when you have multiple backends configured) then you canconfigure this like so
 glanceservershow_multiple_locations Truelocation_strategy store_typestore_type_preference rbdswiftfile
 Please note the show_multiple_locations option is deprecated since Newton and is planned to be handled bypolicy files _only_ starting with the Pike release
 This feature is convenient in a scenario when you have swift and rbd configured and want to benefit from rbd enhance-ments
 Barbican integration glance
 glanceserver
 barbicanenabled true
 Client role
 Glance images
 glanceclientenabled trueserver
 profile_adminimagecirros-test
 visibility publicprotected falselocation httpdownloadcirros-cloudnet034cirros-034-i386-disk
 rarr˓img
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
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 glanceserverlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 Usage
 Import new public image
 glance image-create --name Windows 7 x86_64 --is-public true --container-formatrarr˓bare --disk-format qcow2 lt win7qcow2
 Change new imagersquos disk properties
 glance image-update Windows 7 x86_64 --property hw_disk_bus=ide
 Change new imagersquos NIC properties
 glance image-update Windows 7 x86_64 --property hw_vif_model=rtl8139
 External links
 bull httpcephcomdocsmasterrbdrbd-openstack
 Documentation and Bugs
 To learn how to deploy OpenStack Salt consult the documentation available online at
 httpswikiopenstackorgwikiOpenStackSalt
 In the unfortunate event that bugs are discovered they should be reported to the appropriate bug tracker If youobtained the software from a 3rd party operating system vendor it is often wise to use their own bug tracker forreporting problems In all other cases use the master OpenStack bug tracker available at
 httpbugslaunchpadnetopenstack-salt
 Developers wishing to work on the OpenStack Salt project should always base their work on the latest formulas codeavailable from the master GIT repository at
 httpsgitopenstackorgcgitopenstacksalt-formula-glance
 Developers should also join the discussion on the IRC list at
 httpswikiopenstackorgwikiMeetingsopenstack-salt
 370 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-glanceissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-glance
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Heat Formula
 Heat is the main project in the OpenStack Orchestration program It implements an orchestration engine to launchmultiple composite cloud applications based on templates in the form of text files that can be treated like code A nativeHeat template format is evolving but Heat also endeavours to provide compatibility with the AWS CloudFormationtemplate format so that many existing CloudFormation templates can be launched on OpenStack Heat provides bothan OpenStack-native ReST API and a CloudFormation-compatible Query API
 Sample Pillars
 Single Heat services on the controller node
 heatserverenabled trueversion icehouseregion RegionOnebind
 metadataaddress 10010610port 8000protocol http
 waitconditionaddress 10010610port 8000protocol http
 watchaddress 10010610port 8003protocol http
 (continues on next page)
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 cloudwatchhost 10010620
 apihost 10010620
 api_cfnhost 10010620
 databaseengine mysqlhost 10010620port 3306name heatuser heatpassword password
 identityengine keystonehost 10010620port 35357tenant serviceuser heatpassword passwordendpoint_type_default internalURLendpoint_type_heat publicURL
 message_queueengine rabbitmqhost 10010620port 5672user openstackpassword passwordvirtual_host openstackha_queues True
 max_stacks_per_tenant 150max_nested_stack_depth 10
 Define server clients keystone parameter
 heatserverclients
 keystoneprotocol httpshost 10010610port 5000insecure false
 Enable CORS parameters
 heatservercors
 allowed_origin httpslocalhostlocalhttplocalhostlocalexpose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
 Heat client with specified git templates
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 heatclientenabled truetemplate
 admindomain defaultsourceengine gitaddress gitrepodomaincomadmin-templatesgitrevision master
 defaultdomain defaultsourceengine gitaddress gitrepodomaincomdefault-templatesgitrevision master
 Ceilometer notification
 heatserverenabled trueversion icehousenotification true
 Configuration of policyjson file
 heatserverpolicy
 deny_stack_user not roleheat_stack_usercloudformationValidateTemplate ruledeny_stack_user Add key without value to remove line from policyjsoncloudformationDescribeStackResource
 Client-side RabbitMQ HA setup
 heatservermessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Configuring TLS communications
 Note by default system wide installed CA certs are used so cacert_file param is optional as wellas cacert
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 bull RabbitMQ TLS
 heatserver
 message_queueport 5671sslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackrabbitmq-capem(optional) version TLSv1_2
 bull MySQL TLS
 heatserver
 databasesslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackmysql-capem
 bull Openstack HTTPS API
 heatserver
 identityprotocol https(optional) cacert_file etcopenstackproxypem
 clientskeystoneprotocol https(optional) cacert_file etcopenstackproxypem
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 heatserverlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentd
 (continues on next page)
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 enabled trueossyslogenabled true
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-heatissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-heat
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Horizon Formula
 Horizon is the canonical implementation of OpenStackrsquos Dashboard which provides a web based user interface toOpenStack services including Nova Swift Keystone etc
 Sample Pillars
 Simplest horizon setup
 horizonserverenabled truesecret_key secrethost
 name cloudlabczcache
 engine memcachedhost 127001port 11211prefix CACHE_HORIZON
 api_versionsidentity 2
 identityengine keystone
 (continues on next page)
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 host 127001port 5000
 mailhost 127001
 Multidomain setup for horizon
 horizonserverenabled truedefault_domain MYDOMAINmultidomain True
 Simple branded horizon
 horizonserverenabled truebranding OpenStack Company Dashboarddefault_dashboard adminhelp_url httpdocdomaincom
 Horizon with policy files metadata With source mine you can obtain real time policy file state from targeted node(OpenStack control node) provided you have policy file published to specified grain key Source file will obtain staticpolicy definition from formula files directory
 horizonserverenabled truepolicy
 identitysource minehost ctl01my-domainlocalname keystone_policyjsongrain_name keystone_policyenabled true
 computesource filename nova_policyjsonenabled true
 networksource filename neutron_policyjsonenabled true
 imagesource filename glance_policyjsonenabled true
 volumesource filename cinder_policyjsonenabled true
 telemetrysource filename ceilometer_policyjsonenabled true
 (continues on next page)
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 orchestrationsource filename heat_policyjsonenabled true
 Horizon with enabled SSL security (when SSL is realised by proxy)
 horizonserverenabled Truesecure True
 Horizon package setup with SSL
 horizonserverenabled truesecret_key MEGASECRETversion junossl
 enabled trueauthority CA_Authority
 hostname cloudlabcz
 cacheengine memcachedhost 127001port 11211prefix CACHE_HORIZON
 api_versionsidentity 2
 identityengine keystonehost 127001port 5000
 mailhost 127001
 Horizon with custom SESSION_ENGINE (default is ldquosigned_cookiesrdquo valid options are ldquosigned_cookiesrdquo ldquocacherdquoldquofilerdquo) and SESSION_TIMEOUT
 horizonserverenabled Truesecure Truesession
 engine cachetimeout 43200
 Multi-regional horizon setup
 horizonserverenabled trueversion junosecret_key MEGASECRET
 (continues on next page)
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 cacheengine memcachedhost 127001port 11211prefix CACHE_HORIZON
 api_versionsidentity 2
 identityengine keystonehost 127001port 5000
 mailhost 127001
 regions- name cluster1
 address httpcluster1examplecom5000v20- name cluster2
 address httpcluster2examplecom5000v20
 Horizon setup with sensu plugin
 horizonserverenabled trueversion junosensu_api
 host localhostport 4567
 pluginmonitoring
 app horizon_monitoringsourcetype gitaddress gitrepo1roboticeczdjangohorizon-monitoringgitrev develop
 Sensu multi API
 horizonserverenabled trueversion junosensu_api
 dc1host localhostport 4567
 dc2host anotherhostport 4567
 Horizon setup with jenkins plugin
 horizonserverenabled trueversion junojenkins_api
 (continues on next page)
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 url httpslocalhost8080user adminpassword pwd
 pluginjenkins
 app horizon_jenkinssourcetype pkg
 Horizon setup with billometer plugin
 horizonserverenabled trueversion junobillometer_api
 host localhostport 9753api_version 1
 pluginbilling
 app horizon_billingsourcetype gitaddress gitrepo1roboticeczdjangohorizon-billinggitrev develop
 Horizon setup with contrail plugin
 horizonserverenabled trueversion icehouseplugin
 contrailapp contrail_openstack_dashboardoverride truesourcetype gitaddress gitrepo1roboticeczdjangohorizon-contrailgitrev develop
 Horizon setup with sentry log handler
 horizonserverenabled trueversion junologging
 engine ravendsn httppubprivatesentry1testcz2
 Multisite with Git source
 Simple Horizon setup from git repository
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 horizonserverenabled trueapp
 defaultsecret_key MEGASECRETsourceengine gitaddress httpsgithubcomopenstackhorizongitrev stablehavana
 cacheengine memcachedhost 127001port 11211prefix CACHE_DEFAULT
 api_versionsidentity 2
 identityengine keystonehost 127001port 5000
 mailhost 127001
 Themed multisite setup
 horizonserverenabled trueapp
 openstack1csecret_key MEGASECRET1sourceengine gitaddress httpsgithubcomopenstackhorizongitrev stablehavana
 plugincontrail
 app contrail_openstack_dashboardoverride truesourcetype gitaddress gitrepo1roboticeczdjangohorizon-contrailgitrev develop
 themeapp site1_themesourcetype gitaddress gitrepo1domaincomdjangohorizon-site1-themegit
 cacheengine memcachedhost 127001port 11211prefix CACHE_SITE1
 api_versionsidentity 2
 identity
 (continues on next page)
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 engine keystonehost 127001port 5000
 mailhost 127001
 openstack2secret_key MEGASECRET2sourceengine gitaddress httpsrepo1domaincomopenstackhorizongitrev stableicehouse
 plugincontrailapp contrail_openstack_dashboardoverride truesourcetype gitaddress gitrepo1domaincomdjangohorizon-contrailgitrev develop
 monitoringapp horizon_monitoringsourcetype gitaddress gitdomaincomdjangohorizon-monitoringgitrev develop
 themeapp bootswatch_themesourcetype gitaddress gitrepo1roboticeczdjangohorizon-bootswatch-themegitrev develop
 cacheengine memcachedhost 127001port 11211prefix CACHE_SITE2
 api_versionsidentity 3
 identityengine keystonehost 127001port 5000
 mailhost 127001
 API versions override
 horizonserverenabled trueapp
 openstack_api_overrridesecret_key MEGASECRET1api_versionsidentity 3volume 2
 source(continues on next page)
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 engine gitaddress httpsgithubcomopenstackhorizongitrev stablehavana
 Control dashboard behaviour
 horizonserverenabled trueapp
 openstack_dashboard_overrridesecret_key passworddashboardssettings
 enabled trueproject
 enabled falseorder 10
 adminenabled falseorder 20
 sourceengine gitaddress httpsgithubcomopenstackhorizongitrev stablejuno
 Enable WebSSO feature
 horizonserverenabled truewebsso
 login_url WEBROOT + authloginlogout_url WEBROOT + authlogoutwebsso_choices
 - saml2- oidc
 More Information
 bull httpsgithubcomopenstackhorizon
 bull httpdijkswordpresscom20120706how-to-change-screen-resolution-of-novnc-client-in-openstack-essex-dashboard-nova-horizon
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-horizonissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
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 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-horizon
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 OpenStack Keystone
 Keystone provides authentication authorization and service discovery mechanisms via HTTP primarily for use byprojects in the OpenStack family It is most commonly deployed as an HTTP interface to existing identity systemssuch as LDAP
 From Kilo release Keystone v3 endpoint has definition without version in url
 +----------------------------------+-----------+--------------------------+-----------rarr˓---------------+---------------------------+----------------------------------+| id | region | publicurl |rarr˓internalurl | adminurl | service_id |+----------------------------------+-----------+--------------------------+-----------rarr˓---------------+---------------------------+----------------------------------+| 91663a8db11c487c9253c8c456863494 | RegionOne | http100150375000 | http10rarr˓0150375000 | http1001503735357 | 0fd2dba3153d45a1ba7f709cfc2d69c9 |+----------------------------------+-----------+--------------------------+-----------rarr˓---------------+---------------------------+----------------------------------+
 Sample pillars
 Caution When you use localhost as your database host (keystoneserver atabasehost) sqlalchemy will try toconnect to varrunmysql mysqldsock may cause issues if you located your mysql socket elsewhere
 Full stacked keystone
 keystoneserverenabled trueversion junoservice_token service_tokeenservice_tenant serviceservice_password servicepwdadmin_tenant adminadmin_name adminadmin_password adminpwdadmin_email stackmasterdomaincomroles
 - admin- Member
 (continues on next page)
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 - image_managerbind
 address 0000private_address 127001private_port 35357public_address 127001public_port 5000
 api_version 20region RegionOnedatabase
 engine mysqlhost 127001name keystonepassword LfTno5mYdZmRfoPVuser keystone
 Keystone public HTTPS API
 keystoneserverenabled trueversion junoservices- name nova
 type computedescription OpenStack Compute Serviceuser
 name novapassword password
 bindpublic_address clouddomaincompublic_protocol httpspublic_port 8774internal_address 100020internal_port 8774admin_address 100020admin_port 8774
 Keystone with custom policies Keys with specified rules are created or set to this value if they already exists Keyswith no value (like our ldquoexisting_rulerdquo) are deleted from the policy file
 keystoneserverenabled truepolicy
 new_rule ruleadmin_requiredexisting_rule
 Keystone memcached storage for tokens
 keystoneserverenabled trueversion juno
 (continues on next page)
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 token_store cachecache
 engine memcachedhost 127001port 11211
 services
 Keystone clustered memcached storage for tokens
 keystoneserverenabled trueversion junotoken_store cachecache
 engine memcachedmembers- host 19216001
 port 11211- host 19216002
 port 11211services
 Keystone client
 keystoneclientenabled trueserver
 host 10002public_port 5000private_port 35357service_token tokenadmin_tenant adminadmin_name adminadmin_password passwd
 Keystone cluster
 keystonecontrolenabled trueprovider
 os15_tokenhost 10002port 35357token token
 os15_tcp_core_stghost 10005port 5000tenant adminname adminpassword password
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 Keystone fernet tokens for OpenStack Kilo release
 keystoneservertokens
 engine fernetmax_active_keys 3
 Keystone auth methods
 keystoneserverauth_methods- external- password- token- oauth1
 Keystone domain with LDAP backend using SQL for roleproject assignment
 keystoneserverdomain
 externaldescription Testing domainbackend ldapassignmentbackend sql
 ldapurl ldapsidmdomaincomsuffix dc=clouddc=domaindc=com Will bind as uid=keystonecn=userscn=accountsdc=clouddc=domaindc=comuid keystonepassword password
 Using LDAP backend for default domain
 keystoneserverbackend ldapassignment
 backend sqlldap
 url ldapsidmdomaincomsuffix dc=clouddc=domaindc=com Will bind as uid=keystonecn=userscn=accountsdc=clouddc=domaindc=comuid keystonepassword password
 Using LDAP backend for default domain with ldquouser_enabledrdquo field emulation
 keystoneserverbackend ldap
 (continues on next page)
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 assignmentbackend sql
 ldapurl ldapidmdomaincomsuffix ou=Openstack Service Userso=domaincombind_user keystonepassword password Define LDAP group object class and membership attributegroup_objectclass groupOfUniqueNamesgroup_member_attribute uniqueMember User will receive enabled attribute basing on membership in os-user-enabled
 rarr˓ groupuser_enabled_emulation Trueuser_enabled_emulation_dn cn=os-user-enabledou=Openstacko=domaincomuser_enabled_emulation_use_group_config True
 Simple service endpoint definition (defaults to RegionOne)
 keystoneserverservice
 ceilometertype meteringdescription OpenStack Telemetry Serviceusername ceilometerpassword password
 bind
 Region-aware service endpoints definition
 keystoneserverservice
 ceilometer_region01service ceilometertype meteringregion region01description OpenStack Telemetry Serviceusername ceilometerpassword password
 bind
 ceilometer_region02service ceilometertype meteringregion region02description OpenStack Telemetry Servicebind
 Enable ceilometer notifications
 keystoneserver
 (continues on next page)
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 notification truemessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword passwordvirtual_host openstackha_queues true
 Client-side RabbitMQ HA setup
 keystoneservermessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Client-side RabbitMQ TLS configuration
 By default system-wide CA certs are used Nothing should be specified except sslenabled
 keystoneservermessage_queue
 sslenabled True
 Use cacert_file option to specify the CA-cert file path explicitly
 keystoneservermessage_queue
 sslenabled Truecacert_file etcsslrabbitmq-capem
 To manage content of the cacert_file use the cacert option
 keystoneserver
 (continues on next page)
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 message_queuessl
 enabled Truecacert |
 -----BEGIN CERTIFICATE-----
 -----END CERTIFICATE-------
 cacert_file etcopenstackrabbitmq-capem
 Notice
 bull The message_queueport is set to 5671 (AMQPS) by default if sslenabled=True
 bull Use message_queuesslversion if you need to specify protocol version By default is TLSv1 for python lt279 and TLSv1_2 for version above
 Enable CADF audit notification
 keystoneservernotification truenotification_format cadf
 Run keystone under Apache
 keystoneserverservice_name apache2
 apacheserverenabled truedefault_mpm eventsite
 keystoneenabled truetype keystonename wsgihostname $linuxnetworkfqdn
 modules- wsgi
 Enable SAML2 Federated keystone
 keystoneserverauth_methods- password- token- saml2federation
 saml2protocol saml2remote_id_attribute Shib-Identity-Providershib_url_scheme https
 (continues on next page)
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 shib_compat_valid_user onfederation_driver keystonecontribfederationbackendssqlFederationfederated_domain_name Federatedtrusted_dashboard
 - https$_paramcluster_public_hosthorizonauthwebssoapache
 serverpkgs
 - apache2- libapache2-mod-shib2
 modules- wsgi- shib2
 Enable OIDC Federated keystone
 keystoneserverauth_methods- password- token- oidcfederationoidc
 protocol oidcremote_id_attribute HTTP_OIDC_ISSremote_id_attribute_value httpsaccountsgooglecomoidc_claim_prefix OIDC-oidc_response_type id_tokenoidc_scope openid email profileoidc_provider_metadata_url httpsaccountsgooglecomwell-knownopenid-
 rarr˓configurationoidc_client_id ltopenid_client_idgtoidc_client_secret ltopenid_client_secretgtoidc_crypto_passphrase openstackoidc_redirect_uri httpskeyexamplecom5000v3authOS-FEDERATIONwebsso
 rarr˓oidcredirectoidc_oauth_introspection_endpoint httpswwwgoogleapiscomoauth2v1
 rarr˓tokeninfooidc_oauth_introspection_token_param_name access_tokenoidc_oauth_remote_user_claim user_idoidc_ssl_validate_server off
 federated_domain_name Federatedfederation_driver keystonecontribfederationbackendssqlFederationtrusted_dashboard
 - https$_paramcluster_public_hostauthwebssoapache
 serverpkgs
 - apache2- libapache2-mod-auth-openidc
 modules- wsgi- auth_openidc
 Notes Ubuntu Trusty repository doesnrsquot contain libapache2-mod-auth-openidc package Additonal repository shouldbe added to source list
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 Use a custom identity driver with custom options
 keystoneserverbackend k2kk2k
 auth_url httpskeystoneexamplecomv20read_user example_userread_pass passwordread_tenant_id adminidentity_driver sqlid_prefix k2kdomain defaultcaching truecache_time 600
 Enable CORS parameters
 keystoneservercors
 allowed_origin httpslocalhostlocalhttplocalhostlocalexpose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
 Keystone client
 Service endpoints enforcement with service token
 keystoneclientenabled trueserver
 keystone01adminhost 10002port 35357token service_token
 servicenova
 type computedescription OpenStack Compute Serviceendpoints- region region01public_address 17216101public_port 8773public_path v2internal_address 17216101internal_port 8773internal_path v2admin_address 17216101admin_port 8773admin_path v2
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 Project users roles enforcement with admin user
 keystoneclientenabled trueserver
 keystone01adminhost 10002port 5000project adminuser adminpassword passwdregion_name RegionOneprotocol https
 roles- admin- memberprojecttenant01
 description test envquotainstances 100cores 24ram 151200floating_ips 50fixed_ips -1metadata_items 128injected_files 5injected_file_content_bytes 10240injected_file_path_bytes 255key_pairs 100security_groups 20security_group_rules 40server_groups 20server_group_members 20
 useruser01email jdoedomaincomis_admin truepassword some
 user02email jdoe2domaincompassword someroles- custom-roles
 Multiple servers example
 keystoneclientenabled trueserver
 keystone01adminhost 10002port 5000project admin
 (continues on next page)
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 user adminpassword workshopregion_name RegionOneprotocol https
 keystone02adminhost 10003port 5000project adminuser adminpassword workshopregion_name RegionOne
 Tenant quotas
 keystoneclientenabled trueserver
 keystone01adminhost 10002port 5000project adminuser adminpassword passwdregion_name RegionOneprotocol https
 roles- admin- memberprojecttenant01
 description test envquotainstances 100cores 24ram 151200floating_ips 50fixed_ips -1metadata_items 128injected_files 5injected_file_content_bytes 10240injected_file_path_bytes 255key_pairs 100security_groups 20security_group_rules 40server_groups 20server_group_members 20
 Extra config params in keystoneconf (since Mitaka release)
 keystoneserverextra_config
 ini_section1(continues on next page)
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 param1 valueparam2 value
 ini_section2param1 valueparam2 value
 Configuration of policyjson file
 keystoneserverpolicy
 admin_or_token_subject ruleadmin_required or ruletoken_subject
 Setting up default admin project name and domain
 keystoneserveradmin_project
 name admindomain default
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 keystoneserverlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 Usage
 Apply state keystoneclientservice first and then keystoneclient state
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 Documentation and Bugs
 To learn how to deploy OpenStack Salt consult the documentation available online at
 httpswikiopenstackorgwikiOpenStackSalt
 In the unfortunate event that bugs are discovered they should be reported to the appropriate bug tracker If youobtained the software from a 3rd party operating system vendor it is often wise to use their own bug tracker forreporting problems In all other cases use the master OpenStack bug tracker available at
 httpbugslaunchpadnetopenstack-salt
 Developers wishing to work on the OpenStack Salt project should always base their work on the latest formulas codeavailable from the master GIT repository at
 httpsgitopenstackorgcgitopenstacksalt-formula-keystone
 Developers should also join the discussion on the IRC list at
 httpswikiopenstackorgwikiMeetingsopenstack-salt
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-keystoneissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-keystone
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 magnum
 Service magnum description
 Sample pillars
 Single magnum service
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 magnumserverenabled trueversion kilo
 Read more
 bull links
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-magnumissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-magnum
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Midonet
 MidoNet is an advanced Software Defined Networking (SDN) solution which provides network virtualization forpublic and private cloud environments
 Sample pillars
 Cluster Control
 midonetcontrolversion v50enterprise
 enabled trueenabled truehost 127001nova
 (continues on next page)
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 controlhost 127001
 databasemembers- host 127001
 port 9160- host 127001
 port 9160- host 127001
 port 9160zookeeper
 members- host 127001- host 127001- host 127001
 identityuser midonetpassword passwdhost 127001admin
 token tokenpasspassword passwd
 Analytics
 midonetanalyticsversion v50enterprise
 enabled trueenabled truehost 127001
 Gateway
 midonetgateway
 version v50enterprise
 enabled trueenabled truezookeeper
 members- host 127001- host 127001- host 127001
 template medium
 21 Project Introduction 397
  SaltStack-Formulas Documentation Release master
 Compute
 midonetcompute
 version v50enterprise
 enabled trueenabled truezookeeper
 members- host 127001- host 127001- host 127001
 template medium
 Web
 midonetwebversion v50enabled trueapi
 host 127001analytics
 host 127001
 Read More
 bull httpwwwmidokuracommidonet
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-midonetissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-midonet
 Any questions or feedback is always welcome so feel free to join our IRC channel
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 Murano formula
 Murano Project introduces an application catalog which allows application developers and cloud administrators topublish various cloud-ready applications in a browsable categorised catalog which may be used by the cloud users(including the inexperienced ones) to pick-up the needed applications and services and composes the reliable environ-ments out of them in a ldquopush-the-buttonrdquo manner
 Sample pillars
 Single murano services on the controller node
 muranoserverenabled trueversion libertyinsecure falsedatabase
 engine mysqlhost 10102020port 3306name muranouser muranopassword password
 identityengine keystonehost 10102020port 35357tenant serviceuser muranopassword password
 message_queueengine rabbitmqmembers- host 192168113- host 192168114- host 192168115user openstackpassword supersecretvirtual_host openstack
 murano_agent_queueengine rabbitmqport 5672host 192168110user openstackpassword supersecretcatalogpassword
 External links
 bull httpswikiopenstackorgwikiMuranoProjectOverview
 bull httpmuranoreadthedocsorgenlatestinstall
 bull httpsgithubcomstackforgemurano
 21 Project Introduction 399
  SaltStack-Formulas Documentation Release master
 bull httpsgithubcomstackforgemurano-apps
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-muranoissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-murano
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 OpenContrail Formula
 Contrail Controller is an open standards-based software solution that delivers network virtualization and serviceautomation for federated cloud networks It provides self-service provisioning improves network troubleshooting anddiagnostics and enables service chaining for dynamic application environments across enterprise virtual private cloud(VPC) managed Infrastructure as a Service (IaaS) and Networks Functions Virtualization (NFV) use cases
 Package source
 Formula support OpenContrail as well as Juniper Contrail package repository in the backend
 Differences withing the configuration and state run are controlled by opencontrailcommonvendor[opencontrail|juniper] pillar attribute
 Default value is set to opencontrail
 Juniper releases tested with this formula
 bull 302x
 To use Juniper Contrail repository as a source of packages override pillar as in this example
 opencontrailcommonvendor juniper
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 Sample Pillars
 Controller nodes
 There are several scenarios for OpenContrail control plane
 All-in-one single
 Config control analytics database web ndash altogether on one node
 opencontrailcommonversion 22source
 engine pkgaddress httpmirrorroboticeczcontrail-havana
 identityengine keystonehost 127001port 35357token tokenpassword password
 networkengine neutronhost 127001port 9696
 configversion 22enabled truenetwork
 engine neutronhost 127001port 9696
 discoveryhost 127001
 analyticshost 127001
 bindaddress 127001
 message_queueengine rabbitmqhost 127001port 5672
 databasemembers- host 127001
 port 9160cache
 members- host 127001
 port 11211identity
 engine keystoneversion 20region RegionOne
 (continues on next page)
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 host 127001port 35357user adminpassword passwordtoken tokentenant admin
 members- host 127001
 id 1rootlogger INFO CONSOLE
 controlversion 22enabled truebind
 address 127001discovery
 host 127001master
 host 127001members- host 127001
 id 1collectorversion 22enabled truebind
 address 127001master
 host 127001discovery
 host 127001data_ttl 2database
 members- host 127001
 port 9160databaseversion 22cassandra
 version 2enabled trueminimum_disk 10name Contrailoriginal_token 0compaction_throughput_mb_per_sec 16concurrent_compactors 1data_dirs- varlibcassandraid 1discovery
 host 127001bind
 host 127001port 9042rpc_port 9160
 members- host 127001
 (continues on next page)
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 id 1webversion 22enabled Truebind
 address 127001analytics
 host 127001master
 host 127001cache
 engine redishost 127001port 6379
 members- host 127001
 id 1identity
 engine keystoneversion 20host 127001port 35357user adminpassword passwordtoken tokentenant admin
 All-in-one cluster
 Config control analytics database web ndash altogether clustered on multiple nodes
 opencontrailcommonversion 22source
 engine pkgaddress httpmirrorroboticeczcontrail-havana
 identityengine keystonehost 127001port 35357token tokenpassword password
 networkengine neutronhost 127001port 9696
 configversion 22enabled truenetwork
 engine neutronhost 127001port 9696
 discovery
 (continues on next page)
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 host 127001analytics
 host 127001bind
 address 127001message_queue
 engine rabbitmqhost 127001port 5672
 databasemembers- host 127001
 port 9160- host 127001
 port 9160- host 127001
 port 9160cache
 members- host 127001
 port 11211- host 127001
 port 11211- host 127001
 port 11211identity
 engine keystoneversion 20region RegionOnehost 127001port 35357user adminpassword passwordtoken tokentenant admin
 members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3controlversion 22enabled truebind
 address 127001discovery
 host 127001master
 host 127001members- host 127001
 id 1- host 127001
 id 2- host 127001
 (continues on next page)
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 id 3collectorversion 22enabled truebind
 address 127001master
 host 127001discovery
 host 127001data_ttl 1database
 members- host 127001
 port 9160- host 127001
 port 9160- host 127001
 port 9160databaseversion 22cassandra
 version 2enabled truename Contrailminimum_disk 10original_token 0data_dirs- varlibcassandraid 1discovery
 host 127001bind
 host 127001port 9042rpc_port 9160
 members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3webversion 22enabled Truebind
 address 127001master
 host 127001analytics
 host 127001cache
 engine redishost 127001port 6379
 members(continues on next page)
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 - host 127001id 1
 - host 127001id 2
 - host 127001id 3
 identityengine keystoneversion 20host 127001port 35357user adminpassword passwordtoken tokentenant admin
 Separated analytics from control and config
 Config control database web
 opencontrailcommonversion 22identity
 engine keystonehost 127001port 35357token tokenpassword password
 networkengine neutronhost 127001port 9696
 configversion 22enabled truenetwork
 engine neutronhost 127001port 9696
 discoveryhost 127001
 analyticshost 127001
 bindaddress 127001
 message_queueengine rabbitmqhost 127001port 5672
 databasemembers- host 127001
 port 9160- host 127001
 (continues on next page)
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 port 9160- host 127001
 port 9160cache
 members- host 127001
 port 11211- host 127001
 port 11211- host 127001
 port 11211identity
 engine keystoneversion 20region RegionOnehost 127001port 35357user adminpassword passwordtoken tokentenant admin
 members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3controlversion 22enabled truebind
 address 127001discovery
 host 127001master
 host 127001members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3databaseversion 127001cassandra
 version 2enabled truename Contrailminimum_disk 10original_token 0data_dirs- varlibcassandraid 1discovery
 host 127001(continues on next page)
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 bindhost 127001port 9042rpc_port 9160
 members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3webversion 22enabled Truebind
 address 127001analytics
 host 127001master
 host 127001cache
 engine redishost 127001port 6379
 members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3identity
 engine keystoneversion 20host 127001port 35357user adminpassword passwordtoken tokentenant admin
 Analytic nodes
 Analytics and database on an analytic node(s)
 opencontrailcommonversion 22identity
 engine keystonehost 127001port 35357token tokenpassword password
 networkengine neutronhost 127001
 (continues on next page)
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 port 9696collectorversion 22enabled truebind
 address 127001master
 host 127001discovery
 host 127001data_ttl 1database
 members- host 127001
 port 9160- host 127001
 port 9160- host 127001
 port 9160databaseversion 22cassandra
 version 2enabled truename Contrailminimum_disk 10original_token 0data_dirs- varlibcassandraid 1discovery
 host 127001bind
 host 127001port 9042rpc_port 9160
 members- host 127001
 id 1- host 127001
 id 2- host 127001
 id 3
 Compute nodes
 Vrouter configuration on a compute node(s)
 opencontrailcommonversion 22identity
 engine keystonehost 127001port 35357
 (continues on next page)
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 token tokenpassword password
 networkengine neutronhost 127001port 9696
 computeversion 22enabled Truehostname node-12domaintlddiscovery
 host 127001interface
 address 127001dev eth0gateway 127001mask 24dns 127001mtu 9000
 Compute nodes with gateway_mode
 Gateway mode can be server vcpe (default is none)
 opencontrailcomputegateway_mode server
 TSN nodes
 Configure TSN nodes
 opencontrailcomputeenabled truetor
 enabled truebind
 port 8086agent
 tor01id 0port 6632host 127001address 127001
 Set up metadata secret for the Vrouter
 In order to get cloud-init within the instance to properly fetch instance metadata metadata_proxy_secret in the Vrouteragent config should match the value in novaconf The administrator should define it in the pillar
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 opencontrailcomputemetadata
 secret opencontrail
 Add auth info for Barbican on compute nodes
 opencontrailcomputelbaas
 enabled truesecret_manager
 engine barbicanidentityuser adminpassword supersecretpassword123tenant admin
 Keystone v3
 To enable support for keystone v3 in opencontrail there must be defined version for config and web role
 opencontrailconfigversion 22enabled trueidentity
 engine keystoneversion 3
 opencontrailwebversion 22enabled trueidentity
 engine keystoneversion 3
 Without Keystone
 opencontrailcommonidentity
 engine nonetoken none
 (continues on next page)
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 password none
 configidentity
 engine nonepassword nonetoken none
 webidentity
 engine nonepassword nonetoken none
 Kubernetes support
 Kubernetes vrouter nodes
 Vrouter configuration on a kubernetes node(s)
 opencontrailcomputeengine kubernetes
 vRouter with separated control plane
 Separate XMPP traffic from dataplane interface
 opencontrailcomputebind
 address 17216050
 Override RPF default in Contrail API
 From MCP11 with OpenContrail gt= 311 you can override RPF default for newly created virtual networks This canbe useful for usecases like running Calico and K8S in overlay The override_rpf_default_by has valid values disableenable If not defined the configuration fallbacks to Contrail default - currently enable
 opencontrailconfigoverride_rpf_default_by disable
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 Cassandra GC logging
 From Contrail version 3 you can set a way you want to handle Cassandra GC logs The behavior is controlled bycassandra_gc_logging Valid values are lsquorotationrsquo (default) lsquolegacyrsquo and false
 bull lsquorotationrsquo is supported by JDK 6u34 7u2 or later and handles rotation of log
 files automatically - lsquolegacyrsquo is a way to support older JDKs and you will need to handle logs by other means Thiscan be handled for example by using - serviceopencontraildatabasecassandra_log_cleanup in your reclass model -false will disable the cassandra gc logging
 opencontraildatabasecassandra_gc_logging false
 Disable Contrail API authentication
 Contrail version must gt= 30 It is useful especially for Keystone v3
 opencontrailconfigmulti_tenancy false
 Enable RBAC
 opencontrailconfigaaa_mode rbaccloud_admin_role adminglobal_read_only_role member
 Switch from on demand to periodic keystone sync
 This can be useful when you want to sync projects from OpenStack to Contrail automatically The period of sync is60s
 opencontrailconfigidentity
 sync_on_demand false
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 Cassandra listen interface
 databasebindinterface eth0port 9042rpc_port 9160
 OpenContrail WebUI version gt= 311
 For OpenContrail version gt= 311 and Cassandra gt= 21 we should override WebUIrsquos cassandra port from 9160 to9042
 For appropriate node at class level
 opencontrailwebdatabase
 port 9042
 RabbitMQ HA hosts
 opencontrailconfigmessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 port 5672
 databasebindinterface eth0port 9042rpc_port 9160
 DPDK vRouter
 opencontrailcomputedpdk
 enabled truetaskset 0x0000003C00003C
 (continues on next page)
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 socket_mem 10241024interface
 mac_address 90e2ba7c22e1pci 000081001
 Increase number of alarm-gen workers
 Port prefix will increment used ports by workers starting with 5901
 collectoralarm_genworkers 1port_prefix 59
 Contrail client
 Basic parameters with identity and host configs
 opencontrailclientidentity
 user adminproject adminpassword adminpasshost keystone_host
 confighost contrail_api_hostport contrail_api_ort
 Enforcing virtual routers
 opencontrailclientvirtual_router
 cmp01ip_address 17216011dpdk_enabled True
 cmp02ip_address 17216012dpdk_enabled True
 Enforcing global system config
 opencontrailclientglobal_system_config
 name default-global-system-configasn 64512grp
 enable true
 (continues on next page)
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 restart_time 60end_of_rib_timeout 30bgp_helper_enable falsexmpp_helper_enable falselong_lived_restart_time 300
 Enforcing global vrouter config
 opencontrailclientglobal_vrouter_config
 name default-global-vrouter-configparent_type global-system-configencap_priority MPLSoUDPMPLSoGREvxlan_vn_id_mode automaticfq_names
 - default-global-system-config- default-global-vrouter-config
 Enforcing control nodes
 opencontrailclientbgp_router
 ntw01type control-nodeip_address 17216011
 nwt02type control-nodeip_address 17216012
 nwt03type control-nodeip_address 17216013
 Enforcing edge BGP routers
 opencontrailclientbgp_router
 mx01type routerip_address 17216021asn 64512
 mx02type routerip_address 17216022asn 64512key_type md5key password
 Enforcing config nodes
 opencontrailclient
 (continues on next page)
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 config_node
 ctl01ip_address 17216021
 ctl02ip_address 17216022
 Enforcing database nodes
 opencontrailclientdatabase_node
 ntw01ip_address 17216021
 ntw02ip_address 17216022
 Enforcing analytics nodes
 opencontrailclientanalytics_node
 nal01ip_address 17216031
 nal02ip_address 17216032
 Enforcing Link Local Services
 opencontrailclientlinklocal_service
 example with dns name address (only one permited)meta1lls_ip 100023lls_port 80ipf_addresses metaexamplecomipf_port 80
 example with multiple ip addressesmeta2lls_ip 100023lls_port 80ipf_addresses- 10101010- 10202020- 10303030ipf_port 80
 example with one ip addressmeta3lls_ip 100023lls_port 80ipf_addresses- 10101010ipf_port 80
 (continues on next page)
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 example with name overridells_meta4name meta4lls_ip 100023lls_port 80ipf_addresses- 10101010ipf_port 80
 Configuring OpenStack default quotasx
 Enforcing physical routers h code-block yaml
 opencontrail
 client physical_router
 router1 name router1 dataplane_ip 1234 management_ip 1234 vendor_nameovs product_name ovs agents
 bull tsn0-0
 bull tsn0
 Enforcing physicallogical interfaces for routers
 opencontrailclientphysical_routerrouter1
 interface
 port1name port1logical_interface
 port1_lname port10vlan_tag 0interface_type L2virtual_machine_interfaceport1_portname port1_portip_address 19216890107mac_address 2e92a8afc221security_group defaultvirtual_network virtual-network
 Enforcing virtual networks
 opencontrailclientvirtual_networks
 net01name network01ip_address 172161110ip_prefix 24asn 64512route_target 10000
 (continues on next page)
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 external Trueallow_transit Falseforwarding_mode l2_l3rpf disablemirror_destination Falsedomain default-domainproject adminipam_domain default-domainipam_project default-projectipam_name default-network-ipam
 net02name network02
 net03name network03
 Enforcing floating ip pool setings
 Virtual network with flag external needs to be created before managing the floating ip pool Param vn_name is thename of the external network
 opencontrailclientfloating_ip_pools
 pool1vn_name external-networkvn_project adminvn_domain default-domainowner_access 7global_access 0list_of_projects- [tenant1 7]- [tenant2 7]- [tenant3 7]
 pool2vn_name floating-ipsvn_project adminvn_domain default-domainowner_access 7global_access 0list_of_projects- [tenant3 7]
 If you want to remove all shares from the ip floating pool define only empty list in list of projects like this
 opencontrailclientfloating_ip_pools
 pool1vn_name external-networkvn_project adminvn_domain default-domainowner_access 7global_access 0list_of_projects []
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 Contrail DNS custom forwarders
 By default Contrail uses the etcresolvconf file to determine the upstream DNS servers This can have some side-affects like resolving internal DNS entries on you public instances
 In order to overrule this default set you can configure nameservers using pillar data The formula is then responsiblefor configuring and generating a alternate resolvconf file
 Note this has been patched recently in the Contrail distribution of Mirantis httpsgithubcomMirantiscontrail-controllercommited9a25ccbcfebd7d079a93aecc5a1a7bf1265ea4 httpsgithubcomMirantiscontrail-controllercommit94c844cf2e9bcfcd48587aec03d10b869e737ade
 To change forwarders for the default-dns option (which is handled by compute nodes)
 computednsforwarders- 8888- 8844
 To change forwarders for vDNS zones (handled by control nodes)
 controldnsforwarders- 8888- 8844
 Usage
 Basic installation
 Add control BGP
 python etccontrailprovision_controlpy --api_server_ip 192168111 --api_server_rarr˓port 8082 --host_name network1contraildomaincom --host_ip 192168111 --router_rarr˓asn 64512
 Install compute node
 yum install contrail-vrouter contrail-openstack-vrouter
 salt-call statesls novaopencontrail
 Add virtual router
 python etccontrailprovision_vrouterpy --host_name hostnode1intradomaincom --rarr˓host_ip 100100101 --api_server_ip 10010030 --oper add --admin_user admin --rarr˓admin_password cloudlab --admin_tenant_name admin
 etcsysconfignetwork-scriptsifcfg-bond0 -- comment GATEWAYNETMASKIPADDR
 (continues on next page)
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 reboot
 Debugging
 Display vhost XMPP connection status
 You should see the correct controller_ip and state should be established
 httpltcompute-nodegt8085Snh_AgentXmppConnectionStatusReq
 Display vrouter interface status
 When vrf_name = mdashERRORmdash then something goes wrong
 httpltcompute-nodegt8085Snh_ItfReqname=
 Display IF MAP table
 Look for neighbours if VM has 2 itrsquos ok
 httpltcontrol-nodegt8083Snh_IFMapTableShowReqtable_name=
 Trace XMPP requests
 httpltcompute-nodegt8085Snh_SandeshTraceRequestx=XmppMessageTrace
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-opencontrailissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-opencontrail
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Neutron Formula
 Neutron is an OpenStack project to provide ldquonetworking as a servicerdquo between interface devices (eg vNICs) managedby other Openstack services (eg nova)
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 Starting in the Folsom release Neutron is a core and supported part of the OpenStack platform (for Essex we were anldquoincubatedrdquo project which means use is suggested only for those who really know what theyrsquore doing with Neutron)
 Sample Pillars
 Neutron Server on the controller node
 neutronserverenabled trueversion mitakaallow_pagination truepagination_max_limit 100api_workers 2rpc_workers 2rpc_state_report_workers 2bind
 address 1722001port 9696
 databaseengine mysqlhost 127001port 3306name neutronuser neutronpassword pwd
 identityengine keystonehost 127001port 35357user neutronpassword pwdtenant serviceendpoint_type internal
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 metadatahost 127001port 8775password passworkers 2
 auditenabled false
 Note The pagination is useful to retrieve a large bunch of resources because a single request may fail (timeout) Thisis enabled with both parameters allow_pagination and pagination_max_limit as shown above
 Configuration of policyjson file
 neutronserver
 (continues on next page)
 422 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 (continued from previous page)
 policycreate_subnet ruleadmin_or_network_ownerget_networkqueue_id ruleadmin_only Add key without value to remove line from policyjsoncreate_networkshared
 Neutron LBaaSv2 enablement
 neutronserverlbaas
 enabled trueproviders
 octaviaengine octaviadriver_path neutron_lbaasdriversoctaviadriverOctaviaDriverbase_url http1270019876
 avi_adcengine avinetworksdriver_path avi_lbaasv2avi_driverAviDrivercontroller_address 10182129239controller_user admincontroller_password Cloudlab2016controller_cloud_name Default-Cloud
 avi_adc2engine avinetworks
 Note If the Contrail backend is set Opencontrail loadbalancer would be enabled automatically In this case lbaasshould disabled in pillar
 neutronserverlbaas
 enabled false
 Neutron FWaaSv1 enablement
 neutronfwaasenabled trueversion ocataapi_version v1
 Enable CORS parameters
 neutronservercors
 allowed_origin httpslocalhostlocalhttplocalhostlocal
 (continues on next page)
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 expose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
 Neutron VXLAN tenant networks with Network nodes
 With DVR for East-West and Network node for North-South
 This use case describes a model utilising VxLAN overlay with DVR The DVR routers will only be utilized for trafficthat is router within the cloud infrastructure and that remains encapsulated External traffic will be routed to via thenetwork nodes
 The intention is that each tenant will require at least two (2) vrouters one to be utilised
 Neutron Server
 neutronserverversion mitakapath_mtu 1500bind
 address 1722001port 9696
 databaseengine mysqlhost 127001port 3306name neutronuser neutronpassword pwd
 identityengine keystonehost 127001port 35357user neutronpassword pwdtenant serviceendpoint_type internal
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 global_physnet_mtu 9000l3_ha False Which type of router will be created by defaultdvr True disabled for non DVR use casebackend
 engine ml2tenant_network_types flatvxlanexternal_mtu 9000mechanism
 (continues on next page)
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 ovsdriver openvswitch
 Network Node
 neutrongatewayenabled Trueversion mitakamessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 local_ip 1921682020 br-mesh ip addressdvr True disabled for non DVR use caseagent_mode dvr_snatmetadata
 host 127001password pass
 backendengine ml2tenant_network_types flatvxlanmechanism
 ovsdriver openvswitch
 Compute Node
 neutroncomputeenabled Trueversion mitakamessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 local_ip 1921682020 br-mesh ip addressdvr True disabled for non DVR use caseagent_mode dvrexternal_access false Compute node with DVR for east-west only Network Node
 rarr˓has True as defaultmetadata
 host 127001password pass
 backendengine ml2tenant_network_types flatvxlanmechanism
 ovsdriver openvswitch
 audit(continues on next page)
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 enabled false
 Disable physnet1 bridge
 By default we have external access turned on so among any physnets in your reclass there would be additional onephysnet1 which is mapped to br-floating
 If you need internal nets only without this bridge remove br-floating and configurations mappings Disable mappingsfor this bridge on neutron-servers
 neutronserverexternal_access false
 gateways
 neutrongatewayexternal_access false
 compute nodes
 neutroncomputeexternal_access false
 Add additional bridge mappings for OVS bridges
 By default we have external access turned on so among any physnets in your reclass there would be additional onephysnet1 which is mapped to br-floating
 If you need to add extra non-default bridge mappings they can be defined separately for both gateways and computenodes
 gateways
 neutrongatewaybridge_mappings
 physnet4 br-floating-internet
 compute nodes
 neutroncomputebridge_mappings
 physnet4 br-floating-internet
 Specify different mtu values for different physnets
 Neutron Server
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 neutronserverversion mitakabackend
 external_mtu 1500tenant_net_mtu 9000ironic_net_mtu 9000
 Neutron VXLAN tenant networks with Network Nodes (non DVR)
 This section describes a network solution that utilises VxLAN overlay networks without DVR with all routers be-ing managed on the network nodes
 Neutron Server
 neutronserverversion mitakabind
 address 1722001port 9696
 databaseengine mysqlhost 127001port 3306name neutronuser neutronpassword pwd
 identityengine keystonehost 127001port 35357user neutronpassword pwdtenant serviceendpoint_type internal
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 global_physnet_mtu 9000l3_ha Truedvr Falsebackend
 engine ml2tenant_network_types= flatvxlanexternal_mtu 9000mechanism
 ovsdriver openvswitch
 Network Node
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 neutrongatewayenabled Trueversion mitakamessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 local_ip 1921682020 br-mesh ip addressdvr Falseagent_mode legacyavailability_zone az1metadata
 host 127001password pass
 backendengine ml2tenant_network_types flatvxlanmechanism
 ovsdriver openvswitch
 Compute Node
 neutroncomputeenabled Trueversion mitakamessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 local_ip 1921682020 br-mesh ip addressexternal_access Falsedvr Falsebackend
 engine ml2tenant_network_types flatvxlanmechanism
 ovsdriver openvswitch
 Neutron VXLAN tenant networks with Network Nodes with DVR
 With DVR for East-West and North-South DVR everywhere Network node for SNAT
 This section describes a network solution that utilises VxLAN overlay networks with DVR with North-South andEast-West Network Node is used only for SNAT
 Neutron Server
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 neutronserverversion mitakabind
 address 1722001port 9696
 databaseengine mysqlhost 127001port 3306name neutronuser neutronpassword pwd
 identityengine keystonehost 127001port 35357user neutronpassword pwdtenant serviceendpoint_type internal
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 global_physnet_mtu 9000l3_ha Falsedvr Truebackend
 engine ml2tenant_network_types= flatvxlanexternal_mtu 9000mechanism
 ovsdriver openvswitch
 Network Node
 neutrongatewayenabled Trueversion mitakamessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 local_ip 1921682020 br-mesh ip addressdvr Trueagent_mode dvr_snatavailability_zone az1metadata
 (continues on next page)
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 host 127001password pass
 backendengine ml2tenant_network_types flatvxlanmechanism
 ovsdriver openvswitch
 Compute Node
 neutroncomputeenabled Trueversion mitakamessage_queue
 engine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 local_ip 1921682020 br-mesh ip addressdvr Trueexternal_access Trueagent_mode dvravailability_zone az1metadata
 host 127001password pass
 backendengine ml2tenant_network_types flatvxlanmechanism
 ovsdriver openvswitch
 Sample Linux network configuration for DVR
 linuxnetworkbridge openvswitchinterface
 eth1enabled truetype ethmtu 9000proto manual
 eth2enabled truetype ethmtu 9000proto manual
 eth3enabled truetype ethmtu 9000
 (continues on next page)
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 proto manualbr-int
 enabled truemtu 9000type ovs_bridge
 br-floatingenabled truemtu 9000type ovs_bridge
 float-to-exenabled truetype ovs_portmtu 65000bridge br-floating
 br-mgmtenabled truetype bridgemtu 9000address $_paramsingle_addressnetmask 2552552550use_interfaces- eth1
 br-meshenabled truetype bridgemtu 9000address $_paramtenant_addressnetmask 2552552550use_interfaces- eth2
 br-exenabled truetype bridgemtu 9000address $_paramexternal_addressnetmask 2552552550use_interfaces- eth3use_ovs_ports- float-to-ex
 Additonal VXLAN tenant network settings
 The default multicast group of 224001 only multicasts to a single subnet Allow overriding it to allow larger underlaynetwork topologies
 Neutron Server
 neutronservervxlan
 group 2390008vni_ranges 265535
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 Neutron VLAN tenant networks with Network Nodes
 VLAN tenant provider
 Neutron Server only
 neutronserverversion mitakaglobal_physnet_mtu 9000l3_ha Falsedvr Truebackend
 engine ml2tenant_network_types flatvlan Can be mixed flatvlanvxlantenant_vlan_range 10002000external_vlan_range 100200 Does not have to be definedexternal_mtu 9000mechanism
 ovsdriver openvswitch
 Compute node
 neutroncomputeversion mitakadvr Trueagent_mode dvrexternal_access Falsebackend
 engine ml2tenant_network_types flatvlan Can be mixed flatvlanvxlanmechanism
 ovsdriver openvswitch
 Advanced Neutron Features (DPDK SR-IOV)
 Neutron OVS DPDK
 Enable datapath netdev for neutron openvswitch agent
 neutronserverversion mitakadpdk True
 neutroncomputeversion mitakadpdk True
 (continues on next page)
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 vhost_socket_dir varrunopenvswitchbackend
 engine ml2mechanism
 ovsdriver openvswitch
 Neutron OVS SR-IOV
 neutronserverversion mitakabackend
 engine ml2mechanism
 ovsdriver openvswitch
 sriovdriver sriovnicswitch
 neutroncomputeversion mitakabackend
 engine ml2tenant_network_types flatvlan Can be mixed flatvlanvxlansriov
 nic_onedevname eth1physical_network physnet3
 mechanismovsdriver openvswitch
 Neutron with VLAN-aware-VMs
 neutronservervlan_aware_vms true
 computevlan_aware_vms true
 gatewayvlan_aware_vms true
 Neutron with OVN
 Control node
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 neutronserverbackend
 engine ovnmechanism
 ovndriver ovn
 tenant_network_types geneveflatovn_ctl_opts
 db-nb-create-insecure-remote yesdb-sb-create-insecure-remote yes
 Compute node
 neutroncomputelocal_ip 1020105controller_vip 1010101external_access falsebackend
 engine ovn
 Neutron Server
 Neutron Server with OpenContrail
 neutronserverbackend
 engine contrailhost contrail_discovery_hostport 8082user adminpassword passwordtenant admintoken token
 Neutron Server with Midonet
 neutronserverbackend
 engine midonethost midonet_api_hostport 8181user adminpassword password
 Neutron Keystone region
 neutronserverenabled trueversion kilo
 (continues on next page)
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 identityregion RegionTwo
 compute
 region RegionTwo
 Client-side RabbitMQ HA setup
 neutronservermessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Configuring TLS communications
 Note by default system wide installed CA certs are used so cacert_file param is optional as well as cacert
 bull RabbitMQ TLS
 neutronserver gateway compute
 message_queueport 5671sslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackrabbitmq-capem(optional) version TLSv1_2
 bull MySQL TLS
 neutronserver
 databasesslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackmysql-capem
 bull Openstack HTTPS API
 neutronserver
 identityprotocol https(optional) cacert_file etcopenstackproxypem
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 Enable auditing filter ie CADF
 neutronserveraudit
 enabled true
 filter_factory keystonemiddlewareauditfilter_factorymap_file etcpycadfneutron_api_audit_mapconf
 computeaudit
 enabled true
 filter_factory keystonemiddlewareauditfilter_factorymap_file etcpycadfneutron_api_audit_mapconf
 Neutron with security groups disabled
 neutronserversecurity_groups_enabled False
 computesecurity_groups_enabled False
 gatewaysecurity_groups_enabled False
 Neutron Client
 Neutron networks
 neutronclientenabled trueserver
 identityendpoint_type internalURLnetworkinet1
 tenant demoshared Falseadmin_state_up Truerouter_external Trueprovider_physical_network inetprovider_network_type flatprovider_segmentation_id 2subnetinet1-subnet1cidr 19216890024enable_dhcp False
 inet2tenant adminshared False
 (continues on next page)
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 router_external Trueprovider_network_type vlansubnetinet2-subnet1cidr 19216892024enable_dhcp False
 inet2-subnet2cidr 19216894024enable_dhcp True
 identity1network
 Neutron routers
 neutronclientenabled trueserver
 identityendpoint_type internalURLrouterinet1-router
 tenant demoadmin_state_up Truegateway_network inetinterfaces- inet1-subnet1- inet1-subnet2
 identity1router
 TODO implement adding new interfaces to a router while updating it
 Neutron security groups
 neutronclientenabled trueserver
 identityendpoint_type internalURLsecurity_groupsecurity_group1
 tenant demodescription security group 1rules- direction ingressethertype IPv4protocol TCPport_range_min 1port_range_max 65535remote_ip_prefix 00000
 - direction ingressethertype IPv4protocol UDP
 (continues on next page)
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 port_range_min 1port_range_max 65535remote_ip_prefix 00000
 - direction ingressprotocol ICMPremote_ip_prefix 00000
 identity1security_group
 TODO implement updating existing security rules (now it adds new rule if trying torarr˓update existing one)
 Floating IP addresses
 neutronclientenabled trueserver
 identityendpoint_type internalURLfloating_ipprx01-instance
 server prx01mk22-lab-basiclocalsubnet private-subnet1network public-net1tenant demo
 gtw01-instance
 Note The network must have flag routerexternal set to True Instance port in the stated subnet will be associatedwith the dynamically generated floating IP
 Enable Neutron extensions (QoS DNS etc)
 neutronserverbackend
 extensiondnsenabled Truehost 127001port 9001protocol http
 qosenabled True
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 Neutron with Designate
 neutronserverbackend
 extensiondnsenabled Truehost 127001port 9001protocol http
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 neutronserverlogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 computelogging
 log_appender truelog_handlers
 watchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 gatewaylogging
 log_appender truelog_handlers
 watchedfileenabled true
 (continues on next page)
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 fluentdenabled true
 ossyslogenabled true
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-neutronissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-neutron
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Nova Formula
 OpenStack Nova provides a cloud computing fabric controller supporting a wide variety of virtualization technologiesincluding KVM Xen LXC VMware and more In addition to its native API it includes compatibility with thecommonly encountered Amazon EC2 and S3 APIs
 Sample Pillars
 Controller nodes
 Nova services on the controller node
 novacontrollerversion junoenabled truesecurity_group truecpu_allocation_ratio 80ram_allocation_ratio 10disk_allocation_ratio 10cross_az_attach falseworkers 8
 (continues on next page)
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 report_interval 60bind
 public_address 1000122public_name openstackdomaincomnovncproxy_port 6080
 databaseengine mysqlhost 127001port 3306name novauser novapassword pwd
 identityengine keystonehost 127001port 35357user novapassword pwdtenant service
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 networkengine neutronhost 127001port 9696extension_sync_interval 600identity
 engine keystonehost 127001port 35357user neutronpassword pwdtenant service
 metadatapassword password
 auditenabled false
 osapi_max_limit 500barbican
 enabled true
 Nova services from custom package repository
 novacontrollerversion junosource
 engine pkgaddress http
 Client-side RabbitMQ HA setup
 21 Project Introduction 441
  SaltStack-Formulas Documentation Release master
 novacontrollermessage_queue
 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Enable auditing filter ie CADF
 novacontrolleraudit
 enabled true
 filter_factory keystonemiddlewareauditfilter_factorymap_file etcpycadfnova_api_audit_mapconf
 Enable CORS parameters
 novacontrollercors
 allowed_origin httpslocalhostlocalhttplocalhostlocalexpose_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_methods GETPUTPOSTDELETEPATCHallow_headers X-Auth-TokenX-Openstack-Request-IdX-Subject-Tokenallow_credentials Truemax_age 86400
 Configuration of policyjson file
 novacontrollerpolicy
 context_is_admin roleadmin or roleadministratorcomputecreate ruleadmin_or_owner Add key without value to remove line from policyjsoncomputecreateattach_network
 Enable Barbican integration
 novacontrollerbarbican
 enabled true
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 Configuring TLS communications
 Note by default system wide installed CA certs are used so cacert_file param is optional as well as cacert
 bull RabbitMQ TLS
 novacompute
 message_queueport 5671sslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackrabbitmq-capem(optional) version TLSv1_2
 bull MySQL TLS
 novacontroller
 databasesslenabled True(optional) cacert cert body if the cacert_file does not exists(optional) cacert_file etcopenstackmysql-capem
 bull Openstack HTTPS API
 Set the https as protocol at novacompute and novacontroller sections
 novacontroller
 identityprotocol https(optional) cacert_file etcopenstackproxypem
 networkprotocol https(optional) cacert_file etcopenstackproxypem
 glanceprotocol https(optional) cacert_file etcopenstackproxypem
 novacompute
 identityprotocol https(optional) cacert_file etcopenstackproxypem
 networkprotocol https(optional) cacert_file etcopenstackproxypem
 imageprotocol https(optional) cacert_file etcopenstackproxypem
 ironicprotocol https(optional) cacert_file etcopenstackproxypem
 Note the barbican cinder and placement url endpoints are discovering using service catalog
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 Compute nodes
 Nova controller services on compute node
 novacomputeversion junoenabled truevirtualization kvmcross_az_attach falsedisk_cachemodes network=writebackblock=noneavailability_zone availability_zone_01aggregates- hosts_with_fc- hosts_with_ssdsecurity_group trueresume_guests_state_on_host_boot Falsemy_ip 101016bind
 vnc_address 172200100vnc_port 6080vnc_name openstackdomaincomvnc_protocol http
 databaseengine mysqlhost 127001port 3306name novauser novapassword pwd
 identityengine keystonehost 127001port 35357user novapassword pwdtenant service
 message_queueengine rabbitmqhost 127001port 5672user openstackpassword pwdvirtual_host openstack
 imageengine glancehost 127001port 9292
 networkengine neutronhost 127001port 9696identity
 engine keystonehost 127001port 35357user neutron
 (continues on next page)
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 password pwdtenant service
 qemumax_files 4096max_processes 4096
 host node-12domaintld
 Group and user to be used for QEMU processes run by the system instance
 novacomputeenabled trueqemu
 user novagroup cinderdynamic_ownership 1
 Group membership for user nova (upgrade related)
 novacomputeenabled trueuser
 groups- libvirt
 Nova services on compute node with OpenContrail
 novacomputeenabled truenetworking contrail
 Nova services on compute node with memcached caching
 novacomputeenabled truecache
 engine memcachedmembers- host 127001
 port 11211- host 127001
 port 11211
 Client-side RabbitMQ HA setup
 novacomputemessage_queue
 (continues on next page)
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 engine rabbitmqmembers
 - host 100161- host 100162- host 100163
 user openstackpassword pwdvirtual_host openstack
 Nova with ephemeral configured with Ceph
 novacomputeenabled trueceph
 ephemeral yesrbd_pool novarbd_user novasecret_uuid 03006edd-d957-40a3-ac4c-26cd254b3731
 Nova with ephemeral configured with LVM
 novacomputeenabled truelvm
 ephemeral yesimages_volume_group nova_vg
 linuxstoragelvm
 nova_vgname nova_vgdevices- devsdf- devsdd- devsdg- devsde- devsdc- devsdj- devsdh
 Enable Barbican integration
 novacomputebarbican
 enabled true
 Nova metadata custom bindings
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 novacontrollerenabled truemetadata
 bindaddress 1234port 8776
 Client role
 Nova configured with NFS
 novacomputeinstances_path mntnovainstances
 linuxstorageenabled truemount
 nfs_novaenabled truepath $novacomputeinstances_pathdevice 1723135145datafile_system nfsopts rwvers=3
 Nova flavors
 novaclientenabled trueserver
 identityflavorflavor1
 flavor_id 10ram 4096disk 10vcpus 1
 flavor2flavor_id autoram 4096disk 20vcpus 2
 identity1flavor
 Availability zones
 novaclientenabled true
 (continues on next page)
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 serveridentity
 availability_zones- availability_zone_01- availability_zone_02
 Aggregates
 novaclientenabled trueserver
 identityaggregates- aggregate1- aggregate2
 Upgrade levels
 novacontrollerupgrade_levels
 compute juno
 novacomputeupgrade_levels
 compute juno
 SR-IOV
 Add PciPassthroughFilter into scheduler filters and NICs on specific compute nodes
 novacontrollersriov truescheduler_default_filters DifferentHostFilterSameHostFilterRetryFilter
 rarr˓AvailabilityZoneFilterRamFilterCoreFilterDiskFilterComputeFilterrarr˓ComputeCapabilitiesFilterImagePropertiesFilterServerGroupAntiAffinityFilterrarr˓ServerGroupAffinityFilterPciPassthroughFilter
 novacomputesriov
 nic_onedevname eth1physical_network physnet1
 CPU pinning amp Hugepages
 CPU pinning of virtual machine instances to dedicated physical CPU cores Hugepages mount point for libvirt
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 novacontrollerscheduler_default_filters DifferentHostFilterSameHostFilterRetryFilter
 rarr˓AvailabilityZoneFilterRamFilterCoreFilterDiskFilterComputeFilterrarr˓ComputeCapabilitiesFilterImagePropertiesFilterServerGroupAntiAffinityFilterrarr˓ServerGroupAffinityFilterNUMATopologyFilterAggregateInstanceExtraSpecsFilter
 novacomputevcpu_pin_set 2345hugepages
 mount_points- path mnthugepages_1GB- path mnthugepages_2MB
 Custom Scheduler filters
 If you have a custom filter that needs to be included in the scheduler then you can include it like so
 novacontrollerscheduler_custom_filters- my_custom_drivernovaschedulerfiltersmy_custom_filterMyCustomFilter
 Then add your custom filter on the end (make sure to include all other onesrarr˓that you need as well)
 scheduler_default_filters DifferentHostFilterSameHostFilterRetryFilterrarr˓AvailabilityZoneFilterRamFilterCoreFilterDiskFilterComputeFilterrarr˓ComputeCapabilitiesFilterImagePropertiesFilterServerGroupAntiAffinityFilterrarr˓ServerGroupAffinityFilterPciPassthroughFilterMyCustomFilter
 Hardware TripUnmap Support
 To enable TRIM support for ephemeral images (thru nova managed images) libvirt has this option
 novacomputelibvirt
 hw_disk_discard unmap
 In order to actually utilize this feature the following metadata must be set on the image as well so the SCSI unmap issupported
 glance image-update --property hw_scsi_model=virtio-scsi ltimagegtglance image-update --property hw_disk_bus=scsi ltimagegt
 Scheduler Host Manager
 Specify a custom host manager
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 libvirt CPU mode
 Allow setting the model of CPU that is exposed to a VM This allows better support live migration between hypervisorswith different hardware among other things Defaults to host-passthrough
 novacontrollerscheduler_host_manager ironic_host_manager
 computecpu_mode host-model
 Nova compute workarounds
 Live snapshotting is disabled by default in nova To enable this it needs a manual switch
 From manual
 When using libvirt 122 live snapshots fail intermittently under load (likely related to concurrent libvirtqemu operations) This config option provides a mechanism to disable live snapshot in favor of cold snapshot while this is resolved Cold snapshot causes an instance outage while the guest is going through the snapshotting process For more information refer to the bug report httpsbugslaunchpadnetnova+bug1334398
 Configurable pillar data
 novacomputeworkaround
 disable_libvirt_livesnapshot False
 Config drive options
 See example below on how to configure the options for the config drive
 novacomputeconfig_drive
 forced True Default Truecdrom True Default Falseformat iso9660 Default vfatinject_password False Default False
 Number of concurrent live migrates
 Default is to have no concurrent live migrations (so 1 live-migration at a time)
 Excerpt from config options page (httpsdocsopenstackorgocataconfig-referencecomputeconfig-optionshtml)
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 Maximum number of live migrations to run concurrently This limit is enforced to avoid outbound livemigrations overwhelming the hostnetwork and causing failures It is not recommended that you changethis unless you are very sure that doing so is safe and stable in your environment
 Possible values
 bull 0 treated as unlimited
 bull Negative value defaults to 0
 bull Any positive integer representing maximum number of live migrations to run concurrently
 To configure this option
 novacomputemax_concurrent_live_migrations 1 (1 is the default)
 Enhanced logging with loggingconf
 By default loggingconf is disabled
 That is possible to enable per-binary loggingconf with new variables
 bull openstack_log_appender - set it to true to enable log_config_append for all OpenStack services
 bull openstack_fluentd_handler_enabled - set to true to enable FluentHandler for all Openstack services
 bull openstack_ossyslog_handler_enabled - set to true to enable OSSysLogHandler for all Openstack services
 Only WatchedFileHandler OSSysLogHandler and FluentHandler are available
 Also it is possible to configure this with pillar
 novacontroller
 logginglog_appender truelog_handlerswatchedfileenabled true
 fluentdenabled true
 ossyslogenabled true
 computelogging
 log_appender truelog_handlerswatchedfile
 enabled truefluentd
 enabled trueossyslog
 enabled true
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 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-novaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-nova
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Rally
 Rally is a Benchmark-as-a-Service project for OpenStack
 Sample pillars
 rallybenchmarkenabled truesource
 engine gitaddress gitgithubcomstackforgerallygitrevision master
 databaseengine mysqlhost 10102020port 3306name rallyuser rallypassword password
 providerexample_cloud
 authauth_url httpexamplenet5000v20username adminpassword myadminpasstenant_name demoendpoint_type internal
 tests
 (continues on next page)
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 - nova_volumes- neutron_networks
 Rally client with specified git scenarios
 rallyclientenabled truesource
 engine gitaddress gitrepodomaincomheat-templatesgitrevision master
 Read more
 bull httpsrallyreadthedocsorgenlatestinstallhtml
 bull httpswwwmirantiscomblogrally-openstack-tempest-testing-made-simpler
 bull httpswikiopenstackorgwikiRally
 bull httpswikiopenstackorgwikiRallyHowTo
 bull httpslaunchpadnetrally
 bull httpsgithubcomstackforgerally
 bull httpstrellocombDoD8aeZyrally
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-rallyissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-rally
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 Sahara formula
 The Sahara project provides a simple means to provision a data-intensive application cluster (Hadoop or Spark) on topof OpenStack
 Sample pillars
 saharaserverenabled trueversion kilobind
 host 0000port 8386
 databaseengine mysqlhost 127001port 3306name saharauser saharapassword password
 identityengine keystoneprotocol httphost 127001port 35357tenant saharauser saharapassword password
 message_queueengine rabbitmqport 5672members- host 192168113- host 192168114- host 192168115user openstackpassword supersecretvirtual_host openstack
 Usage
 Get Vanilla glance images
 bull httpsahara-filesmirantiscomsahara-icehouse-vanilla-121-ubuntu-1310qcow2
 bull httpsahara-filesmirantiscomsahara-juno-vanilla-121-ubuntu-1404qcow2
 bull httpsahara-filesmirantiscomsahara-juno-vanilla-241-ubuntu-1404qcow2
 bull httpsahara-filesmirantiscomsahara-juno-vanilla-121-centos-65qcow2
 Register image in sahara
 454 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 sahara image-register --image-id $IMAGE_ID --username ubuntu
 sahara image-add-tag --image-id $IMAGE_ID --tag vanillasahara image-add-tag --image-id $IMAGE_ID --tag 121
 Make sure that image is registered correctly
 sahara image-list
 External links
 bull httpdocsopenstackorgdevelopersaharauserdocvanilla_pluginhtml
 bull httpdocsopenstackorgdevelopersaharadevrefquickstarthtml
 bull httpdocsopenstackorgdevelopersaharahorizoninstallationguidehtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-saharaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-sahara
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Swift Formula
 Swift is a highly available distributed eventually consistent objectblob store Organizations can use Swift to storelots of data efficiently safely and cheaply
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 Sample Metadata
 Swift proxy
 swiftcommoncache
 engine memcachedmembers- host 127001
 port 11211- host 127001
 port 11211enabled trueversion kiloswift_hash_path_suffix hashswift_hash_path_prefix hash
 proxyversion kiloenabled truebind
 address 0000port 8080
 identityengine keystonehost 127001port 35357user swiftpassword pwdtenant service
 Swift storage
 swiftcommoncache
 engine memcachedmembers- host 127001
 port 11211- host 127001
 port 11211version kiloenabled trueswift_hash_path_suffix hashswift_hash_path_prefix hash
 objectenabled trueversion kilobind
 address 0000port 6000
 containerenabled true
 (continues on next page)
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 version kiloallow_versions truebind
 address 0000port 6001
 accountenabled trueversion kilobind
 address 0000port 6002
 To enable object versioning feature
 swiftcontainerallow_versions true
 Ring builder
 parametersswiftring_builder
 enabled truerings
 - name defaultpartition_power 9replicas 3hours 1region 1devices
 - address $_paramstorage_node01_addressdevice vdb
 - address $_paramstorage_node02_addressdevice vdc
 - address $_paramstorage_node03_addressdevice vdd
 - partition_power 9replicas 2hours 1region 1devices
 - address $_paramstorage_node01_addressdevice vdb
 - address $_paramstorage_node02_addressdevice vdc
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
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 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-swiftissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-swift
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Tempest Formula
 This is a set of integration tests to be run against a live OpenStack cluster Tempest has batteries of tests for OpenStackAPI validation Scenarios and other specific tests useful in validating an OpenStack deployment
 Sample Pillars
 tempesttestenabled truesource
 engine gitaddress gitgithubcomopenstacktempestgitrevision master
 suiteidentity
 disable_ssl_certificate_validation trueauth_version v3uri_v3region RegionOne
 identity-feature-enabledtrust trueapi_v2 falseapi_v3 true
 More Information
 bull httpdocsopenstackorgdevelopertempestoverviewhtml
 bull httpwwwslidesharenetmasayukiigawatempest-scenariotests-20140512related=1
 bull httpsgithubcomstackforgepuppet-tempest
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 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Programming Languages
 Support programming languages libraries environments
 Formula Repositoryjava httpsgithubcomsalt-formulassalt-formula-javanodejs httpsgithubcomsalt-formulassalt-formula-nodejsphp httpsgithubcomsalt-formulassalt-formula-phppython httpsgithubcomsalt-formulassalt-formula-pythonruby httpsgithubcomsalt-formulassalt-formula-ruby
 Java
 Programming language environment
 Sample pillars
 OpenJDK 8 environment with development libs
 javaenvironmentenabled trueversion 8platform openjdkdevelopment true
 Oracle JAVA JDK 8
 javaenvironmentenabled trueversion 8platform oracle-javadevelopment true
 Oracle JAVA JDK 9
 javaenvironmentenabled trueversion 9release 01build 11
 (continues on next page)
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 platform oracle-javadevelopment true
 Read more
 bull httpopenjdkjavanetinstall
 bull httpwwwwikihowcomInstall-Oracle-Java-on-Ubuntu-Linux
 bull httpsgithubcomsaltstack-formulassun-java-formula
 bull httpswwwdigitaloceancomcommunityarticleshow-to-install-java-on-ubuntu-with-apt-get
 bull httpsgithubcomsaltstack-formulassun-java-formula
 bull httpsgithubcomsaltstack-formulasjava-formula
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-javaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-java
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 NodeJS
 Event-driven IO server-side JavaScript environment based on V8 Includes API documentation change-log examplesand announcements
 Sample pillars
 Simplest environment
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 nodejsenvironmentenabled true
 Pillar for development
 nodejsenvironmentenabled truedevelopment true
 Read more
 bull httpnodejsorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-nodejsissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-nodejs
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 PHP Formula
 PHP is a widely-used general-purpose scripting language that is especially suited for Web development and can beembedded into HTML
 Sample Pillars
 phpenvironmentenabled truecache
 (continues on next page)
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 engine apcshm_size 128max_file_size 10M
 More Information
 bull httpwwwphpnetmanualen
 Python formula
 Python is a widely used general-purpose high-level programming language Its design philosophy emphasizes codereadability and its syntax allows programmers to express concepts in fewer lines of code than would be possible inlanguages such as C++ or Java The language provides constructs intended to enable clear programs on both a smalland large scale
 Python supports multiple programming paradigms including object-oriented imperative and functional programmingor procedural styles It features a dynamic type system and automatic memory management and has a large andcomprehensive standard library
 Available metadata
 serviceenvironmentenvironment Basic Python environment
 serviceenvironmentdevelopment Python development environment
 pythonenvironmentdjango Python Django environment
 Sample pillars
 Simple Python environment
 pythonenvironmentenabled true
 Development Python environment
 pythonenvironmentenabled truemodule
 development true
 Python django environment
 pythonenvironmentenabled truemodule
 django true
 Using offline mirrors
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 pythonenvironmentenabled trueuser
 rootpypi_user userpypi_password passwordpypi_mirrorprotocol httphost pypilocalport 8084upstream_fallback trueuser userpassword password
 Read more
 bull httpswwwpythonorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-pythonissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-python
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Ruby programming language
 Ruby is a dynamic open source programming language with a focus on simplicity and productivity It has an elegantsyntax that is natural to read and easy to write
 Pillars
 Ruby version 18
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 rubyenabled trueversion 18development true
 Ruby version 19
 rubyenabled trueversion 19development true
 Ruby version 21
 rubyenabled trueversion 21development true
 Example gem deployment of Sensu plugin
 environmentmanaged Falsegemsensu-plugins-elasticsearch
 version 043user sensuexecutable optsensuembeddedbingem
 Read more
 bull httpswwwruby-langorgen
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-rubyissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-ruby
 Any questions or feedback is always welcome so feel free to join our IRC channel
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 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 Web Applications
 Automated management of web-based applications
 Formula Repositoryflower httpsgithubcomsalt-formulassalt-formula-flowerjupyter httpsgithubcomsalt-formulassalt-formula-jupyterleonardo httpsgithubcomsalt-formulassalt-formula-leonardomayan httpsgithubcomsalt-formulassalt-formula-mayanmoodle httpsgithubcomsalt-formulassalt-formula-moodleopenode httpsgithubcomsalt-formulassalt-formula-openoderedmine httpsgithubcomsalt-formulassalt-formula-redminesentry httpsgithubcomsalt-formulassalt-formula-sentrysuitecrm httpsgithubcomsalt-formulassalt-formula-suitecrmtaiga httpsgithubcomsalt-formulassalt-formula-taigawordpress httpsgithubcomsalt-formulassalt-formula-wordpress
 Flower Formula
 Flower is a web based tool for monitoring and administrating Celery clusters
 Sample Pillars
 Flower single broker
 flowerserverenabled truebind
 port 5555address 0000
 brokerengine redishost localhostport 6379number 0
 Flower with multiple brokers
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 flowerserverenabled truemessage_queue
 location_hklab01bindport 5555address 0000
 brokerengine rabbitmqhost localhostport 5672virtual_host testuser testpassword test
 Flower with redis broker
 flowerserverenabled truebind
 port 5555address 0000
 brokerengine redishost localhostport 6379number 0
 More Information
 bull httpsgithubcommherflower
 Jupyter notebook server
 Open source interactive data science and scientific computing across over 40 programming languages
 Sample pillars
 Single jupyter server
 jupyterserverenabled truebind
 address 0000port 8888
 notebook_sourceengine gitaddress gitreporevision masterrequirements true
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 Read more
 bull httpjupyterorg
 bull httpjupyter-notebookreadthedocsorgenlatestconfightml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-jupyterissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-jupyter
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Django-Leonardo formula
 Pythondjango based CMS
 Sample metadata
 leonardoserverenabled trueapp
 example_appenabled trueworkers 3 disable strict host check on nginx proxy at app nodedev truebindaddress 0000 $linuxnetworkfqdnport 9754protocol tcp
 sourcetype gitaddress gitrepo1roboticeczpython-appsleonardogitrev master
 (continues on next page)
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 secret_key y5m^_^ak6+5(fm^_^ak6+5(fm^_^ak6+5(fdatabaseengine postgresqlhost 127001name leonardopassword db-pwduser leonardo
 mailhost maildomaincompassword mail-pwduser mail-user
 plugineshop static sentry my_sitesite true
 blogsourceengine gitaddress git+httpsgithubcomdjango-leonardoleonardo-module-blog
 rarr˓gitegg=leonardo_module_blog
 Site Name
 Without setting formula produce somethink like this Example app from your site name site_name
 leonardoserverapp
 example_appsite_name My awesome site
 Site Language
 leonardoserverapp
 example_applanguagesen
 default truecs de
 LDAP auth support
 leonardoserverapp
 (continues on next page)
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 myappldapurl ldapsidmexamplecombinddn uid=apachecn=userscn=accountsdc=exampledc=compassword secretpasswordbasedn dc=exampledc=comrequire_group myapp-usersflags_mappingis_active myapp-usersis_staff myapp-adminsis_superuser myapp-admins
 This settings needs leonardo-auth-ldap installed
 Site Admins amp Managers
 leonardoserverapp
 example_appadminsmailmajklkcz
 name majklkmailnewtcz
 managersmailmajklkcz
 name majklkmailnewtcz
 name newt
 Cache
 without setting cache we get default localhost memcache with per site prefix
 leonardoserverenabled trueapp
 example_appcacheengine memcachedhost 19216811prefix CACHE_EXAMPLEAPP
 Workers
 Leonardo uses Celery workers for long running backgrounds jobs which runs under supervisor
 Redis
 21 Project Introduction 469
  SaltStack-Formulas Documentation Release master
 leonardoserverenabled trueapp
 example_appworker truebrokerengine redishost 127001port 6379number 0
 AMQP
 leonardoserverenabled trueapp
 example_appworker truebrokerengine amqphost 127001port 5672password passworduser example_appvirtual_host
 Sentry Exception Handling
 leonardoserverapp
 example_apploggingengine ravendsn httppubprivatesentry1testcz2
 Backup and Initial Data
 leonardoserverenabled trueapp
 example_appbackup trueinitial_dataengine backupninjasource backupcomhost web01webappprddiobackupcomname example_app
 for reinit data do this
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 rm rootpostgresqlflagsleonardo_example_app-restoredsu postgrespsqldrop database leonardo_example_appsalt-call statesls postgresqlleonardo
 Gitversions
 leonardoserverenabled trueapp
 example_appbackup trueinitial_dataengine gitversionssource gitrepo1roboticeczmajklkbackup-testgit
 You also need django-gitversions installed
 Development Mode
 leonardoserverenabled trueapp
 example_appdevelopment true
 Init your site
 experimental feature for advanced users which provides easy way to start your site without site repository ready yet
 leonardoserverenabled trueapp
 example_appinit true
 This parameter says run makemigrations command before other management commands
 note In default state makemigrations generates migrations into main leonardo module(repository)
 Whatever
 Sometimes you need propagate plugin specifig config into your site for this purpose we have simple but elegantsolution for do this
 leonardoserverenabled true
 (continues on next page)
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 appexample_app
 plugineshopconfigorder true
 will be
 ESHOP_CONFIG = order True
 Note Appconfig will be rendered as python object in EXAMPLE_APP_CONFIG = app_config True
 More information
 bull httpslaunchpadnet~tcpcloud
 bull httpsgithubcomdjango-leonardodjango-leonardo
 bull httpsgithubcomleonardo-modulesleonardo-auth-ldap
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-leonardoissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-leonardo
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Mayan Formula
 Automated OCR of documents automatic categorization flexible metadata extensive access control Mayan EDMShas all this to offers and many more features to help you tame your documents
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 Sample pillars
 mayanserverenabled trueworkers 3bind
 address 0000port 9753
 sourcetype git
 address gitgithubcommayan-edmsmayan-edmsgitrev master
 databaseengine postgresqlhost localhostport 5672name mayanpassword passuser mayan
 apienabled truehmac_key d2d00896183011e28eb950e5493b99d90uri_id 1sadfasfg468h7j9g7j9h78gk6g54fg6fbind
 port 33333host 0000
 Sample pillar with specific folder for documents
 mayanserverenabled trueworkers 3storage_location sharebind
 address 0000port 9753
 sourcetype git
 address gitgithubcommayan-edmsmayan-edmsgitrev master
 databaseengine postgresqlhost localhostport 5672name mayanpassword passuser mayan
 apienabled truehmac_key d2d00896183011e28eb950e5493b99d90uri_id 1sadfasfg468h7j9g7j9h78gk6g54fg6fbind
 port 33333host 0000
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 More Information
 bull httpwwwmayan-edmscom
 bull httpopenodereadthedocsorg
 bull httpsgithubcomopenodemayan_pyro_api
 bull httpmayanreadthedocsorgenlatestintroinstallationhtml
 bull httpsopenodereadthedocsorgenlatestinstall_mayan_serverhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-mayanissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-mayan
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Moodle Formula
 Moodle is a Course Management System (CMS) also known as a Learning Management System (LMS) or a VirtualLearning Environment (VLE) It is a Free web application that educators can use to create effective online learningsites
 Sample Pillars
 moodleenabled trueapps- enabled truename uniprefix uni_ max 5 charsversion 25database
 engine postgresqlhost 127001
 (continues on next page)
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 name moodle_unipassword pwduser moodle_uni
 cacheengine memcachedhost 127001
 themes- name uni
 sourcetype gitaddress gitrepogitczdomainrepogitbranch master
 More Information
 bull httpsmoodleorgpluginsviewphpplugin=cachestore_apc
 bull httpmidactcomcontentmoodle-how-enable-memcached
 bull httpdocsmoodleorgdevThe_Moodle_Universal_Cache_28MUC29
 bull httpdocsmoodleorg24enCron
 OPENODE
 OPENode is open source web application for communities seeking answers for diverse problems in commercial publicor voluntary sectors Based on flexible communication in nodes it helps to find solutions effectively and build smarterknowledgebase It enables users to
 Ask questions and write answers Discuss specific topics in linear forums Group topics by tags Index and searchdocuments amp images using OCR technology Set public or private nodes and user rights
 Example pillar
 openodeserverenabled trueworkers 3bind
 address 0000port 9753
 sourcetype git
 address httpsgithubcomopenodeopenodegitrev master
 databaseengine postgresqlhost localhostport 5672name openodepassword passuser openode
 mayan
 (continues on next page)
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 hmac_key qweeAopiuri_id asdsdaport 33333host mayandomaincom
 Read More
 bull httpopenodenet
 bull httpopenodereadthedocsorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-openodeissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-openode
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Redmine Formula
 Redmine is a flexible project management web application Written using the Ruby on Rails framework it is cross-platform and cross-database
 Sample pillars
 redmineserverenabled trueversion 23apps- name majklk
 databaseengine postgresql
 (continues on next page)
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 host 127001name db_namepassword passuser user_name
 mailhost host-mailpassword passuser emaildomain domain
 More Information
 bull httpwwwredmineorg
 bull httpwwwredmineorgprojectsredminewikiRedmineInstall
 Sentry formula
 Sentry is a realtime event logging and aggregation platform At its core it specializes in monitoring errors and ex-tracting all the information needed to do a proper post-mortem without any of the hassle of the standard user feedbackloop
 Itrsquos important to note that Sentry should not be thought of as a log stream but as an event aggregator It fits somewherein-between a simple metrics solution (such as Graphite) and a full-on log stream aggregator (like Logstash)
 Sample pillars
 Standalone server
 pythonenvironmentenabled truemodule
 development truesentry
 serverenabled trueworkers 3secret_key rfui34bt34bierbrebsbfhvbfdsvbind
 name sentrydomaincomaddress 0000port 8080
 cacheengine redishost 127001
 databaseengine postgresqlhost 127001name sentrypassword pwduser sentry
 (continues on next page)
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 mailhost domaincompassword passuser robotdomaincom
 Server behind proxy
 pythonenvironmentenabled truemodule
 development truesentry
 serverenabled trueworkers 3secret_key rfui34bt34bierbrebsbfhvbfdsvurl httpanotherdomainczbind
 name sentrydomaincomaddress 0000port 8080
 cacheengine redishost 127001
 databaseengine postgresqlhost 127001name sentrypassword pwduser sentry
 mailhost domaincompassword passuser robotdomaincom
 More information
 bull httpsgithubcomgetsentrysentry
 bull httpsdocssentryioserverinstallation
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-sentryissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
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 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-sentry
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 SuiteCRM
 SuiteCRM is SugarCRM Supercharged SuiteCRM is a fork of the popular open source SugarCRM Community Edi-tion This release features a host of additional open source modules along with the standard features and functionalityfound within SugarCRM CE
 Sample pillars
 Simple server with 1 app
 suitecrm
 server enabled true app
 devel1 enabled true version lsquo713rsquo database
 engine lsquopostgresqlrsquo host lsquo127001rsquo name lsquosuitecrm_develrsquo password lsquopass-wordrsquo user lsquosuitecrm_develrsquo
 Read more
 bull httpssuitecrmcom
 bull httpssuitecrmcomindexphpoption=com_wrapperampview=wrapperampItemid=1383 installation guide
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-suitecrmissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
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 httpsgithubcomsalt-formulassalt-formula-suitecrm
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Taiga
 Project management web application with scrum in mind Built on top of Django and AngularJ
 Sample pillars
 Simple taiga server
 taigaserverenabled trueserver_name taigadomaincommail_from taigadomaincomsecret_key y5m^_^ak6+5(fm^_^ak6+5(fm^_^ak6+5(fcache
 engine memcachedhost 127001prefix CACHE_TAIGA
 databaseengine postgresqlhost 127001name taigapassword passworduser taiga
 mailhost localhostport 25encryption none
 Simple taiga server with TLS mail and authentication
 taigaservermail
 host localhostport 465user taigapassword passwordencryption tls
 Simple taiga server with SSL mail
 taigaservermail
 host localhostport 995user taiga
 (continues on next page)
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 password passwordencryption ssl
 Install ldap authentication plugin
 taigaserverplugin
 taiga_contrib_ldap_authenabled truesourceengine pipname taiga-contrib-ldap-auth
 parametersbackend
 ldap_server ldapsidmexamplecomldap_port 636bind_bind_dn uid=taigacn=userscn=accountsdc=tcpclouddc=eubind_bind_password passwordldap_search_base cn=userscn=accountsdc=tcpclouddc=euldap_search_property uidldap_email_property mailldap_full_name_property displayName
 frontendloginFormType ldap
 Read more
 bull httpsgithubcomtaigaio
 bull httptaigaiogithubiotaiga-docdistsetup-productionhtml
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-taigaissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-taiga
 Any questions or feedback is always welcome so feel free to join our IRC channel
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 Wordpress formula
 WordPress is web software you can use to create a beautiful website or blog
 Sample metadata
 Simple site
 wordpressserverapp
 app_nameenabled trueversion 40url examplecomtitle TCPisekWebadmin_user adminadmin_password passwordadmin_email nikicreslgmailcomcore_update falsetheme_update falsepluginbbpress
 engine httpversion latest
 git_pluginengine gitaddress gitgitdomaincomgit-reporevision master
 databaseengine mysqlhost 127001name w_sitepassword passworduser w_tcpisekprefix tcpisek
 Read more
 bull httpcodexwordpressorgInstalling_WordPress
 bull httpwwwseveralninescomblogscaling-wordpress-and-mysql-multiple-servers-performance
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
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 httpsgithubcomsalt-formulassalt-formula-wordpressissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-wordpress
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Project Introduction
 IoT Services
 Support for Internet of Things services
 Formula Repositoryffmpeg httpsgithubcomsalt-formulassalt-formula-ffmpegkodi httpsgithubcomsalt-formulassalt-formula-kodihome-assistant httpsgithubcomsalt-formulassalt-formula-home-assistantoctoprint httpsgithubcomsalt-formulassalt-formula-octoprint
 ffmpeg formula
 A complete cross-platform solution to record convert and stream audio and video
 Sample pillars
 ffmpegserverenabled trueinput
 video0source devvideo0bindhost 19216821port 8888
 video_format mjpeg
 (continues on next page)
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 width 640height 480format mpegcodec avi
 note type in your browser http192168218888video0mjpeg
 Read more
 bull httpswwwffmpegorg
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-ffmpegissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-ffmpeg
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 KODI formula
 Kodi (formerly known as XBMC) is a software media center for playing videos music pictures games and more
 Sample pillars
 kodiserverenabled True
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 Usage
 plugin repositories
 wget httpsdmd-xbmcgooglecodecomfilesrepositorydmd-xbmcv2googlecodecomzip
 wget httpkodi-czskgithubiorepositoryreporepositorykodi-czskrepositorykodi-czsk-100zip
 tvheadend
 curl httpapttvheadendorgrepogpgkey | sudo apt-key add - apt-add-repository -r httpapttvheadendorgstableapt-add-repository httpapttvheadendorgunstable apt-get update
 apt-get update apt-get install tvheadend apt-get install kodi-pvr-tvheadend-hts v4l-conf v4l-utils dvb-tools w-scan
 install tvb-t device firmware if necessary tvheadend ui - httplocalhost9981
 Read more
 bull httpscodegooglecompdmd-xbmc
 bull httpkodi-czskgithubiorepository
 bull httpstvheadendorgprojectstvheadendwikiAptRepository
 bull httpskoditv
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-kodiissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-kodi
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 Home Assistant Formula
 Home Assistant is an open-source home automation platform running on Python 3 Track and control all devices athome and automate control
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 Sample Metadata
 Single homeassistant service
 home_assistantserverenabled truebind
 address 0000port 8123
 home-assistant service wit git based configuration
 home_assistantserverenabled truebind
 address 0000port 8123
 configengine gitaddress $_paramhome_assistant_config_repositorybranch $_paramhome_assistant_config_revision
 References
 bull httpshome-assistantiogetting-started
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-home-assistantissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-home-assistant
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
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 Octoprint formula
 The web interface for your 3D printer
 Sample pillars
 Single printer [deprecated]
 octoprintserverenabled truesource
 engine gitaddress httpsgithubcomfooselOctoPrintgitrev master
 printerengine serialwebcam true
 webcamhost localhostport 1234
 Multi printers setup
 octoprintserverenabled truesource
 engine gitaddress httpsgithubcomfooselOctoPrintgitrev master
 printerprinter01
 bindaddress 0000port 5001
 devicebus serialport devACM01model prusa-mk2
 cameraprotocol mjpgurl localhostport 1234
 printer02devicebus serialport devACM02model prusa-clone
 bindaddress 0000port 5002
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 More Information
 bull httpoctoprintorg
 bull httpsgithubcomfooselOctoPrint
 Documentation and Bugs
 To learn how to install and update salt-formulas consult the documentation available online at
 httpsalt-formulasreadthedocsio
 In the unfortunate event that bugs are discovered they should be reported to the appropriate issue tracker Use Githubissue tracker for specific salt formula
 httpsgithubcomsalt-formulassalt-formula-octoprintissues
 For feature requests bug reports or blueprints affecting entire ecosystem use Launchpad salt-formulas project
 httpslaunchpadnetsalt-formulas
 You can also join salt-formulas-users team and subscribe to mailing list
 httpslaunchpadnet~salt-formulas-users
 Developers wishing to work on the salt-formulas projects should always base their work on master branch and submitpull request against specific formula
 httpsgithubcomsalt-formulassalt-formula-octoprint
 Any questions or feedback is always welcome so feel free to join our IRC channel
 salt-formulas ircfreenodenet
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
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 In this section you will find documentation relevant to developing SaltStack formulas How to change existing for-mula how to create a new formula
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 221 Extending
 Chapter 1 Extending
 Home SaltStack-Formulas Development Documentation
 Creating New Formula with Cookiecutter
 bull Installation
 bull Usage
 This guide shows how to use cookiecutter template to create new Salt formula
 Installation
 Install in blank virtualenv
 pip install cookiecutter
 cd cookiecutter
 Usage
 cookiecutter salt-formula
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Development Documentation
 Sync Multiple Repository with Myrepos
 bull Installation
 bull Clone Repositories
 bull Update Repositories
 bull More Information
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 Installation
 apt-get install myrepos
 To add gerrit remote automatically set your username
 git config --global gitreviewusername johndoe
 To avoid using --trust-all option add this mrconfig into trusts file
 echo $PWDmrconfig gtgt ~mrtrust
 Clone Repositories
 Simply run checkout tool without parameters or with formula names eg
 checkout
 checkout nova freeipa salt
 Or with some parallelism
 mr --trust-all --force -j 4 checkout
 Update Repositories
 Pull with rebase in each repo or only one
 mr --trust-all updatemr --trust-all -d tcpcloud updatemr --trust-all -d tcpcloudapache update
 More Information
 bull httpswikidebianorgTeamsRubyPackaging
 bull httpsmyreposbranchablecom
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Development Documentation
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 Formula Authoring Guidelines
 bull Formula Directory Structure
 bull Salt state files
 ndash servicemapjinja
 ndash serviceinitsls
 ndash servicerole1sls
 ndash servicerole2initsls
 ndash Coding styles for state files
 Line length above 80 characters
 Single line declaration
 No newline at the end of the file
 Trailing whitespace characters
 bull Reclass metadata files
 ndash metadataservicerole1localyml
 ndash metadataservicerole1singleyml
 ndash metadataservicerole1clusteryml
 bull Debian packaging
 ndash debianchangelog
 ndash debiancopyright
 ndash debiandocs
 ndash debianinstall
 ndash debiancontrol
 bull Supplemental files
 ndash READMErst
 ndash LICENSE
 ndash VERSION
 ndash CHANGELOGrst
 Versioning
 bull Formula unit testing
 bull More information
 Salt formulas encapsulate specific services This document contains guidelines to salt formula creation and mainte-nance
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 Formula Directory Structure
 Formulas follow the same directory structure as Salt official conventions and best practices described in the SaltStackdocumentation
 Every formula should have the following directory layout
 service-formula|-- _grains| `-- serviceyml|-- _modules| `-- serviceyml|-- _states| `-- serviceyml|-- service| `-- files| |-- serviceconf| `-- service-systemd| `-- meta| |-- sphinxyml| `-- colletdyml| |-- mapjinja| |-- initsls| |-- _commonsls| |-- role1sls| `-- role2| |-- initsls| |-- servicesls| `-- moresls|-- debian| changelog| compat| control| copyright| docs| install| rules| source| format|-- metadata| `-- service| |-- role1| | |-- deployment1yml| | `-- deployment2yml| `-- role2| `-- deployment3yml|-- CHANGELOGrst|-- LICENSE|-- pillarexample|-- READMErst`-- VERSION
 Content of the formula directories in more detail
 _grains Optional grain modules
 _modules Optional execution modules
 _states Optional state modules
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 service Salt state files
 servicemeta Support metadata definitions
 debian APT Package metadata
 metadata Reclass metadata
 Salt state files
 Salt state files are located in service directory
 servicemapjinja
 Map file helps to clean the differences among operating systems and provides default values so therersquos no need toprovide default value in state files
 Following snippet uses YAML to serialize the data and is the recommended way to write mapjinja file as YAMLcan be easily extended in place
 - load_yaml as role1_defaults Debian
 pkgs- python-psycopg2dirbase srvservicevenvhome varlibservice
 RedHatpkgs- python-psycopg2dirbase srvservicevenvhome varlibserviceworkspace srvserviceworkspace
 - endload
 - set role1 = salt[grainsfilter_by](role1_defaults merge=salt[pillarget](rarr˓servicerole1))
 Following snippet uses JSON to serialize the data and was favored in past
 set api = salt[grainsfilter_by](Debian
 pkgs [salt-api]service salt-api
 RedHat
 pkgs [salt-api]service salt-api
 merge=salt[pillarget](saltapi))
 Following snippet sets different common role parameters according to servicerolesourceengine pillarvariable of given service role
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 - set source_engine = salt[pillarget](servicerolesourceengine)
 - load_yaml as base_defaults - if source_engine == git Debian
 pkgs- python-psycopg2dirbase srvservicevenvhome varlibserviceworkspace srvserviceworkspace
 - else Debian
 pkgs- helpdeskdirbase usrlibservice
 - endif - endload
 serviceinitsls
 Conditional include of individual service roles Basically this is essential piece that makes the usage of formulas trulymodel-driven You have catalog of services and this determines according to present metadata what roles get started
 Using serviceinitsls file allows the service catalog to be role independent
 include if pillarservicerole1 is defined - servicerole1 endif if pillarservicerole2 is defined - servicerole2 endif
 You can use one file as role1sls for simple roles For more complex roles handling many resources use individualdirectories as role2
 service-formula`-- service
 |-- role1sls`-- role2
 |-- initsls|-- servicesls|-- resource1sls`-- resource2sls
 Then you can verify the full service catalog on node by following command
 rootweb01~ salt-call stateshow_top[INFO ] Loading fresh modules for state activitylocal
 ----------base
 - linux- openssh
 (continues on next page)
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 (continued from previous page)
 - ntp- salt- backupninja- git- sphinx- python- nginx- nodejs- postgresql- rabbitmq- redis- ruby
 Service metadata are stored also as services grain
 rootweb01~ salt-call grainsitem serviceslocal
 ----------services
 - linux- openssh- ntp- salt- backupninja- git- sphinx- python- nginx- nodejs- postgresql- rabbitmq- redis- ruby
 And each service roles metadata is stored as detailed roles grain
 rootweb01~ salt-call grainsitem roleslocal
 ----------roles
 - gitclient- postgresqlserver- nodejsenvironment- ntpclient- linuxstorage- linuxsystem- linuxnetwork- redisserver- rabbitmqserver- pythonenvironment- backupninjaclient- nginxserver- opensshclient- opensshserver- saltminion- sphinxserver
 22 Development Documentation 495
  SaltStack-Formulas Documentation Release master
 Note It is recommended to run statesls salt prior the statehighstate command as grains may not begenerated properly and some configuration parameters may not be set at all
 servicerole1sls
 Actual salt state resources that enforce service existence Common production and recommended pattern is to installpackages setup configuration files and ensure the service is up and running
 - from redismapjinja import server with context - if serverenabled
 redis_packagespkginstalled- names serverpkgs
 serverdirconf redisconffilemanaged- source saltredisfilesredisconf- template jinja- user root- group root- mode 644- require- pkg redis_packages
 redis_serviceservicerunning- enable true- name serverservice - watch- file serverdirconf redisconf
 - endif
 For development purposes other installation than s
 Note The role for roleenabled condition is to restrict the give service role from execution with default param-etes the single error is thrown instead You can optionaly add else statement to disable or completely remove givenservice role
 servicerole2initsls
 This approach is used with more complex roles it is similar to serviceinitsls but uses conditions to furtherlimit the inclusion of unnecessary files
 For example Linux network role includes conditionally hosts and interfaces
 - from linuxmapjinja import network with context include- linuxnetworkhostname- if networkhost|length gt 0
 (continues on next page)
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 (continued from previous page)
 - linuxnetworkhost- endif - if networkinterface|length gt 0 - linuxnetworkinterface- endif - linuxnetworkproxy
 Coding styles for state files
 Good styling practices for writing salt state declarations
 Line length above 80 characters
 As a lsquostandard code width limitrsquo and for historical reasons - IBM punch card had exactly 80 columns
 Single line declaration
 Avoid extending your code by adding single-line declarations It makes your code much cleaner and easier to parse grep while searching for those declarations
 The bad example
 pythonpkg- installed
 The correct example
 pythonpkginstalled
 No newline at the end of the file
 Each line should be terminated in a newline character including the last one Some programs have problems processingthe last line of a file if it isnrsquot newline terminated
 Trailing whitespace characters
 Trailing whitespaces take more spaces than necessary any regexp based searches wonrsquot return lines as a result due totrailing whitespace(s)
 Reclass metadata files
 Each of these files serve as default metadata set for given deployment Each service role can have several deploymentsFor example rabbitmq server role has following deployments
 bull metadatarabbitmqserverlocalyml
 bull metadatarabbitmqserversingleyml
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 bull metadatarabbitmqserverclusteryml
 metadataservicerole1localyml
 applications- rabbitmqparameters
 _paramrabbitmq_admin_user admin
 rabbitmqserver
 enabled truesecret_key $_paramrabbitmq_secret_keybind
 address 127001port 5672
 plugins- amqp_client- rabbitmq_managementadmin
 name $_paramrabbitmq_admin_userpassword $_paramrabbitmq_admin_password
 metadataservicerole1singleyml
 applications- rabbitmqparameters
 _paramrabbitmq_admin_user admin
 rabbitmqserver
 enabled truesecret_key $_paramrabbitmq_secret_keybind
 address 0000port 5672
 plugins- amqp_client- rabbitmq_managementadmin
 name $_paramrabbitmq_admin_userpassword $_paramrabbitmq_admin_password
 metadataservicerole1clusteryml
 applications- rabbitmqparameters
 rabbitmqserver
 enabled true
 (continues on next page)
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 secret_key $_paramrabbitmq_secret_keybind
 address $_paramcluster_local_addressport 5672
 plugins- amqp_client- rabbitmq_managementadmin
 name adminpassword $_paramrabbitmq_admin_password
 hostopenstackenabled trueuser openstackpassword $_paramrabbitmq_openstack_passwordpolicies- name HApattern ^(amq)definition ha-mode all
 clusterenabled truename openstackrole $_paramrabbitmq_cluster_rolemaster $_paramcluster_node01_hostnamemode discmembers- name $_paramcluster_node01_hostname
 host $_paramcluster_node01_address- name $_paramcluster_node02_hostname
 host $_paramcluster_node02_address- name $_paramcluster_node03_hostname
 host $_paramcluster_node03_address
 Parameters like $_paramrabbitmq_secret_key are interpolation of common parameter passed fromhigher system or cluster levels
 Debian packaging
 Use of debian packaging is preferable way for deploying production salt masters and itrsquos formulas Take basic structureof debian directory from some existing formula and modify to suit your formula
 Description of most important files follows
 debianchangelog
 salt-formula-salt (01) trusty urgency=medium
 + Initial release
 -- Ales Komarek ltaleskomarektcpcloudeugt Thu 13 Aug 2015 232341 +0200
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 debiancopyright
 Licensing informations of the package
 Format httpwwwdebianorgdocpackaging-manualscopyright-format10Upstream-Name salt-formula-saltUpstream-Contact Ales Komarek ltaleskomarektcpcloudeugtSource httpsgithubcomtcpcloudsalt-formula-salt
 Files Copyright 2014-2015 tcp cloud asLicense Apache-20
 Copyright (C) 2014-2015 tcp cloud asLicensed under the Apache License Version 20 (the License)you may not use this file except in compliance with the LicenseOn a Debian system you can find a copy of this license inusrsharecommon-licensesApache-20
 debiandocs
 Files listed here will be available in usrsharedoc Donrsquot put COPYRIGHT or LICENSE files here as they arehandled in a different way
 READMErstCHANGELOGrstVERSION
 debianinstall
 Defines what is going to be installed in which location
 salt usrsharesalt-formulasenvsaltmetadataservice usrsharesalt-formulasreclassservicesalt
 debiancontrol
 This file keeps metadata of source and binary package
 Source salt-formula-saltMaintainer tcpcloud Packaging Team ltpkg-teamtcpcloudeugtSection adminPriority optionalBuild-Depends debhelper (gt= 9)Standards-Version 396Homepage httpwwwtcpcloudeuVcs-Browser httpsgithubcomtcpcloudsalt-formula-saltVcs-Git httpsgithubcomtcpcloudsalt-formula-saltgit
 Package salt-formula-saltArchitecture all
 (continues on next page)
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 Depends $miscDepends salt-master reclassDescription Salt salt formulaInstall and configure Salt masters and minions
 Supplemental files
 Files that are required to complete information about given formula
 READMErst
 A sample skeleton of the READMErst file
 =======service=======
 Install and configure the Specific service
 note
 See the full `Salt Formulas installation and usage instructionslthttpdocssaltstackcomenlatesttopicsdevelopmentconventionsformulashtmlgt
 rarr˓`_
 Available states================
 contentslocal
 ``service``-----------
 Install the ``service`` package and enable the service
 ``servicerole1``-----------------
 Setup individual role
 Available metadata==================
 contentslocal
 ``metadataservicerolesingle``----------------------------------
 Setup from system packages
 (continues on next page)
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 ``metadataserviceroledevelopment`--------------------------------------
 Setup from git repository
 Configuration parameters========================
 contentslocal
 ``service_secret_key``------------------------------
 ``rabbitmq_service_password``-------------------------------------
 ``postgresql_service_password``---------------------------------------
 If development is setup
 ``service_source_revision``---------------------------
 If development is setup
 Example reclass===============
 Production setup
 code-block yaml
 service-singlename service-singledomain devdomaincomclasses- systemserviceserversingleparams
 rabbitmq_admin_password cwerfwefzdcdsfrabbitmq_secret_key fsdfwfdsfdsfrabbitmq_service_password fdsf24fsdfsdacadfkeystone_service_password fdasfdsafdasfdasfdapostgresql_service_password dfdasfdafdsanginx_site_service_host $linuxnetworkfqdnservice_secret_key fda32r
 Development setup
 code-block yaml
 service-singlename service-singledomain devdomaincomclasses
 (continues on next page)
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 - systemserviceserverdevelopmentparams
 rabbitmq_admin_password cwerfwefzdcdsfrabbitmq_secret_key fsdfwfdsfdsfrabbitmq_service_password fdsf24fsdfsdacadfkeystone_service_password fdasfdsafdasfdasfdapostgresql_service_password dfdasfdafdsanginx_site_service_host $linuxnetworkfqdnservice_secret_key fda32rservice_source_repository gitgittcpcloudeupython-appsservicegitservice_source_revision feature243
 Example pillar==============
 Install from specific branch of Git
 code-block yaml
 serviceserver
 sourceengine gitaddress gitgittcpcloudeupython-appsservicegitrevision feature214
 To enable debug logging for both Django and Gunicorn and raisenumber of Gunicorn workers
 code-block yaml
 serviceserver
 log_level debugworkers 8
 To change where Django listens
 code-block yaml
 serviceserver
 bindaddress not-localhostport 9755
 Read more=========
 httpdoctcpcloudeu
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 LICENSE
 Contains license information and terms amp conditions how you are allowed to use and distribute the files of the under-lying directories
 Copyright (c) 2014-2015 Your name
 Licensed under the Apache License Version 20 (the License)you may not use this file except in compliance with the LicenseYou may obtain a copy of the License at
 httpwwwapacheorglicensesLICENSE-20
 Unless required by applicable law or agreed to in writing softwaredistributed under the License is distributed on an AS IS BASISWITHOUT WARRANTIES OR CONDITIONS OF ANY KIND either express or impliedSee the License for the specific language governing permissions andlimitations under the License
 VERSION
 Latest version number git repository tag package version as well
 002
 CHANGELOGrst
 The CHANGELOGrst file should detail the individual versions their release date and a set of bullet points for eachversion highlighting the overall changes in a given version of the formula
 A sample skeleton of the CHANGELOGrst file
 CHANGELOGrst
 service formula===============
 002 (2014-01-01)
 - Re-organized formula file layout- Fixed filename used for upstart logger template- Allow for pillar message to have default if none specified
 001 (2013-01-01)
 - Initial formula setup
 Versioning
 Formula are versioned according to Semantic Versioning httpsemverorg
 Note Given a version number MAJORMINORPATCH increment the
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 1 MAJOR version when you make incompatible API changes
 2 MINOR version when you add functionality in a backwards-compatible manner and
 3 PATCH version when you make backwards-compatible bug fixes
 Additional labels for pre-release and build metadata are available as extensions to the MAJORMINORPATCH format
 Formula versions are tracked using Git tags as well as the VERSION file in the formula repository The VERSION fileshould contain the currently released version of the particular formula
 Formula unit testing
 A smoke-test for invalid Jinja invalid YAML or an invalid Salt state structure can be performed by with the stateshow_sls function
 salt stateshow_sls service-name
 Salt Formulas can then be tested by running each sls file via statesls and checking the output for the successor failure of each state in the Formula This should be done for each supported platform
 salt statesls sls-file-name test
 More information
 bull httpdocssaltstackcomenlatesttopicsbest_practiceshtml
 bull httpdocssaltstackcomenlatesttopicsdevelopmentconventionsformulashtml
 bull httpdocssaltstackcomenlatesttopicsdevelopmentconventionsstylehtml
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Development Documentation
 Contributor Guidelines
 bull Bugs
 ndash Tags
 ndash Status
 ndash Importance
 ndash Triaging Bugs
 bull Submitting Code
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 bull Backporting
 bull Style Guide
 Bugs
 Bugs should be filed on Bug Launchpad for SaltStack-formulas
 When submitting a bug or working on a bug please ensure the following criteria are met
 bull The description clearly states or describes the original problem or root cause of the problem
 bull Include historical information on how the problem was identified
 bull Any relevant logs are included
 bull If the issue is a bug that needs fixing in a branch other than master please note the associated branch within thelaunchpad issue
 bull The provided information should be totally self-contained External access to web servicessites should not beneeded
 bull Steps to reproduce the problem if possible
 Tags
 If itrsquos a bug that needs fixing in a branch in addition to master add a lsquoltreleasegt-backport-potentialrsquo tag (egkilo-backport-potential) There are predefined tags that will auto-complete
 Status
 Please leave the status of an issue alone until someone confirms it or a member of the bugs team triages it Whilewaiting for the issue to be confirmed or triaged the status should remain as New
 Importance
 Should only be touched if it is a BlockerGating issue If it is please set to High and only use Critical if you havefound a bug that can take down whole infrastructures Once the importance has been changed the status should bechanged to Triaged by someone other than the bug creator
 Triaging Bugs
 Reported bugs need prioritization confirmation and shouldnrsquot go stale If you care about OpenStack stability but arenrsquotwanting to actively develop the roles and playbooks used within the ldquosalt-formulasrdquo project consider contributing in thearea of bug triage which helps immensely The whole process is described in the upstream Bug Triage Documentation
 Submitting Code
 bull Write good commit messages We follow the OpenStack ldquoGit Commit Good Practicerdquo guide if you have anyquestions regarding how to write good commit messages please review the upstream OpenStack documentation
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 bull Changes to the project should be submitted for review via the Gerrit tool following the workflow documentedhere
 bull Pull requests submitted through GitHub will be ignored and closed without regard
 bull All feature additionsdeletions should be accompanied by a blueprintspec ie adding additional active agentsto neutron developing a new service role etc
 bull Before creating blueprintspec an associated issue should be raised on launchpad This issue will be triaged and adetermination will be made on how large the change is and whether or not the change warrants a blueprintspecBoth features and bug fixes may require the creation of a blueprintspec This requirement will be voted on bycore reviewers and will be based on the size and impact of the change
 bull All blueprintsspecs should be voted on and approved by core reviewers before any associated code will bemerged For more information on blueprintsspecs please review the upstream OpenStack Blueprint documen-tation At the time the blueprintspec is voted on a determination will be made whether or not the work will bebackported to any of the ldquoreleasedrdquo branches
 bull Patches should be focused on solving one problem at a time If the review is overly complex or generally largethe initial commit will receive a ldquo-2rdquo and the contributor will be asked to split the patch up across multiplereviews In the case of complex feature additions the design and implementation of the feature should be donein such a way that it can be submitted in multiple patches using dependencies Using dependent changes shouldalways aim to result in a working build throughout the dependency chain Documentation is available foradvanced gerrit usage too
 bull All patch sets should adhere to the Salt Style Guide listed here as well as adhere to the Salt best practices whenpossible
 bull All changes should be clearly listed in the commit message with an associated bug idblueprint along with anyextra information where applicable
 bull Refactoring work should never include additional ldquoriderrdquo features Features that may pertain to something thatwas re-factored should be raised as an issue and submitted in prior or subsequent patches
 Backporting
 bull Backporting is defined as the act of reproducing a change from another branch Uncleansquashedmodifiedcherry-picks and complete reimplementations are OK
 bull Backporting is often done by using the same code (via cherry picking) but this is not always the case Thismethod is preferred when the cherry-pick provides a complete solution for the targeted problem
 bull When cherry-picking a commit from one branch to another the commit message should be amended with anyfiles that may have been in conflict while performing the cherry-pick operation Additionally cherry-pick com-mit messages should contain the original commit SHA near the bottom of the new commit message This can bedone with cherry-pick -x Herersquos more information on Submitting a change to a branch for review
 bull Every backport commit must still only solve one problem as per the guidelines in Submitting Code
 bull If a backport is a squashed set of cherry-picked commits the original SHAs should be referenced in the commitmessage and the reason for squashing the commits should be clearly explained
 bull When a cherry-pick is modified in any way the changes made and the reasons for them must be explicitlyexpressed in the commit message
 bull Refactoring work must not be backported to a ldquoreleasedrdquo branch
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 Style Guide
 When creating tasks and other roles for use in Salt please create then using the YAML dictionary format
 Example YAML dictionary format
 - name The name of the tasksmodule_namething1 some-stuffthing2 some-other-stuff
 tags- some-tag- some-other-tag
 Example what NOT to do
 - name The name of the tasksmodule_name thing1=some-stuff thing2=some-other-stufftags some-tag
 - name The name of the tasksmodule_name gtthing1=some-stuffthing2=some-other-stuff
 tags some-tag
 Usage of the ldquogtrdquo and ldquo|rdquo operators should be limited to Salt conditionals and command modules such as the Saltshell or command
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 222 Testing
 Chapter 2 Testing
 Home SaltStack-Formulas Development Documentation
 508 Chapter 2 Contents
  SaltStack-Formulas Documentation Release master
 Testing Coding Style
 bull Using Double Quotes with no Variables
 bull Line Length Above 80 Characters
 bull Single Line Declarations
 bull No Newline at the End of the File
 bull Trailing Whitespace Characters
 Formulas are pre-written Salt States They are as open-ended as Salt States themselves and can be used for tasks suchas installing a package configuring and starting a service setting up users or permissions and many other commontasks They have certain rules that needs to be adhered
 Using Double Quotes with no Variables
 In general - itrsquos a bad idea All the strings which does not contain dynamic content ( variables ) should use single quoteinstead of double
 Line Length Above 80 Characters
 As a lsquostandard code width limitrsquo and for historical reasons - [IBM punch card](httpenwikipediaorgwikiPunched_card) had exactly 80 columns
 Single Line Declarations
 Avoid extending your code by adding single-line declarations It makes your code much cleaner and easier to parse grep while searching for those declarations
 No Newline at the End of the File
 Each line should be terminated in a newline character including the last one Some programs have problems processingthe last line of a file if it isnrsquot newline terminated [Stackoverflow thread](httpstackoverflowcomquestions729692why-should-files-end- with-a-newline)
 Trailing Whitespace Characters
 Trailing whitespaces take more spaces than necessary any regexp based searches wonrsquot return lines as a result due totrailing whitespace(s)
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
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 Home SaltStack-Formulas Development Documentation
 Testing Metadata
 bull Testing Scenarios
 ndash File metadatayml
 Pillars are tree-like structures of data defined on the Salt Master and passed through to the minions They allowconfidential targeted data to be securely sent only to the relevant minion Pillar is therefore one of the most importantsystems when using Salt
 Testing Scenarios
 Testing plan tests each formula with the example pillars covering all possible deployment setups
 The first test run covers stateshow_sls call to ensure that it parses properly with debug output
 The second test covers statesls to run the state definition and run statesls again capturing output assertingthat ^Not Run is not present in the output because if it is then it means that a state cannot detect by itself whetherit has to be run or not and thus is not idempotent
 File metadatayml
 name serviceversion 02source httpsgithubcomtcpcloudsalt-formula-service
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home Salt-Formulas Development Documentation
 Testing Salt Formulas
 bull Generate Test Structures in Formula
 bull Formula Testing with Test Kitchen
 ndash Using Test Kitchen
 ndash How it Works
 ndash Verifying Deployment
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 ndash Requirements
 ndash Sample Configurations
 bull Continous Integration with Travis
 ndash Sample Configurations
 bull Common Practices
 Each formula contains Makefile with at least test target Under tests directory are located resources for test execu-tion
 Test target executes ldquosmoke testrdquo implemented by testsrun_testssh capable to fetch dependencies in python virtualenvironment by executing salt-call stateshow_sls with provided testspillar data
 The purpose of the smoke test is to find syntax typo issues and verify example pillar data against the formula
 Initial content of tests folder contains test pillars and a run_testssh as generated by cookiecutter
 testspillar
 client_singleslsserver_singlesls
 run_testssh
 Create or update pillars in testspillarsls with test data
 Generate Test Structures in Formula
 There is and salt-formulas cookiecutter template to generate initial repository structure for new formula
 For existing formulas there is an convenient script capable to generate initial structures from available content Formore details follow the README in the above linked repository To simply generate test structures according speci-fication stated in this document simply run kitchen-initsh
 tldr
 curl -skL httpsrawgithubusercontentcomsalt-formulassalt-formulasmasterrarr˓cookiecuttersalt-formulakitchen-initsh | bash -s --
 Formula Testing with Test Kitchen
 Test Kitchen with forked kitchen-salt provisioner plugin may be used for local development as well as CI scenario
 Test Kitchen is a test harness tool to execute your configured code on one or more platforms in isolation There is akitchenyml in main directory that defines platforms to be tested and suites to execute on them
 Kitchen CI can spin instances locally or remote based on used driver For example kitchenyml may define adocker or vagrant driver
 For more explore itrsquos rich ecosystem of supported driversprovisionersverifiers
 Using Test Kitchen
 A listing of scenarios to be executed
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 $ kitchen list
 Instance Driver Provisioner Verifier Transport Last Action
 client-single-ubuntu-1404 Docker SaltSolo Inspec Ssh ltNot Createdgtclient-single-ubuntu-1604 Docker SaltSolo Inspec Ssh ltNot Createdgtclient-single-centos-71 Docker SaltSolo Inspec Ssh ltNot Createdgt
 The Busser Verifier is used to setup and run tests implementated in ltrepogttestintegration It installs the particulardriver to tested instance (Serverspec InSpec Shell Bats ) prior the verification is executed
 Example workflow
 list instances and statuskitchen list
 manually execute integration testskitchen [test || [create|converge|verify|exec|login|destroy|]] [instance] -t testsrarr˓integration
 use with provided Makefile (ie within CI pipeline)make kitchen
 How it Works
 Kitchen spin an instances in Docker Vagrant OpenStack environment etc based on configured driver Instance isconfigured as salt minion where the configuration is defined by kitchenyml and testspillarsls
 Override your specific needs with kitchenltbackend|localgtyml that you may load asKITCHEN_LOCAL_YAML=kitchenltdrivergtyml kitchen ltactiongt ltsuitegt
 Example KITCHEN_LOCAL_YAML=kitchenlocal kitchen verify server-ubuntu-1404 -ttestsintegration
 Test Kitchen then allows you execute several action to perform your testing under configured conditions
 1 create provision an test instance (VM container)
 2 converge run a provisioner (shell script kitchen-salt)
 3 verify run a verification (inspec other may be added)
 4 destroy
 Verifying Deployment
 There is couple of verifier plugins that are shipped with Test Kitchen They allow to run simple bash scripts andchecking itrsquos exit codes to run specific purpose based frameworks
 The Busser Verifier goes with test-kitchen by default It is used to setup and run tests implemented in ltrepogttestintegration It guess and installs the particular driver to tested instance By default InSpec is expected
 You may avoid to install busser framework if you configure specific verifier in kitchenyml
 verifiername inspec
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 For default Inspec Verifier implement your scripts directly in ltrepogttestintegrationltsuitegt directorywith _specrb suffix
 If you would to write another verification scripts than InSpec store them in ltrepogttestsintegrationltsuitegtltverifiergt Busser lthttpsgithubcomtest-kitchenbussergt is a test setup andexecution framework under test kitchen
 Implement integration tests under ltrepogttestsintegrationltsuitegtltverifiergt directory with_specltverifier suffixgt filename suffix
 InSpec
 InSpec is native validation framework for Test Kitchen and as such donrsquot require usage of ltverifiergt folder Thusthe tests may by stored directly under ltrepogttestsintegrationltsuitegt
 Additional resources
 bull httpsinspecio
 bull httpsgithubcomchefinspec
 bull httpsgithubcomchefkitchen-inspec
 Example verification scripts under testsintegration folder of the formula
 testsintegration
 defaultdefault_testcase_specrb Written in InSpec
 backupmxserverspec ltVerifier frameworkgt
 backupmx_specrb Written in ServerSpechelpers
 serverspecspec_helperrb
 relayserverspec
 relay_specrbserver
 serverspecaliases_specrbserver_specrb
 pillarbackupmxslsrelayslsserversls
 run_testssh
 Requirements
 Use latest stable kitchen-salt lthttpsgithubcomsaltstackkitchen-saltgt and kitchen-test
 TLDR
 First you have to install ruby package manager gem
 Install required gems
 Ruby sidegem install ltgem name from the list belowgt
 (continues on next page)
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 Isolated wBundlergem install bundler
 cat gt Gemfile lt-EOFsource httpsrubygemsorg
 gem rakegem test-kitchengem kitchen-dockergem kitchen-inspecgem inspecgem kitchen-salt git =gt httpsgithubcomsalt-formulaskitchen-
 rarr˓saltgitEOF
 bundle install [--path $PWDvendorbundle]
 use with preffix bundle kitchen bundle exec kitchen list
 Create aliases
 cat gt ~$SHELLrc lt-EOFalias bk=nocorrect bundle exec kitchenalias kl=nocorrect bundle exec kitchen list
 EOF
 See httpkitchenci for more details
 Install procedure
 One may be satisfied installing ruby and gems system-wide right from OS package manager
 If you are an rubychef developer you will probably want to use ChefDK lthttpsdownloadschefiochefdkgt
 For advanced users or the sake of complex environments you may use rbenv for user side ruby installation
 bull httpsgithubcomrbenvrbenv
 bull httpkitchencidocsgetting-startedinstalling
 An example steps to install user side ruby and prerequisites
 Use package manager to install rbenv and ruby-buildsudo apt-get install rbenv ruby-build
 list all available versionsrbenv install -l
 install a Ruby version of your choice or pick latestrbenv install $(rbenv install -l|grep -E ^[ ][0-9][0-9]+|tail -1)
 activaterbenv local 240
 its usually a good idea to update rubygems firstrbenv exec gem update --system
 (continues on next page)
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 install test kitchenrbenv exec gem install bundlerrbenv exec gem install test-kitchen
 Continue with the optional Gemfile in the formula main directory to fetch fine tuned dependencies If you use Gem-file and Bundler for local dependencies prepend all command with rbenv exec bundler exec and possibly setan alias in your ~bashrc etc
 cat gtgt ~$SHELLrc ltlt-EOFalias rk=rbenv exec kitchenalias bk=rbenv exec bundler exec kitchen
 EOF
 With such alias set you should be able to execute rbenv exec bundler exec make kitchen and see testresults
 Sample Configurations
 For advanced configs have a look at kitchenyml examples in cookiecutter template lthttpsgithubcomsalt-formulassalt-formulastreemastercookiecuttersalt-formula7B7Bcookiecutterservice_name7D7Dgt_
 kitchenyml
 ---driver
 name dockerhostname opencontrailuse_sudo true
 provisionername salt_solosalt_install bootstrapsalt_bootstrap_url httpsbootstrapsaltstackcomsalt_version latestrequire_chef falselog_level errorformula opencontrailgrainsnoservices True
 dependencies- name linux
 repo gitsource httpsgithubcomsalt-formulassalt-formula-linux
 state_topbase
 - linux- opencontrail
 pillarstopsls
 base- linux_repo_openstack- linux_repo_cassandra- linux_repo_opencontrail
 (continues on next page)
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 - linux_repo_mos- linux- opencontrail- opencontrail_juniper
 linuxslslinux
 systemenabled truename opencontrail
 opencontrail_junipersls pillars-from-fileslinux_repo_mossls testspillarrepo_mos8slslinux_repo_cassandrasls testspillarrepo_cassandraslslinux_repo_openstacksls testspillarrepo_openstackslslinux_repo_opencontrailsls testspillarrepo_opencontrailsls
 verifiername inspecsudo true
 platforms- name lt= ENV[PLATFORM] || ubuntu-xenial gtdriver_config
 image lt= ENV[PLATFORM] || trevorjsalty-whalesxenial gtplatform ubuntu
 suites
 - name lt= ENV[SUITE] || single gtprovisioner
 pillars-from-filesopencontrailsls testspillarlt= ENV[SUITE] || single gtsls
 - name clusterprovisioner
 pillars-from-filesopencontrailsls testspillarclustersls
 - name analyticsprovisioner
 pillars-from-filesopencontrailsls testspillaranalyticssls
 - name controlprovisioner
 pillars-from-filesopencontrailsls testspillarcontrolsls
 - name vendor-juniperprovisioner
 vendor_repo- type apturl httpaptlylocalcontrailkey_url httpaptlylocalpublicgpgcomponents maindistribution trusty
 pillars-from-files(continues on next page)
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 opencontrailsls testspillarcontrolslspillars
 opencontrail_juniperslsopencontrailcommonvendor juniper
 vim ft=yaml sw=2 ts=2 sts=2 tw=125
 Continous Integration with Travis
 Salt-formulas uses Travis CI to run smoke and integration tests To generate travisyml follow Generate teststructures in formula
 Sample Configurations
 travisyml
 sudo requiredservices
 - docker
 PREREQUISITESinstall
 - pip install PyYAML- pip install virtualenv- |test -e Gemfile || cat ltltEOF gt Gemfilesource httpsrubygemsorggem rakegem test-kitchengem kitchen-dockergem kitchen-inspecgem inspecgem kitchen-salt git =gt httpsgithubcomsalt-formulaskitchen-saltgit
 - bundle install
 BUILD MATRIXenv
 - PLATFORM=trevorjsalty-whalestrusty- PLATFORM=trevorjsalty-whalesxenial- PLATFORM=trevorjsalty-whalesxenial-20163
 SMOKE TESTbefore_script
 - set -o pipefail- make test | tail
 KITCHEN TESTscript
 - bundle exec kitchen test -t testsintegration
 vim ft=yaml sw=2 ts=2 sts=2 tw=125
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 Common Practices
 noservices
 At some rare cases execution of given state in the formula is not possible or required For these cases set grainnoservices True and wrap corresponding code as in the example below
 - if not grainsget(noservices False) mysql_database_ database_name mysql_databasepresent- name database_name - character_set databaseget(encoding utf8) - connection_user connectionuser - connection_pass connectionpassword - connection_charset connectioncharset
 - endif
 As the mysql database might not be available in the given test environment (travisdocker etc)
 In kitchenyml we set grain noservices True by default
 grainsnoservices True
 formula dependencies
 Formula dependencies might be specified in ltformula repogtmetadatayml
 name galeraversion 10source httpsgithubcomsalt-formulassalt-formula-galeradependencies- name mysql
 source httpsgithubcomsalt-formulassalt-formula-mysql
 While using test-kitchen formula dependencies must be specified in kitchenyml as well Dependencies may beinstalled from git spm or even apt repository
 provisionerdependencies- name mysql
 repo gitsource httpsgithubcomsalt-formulassalt-formula-mysqlgit
 - name linuxrepo gitsource httpsgithubcomsalt-formulassalt-formula-linuxgit
 For convenience kitchen-salt will read metadatayml of these dependencies and install their dependencies in caseyou omit them in kitchenyml
 build matrix
 To simplify local CI we ship kitchenyml with limited number of platforms (ie latest ubuntu as a falback optionif no ENV variable PLATFORM is specified)
 However this is later extended on Travis CI while using ENV variables in build matrix
 travisyml snippet
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 BUILD MATRIXenv
 - PLATFORM=trevorjsalty-whalestrusty- PLATFORM=trevorjsalty-whalesxenial
 kitchenyml snippet
 platforms- name lt= ENV[PLATFORM] || ubuntu-xenial gtdriver_config
 image lt= ENV[PLATFORM] || trevorjsalty-whalesxenial gtplatform ubuntu
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home SaltStack-Formulas Development Documentation
 Testing Salt models
 bull Kitchen-salt to validate mode
 bull Running the Tests
 In order to test your model you may use kitchen-salt again
 To validate model use
 Kitchen-salt to validate mode
 With the below approach you may validate or even deploy your model in any platform the kitchen-test support
 Expected repository structure
 tree -L 3
 classes
 service
 system
 clusterk8s-aio-calicok8s-aio-contrailk8s-ha-calicok8s-ha-calico-cloudproviderk8s-ha-calico-syndic
 (continues on next page)
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 k8s-ha-contrailos-aio-contrailos-aio-ovsos-ha-contrailos-ha-contrail-40os-ha-contrail-ironicos-ha-ovsos-ha-ovs-ceph
 MakefileREADMErst
 verifysh
 Place this kitchenyml and verifysh to to your model repo
 Example kitchenyml
 ---driver
 name dockeruse_sudo falsevolume- lt= ENV[PWD] gttmpkitchen
 provisionername shellscript verifysh
 platformslt `find classescluster -maxdepth 1 -mindepth 1 -type d | tr _ - |sort -u`
 rarr˓split()each do |cluster| gtlt cluster=clustersplit()[2] gt- name lt= cluster gtdriver_config
 image ubuntu1604image tcpcloudsalt-models-testing With preinstalled dependencies (faster)platform ubuntuhostname cfg01lt= cluster gtlocalprovision_command
 - apt-get update- apt-get install -y git curl python-pip- pip install --upgrade pip- git clone httpsgithubcomsalt-formulassalt-formulas-scripts srvsalt
 rarr˓scripts- cd srvsaltscripts git pull -r cd - NOTE Configure ENV options as needed example- echo
 export BOOTSTRAP=1nexport CLUSTER_NAME=lt= cluster gtnexport FORMULAS_SOURCE=pkgnexport RECLASS_VERSION=masternexport RECLASS_IGNORE_CLASS_NOTFOUND=Truenexport RECLASS_IGNORE_CLASS_REGEXP=servicenexport EXTRA_FORMULAS=n
 gt kitchenenv
 (continues on next page)
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 export RECLASS_SOURCE_PATH=usrlibpython27site-packagesreclassnexport PYTHONPATH=$RECLASS_SOURCE_PATH$PYTHONPATHn
 lt end gt
 suites- name cluster
 Example verifysh
 binbash
 export HOSTNAME=$`hostname -s`export DOMAIN=$`hostname -d`cd srvsaltscripts git pull -r || true source bootstrapsh || exit 1
 BOOTSTRAPif [[ $BOOTSTRAP =~ ^(True|true|1|yes)$ ]] then
 workarounds for kitchentest -e tmpkitchen || (mkdir -p srvsaltreclass rsync -avh tmpkitchen
 rarr˓srvsaltreclass)cd srvsaltreclass clone latest system-level if missingif [[ -e gitmodules ]] ampamp [[ -e classessystemlinux ]] thengit submodule update --init --recursive --remote || true
 fisource_local_envssrvsaltscriptsbootstrapsh ampampif [[ -e tmpkitchen ]] then sed -i BOOTSTRAP=d kitchenenv fi
 fi
 VERIFYexport RECLASS_IGNORE_CLASS_NOTFOUND=Falsecd srvsaltreclass ampampif [[ -z $1 ]] then
 verify_salt_master ampampverify_salt_minions
 elseverify_salt_minion $1
 fi
 Usage
 kitchen list
 Instance Driver Provisioner Verifier Transportrarr˓Last Action Last Error--------------------------------------------------------------------------------------rarr˓-----------------------cluster-k8s-aio-calico Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-k8s-aio-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-k8s-ha-calico Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-k8s-ha-calico-cloudprovider Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-k8s-ha-calico-syndic Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegt (continues on next page)
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 cluster-k8s-ha-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-aio-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-aio-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-ha-contrail Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-ha-contrail-40 Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-ha-contrail-ironic Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-ha-ovs Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegtcluster-os-ha-ovs-ceph Docker Shell Busser Sshrarr˓ltNot Createdgt ltNonegt
 Once all require requirements are set use testsruntestspy to run all of the tests included in Saltrsquos test suiteFor more information see ndashhelp
 Running the Tests
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 223 Maintenance
 Chapter 3 Maintenance
 Home SaltStack-Formulas Development Documentation
 Formula Versioning
 bull Creating New Release
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 Current versioning system is date based same as Saltstack versioning using format YYYY-MM-R (year-month-revision)where revision is minor release that increments of 1 starting at 0
 Creating New Release
 Releasing is currently not automatic and is up to maintainer of individual formula
 To automate the tasks needed to make a new release there are unified targets in Makefile that should be present ineach formula repository
 See make help for more information there are release-major and release-minor targets First one willcreate new major release by current date Second will raise revision of current major release
 Example use and output
 $ make release-minorCurrent version is 20172 new version is 201721echo 201721 gt VERSIONsed -i sversion version 201721g metadatayml[ -f debianchangelog ] || dch -v 201721 -m --force-distribution -D `dpkg-rarr˓parsechangelog -S Distribution` New versionmake genchangelog-201721make[1] Entering directory homefilipsrcsalt-formulasformulasletsencrypt(echo =========nChangelogn=========n (echo 201721git tag) | sort -r | grep -E ^[0-9]+ | while read i do
 cur=$i test $i = 201721 ampamp i=HEAD prev=`(echo 201721git tag)|sort|grep -E ^[0-9]+|grep -B1 $cur$|head -1`
 rarr˓ echo Version $curn=============================n git log --pretty=short --invert-grep --grep=Merge pull request --decorate $prev
 rarr˓$i echo
 done) gt CHANGELOGrstmake[1] Leaving directory homefilipsrcsalt-formulasformulasletsencrypt(git add -u git commit -m Version 201721)[master 4859e22] Version 2017214 files changed 81 insertions(+) 13 deletions(-)rewrite CHANGELOGrst (98)
 git tag -s -m 201721 201721
 $ git show
 $ git push origin master$ git push origin --tags
 bull Documentation Home
 bull Project Introduction
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 Formula Packaging
 bull Debian
 ndash Native Packages
 ndash Quilt Packages
 bull More Information
 This section describes process of building distribution packages for various distributions
 Debian
 Debian packaging ecosystems is very diversed therersquos many ways how to build and maintain a package
 We have decided to use git-buildpackage (aka gbp) and support two source formats depending on formulaneeds 30 (native) and 30 (quilt)
 Native Packages
 Native source format is for applications made especially for Debian it doesnrsquot distinquish upstream vs debian dis-tribution As itrsquos the easiest format available itrsquos currently used by most of the formulas The only requirement is tohave debian directory in formularsquos git repository and building the package is as simple as
 dpkg-buildpackage -uc -us
 or building source package and using cowbuilder
 dpkg-buildpackage -S -nc -uc -ussudo cowbuilder --build salt-formula-somthin_dsc
 Disadvantages of using native format is that itrsquos not possible to maintain stable versions and therefore maintain formulapackage in Debian distribution
 Quilt Packages
 Quilt format adds more complexity as it distinquish upstream vs debian distribution
 Upstream is original unmodified source code originating from Git repository Pypy or some source tarball providedby upsteram etc Such distribution doesnrsquot care about debian packaging and doesnrsquot ship debian directory
 Debian consists of actual debian directory with everything needed similar to native format but as an additionalit supports quilt patches This feature allows package maintainer to maintain patches to specific upstream versionseparately (eg to backport new features fixes etc) In this way itrsquos possible to maintain stable versions of softwareeven if itrsquos no longer supported upstream
 This format doesnrsquot solve way how debian packaging is done whether itrsquos tracked in a Git repository SVN etc Thengit-buildpackage comes into play
 With gbp itrsquos possible to have separate branch for packaging (eg debianunstable) and upstream (usuallymaster) and this is what we are using to maintain packages for some formulas
 Example branches in such formula can be following
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 bull master
 ndash formulas itself
 bull debianunstable
 ndash packaging for Debian uploaded into unstable
 ndash if itrsquos needed to patch formula in particular stable release (eg stretch) according branch can be createdeg debianstretch
 bull debiantrusty
 ndash packaging for specific Ubuntu version
 ndash uploaded on Launchpad into ~salt-formulasppa
 bull debianxenial
 ndash packaging for specific Ubuntu version
 ndash uploaded on Launchpad into ~salt-formulasppa
 This mechanism also utilizes Git tags to mark specific release eg debian10-1
 To build package checkout into debian branch and run
 gbp buildpackage --git-ignore-new --git-ignore-branch -S -uc -us
 More Information
 Debian packaging is complex topic so itrsquos good to check some external resources as well
 bull httphonksigxcpuorgprojectsgit-buildpackagemanual-htmlgbphtml
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
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 Chapter 1 Environment Installation
 Home Installation and Operations Manual
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 Configuration Node Setup
 bull Configuring the Operating System
 ndash Setting up package repository
 ndash Configuring Secure Shell (SSH) keys
 Configuring the Operating System
 The configuration files will be installed to etcsalt and are named after the respective components etcsaltmaster and etcsaltminion
 By default the Salt master listens on ports 4505 and 4506 on all interfaces (0000) To bind Salt to a specific IPredefine the ldquointerfacerdquo directive in the master configuration file typically etcsaltmaster as follows
 - interface 0000+ interface 10001
 After updating the configuration file restart the Salt master for more details about other configurable options Makesure that mentioned ports are open by your network firewall
 Open salt master config
 vim etcsaltmasterdmasterconf
 And set the content to the following enabling dev environment and reclass metadata source
 file_rootsbase- srvsaltenvdev- srvsaltenvbase
 pillar_opts False
 reclass ampreclassstorage_type yaml_fsinventory_base_uri srvsaltreclass
 ext_pillar- reclass reclass
 master_topsreclass reclass
 And set the content to the following to setup reclass as salt-master metadata source
 vim etcreclassreclass-configyml
 storage_type yaml_fspretty_print Trueoutput yamlinventory_base_uri srvsaltreclass
 Configure the master service
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 Ubuntuservice salt-master restart Redhatsystemctl enable salt-masterservicesystemctl start salt-master
 See the master configuration reference for more details about other configurable options
 Setting up package repository
 Use curl to install your distributionrsquos stable packages Examine the downloaded file install_saltsh to ensurethat it contains what you expect (bash script) You need to perform this step even for salt-master instalation as it addsofficial saltstack package management PPA repository
 apt-get install vim curl git-corecurl -L httpsbootstrapsaltstackcom -o install_saltshsudo sh install_saltsh
 Install the Salt master from the apt repository with the apt-get command after you installed salt-minion
 sudo apt-get install salt-minion salt-master reclass
 Note Instalation is tested on Ubuntu Linux 14041604 but should work on any distribution with python 27installed
 You should keep Salt components at current stable version
 Configuring Secure Shell (SSH) keys
 Generate SSH key file for accessing your reclass metadata and development formulas
 mkdir rootsshssh-keygen -b 4096 -t rsa -f rootsshid_rsa -q -N chmod 400 rootsshid_rsa
 Create SaltStack environment file root we will use dev environment
 mkdir srvsaltenvdev -p
 Get the reclass metadata definition from the git server
 git clone gitgithubcomtcpcloudworkshop-salt-modelgit srvsaltreclass
 Get the core formulas from git repository server needed to setup the rest
 git clone gitgithubcomtcpcloudsalt-formula-linuxgit srvsaltenvdevlinux -brarr˓developgit clone gitgithubcomtcpcloudsalt-formula-saltgit srvsaltenvdevsalt -brarr˓developgit clone gitgithubcomtcpcloudsalt-formula-opensshgit srvsaltenvdevopenssh -rarr˓b developgit clone gitgithubcomtcpcloudsalt-formula-gitgit srvsaltenvdevgit -brarr˓develop
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 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home Installation and Operations Manual
 Target Nodes Installation
 bull Basic minion Configuration
 ndash Setting Salt Master host
 ndash Setting Salt minion ID
 On most distributions you can set up a Salt Minion with the Salt Bootstrap
 Note In every two-step example you would be well-served to examine the downloaded file and examine it to ensurethat it does what you expect
 Using curl to install latest git
 curl -L httpsbootstrapsaltstackcom -o install_saltshsudo sh install_saltsh git develop
 Using wget to install your distributionrsquos stable packages
 wget -O install_saltsh httpsbootstrapsaltstackcomsudo sh install_saltsh
 Install a specific version from git using wget
 wget -O install_saltsh httpsbootstrapsaltstackcomsudo sh install_saltsh -P git v20155
 On the above example we added -P which will allow PIP packages to be installed if required but itrsquos no a necessaryflag for git based bootstraps
 Basic minion Configuration
 Salt configuration is very simple The only requirement for setting up a minion is to set the location of the master inthe minion configuration file
 The configuration files will be installed to etcsalt and are named after the respective components etcsaltmaster and etcsaltminion
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 Setting Salt Master host
 Although there are many Salt Minion configuration options configuring a Salt Minion is very simple By defaulta Salt Minion will try to connect to the DNS name ldquosaltrdquo if the Minion is able to resolve that name correctly noconfiguration is needed
 If the DNS name ldquosaltrdquo does not resolve to point to the correct location of the Master redefine the ldquomasterrdquo directivein the minion configuration file typically etcsaltminion as follows
 - master salt+ master 10001
 Setting Salt minion ID
 Then explicitly declare the ID for this minion to use Since Salt uses detached IDs it is possible to run multiple minionson the same machine but with different IDs
 id foobarcom
 After updating the configuration files restart the Salt minion
 Ubuntuservice salt-minion restart
 Redhatsystemctl enable salt-minionservicesystemctl start salt-minion
 See the minion configuration reference for more details about other configurable options
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home Installation and Operations Manual
 Install Infrastructure Services
 bull Support infrastructure deployment
 First execute basic states on all nodes to ensure Salt minion system and OpenSSH are set up
 salt statesls linuxsaltopensshntp
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 Support infrastructure deployment
 Metering node is deployed by running highstate
 salt mtr statehighstate
 On monitoring node git needs to be setup first
 salt mon statesls gitsalt mon statehighstate
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home Installation and Operations Manual
 Validate Configuration Node
 Now itrsquos time to validate your configuration infrastrucuture
 Check validity of reclass data for entire infrastructure
 reclass-salt --top
 It will return service catalog of entire infrastructure
 Get reclass data for specific node
 reclass-salt --pillar ctl01workshopcloudlabcz
 Verify that all salt minions are accepted at master
 rootcfg01~ salt-keyAccepted Keyscfg01workshopcloudlabczmtr01workshopcloudlabczDenied KeysUnaccepted KeysRejected Keys
 Verify that all Salt minions are responding
 rootcfg01~ salt workshopcloudlabcz testpingcfg01workshopcloudlabcz
 Truemtr01workshopcloudlabcz
 Trueweb01workshopcloudlabcz
 Truecmp02workshopcloudlabcz
 True
 (continues on next page)
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 cmp01workshopcloudlabczTrue
 mon01workshopcloudlabczTrue
 ctl02workshopcloudlabczTrue
 ctl01workshopcloudlabczTrue
 ctl03workshopcloudlabczTrue
 Get IP addresses of minions
 rootcfg01~ salt workshopcloudlabcz grainsget ipv4
 Show top states (installed services) for all nodes in the infrastructure
 rootcfg01~ salt stateshow_top[INFO ] Loading fresh modules for state activitynodeXXX
 ----------base
 - git- linux- ntp- salt- collectd- openssh- reclass
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
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 bull Development Documentation
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 Home Installation and Operations Manual
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 Initial Environment Configuration
 bull Linux system setup
 ndash Basic linux box
 ndash Linux with defined users (optionaly with password)
 ndash Linux package installation
 ndash Linux cron job
 ndash Linux security limits
 ndash Enable autologin on tty1
 bull Linux Kernel setup
 bull Linux repositories setup
 bull Linux prompt setup
 bull Linux network setup
 ndash Linux interfaceroute setup
 ndash Linux network bridges
 ndash Other network related configuration
 bull Linux storage setup
 bull OpenSSH client
 bull OpenSSH server
 bull Salt minion configuration
 bull NTP client
 Linux system setup
 Basic linux box
 linuxsystemenabled truename node1domain domaincomcluster systemenvironment prodtimezone EuropePragueutc true
 Linux with defined users (optionaly with password)
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 linuxsystemuser
 jdoename jdoeenabled truesudo trueshell binbashfull_name Jonh Doehome homejdoeemail jonhdoecom
 jsmithname jsmithenabled truefull_name Passwordhome homejsmithpassword userpassword
 Linux package installation
 Install latest version
 linuxsystempackage
 package-nameversion latest
 Linux package with specified version and repository
 linuxsystempackage
 package-nameversion 2132323repo custom-repohold true
 Linux package with specified version and repository - disable GPG check
 linuxsystempackage
 package-nameversion 2132323repo custom-repoverify false
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 Linux cron job
 linuxsystemjob
 cmd1command cmdtorunenabled trueuser roothour 2minute 0
 Linux security limits
 Limit sensu user maximum memory usage to 1GB
 linuxsystemlimit
 sensuenabled truedomain sensulimits- type hard
 item asvalue 1000000
 Enable autologin on tty1
 linuxsystemconsole
 tty1autologin root
 Linux Kernel setup
 Install always up to date LTS kernel and headers from Ubuntu trusty
 linuxsystemkernel
 type genericlts trustyheaders true
 Install specific kernel version and ensure all other kernel packages are not present Also install extra modules andheaders for this kernel
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 linuxsystemkernel
 type genericextra trueheaders trueversion 420-22
 Linux repositories setup
 RedHat based Linux with additional OpenStack repo
 linuxsystemrepo
 rdo-icehouseenabled truesource httpsreposfedorapeopleorgreposopenstackopenstack-kiloel7pgpcheck 0
 Ensure system repository to use czech Debian mirror (default true) Also pin itrsquos packages with priority 900
 linuxsystemrepo
 debiandefault truesource deb httpftpczdebianorgdebian jessie main contrib non-free Import signing key from URL if neededkey_url httpdummycompublicgpgpin- pin origin ftpczdebianorg
 priority 900package
 rclocal example
 linuxsystemrc
 local |binsh -e rclocal This script is executed at the end of each multiuser runlevel Make sure that the script will exit 0 on success or any other value on error In order to enable or disable this script just change the execution bits By default this script does nothingexit 0
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 Linux prompt setup
 Setting prompt is implemented by creating etcprofiledpromptsh Every user can have different prompt
 linuxsystemprompt
 root n[033[037m]Dymd HMS $(hostname -rarr˓f)[e[0m]n[e[131m][uhw][e[0m]
 default nDymd HMS $(hostname -f)n[uhw]
 Linux network setup
 Linux interfaceroute setup
 Linux with default static network interfaces default gateway interface and DNS servers
 linuxnetworkenabled trueinterface
 eth0enabled truetype ethaddress 1921680102netmask 2552552550gateway 19216801name_servers- 8888- 8844mtu 1500
 Linux with bonded interfaces and disabled NetworkManager
 linuxnetworkenabled trueinterface
 eth0type eth
 eth1type eth
 bond0enabled truetype bondaddress 1921680102netmask 2552552550mtu 1500use_in- interface $linuxinterfaceeth0- interface $linuxinterfaceeth0
 network_managerdisable true
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 Linux with vlan interface_params
 linuxnetworkenabled trueinterface
 vlan69type vlanuse_interfaces- interface $linuxinterfacebond0
 Linux networks with routes defined
 linuxnetworkenabled truegateway 10001default_interface eth0interface
 eth0type ethroutedefault
 address 1921680123netmask 2552552550gateway 19216801
 Linux network bridges
 Native linux bridges
 linuxnetworkinterface
 eth1enabled truetype ethproto manualup_cmds- ip address add 00 dev $IFACE- ip link set $IFACE updown_cmds- ip link set $IFACE down
 br-exenabled truetype bridgeaddress $linuxnetworkhostpublic_localaddressnetmask 2552552550use_interfaces- eth1
 OpenVSwitch bridges
 linuxnetworkbridge openvswitch
 (continues on next page)
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 interfaceeth1
 enabled truetype ethproto manualup_cmds- ip address add 00 dev $IFACE- ip link set $IFACE updown_cmds- ip link set $IFACE down
 br-exenabled truetype bridgeaddress $linuxnetworkhostpublic_localaddressnetmask 2552552550use_interfaces- eth1
 Other network related configuration
 Linux with network manager
 linuxnetworkenabled truenetwork_manager true
 etchosts configuration
 linuxnetworkhost
 node1address 19216810200names- node2domaincom- service2domaincom
 node2address 19216810201names- node2domaincom- service2domaincom
 etcresolvconf configuration
 linuxnetworkresolv
 dns- 8844- 8888
 domain myexamplecomsearch
 (continues on next page)
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 - myexamplecom- examplecom
 Linux storage setup
 Linux with mounted Samba
 linuxstorageenabled truemount
 samba1- path mediamyuserpublic- device 19216801storage- file_system cifs- options guestuid=myuseriocharset=utf8file_mode=0777dir_mode=0777noperm
 Linux with file swap
 linuxstorageenabled trueswap
 fileenabled trueengine filedevice swapfilesize 1024
 LVM group vg1 with one device and data volume mounted into mntdata
 linuxstoragemount
 datadevice devvg1datafile_system ext4path mntdata
 lvmvg1
 enabled truedevices- devsdb
 volumedatasize 40Gmount $linuxstoragemountdata
 OpenSSH client
 OpenSSH client with shared private key
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 opensshclientenabled trueuser
 rootenabled trueprivate_key $private_keysvaionewtczuser $linuxsystemuserroot
 OpenSSH client with individual private key and known host
 opensshclientenabled trueuser
 rootenabled trueuser $linuxsystemuserrootknown_hosts- name repodomaincomtype rsafingerprint ddfae868b1eaeaa063f15a5548e17e37
 OpenSSH server
 OpenSSH server with configuration parameters
 opensshserverenabled truepermit_root_login truepublic_key_auth truepassword_auth truehost_auth truebanner Welcome to server
 OpenSSH server with auth keys for users
 opensshserverenabled trueuser
 user1enabled trueuser $linuxsystemuseruser1public_keys- $public_keysuser1
 rootenabled trueuser $linuxsystemuserrootpublic_keys- $public_keysuser1
 OpenSSH server for use with FreeIPA
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 opensshserverenabled truepublic_key_auth trueauthorized_keys_command
 command usrbinsss_ssh_authorizedkeysuser nobody
 Salt minion configuration
 Simple Salt minion
 saltminionenabled truemaster
 host masterdomaincom
 Multi-master Salt minion
 saltminionenabled truemasters- host master1domaincom- host master2domaincom
 Salt minion with salt mine options
 saltminionenabled truemaster
 host masterdomaincommine
 interval 60module
 grainsitems []networkinterfaces []
 Salt minion with graphing dependencies
 saltminionenabled truegraph_states truemaster
 NTP client
 ntpclientenabled true
 (continues on next page)
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 strata- ntpcesnetcz- ntpniccz
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 233 Monitoring
 Chapter 3 Monitoring
 Home Installation and Operations Manual
 Monitoring Metering and Logging
 The overall health of the systems is measured continuously The metering system collects metrics from the systemsand store them in time-series database for furher evaluation and analysys The log collecting system collects logsfrom all systems transforms them to unified form and stores them for analysis The monitoring system checks forfunctionality of separate systems and raises events in case of threshold breach The monitoring systems may query logand time-series databases for accident patterns and raise an event if anomaly is detected
 The difference between monitoring and metering systems
 Monitoring is generally used to check for functionality on the overall system and to figure out if the hardware for theoverall installation and usage needs to be scaled up With monitoring we also do not care that much if we have lostsome samples in between Metering is required for information gathering on usage as a base for resource utilisationMany monitoring checks are simple meter checks with threshold definitions
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home Installation and Operations Manual
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 Event Monitoring
 bull Monitoring Service (Sensu)
 The overall health of the systems is measured continuously The metering system collects metrics from the systemsand store them in time-series database for furher evaluation and analysys The log collecting system collects logsfrom all systems transforms them to unified form and stores them for analysis The monitoring system checks forfunctionality of separate systems and raises events in case of threshold breach The monitoring systems may query logand time-series databases for accident patterns and raise an event if anomaly is detected
 The difference between monitoring and metering systems
 Monitoring is generally used to check for functionality on the overall system and to figure out if the hardware for theoverall installation and usage needs to be scaled up With monitoring we also do not care that much if we have lostsome samples in between Metering is required for information gathering on usage as a base for resource utilisationMany monitoring checks are simple meter checks with threshold definitions
 Monitoring Service (Sensu)
 Sensu is often described as the ldquomonitoring routerrdquo Essentially Sensu takes the results of ldquocheckrdquo scripts run acrossmany systems and if certain conditions are met passes their information to one or more ldquohandlersrdquo Checks are usedfor example to determine if a service like Apache is up or down Checks can also be used to collect data such asMySQL query statistics or Rails application metrics Handlers take actions using result information such as sendingan email messaging a chat room or adding a data point to a graph There are several types of handlers but the mostcommon and most powerful is ldquopiperdquo a script that receives data via standard input Check and handler scripts can bewritten in any language and the community repository continues to grow
 Sensu properties
 bull Written in Ruby using EventMachine
 bull Great test coverage with continuous integration via Travis CI
 bull Can use existing Nagios plugins
 bull Configuration all in JSON
 bull Has a message-oriented architecture using RabbitMQ and JSON payloads
 bull Packages are ldquoomnibusrdquo for consistency isolation and low-friction deployment
 Sensu embraces modern infrastructure design works elegantly with configuration management tools and is built forthe cloud
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home Installation and Operations Manual
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 Collecting Telemetry Data
 bull CollectdGraphite
 ndash Graphite Metrics Functions
 Gathering metrics and other values There are three basic types of meters that are stored in the time-series database
 Cumulative
 Increasing over time (network or disk usage counters)
 Gauge
 Discrete items (number of connected users) and fluctuating values (system load)
 Delta
 Values changing over time (bandwidth)
 CollectdGraphite
 Collectd gathers statistics about the system it is running on and stores this information Those statistics can then beused to find current performance bottlenecks (ie performance analysis) and predict future system load (ie capacityplanning) Itrsquos written in C for performance and portability allowing it to run on systems without scripting language orcron daemon such as embedded systems At the same time it includes optimizations and features to handle hundredsof thousands of data sets It comes with over 90 plugins which range from standard cases to very specialized andadvanced topics It provides powerful networking features and is extensible in numerous ways
 Graphite is an enterprise-scale monitoring tool that runs well on cheap hardware It was originally designed and writtenby Chris Davis at Orbitz in 2006 as side project that ultimately grew to be a foundational monitoring tool In 2008Orbitz allowed Graphite to be released under the open source Apache 20 license Since then Chris has continued towork on Graphite and has deployed it at other companies including Sears where it serves as a pillar of the e-commercemonitoring system Today many large companies use it
 What Graphite does not do is collect data for you however there are some tools out there that know how to send datato graphite Even though it often requires a little code sending data to Graphite is very simple
 Graphite consists of 3 software components
 bull carbon - a Twisted daemon that listens for time-series data
 bull whisper - a simple database library for storing time-series data (similar in design to RRD)
 bull graphite - A Django webapp that renders graphs on-demand using Cairo
 Graphite Metrics Functions
 The metrics can be adjusted by applying functions on them within the Graphite composer Aside the ability to storetime-series data Graphite has a lot of additional functions that can be used to alter time-series data to more appropriateform if we want to get the delta from the cumulative metrics or ad vice versa
 integral(seriesList)
 This will show the sum over time sort of like a continuous addition function Useful for finding totals ortrends in metrics that are collected per minute
 Example
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 amptarget=integral(companysalesperMinute)
 This would start at zero on the left side of the graph adding the sales each minute and show the totalsales for the time period selected at the right side (time now or the time specified by lsquoampuntil=rsquo)
 derivative(seriesList)
 This is the opposite of the integral function This is useful for taking a running total metric and calculatingthe delta between subsequent data points
 This function does not normalize for periods of time as a true derivative would Instead see the perSec-ond() function to calculate a rate of change over time
 Example
 amptarget=derivative(companyserverapplication01ifconfigTXPackets)
 sumSeries(seriesLists)
 Short form sum()
 This will add metrics together and return the sum at each datapoint (See integral for a sum over time)
 Example
 amptarget=sum(companyserverapplicationrequestsHandled)
 This would show the sum of all requests handled per minute (provided requestsHandled are collected oncea minute) If metrics with different retention rates are combined the coarsest metric is graphed and thesum of the other metrics is averaged for the metrics with finer retention rates
 Read more about functions at httpgraphitereadthedocsorgenlatestfunctionshtmlmodule-graphiterenderfunctions
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home Installation and Operations Manual
 Collecting Log Events
 bull Heka
 bull ElasticSearch
 bull Kibana Dashboard
 Our logging stack currently contains following services
 bull Heka - log collection streaming and processing
 bull Rabbitmq - amqp message broker
 bull Elasticsearch - indexed log storage
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 bull Kibana - UI for log analysis
 Heka
 Heka is an open source stream processing software system developed by Mozilla Heka is a ldquoSwiss Army Kniferdquo typetool for data processing useful for a wide variety of different tasks such as
 bull Loading and parsing log files from a file system
 bull Accepting statsd type metrics data for aggregation and forwarding to upstream time series data stores such asgraphite or InfluxDB
 bull Launching external processes to gather operational data from the local system
 bull Performing real time analysis graphing and anomaly detection on any data flowing through the Heka pipeline
 bull Shipping data from one location to another via the use of an external transport (such as AMQP) or directly (viaTCP)
 bull Delivering processed data to one or more persistent data stores
 ElasticSearch
 Elasticsearch is a search server based on LuceneIt provides a distributed multitenant-capable full-text search enginewith an HTTP web interface and schema-free JSON documents
 Kibana Dashboard
 Kibana is an open source data visualization plugin for Elasticsearch It provides visualization capabilities on top ofthe content indexed on an Elasticsearch cluster Users can create bar line and scatter plots or pie charts and maps ontop of large volumes of data
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 234 Use cases
 Chapter 4 Use Cases
 Home Installation and Operations Manual
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 Use Case Kubernetes
 TODO
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 Home Installation and Operations Manual
 Use Case Openstack
 TODO
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
 bull Documentation Home
 bull Project Introduction
 bull Installation and Operations Manual
 bull Development Documentation
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 Indices and tables
 bull genindex
 bull modindex
 bull search
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