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Why is Windows Such a Target?Why is Windows Such a Target?
 Everybody has itEverybody has itOneStat estimated the OS market share asOneStat estimated the OS market share as
 Windows Windows 97.46%97.46%Mac Mac 1.43%1.43%Linux Linux .26%.26%
 StatMarket numbersStatMarket numbersWindowsWindows 95%95%MacMac 2.4%2.4%LinuxLinux .35%.35%
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Why is Windows Such a Target? Why is Windows Such a Target? Cont.Cont.
 The high % of Windows penetration leads The high % of Windows penetration leads to an OS “monoculture” where most users to an OS “monoculture” where most users use their computers without understanding use their computers without understanding the ramifications of their actionsthe ramifications of their actions
 Another issue is that Microsoft has tried to Another issue is that Microsoft has tried to design all their products to be easy to use design all their products to be easy to use (this is another argument)(this is another argument)
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Why is Windows Such a Target? Why is Windows Such a Target? Cont.Cont.
 Because of its prevalence –Because of its prevalence –A single virus can potentially spread A single virus can potentially spread
 anywhere with incredible speedanywhere with incredible speedEase of use features leave holes to exploitEase of use features leave holes to exploit
 First user account created on an XP machine First user account created on an XP machine has administrator rights has administrator rights
 Just clicking on an email attachment can Just clicking on an email attachment can execute a virus or wormexecute a virus or worm
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More StatisticsMore StatisticsWindows 97%Windows 97%
 60,000 known viruses60,000 known virusesMac OS X and Linux 2%Mac OS X and Linux 2%
 40 known viruses40 known viruses
 According to one security analyst –According to one security analyst – ““To mess up a Linux box, you need to work at To mess up a Linux box, you need to work at
 it; to mess up your Windows box, you just it; to mess up your Windows box, you just need to work on it”need to work on it”
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Effects of Past AttacksEffects of Past Attacks Sasser – April 30, 2004 Sasser – April 30, 2004
 Patched in the April 2004 Microsoft Security ReleasePatched in the April 2004 Microsoft Security Release Not Spread by emailNot Spread by email Agence France Presse – all satellite comm lost for Agence France Presse – all satellite comm lost for
 hourshours Delta Airlines – cancelled trans-atlantic flightsDelta Airlines – cancelled trans-atlantic flights Sampo Bank – closed 130 officesSampo Bank – closed 130 offices British Coastguard, Goldman Sachs, Deutsche Post, British Coastguard, Goldman Sachs, Deutsche Post,
 and the European Commission also had issuesand the European Commission also had issues
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Effects of Past Attacks Effects of Past Attacks cont.cont. Mydoom – July 26,2004Mydoom – July 26,2004
 Fastest Spreading worm everFastest Spreading worm ever Slows Internet performance by 10%Slows Internet performance by 10% Responsible for 1 in 10 email messagesResponsible for 1 in 10 email messages Targets SCO Groups websiteTargets SCO Groups website Mydoom B – blocks access to 60 security companiesMydoom B – blocks access to 60 security companies SCO pulls sco.com from DNSSCO pulls sco.com from DNS SCO moves web site to thescogroup.comSCO moves web site to thescogroup.com Estimate of $40 billion in economic damages Estimate of $40 billion in economic damages
 (mi2g.com)(mi2g.com)
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Economic Impacts of Past AttacksEconomic Impacts of Past Attacks 1999 Melissa 1999 Melissa
 US damage - $570 Million; Worldwide - $1.5 billionUS damage - $570 Million; Worldwide - $1.5 billion 2000 Love Bug 2000 Love Bug
 US damage - $3.33 billion; Worldwide - $8.75 billionUS damage - $3.33 billion; Worldwide - $8.75 billion 2001 Code Red 2001 Code Red
 US damage - $1.05 billion; Worldwide - $2.75 billionUS damage - $1.05 billion; Worldwide - $2.75 billion 2002 Klez 2002 Klez
 US damage - $285 million; Worldwide - $750 millionUS damage - $285 million; Worldwide - $750 million 2003 SoBig.F 2003 SoBig.F
 US damage - $950 million; Worldwide - $2.5 billion US damage - $950 million; Worldwide - $2.5 billion 2004 MyDoom 2004 MyDoom
 US damage - $1.52 billion; Worldwide - $4 billionUS damage - $1.52 billion; Worldwide - $4 billion
 All amounts in dollars
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US-CERT Current Active ThreatsUS-CERT Current Active Threats
 MySQL UDF WormMySQL UDF Worm Santy WormSanty Worm W32W32
 Zafi.DZafi.D Sober RevisitedSober Revisited MyDoom RevisitedMyDoom Revisited Bagle RevisitedBagle Revisited SasserSasser
 GDI+ JPEG ParserGDI+ JPEG Parser MHTML Cross domain ScriptingMHTML Cross domain Scripting
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US Cert Windows 2000 US Cert Windows 2000 Vulnerability ListVulnerability List
 See Accompanying Word DocumentSee Accompanying Word Document
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My SQL UDF WormMy SQL UDF WormUsed by the Wootbot/Spybot ToolUsed by the Wootbot/Spybot ToolUses the User Defined Function (UDF) Uses the User Defined Function (UDF)
 capability to install a variant of Wootbotcapability to install a variant of WootbotPossible protection by blocking port Possible protection by blocking port
 3306/TCP3306/TCP
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Santy WormSanty WormTargets servers with Hypertext Targets servers with Hypertext
 Preprocessing (PHP) enabled and running Preprocessing (PHP) enabled and running phpBB bulletin board softwarephpBB bulletin board software
 Believed that phpBB2.0.11 is not affectedBelieved that phpBB2.0.11 is not affected
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W32/Zafi.DW32/Zafi.DA new variant of the Zafi virusA new variant of the Zafi virusArrives as an email attachment with a Arrives as an email attachment with a
 holiday greetingholiday greetingHarvests email addresses on system and Harvests email addresses on system and
 attempts to propagateattempts to propagateAlso attempts to propagate through peer-Also attempts to propagate through peer-
 to-peer file sharingto-peer file sharing
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W32/Sober RevisitedW32/Sober RevisitedVariants have been appearing for 12 Variants have been appearing for 12
 monthsmonthsUses its own SMTP engine to spread via Uses its own SMTP engine to spread via
 emailemailArrives as an email withArrives as an email with
 Spoofed FROM addressSpoofed FROM addressEnglish or German subject lineEnglish or German subject lineAttachment with a .bat, .com, .pif, .scr, or .zip Attachment with a .bat, .com, .pif, .scr, or .zip
 file extensionfile extension
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W32/MyDoom RevisitedW32/MyDoom RevisitedVariants have been appearing for 9 Variants have been appearing for 9
 monthsmonthsOpens a backdoor and uses it’s own Opens a backdoor and uses it’s own
 SMTP engine to spread through emailSMTP engine to spread through emailAlso propagates through TCP ports Also propagates through TCP ports
 1639,1640, 66671639,1640, 6667Newer variants attempt to exploit an Newer variants attempt to exploit an
 IFRAME vulnerability in IEIFRAME vulnerability in IEAt this time no patches to address thisAt this time no patches to address this
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Microsoft GDI+ JPEG ParserMicrosoft GDI+ JPEG ParserBy viewing a specialty crafted JPEG By viewing a specialty crafted JPEG
 image with a program that uses the GDI+ image with a program that uses the GDI+ library an attacker could execute arbitrary library an attacker could execute arbitrary code on the system code on the system
 Affected programs include IE, Office, Affected programs include IE, Office, Outlook, Outlook Express, and Windows Outlook, Outlook Express, and Windows ExplorerExplorer
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W32/SasserW32/SasserExploits a buffer overflow vulnerability in Exploits a buffer overflow vulnerability in
 the Windows Local Security Authority the Windows Local Security Authority Service Server (LSASS)Service Server (LSASS)
 Propagates by scanning random IP’s on Propagates by scanning random IP’s on port 445. When a system is found LSASS port 445. When a system is found LSASS is exploited to create a remote shell on is exploited to create a remote shell on Port 9996 and start an FTP server on Port 9996 and start an FTP server on 55545554
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Outlook Express Cross Domain Outlook Express Cross Domain ScriptingScripting
 Exploits a cross-domain scripting Exploits a cross-domain scripting vulnerability in the Outlook Express MIME vulnerability in the Outlook Express MIME Encapsulation of Aggregate HTML Encapsulation of Aggregate HTML Documents (MHTML) protocol handlerDocuments (MHTML) protocol handler
 This MHTML handler is installed by default This MHTML handler is installed by default Viewing an infected HTML document (web Viewing an infected HTML document (web
 page, HTML email) an attacker could page, HTML email) an attacker could execute arbitrary code with the privileges execute arbitrary code with the privileges of the user running IEof the user running IE
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Microsoft ResponseMicrosoft Response In the last 6 months Microsoft has In the last 6 months Microsoft has
 released updates for:released updates for:14 Critical Flaws Reported for Windows XP14 Critical Flaws Reported for Windows XPLarge Number of Important Flaws Reported Large Number of Important Flaws Reported
 XP Service Pack 2 (Aug 6,2004)XP Service Pack 2 (Aug 6,2004)First 2 exploits against SP2 - Aug 13, 2004First 2 exploits against SP2 - Aug 13, 20045 additional SP2 exploits discovered since then5 additional SP2 exploits discovered since then
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33rdrd Party Responses Here Party Responses Here SmoothWall - Excellent open source Firewall SmoothWall - Excellent open source Firewall
 distribution based ondistribution based onthe GNU/Linux operating system.the GNU/Linux operating system.
 Kaspersky, PC-cillin, McAfee, and Norton Kaspersky, PC-cillin, McAfee, and Norton AntiVirus are all excellent anti-virus products.AntiVirus are all excellent anti-virus products.
 To combat spyware, the two leading products To combat spyware, the two leading products are Ad-Ware and Spybot. There are free are Ad-Ware and Spybot. There are free versions of both and you need to regularly run versions of both and you need to regularly run bothboth
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Threats to Home UsersThreats to Home Users Why would someone want to attack my home Why would someone want to attack my home
 computer?computer? Credit Card NumbersCredit Card Numbers Bank Account NumbersBank Account Numbers Social Security NumbersSocial Security Numbers Control of ResourcesControl of Resources
 ProcessorProcessor Disk SpaceDisk Space Internet ConnectionInternet Connection
 Attack id usually through email with a virus riding Attack id usually through email with a virus riding along or with a downloaded file or imagealong or with a downloaded file or image
 Packet sniffing is a threat for cable modem usersPacket sniffing is a threat for cable modem users
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What can a home user do?What can a home user do? Install and update anti-virus programsInstall and update anti-virus programsPatch and update your Patch and update your
 Operating SystemOperating SystemOffice ApplicationsOffice ApplicationsBrowserBrowserAnti-Virus ApplicationAnti-Virus ApplicationFirewall ProgramFirewall ProgramApplication ProgramsApplication Programs
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What can a home user do? What can a home user do? Cont.Cont.
 Use care when reading email attachmentsUse care when reading email attachmentsUse a firewall programUse a firewall programBackup important informationBackup important informationUse strong passwordsUse strong passwordsBe wary when downloading programsBe wary when downloading programsUse a hardware firewallUse a hardware firewallUse File Encryption to protect sensitive Use File Encryption to protect sensitive
 filesfiles
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What can a home user do? What can a home user do? Cont.Cont.
 Finally, consider switching to an alternative web Finally, consider switching to an alternative web browserbrowser From CERT " IE is integrated into Windows to such From CERT " IE is integrated into Windows to such
 an extent that vulnerabilities in IE frequently provide an extent that vulnerabilities in IE frequently provide an attacker significant access to the operating an attacker significant access to the operating system. It is possible to reduce exposure to these system. It is possible to reduce exposure to these vulnerabilities by using a different web browser, vulnerabilities by using a different web browser, especially when viewing untrusted HTML documents especially when viewing untrusted HTML documents (e.g., web sites, HTML email messages)."(e.g., web sites, HTML email messages)."
 Good alternatives are FireFox, Mozilla, Opera, and Good alternatives are FireFox, Mozilla, Opera, and NetscapeNetscape
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ConclusionsConclusionsWindows position as the dominant OS Windows position as the dominant OS
 choice lead to it being the prime attack choice lead to it being the prime attack targettarget
 Ease of use features and highly integrated Ease of use features and highly integrated nature of its components create the nature of its components create the opportunities for many attack vectorsopportunities for many attack vectors
 Virus writers exploit features that many Virus writers exploit features that many experienced users are not aware ofexperienced users are not aware of
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Conclusions Conclusions Cont.Cont.
 Microsoft and others have attempted to Microsoft and others have attempted to respond to these threats.respond to these threats.
 There are steps you can take to reduce There are steps you can take to reduce your riskyour riskBut you can never eliminate all of your riskBut you can never eliminate all of your risk
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