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                    Legal perspective - Germany versus European versus US Law - Privacy and Data Security Audits for Large Websites, Automated Advertising Platforms and Mobile Applications
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© 2014 ePrivacyconsult
 ePrivacyconsult
 ... are an independent partner in Germany and Europe, specialized in digital data protection
 ... operate within the framework of privacy protection, on behalf of our customers
 ... create a competitive advantage through online privacy for our customers in Germany and Europe
 ... work closely with organizations, public authorities and legislators
 ... are a full-service provider, offering consulting, sealed certifications, and privacy protection technologies
 We ...
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© 2014 ePrivacyconsult
 Reference customers ePrivacyconsult
 Leading Companies in digital business in Europe and Germany
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© 2014 ePrivacyconsult
 Services from ePrivacyconsult / ePrivacyseal
 Data protection consulting and services in Germany and Europe
 Certification – data privacy and data security
 Certification of products and whole businesses
 Data privacy seal ePrivacyseal (DE or EU basis)
 Data security ISO 27001 (TÜV seal)
 OBA Certification
 IAB Europe OBA framework
 ICI Initial Compliance Inspection
 CCI Continuous Compliance Inspection
 “trust seal” from EDAA
 Consulting
 Business organization & Business processes, technology and legal -
 Business modeling: data protection requirements / Privacy by Design ISO 27001 implementation
 Data privacy services for platforms Own certifcation software
 Privacy Inspection Tool (PIT)
 Cooperation with Institute Fraunhofer SIT
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© 2014 ePrivacyconsult
 ePrivacyconsult expertise !   Prof. Dr. Bauer and Dr. Eickmeier are accredited auditors
 at ULD (Office of the Data Protection Commissioner)
 !   They released several articles in diverse publications !   They held several presentatons on data privacy matters
 !   ePrivacyconsult is member of/cooperating with following associations:
 evaluations of ePrivacyconsult
 If Requirements are not fully met ePrivacyconsult gives: 1.  Recommendations and 2.  Requirements* to the audited company.
 *to be implemented before the seal can be awarded
 ePrivacyseal – the award for experts by experts
 The ePrivacy Seal
 The ePrivacy Seal is a neutral way for companies to build confidence with users and customers and to convey the company’s commitment to privacy.
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© 2014 ePrivacyconsult
 Topics of Privacy by Design for Mobile LBA
 Privacy Related Law / Regulation 1.  German BDSG, TMG, ART 29 Group 2.  Differentiation anonym / pseudonym / PII 3.  Geodata = personally identifiable information (PII) 4.  Cookie-Law and Opt-out 5.  IAB Europe OBA Framework (for Advertising) 6.  Data privacy declarations 7.  Digital fingerprinting
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© 2014 ePrivacyconsult
 Foundation of Privacy Law in Germany
 Personally Identifiable strict opt-in Informtation (PII)
 Anonymous Data no law
 Pseudonymous Data, e.g. opt-out profiles (§15 III TMG) in general: exact Geodata are very sensitive data
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© 2014 ePrivacyconsult
 EU-wide Regulation / Cookie Law
 §  EU Foundation of Privacy Law 95/46 EG
 §  E-Privacy-Guideline 2002/58/EG
 §  ePrivacy Directive 2009 - „Cookie law“
 §  New draft of EU-Data Privacy Regulation
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© 2014 ePrivacyconsult
 IAB Europe / OBA Framework
 §  IAB Europe OBA Framework §  For Online Behavioural Advertising §  self regulatory framework - developed by Industry §  signed by > 200 companies
 Structured opt-out regime: §  Admarker in OBA Advertisings (icon and link) §  information, transparency and user choice §  opt-out cookies set (www.youronlinechoices.com)
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© 2014 ePrivacyconsult
 Tracking in Mobile / LBA
 §  IP-Adress = PII in Germany / partly in Europe
 §  MAC-Adress = no PII, should be seen as pseudonymous
 §  other trackers, like IMEI, digital Fingerprinting = no PII, but pseudonymous
 §  exact location data = PII (usually with time stamp)

Page 11
						

© 2014 ePrivacyconsult 11
 Mobile Apps – actual results
 Quelle: http://www.stern.de/tv/sterntv/foto-spionage-handy-apps-klauen-private-bilder-2058280.html
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© 2014 ePrivacyconsult 12
 Mobile Apps – actual results
 Quelle: http://www.t-online.de/handy/id_66941480/tid_embedded/sid_40002034/si_10/bei-diesen-android-apps-werden-verfuegbare-updates-dringend-empfohlen.html
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 Mobile Apps – actual results
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© 2014 ePrivacyconsult 14
 ePrivacyApp – the concept
 1) Evaluation of data security and data privacy !  Data security for all stored data
 !  Data privacy of personally identifiable information (PII)
 2) certification standards !  high standard for data privacy based on German Privacy law.
 EU Privacy, general market expectations
 !  high standards of security / current status of techbnology
 !  expcected developments of Technology and Data Privacy
 !  public criteria catalogue/ accredited auditors
 3) Blackbox-Testing and Whitebox-Testing !  own software for the evaluations of Apps
 !  combination of manual tests and Software-Analysis
 4) Evaluation of Apps and certificate / seal !  Evaluation of Apps for data security and data privacy
 !  Certificat and Seal „ePrivacyApp“ are optional
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© 2014 ePrivacyconsult 15
 ePrivacyApp – important evaluation criteria 1) Data Privacy
 !  Privacy declaration / T&C !  Privacy decisions by user ! Use of data by the App !  Access to personal data of user or contacts ! Delivery of data to third parties !  Compliance with privacy law (u.a. German BDSG, TMG)
 2) Data Security !  Evaluation of Data packages !  Analysis of incoming and outgoing data traffic !  Encryption of data traffic !  Secure storing of data !  Data evaluation with White-Hat-Hack ! Authentification of receivers of data (WHOIS)
 3) Online Behaviour Advertising / OBA ! Storing of user profiles via the App ! Opt-out Possibilities ! Contact options with App company for user
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© 2014 ePrivacyconsult 16
 ePrivacyApp – evaluation process
 1) Process of evaluations !  Manual and software evaluations
 !  Ca.150 single separate evaluation criteria
 2) Documentation ! Detailed evaluation report for all criteria
 ! Recommendations
 ! Requirements to achieve optional seal
 3) Seal „ePrivacyApp“ (optional) !  Seal for TRUSTED PRIVACY
 ! Requirements need to be implemented
 ! Certificate awarded when criteria are met
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© 2014 ePrivacyconsult
 summary – recommendations for Mobile
 §  first: use experienced privacy expert (internal or external)
 §  anonymization of PII if possible / always anonymize geodata
 §  implement optout if anonymization is unclear
 §  use OBA Framework if Advertising is part of Business Model §  privacy evaluation from experts (esp. for large customers and
 investors)
 §  certification with privacy seal (ULD, EuroPrise, ePrivacyseal)
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CONTACT US
 Prof. Dr. Christoph Bauer ePrivacyconsult GmbH Große Bleichen 21A D-20354 Hamburg T: +49 40 6094518-10 M: +49 15123 449900 c.bauer(at)eprivacyconsult.com
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