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Chapter 1 – Introduction DCOM for OPC (NT 4, Windows 2000, and XP below SP2)
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 Chapter 1 – Introduction DCOM for OPC (NT 4, Windows 2000, and XP below SP2) Introduction OPC (OLE for Process Control) uses DCOM (Distributed Component Object Model) as a conduit for communication between OPC Servers and OPC Clients. To support this communication DCOM must be configured with specific permissions to allow full communication between the OPC clients and OPC servers. Scope This DCOM Configuration Manual has instructions to set the DCOM configuration, which allows maximum permissions. Throughout the manual, you will see instructions for adding the Everyone group for security permissions. This is done for simplicity and to minimize problems. Once you have the DCOM working properly, you may need to change the Everyone group to a specific group based on your security requirements (ex. Changing Everyone to Engineering)
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Chapter 2 – Windows NT 4 and Windows 2000 DCOM Setup
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 Chapter 2 – Windows NT 4 and Windows 2000 DCOM Setup
 Click the Start button in the lower left-hand corner of the screen. (FIGURE 2.1)
 FIGURE 2.1
 Click the Run… menu item. (FIGURE 2.2)
 FIGURE 2.2
 In the Run window, type dcomcnfg in the Edit Box and click
 the OK button to run the program. (FIGURE 2.3)
 FIGURE 2.3
 The Distributed COM Configuration Properties window
 will now be open. (FIGURE 2.4)
 Click the Default Properties tab.
 Check the Enable Distributed COM on this computer option is checked. (FIGURE 2.4)
 Set the Default Authentication Level option to Connect. (FIGURE 2.4)
 Set the Default Impersonation Level option to Identity. (FIGURE 2.4)
 FIGURE 2.4

Page 6
						

Chapter 2 – Windows NT 4 and Windows 2000 DCOM Setup
 Iocomp Software – DCOM Configuration Manual 6 of 32
 Click the Default Security tab.
 Click the Edit Default button under Default Access Permissions. (FIGURE 2.5)
 FIGURE 2.5
 The Registry Value Permissions window will now be open. (FIGURE 2.6)
 Click the Add button. (FIGURE 2.6)
 FIGURE 2.6
 The Add Users and Groups window will now be open. (FIGURE 2.7)
 Type in Interactive, Network, System, and Everyone in the Add Names list box with each entry separated by a semicolon. (FIGURE 2.7) Example: Interactive;Network;System;Everyone Note: See Introduction Scope for more info.
 Set the Type of Access to Allow Access. (FIGURE 2.7)
 Click the OK button to close the dialog. (FIGURE 2.7)
 FIGURE 2.7
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Chapter 2 – Windows NT 4 and Windows 2000 DCOM Setup
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 The Registry Value Permissions window will now be open.
 Validate the Everyone, INTERACTIVE, NETWORK, and SYSTEM entries are in the Names list box with Allow Access permissions. (FIGURE 2.8)
 Click the OK button to close the dialog. (FIGURE 2.8)
 FIGURE 2.8
 The Distributed COM Configuration Properties window should now be open. (FIGURE 2.9)
 Click the Edit Default button under Default Launch Permissions. (FIGURE 2.9)
 FIGURE 2.9
 The Registry Value Permissions window will now be open.
 (FIGURE 2.10)
 Click the Add button. (FIGURE 2.10)
 FIGURE 2.10
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Chapter 2 – Windows NT 4 and Windows 2000 DCOM Setup
 Iocomp Software – DCOM Configuration Manual 8 of 32
 The Add Users and Groups window will now be open.
 Type in Interactive, Network, System, and Everyone in the Add Names list box with each entry separated by a semicolon. (FIGURE 2.11) Example: Interactive;Network;System;Everyone Note: See Introduction Scope for more info.
 Set the Type of Access option to Allow Launch. (FIGURE 2.11)
 Click the OK button to close the dialog. (FIGURE 2.11)
 FIGURE 2.11
 The Registry Value Permissions window should now be
 open. Validate the Everyone, INTERACTIVE, NETWORK, and SYSTEM entries are in the Name list box with Allow Launch permissions. (FIGURE 2.12)
 Click the OK button. (FIGURE 2.12)
 FIGURE 2.12
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Chapter 2 – Windows NT 4 and Windows 2000 DCOM Setup
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 The Distributed COM Configuration Properties window will now be open. (FIGURE 2.13)
 Click the Edit Default button under Default Configuration Permissions. (FIGURE 2.13)
 FIGURE 2.13
 The Registry Value Permissions window will now be open.
 (FIGURE 2.14)
 Click the Add button to open the Add Users and Groups window. (FIGURE 2.14)
 FIGURE 2.14
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Chapter 2 – Windows NT 4 and Windows 2000 DCOM Setup
 Iocomp Software – DCOM Configuration Manual 10 of 32
 The Add Users and Groups window will now be open. Type in Interactive, Network, System, and Everyone in the Add Names list box with each entry separated by a semicolon. (FIGURE 2.15) Example: Interactive;Network;System;Everyone Note: See Introduction Scope for more info.
 Set the Type of Access option to Full Control. (FIGURE 2.15).
 Click the OK button to close the dialog. (FIGURE 2.15)
 FIGURE 2.15
 The Registry Value Permissions window should be open. Validate the Everyone, INTERACTIVE, NETWORK, and SYSTEM entries are in the Name list box with Full Control permissions. (FIGURE 2.16)
 Click the OK button to close the dialog. (FIGURE 2.16)
 FIGURE 2.16
 The Distributed COM Configuration Properties window
 will now be open. (FIGURE 2.17)
 Click the OK button to close the dialog. (FIGURE 2.17)
 DCOM setup is now complete.
 FIGURE 2.17
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Chapter 3 – Windows XP DCOM Setup (Below SP2)
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 Chapter 3 – Windows XP DCOM Setup (Below SP2)
 Click the start button in the lower left-hand corner of the screen. (FIGURE 3.1)
 FIGURE 3.1
 Click the Run menu item. (FIGURE 3.2)
 FIGURE 3.2
 In the Run window, type dcomcnfg in the Edit Box and click the OK button to run the program. (FIGURE 3.3)
 FIGURE 3.3
 The Component Services window should now be open.
 (FIGURE 3.4)
 Double-Click Component Services to expand it. (FIGURE 3.4)
 Click the Computers folder to bring up a list of computers in the right viewing pane. (FIGURE 3.4)
 FIGURE 3.4
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Chapter 3 – Windows XP DCOM Setup (Below SP2)
 Iocomp Software – DCOM Configuration Manual 12 of 32
 Right-Click on the My Computer icon in the right viewing pane and click the Properties menu item. (FIGURE 3.5)
 FIGURE 3.5
 The My Computer Properties window will now be open.
 (FIGURE 3.6)
 Select the Default Properties tab and check the Enable Distributed COM on this computer option to enable it. (FIGURE 3.6)
 Set the Default Authentication Level option to Connect. (FIGURE 3.6)
 Set the Default Impersonation Level option to Identity. (FIGURE 3.6)
 FIGURE 3.6
 Select the Default COM Security tab (FIGURE 3.7)
 Click the Edit Default button under Access Permissions. (FIGURE 3.7)
 FIGURE 3.7
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Chapter 3 – Windows XP DCOM Setup (Below SP2)
 Iocomp Software – DCOM Configuration Manual 13 of 32
 The Access Permission window should now be open. (FIGURE 3.8)
 Click the Add button. (FIGURE 3.8)
 FIGURE 3.8
 Type in Interactive, Network, System, and Everyone in the
 Add Names list box with each entry separated by a semicolon. (FIGURE 3.9) Example: Interactive;Network;System;Everyone Note: See Introduction Scope for more info.
 Click the OK button. (FIGURE 3.9)
 FIGURE 3.9
 The Access Permission window should now be open with the
 Everyone, INTERACTIVE, NETWORK, and SYSTEM entries. (FIGURE 3.10)
 Select the Everyone item in the Group or user names list box and set the Access Permission to Allow by checking the check box. (FIGURE 3.10) Repeat this for the INTERACTIVE, NETWORK, and SYSTEM group entries.
 Click the OK button to close the dialog. (FIGURE 3.10)
 FIGURE 3.10
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Chapter 3 – Windows XP DCOM Setup (Below SP2)
 Iocomp Software – DCOM Configuration Manual 14 of 32
 Click the Edit Default button under Launch Permissions. (FIGURE 3.11)
 FIGURE 3.11
 The Launch Permission window should now be open.
 (FIGURE 3.12)
 Click the Add button. (FIGURE 3.12)
 FIGURE 3.12
 The Select Users, Computers, or Groups window will now
 be open. (FIGURE 3.13)
 Type in Interactive, Network, System, and Everyone in the Enter the object to select list box with each entry separated by a semicolon (FIGURE 3.13). Example: Interactive;Network;System;Everyone Note: See Introduction Scope for more info.
 Click the OK button to close the dialog. (FIGURE 3.13)
 FIGURE 3.13
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Chapter 3 – Windows XP DCOM Setup (Below SP2)
 Iocomp Software – DCOM Configuration Manual 15 of 32
 The Launch Permission window should now be open with the Everyone, INTERACTIVE, NETWORK, and SYSTEM entries. (FIGURE 3.14)
 Select the Everyone item in the Group or user names list box entry and set the Launch Permission to Allow by checking the box. (FIGURE 3.14) Repeat this for the INTERACTIVE, NETWORK, and SYSTEM group entries.
 Click the OK button to close the dialog. (FIGURE 3.14)
 FIGURE 3.14
 The My Computer Properties window should now be open.
 (FIGURE 3.15)
 Click the OK button to close the dialog. (FIGURE 3.15)
 FIGURE 3.15
 The Computer Services window will now be open. (FIGURE
 3.16)
 Close the Component Services window. (FIGURE 3.16)
 DCOM setup is now complete.
 FIGURE 3.16
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Chapter 4 – Introduction DCOM for OPC (XP SP2)
 Iocomp Software – DCOM Configuration Manual 16 of 32
 Chapter 4 – Introduction DCOM for OPC (XP SP2) Introduction OPC (OLE for Process Control) uses DCOM (Distributed Component Object Model) as a conduit for communication between OPC Servers and OPC Clients. To support this communication DCOM must be configured with specific permissions to allow full communication between the OPC clients and OPC servers. Scope This DCOM Configuration Manual has instructions to set the DCOM configuration, which allows maximum permissions. Throughout the manual, you will see instructions for adding the Everyone group for security permissions. This is done for simplicity and to minimize problems. Once you have the DCOM working properly, you may need to change the Everyone group to a specific group based on your security requirements (ex. Changing Everyone to Engineering) MMC – Microsoft Management Console (used by the DCOM configuration utility). OPCEnum – is OPC foundation Utilty. Anonymous Logon is necessary for the OPCEnum.exe to function and for some OPC servers and clients that set their DCOM 'Authentication Level' to 'None' in order to allow anonymous connections. If you do not use OPCEnum you may not need to enable remote access for anonymous users.
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Chapter 5 – Windows XP DCOM Setup (Client & Server) (SP2)
 Iocomp Software – DCOM Configuration Manual 17 of 32
 Chapter 5 – Windows XP DCOM Setup (Client & Server) (SP2)
 Click the start button in the lower left-hand corner of the screen. (FIGURE 5.1)
 FIGURE 5.1
 Click the Run menu item. (FIGURE 5.2)
 FIGURE 5.2
 In the Run window, type dcomcnfg in the Edit Box and click
 the OK button to run the program. (FIGURE 5.3)
 FIGURE 5.3
 The Component Services window should now be open.
 (FIGURE 5.4)
 Double-Click Component Services to expand it. (FIGURE 5.4)
 Click the Computers folder to bring up a list of computers in the right viewing pane. (FIGURE 5.4)
 FIGURE 5.4
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Chapter 5 – Windows XP DCOM Setup (Client & Server) (SP2)
 Iocomp Software – DCOM Configuration Manual 18 of 32
 Right-Click on the My Computer icon in the right viewing pane and click the Properties menu item. (FIGURE 5.5)
 FIGURE 5.5
 The My Computer Properties window will now be open.
 (FIGURE 5.6)
 Select the Default Properties tab and check the Enable Distributed COM on this computer option to enable it. (FIGURE 5.6)
 Set the Default Authentication Level option to Connect. (FIGURE 5.6)
 Set the Default Impersonation Level option to Identity. (FIGURE 5.6)
 FIGURE 5.6
 Select the COM Security tab. (FIGURE 5.7)
 Click the Edit Default button under Access Permissions. (FIGURE 5.7)
 FIGURE 5.7
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Chapter 5 – Windows XP DCOM Setup (Client & Server) (SP2)
 Iocomp Software – DCOM Configuration Manual 19 of 32
 The Access Permission window should now be open. (FIGURE 5.8)
 Click the Add button. (FIGURE 5.8)
 FIGURE 5.8
 Type in Anonymous Logon, and Everyone in the Add Names
 list box with each entry separated by a semicolon (FIGURE 5.9). Example: Anonymous Logon;Everyone Note: See Introduction Scope for more info.
 Click the OK button. (FIGURE 5.9)
 FIGURE 5.9
 The Access Permission window should now be open with the
 ANONYMOUS LOGON, Everyone entries. (FIGURE 5.10)
 Select the ANONYMOUS LOGON item under Group or user names list box. (FIGURE 5.10)
 Under the Permissions for ANONYMOUS LOGON make sure that both Local Access and Remote Access Allow option are checked. (FIGURE 5.10)
 FIGURE 5.10
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Chapter 5 – Windows XP DCOM Setup (Client & Server) (SP2)
 Iocomp Software – DCOM Configuration Manual 20 of 32
 Select the Everyone item under Group or user names list box. (FIGURE 5.11)
 Under the Permissions for ANONYMOUS LOGON make sure that both Local Access and Remote Access Allow option are checked. (FIGURE 5.11)
 Click the OK button to close the dialog. (FIGURE 5.11)
 FIGURE 5.11
 The My Computer Properties dialog is open. (FIGURE 5.12)
 Click the Edit Limits button under Access Permissions. (FIGURE 5.12)
 FIGURE 5.12
 The Access Permissions dialog is open. (FIGURE 5.13)
 Click the Add button under Security Limits. (FIGURE 5.13)
 FIGURE 5.13
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Chapter 5 – Windows XP DCOM Setup (Client & Server) (SP2)
 Iocomp Software – DCOM Configuration Manual 21 of 32
 The Select Users, Computer, or Groups dialog is open.
 (FIGURE 5.14)
 Type in Anonymous Logon, and Everyone in the Add Names list box with each entry separated by a semicolon. (FIGURE 5.14) Example: Anonymous Logon;Everyone Note: See Introduction Scope for more info.
 Click the OK button to close dialog. (FIGURE 5.14)
 FIGURE 5.14
 The Access Permission window should now be open with the
 ANONYMOUS LOGON, Everyone entries. (FIGURE 5.15)
 Select the ANONYMOUS LOGON item under Group or user names list box. (FIGURE 5.15)
 Under the Permissions for ANONYMOUS LOGON make sure that both Local Access and Remote Access Allow option are checked. (FIGURE 5.15)
 FIGURE 5.15
 Select the Everyone item under Group or user names list box
 (FIGURE 5.16).
 Under the Permissions for ANONYMOUS LOGON make sure that both Local Access and Remote Access Allow option are checked. (FIGURE 5.16)
 Click the OK button to close dialog. (FIGURE 5.16)
 FIGURE 5.16
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Chapter 5 – Windows XP DCOM Setup (Client & Server) (SP2)
 Iocomp Software – DCOM Configuration Manual 22 of 32
 Click the Edit Default button under Launch and Activation Permissions. (FIGURE 5.17)
 FIGURE 5.17
 Launch permissions dialog is opens.
 Click the Add button under Default Security. (FIGURE 5.18)
 FIGURE 5.18
 Type in Anonymous Logon and Everyone in the Add Names
 list box with each entry separated by a semicolon. (FIGURE 5.19) Example: Anonymous Logon;Everyone Note: See Introduction Scope for more info.
 Click the OK button to close dialog. (FIGURE 5.19)
 FIGURE 5.19
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Chapter 5 – Windows XP DCOM Setup (Client & Server) (SP2)
 Iocomp Software – DCOM Configuration Manual 23 of 32
 The Launch Permission window should now be open with the
 ANONYMOUS LOGON and Everyone entries. (FIGURE 5.20)
 Select the ANONYMOUS LOGON item under Group or user names. (FIGURE 5.20)
 Under the Permissions for ANONYMOUS LOGON make sure that both Local Access and Remote Access Allow option are checked. (FIGURE 5.20)
 FIGURE 5.20
 Select the Everyone item under Group or user names list
 box. (FIGURE 5.21)
 Under the Permissions for ANONYMOUS LOGON make sure that both Local Access and Remote Access Allow option are checked. (FIGURE 5.21)
 Then click the OK button. (FIGURE 5.21)
 FIGURE 5.21
 Click the Edit Limits button under Launch and Activation
 Permissions. (FIGURE 5.22)
 FIGURE 5.22
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Chapter 5 – Windows XP DCOM Setup (Client & Server) (SP2)
 Iocomp Software – DCOM Configuration Manual 24 of 32
 Launch permissions window will be open. (FIGURE 5.23)
 Click the Add button under Security Limits. (FIGURE 5.23)
 FIGURE 5.23
 Type in Anonymous Logon, and Everyone in the Add Names list box with each entry separated by a semicolon (FIGURE 5.24). Example: Anonymous Logon;Everyone Note: See Introduction Scope for more info.
 Click the OK button. (FIGURE 5.24)
 FIGURE 5.24
 The Launch Permission-Security Limits window should now
 be open with the ANONYMOUS LOGON and Everyone entries. (FIGURE 5.25)
 Select the ANONYMOUS LOGON item under Group or user names list box (FIGURE 5.25)
 Under the Permissions for ANONYMOUS LOGON make sure that both Local Access and Remote Access Allow option are checked. (FIGURE 5.25)
 FIGURE 5.25
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Chapter 5 – Windows XP DCOM Setup (Client & Server) (SP2)
 Iocomp Software – DCOM Configuration Manual 25 of 32
 Select the Everyone item under Group or user names.
 (FIGURE 5.26)
 Under the Permissions for ANONYMOUS LOGON make sure that both Local Access and Remote Access Allow option are checked. (FIGURE 5.26)
 Click the OK button to close dialog. (FIGURE 5.26)
 FIGURE 5.26
 The My Computer Properties window should now be open
 (FIGURE 5.27).
 Click the OK button to close the dialog. (FIGURE 5.27)
 FIGURE 5.27
 The Computer Services window will now be open. (FIGURE
 5.28)
 Close the Component Services window. (FIGURE 5.28)
 DCOM setup is now complete.
 FIGURE 5.28
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Chapter 6 – Windows XP Firewall Setup (Client) (SP2)
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 Chapter 6 – Windows XP Firewall Setup (Client) (SP2)
 Click the start button in the lower left-hand corner of the screen. (FIGURE 6.1)
 FIGURE 6.1
 Click the Control Panel menu item. (FIGURE 6.2)
 FIGURE 6.2
 In the Control Panel window, double-click the Windows
 Firewall menu icon. (FIGURE 6.3)
 FIGURE 6.3
 The Windows Firewall window should now be open.
 (FIGURE 6.4)
 Make sure the Firewall is set to ON. (FIGURE 6.4)
 Click the Exceptions tab. (FIGURE 6.4)
 FIGURE 6.4
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Chapter 6 – Windows XP Firewall Setup (Client) (SP2)
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 The Exceptions tab should appear that has a list of Programs and services (FIGURE 6.5).
 Click the Add Program button (FIGURE 6.5)
 FIGURE 6.5
 The Add a Program window now be opened. (FIGURE 6.6)
 For OPC to work and run on the client system we need to add the OPCEnum.exe located in the WINDOWS\system32 folder. Click the Browse button. (FIGURE 6.6)
 FIGURE 6.6
 Browse to your windows\system32 and select file
 OPCENUM.EXE. (FIGURE 6.7)
 Then click the Open button. (FIGURE 6.7)
 FIGURE 6.7
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Chapter 6 – Windows XP Firewall Setup (Client) (SP2)
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 For OPC to work and run on the client system we need to add the mmc.exe located in the WINDOWS\SYSTEM32 folder. Click the Browse button. (FIGURE 6.8)
 FIGURE 6.8
 Browse to your windows\system32 folder and select file
 mmc.exe. (FIGURE 6.9)
 Click the Open button. (FIGURE 6.9)
 FIGURE 6.9
 To run OPC on the Client system, the Programming
 Language or the Program File Application needs to be added to the Firewall. For this procedure we will show both.
 For this example we will use Visual Basic 6.0, adding any other language is done the same way.
 Scroll down and select Microsoft Visual Basic 6.0 from the viewing pane. (FIGURE 6.10)
 Click the OK Button to close the dialog. (FIGURE 6.10)
 FIGURE 6.10
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Chapter 6 – Windows XP Firewall Setup (Client) (SP2)
 Iocomp Software – DCOM Configuration Manual 29 of 32
 Click the Add Program button. (FIGURE 6.11)
 FIGURE 6.11
 Click the Browse button. (FIGURE 6.12)
 FIGURE 6.12
 Browse to the location of the specific program and select the
 executable file. (FIGURE 6.13)
 Click the Open button. (FIGURE 6.13)
 FIGURE 6.13
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Chapter 6 – Windows XP Firewall Setup (Client) (SP2)
 Iocomp Software – DCOM Configuration Manual 30 of 32
 Click the OK button to close the dialog.(FIGURE 6.14)
 FIGURE 6.14
 Now we need to add a port for DCOM. Click the Add Port
 button. (FIGURE 6.15)
 FIGURE 6.15
 Type in DCOM for the Name. (FIGURE 6.16)
 Type in 135 for the Port Number. (FIGURE 6.16)
 Select the TCP option. (FIGURE 6.16)
 Click the OK button to close dialog. (FIGURE 6.16)
 FIGURE 6.16
 Click the OK button to close the dialog. (FIGURE 6.17) Now the Firewall setup is complete.
 FIGURE 6.17
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Chapter 7 – Windows XP Firewall Setup (Server) (SP2)
 Iocomp Software – DCOM Configuration Manual 31 of 32
 Chapter 7 – Windows XP Firewall Setup (Server) (SP2)
 Do steps from Chapter 6 - 6.1 through 6.9
 To run the OPC Server we need to add the OPC server
 executable file to the Firewall. For this example we will use an OPC simulator executable. (OPCSim.exe)
 Click the Browse button. (FIGURE 7.1)
 FIGURE 7.1
 Browse to the location of the specific program and select executable file. (OPCSim.exe) (FIGURE 7.2)
 Click the Open button. (FIGURE 7.2)
 FIGURE 7.2
 Click the OK button. (FIGURE 7.3)
 FIGURE 7.3
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Chapter 7 – Windows XP Firewall Setup (Server) (SP2)
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 Do steps from Chapter 6 - 6.15 and 6.16
 Click the OK button to close the dialog. (FIGURE 7.4) The Firewall setup is complete.
 FIGURE 7.4
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