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Detection of Internet Scam Using Logistic Regression
 Jaime G.Carbonell
 EugeneFink
 MehrbodSharifi
 1
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Internet ScamIntentionally misleading information posted on the web, usually with the intent of tricking people into sending money or disclosing sensitive data.
 2

Page 3
						

Scam Types
 3
 • Medical: Fake cures, longevity, weight loss.
 • Phishing: Pretending to be a well known company, such as PayPal, and requesting a user action.
 • Advance payout: Requests to make a payment in order to get a large gain, such as a lottery prize.
 • False deals: Fake offers of products, such as meds and software, at unusually steep discounts.
 • Other: False promises of online degrees, work at home, dating, and other desirable opportunities.
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Common Approach: Blacklisting
 Create a list of all malicious websites through engineering and user feedback.
 Problems:• False negatives: Misses many malicious
 websites, such as new and moved sites.• False positives: Occasionally includes
 legitimate websites.
 4
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Our Work: Machine Learning• Create a dataset of known scam and
 legitimated websites.• Determine relevant features.• Apply supervised learning to distinguish
 scams from legitimate websites.
 5
 Specific learning algorithm:L1-regularized logistic regression.

Page 6
						

DatasetsWe need labeled data for supervised learning; to our knowledge, there is no publicly available data sets.
 6

Page 7
						

Datasets• Scam queries: Top 500 Google search results for “cancer treatments”,
 “work at home”, and “mortgage loans”. 3 Mechanical Turk annotations per website.
 • Web of Trust mywot.com: 200 most recent discussion threads; 159 unique domain names. Add high rank websites with >5 comments. Sort by their WOT score and keep the top and bottom.
 • Spam emails: 1551 spam emails detected by McAfee; 11825 web links from those emails. Eliminate <10 times or in top websites.
 • hpHosts: 100 most recent reports on hosts-file.net.• Top Websites: Top 100 websites on alexa.com.
 7
 Dataset Scam Non-Scam TotalScam Queries 33 63 96Web of Trust 150 150 300Spam Emails 241 none 241hpHosts 100 none 100Top Websites none 100 100All Datasets 524 313 837

Page 8
						

FeaturesCollect relevant data about websites from publicly available resources:• Monthly user traffic (alexa.com)• Search result rank (google.com)• Being on specific blacklistsThe current system collects42 features from 11 sources.
 8

Page 9
						

Performance
 Dataset Precision Recall F1 AUCScam Queries 0.983 0.966 0.974 0.966Web of Trust 0.992 0.992 0.992 0.999All Datasets 0.979 0.981 0.980 0.985

Page 10
						

10
 Performance

Page 11
						

PerformanceComparison with related tasks:• Web Spam: Tricking search engines to get
 high search ranks (keyword stuffing, cloaking, etc.).
 • Email Spam: Unwanted bulk messages.
 11
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