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Windows 2000 Host System HardeningOut of the box, the
configuration of a typical Windows operating system, like most
otherOSs, represents a balance between security and usability. This
balance is unlikely toprovide sufficient security in many settings.
In this lab, we will tighten security-relevantsettings on a Windows
2000 system to prepare it for a role as a stand-alone server.
We

will make some changes manually and then apply a security
template provided by theNational Security Agency (NSA) to complete
the hardening process. Most of thesecurity configuration changes
can be saved as a templated policy to be applied tosystems in
similar roles.

For a stand-alone server role, the default settings of a Windows
2000 system are overlypermissive and may expose the system to
security risks. We will be minimizing non-essential services and
Windows Components to conform to best practices. We willdisable
default functionality that was designed to ease the incorporation
of the systemin a domain or workgroup and will add an anti-virus
program.

Your lab environment consists of 2 virtual computer systems.

Internet

IIS

Win2K

Lab Network Diagram

VTE-Launchpad

10.0.254.254

Franks10.0.1.4

10.0.0.0/16

1. A Windows 2000 Server running an IIS web server. This systems
hostname is:

Franks and its IP address is: 10.0.1.4. You will configure this
server usingsecurity best practices.

2. A Windows 2003 launchpad system that will allow you to
remotely access andconfigure the servers above. This systems
hostname is: VTE-Launchpad andits IP address is: 10.0.254.254
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1 Review system security

To highlight some of the security issues with the default
configuration of the Windows 2000system, your first step will be to
use an open-source network security tool, Winfingerprint, toscan
the Windows 2000 server. Apart from showing what information is
revealed to anyonewho can connect to the server in its default
configuration, the results will serve as abaseline to demonstrate
the effectiveness of the hardening process. Winfingerprint
isavailable from http://winfingerprint.sourceforge.net

1. Double-click the Winfingerprint icon on the desktop.

2. Select Single Host in the Input Options panel and enter
Franks IP address10.0.1.4 in the box.

3. On the Scan Options panel, select the Domain mode and check
the boxesshown below:

Figure 1: Winfingerprint configuration

4. In the General Options panel, select the network interface
labeled VMware PCIEthernet Adapter #2 from the pulldown menu.

5. Click the Scan button to start querying Franks. The scan
should complete in 2minutes or less.

6. When the scan finishes, view the results box in the bottom
half of theWinfingerprint window. You should see information
listing the OS version, the

network interfaces MAC address, password policies, file shares,
user andgroup accounts and their status, remote connections, and a
list of servicesmapped by RPC.

Note that you have not supplied any user credentials to the
scanning tool. Itconnected anonymously, via a NetBIOS NULL session,
to retrieve the datadisplayed. By default, Windows 2000 machines
allow NULL session access to arange of security-sensitive
information, as demonstrated with the scan. Thisinformation
leakage, together with running unneeded services, makes thesystem
significantly more vulnerable to compromise.

7. Click the Save button and save the Winfingerprint report to
the Desktop withthe name baseline. Clear the report window with the
Clear button, and

minimize (dont close) the Winfingerprint application.

2 Remotely access the Windows 2000 Server via Windows Remote
DesktopConnection

2.1 From the Desktop of your VTE-Launchpad system, double click
the RemoteDesktop Connection icon.

1. Type 10.0.1.4 in the Computer name (IP Address) box in the
Remote DesktopConnection dialog box and then click the Connect
button.

2 CERT Training and Education
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2. Login to the remote Windows 2000 Server with the following
credentials:

Username: Administrator

Password: tartans

3 Minimizing applications and operating system components

3.1 Internet Information Services (IIS) and unnecessary Windows
componentsThe default installation of IIS on Windows 2000 includes
unneeded components thatpresent security risks. Fully hardening IIS
is the subject of another exercise.However, in this lab you will
eliminate unnecessary functionality that couldundermine the
security posture of the system.

1. Click Start > Settings > ControlPanel and then
selectAdd\Remove Programs

2. Click the Add\RemoveWindows Components iconlocated in the
shaded left

portion of the screen. This willopen the Windows
ComponentsWizard.

Figure 2: Remove Windows Components

3. Exceptfor Internet Information Services (IIS) and Terminal
Services, clear thecheck marks in the boxes next to ALL of the
Windows Components. None ofthese are necessary for our Windows web
server.

Note: You do not want to disable Terminal Services for this lab
because theVirtual Training Environment you are using requires
Terminal Services. In yournetwork environment, however, you may
well want to disable Terminal Services.You must have an
understanding of your operating environment andrequirements in
order to know what services and applications you need and donot
need.

Figure 3: Minimize IIS

4. Highlight Internet Information Services and then click the
Details button. Clearthe check marks in all boxes except for Common
Files, Internet Information

CERT Training and Education 3
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Services Snap-In, and World Wide Web Server. Then click OK and
Next tostart the removal process. Click Next at the Terminal
Services Setup dialog box(accept the default setting of Remote
administration mode). Click OK in theMicrosoft Server Extensions
alert box. Click Finish when done.

5. Click Close to exit Add/Remove Programs.

6. Close the Control Panel Window to return to the Desktop
Screen.

3.2 Remove Outlook Express

No one should be checking their email from a production server.
It is a bestpractice to remove mail clients from servers. Since
Outlook Express isintegrated with Windows 2000 Server, it needs to
be removed. You will use aquick and effective method to remove
Outlook Express from Windows 2000. Forthe most reliable results,
your servers filesystem must use the NTFS, which isthe most
appropriate for a server anyway. Following these steps will
alsoprevent the system file protection feature of Windows from
restoring the OutlookExpress files after theyve been deleted.

During the following steps, removing Outlook Express, you may be
prompted by

the Windows File Protection warning window asking for a system
CD. You willneed to click Cancel and then Yes to bypass this
warning window.

We start by altering the default settings in Windows Explorer to
allow us to viewand manipulate hidden and system files, as well as
see all file extensions.Altering these settings for administrative
accounts is good security practice.

1. Double-click on My Computer on the desktop and from the Tools
menu,choose Folder Options.

2. Select the View tab and in the Advanced Settings scroll box,
do the following:

a) Select the Show hidden files and folders radio button.

b) Uncheck the Hide file extensions for known file types.

c) Uncheck the Hide protected operating system files.
(Recommended). ClickYes on the warning to show protected operating
system files.

3. Click the OK button to continue. Browse to the C:\Program
Files directory.

4. If necessary, click on the Show Files link to view the
contents of the folder andthen right click on the Outlook Express
folder and select Properties.

5. Select the Security tab and then highlight System (in the
list of users). UnderPermissions, check the Deny box next to Full
Control and click Apply.

6. Click OK to close the Properties window. Click Yes when
prompted tooverride the security warning.

7. Now you will delete the contents of the Outlook Express
folder (DO NOT deletethe folder itself).

a) You can do this by opening the C:\Program Files\Outlook
Express folder

b) Click Select All on the Edit menu.

c) Press the Delete key to delete all the files and folders.

d) Confirm the multiple file deletion dialog box by clicking on
Yes.

4 CERT Training and Education
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e) Confirm the program file deletion dialog box by clicking on
Yes to All youcan safely ignore the resulting warnings because we
are purposely deletingthese program files.

8. Now browse to c:\WINNT\system32\dllcache folder. You may need
to click theShow Files link to view the folder contents. If the
file msimn.exe exists, youneed to delete it (and proceed past the
warning that will result when you try to

delete it by clicking Yes). The dllcache directory is a part of
the Windows 2000System File Protection feature. It is a safeguard
to protect critical files fromaccidental deletion. In our case, if
we did not delete the msimn.exe file from thedllcache directory, it
would restore Outlook Express to the system32 directory.We want to
circumvent this feature. This file may or may not exist, so do
notworry if you do not find it.

Figure 4: Remove Outlook ExpressNote: You may need to repeat
this process if you apply a new Service Pack, whichmay reinstall
the program.

9. If you wish, you may now remove the Outlook Express shortcut
from theProgram list and its icon from the Quick Launch panel on
the task bar. ClickStart > Programs > then right click on
Outlook and select Delete. This willremove the shortcut from the
Programs list. Right click on the Outlook Expressicon on the Quick
Launch panel and select Delete from the context menu.

3.3 Remove POSIX and OS2 subsystems

For legacy and compatibility reasons, Microsoft built in support
for OS2 and

POSIX operating systems. The OS2 and POSIX subsystems in Windows
2000can introduce security vulnerabilities. Therefore, it is
recommended that thesesubsystems be removed.

During the following steps, removing POSIX and OS2, you may be
prompted bythe Windows File Protection warning window asking for a
system CD. You willneed to click Cancel and then Yes to bypass this
warning window.

1. Deleting subsystem executables; remove the specified files
from the followingfolders in this order:

CERT Training and Education 5
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C:\winnt\system32\dllcache

a) os2.exe

b) os2srv.exe

c) os2ss.exe

C:\winnt\system32\

a) os2.exeb) os2srv.exe

c) os2ss.exe

d) posix.exe

e) psxdll.dll

f) psxss.exe

2. Delete all files in the C:\winnt\system32\os2 folder, EXCEPT
THE DLL FOLDERAND ITS CONTENTS. If the modules in the DLL folder
are removed, functionssuch as cmd.exe will fail.

3. To complete the process, all associated registry keys must be
removed. Openthe registry editor with: Start > Run and type
regedit in the Open field and

click OK. Then browse to the key values shown below (steps a
through d) andremove the entries. To remove a key value, first
select the key value, thenpress the Delete key on your keyboard.
You will have to acknowledge theaction by clicking Yes on the
warning dialog box that will pop up after you pressdelete.

a. Hive:

Key:

Name:

HKEY_LOCAL_MACHINE

\System\CurrentControlSet\Control\Session
Manager\Environment

Os2LibPath

b. Hive:

Key:

Name:

HKEY_LOCAL_MACHINE

\System\CurrentControlSet\Control\Session Manager\
SubsystemsOptional

c. Hive:

Key:

Name:

HKEY_LOCAL_MACHINE

\System\CurrentControlSet\Control\Session Manager\Subsystems

OS2

d. Hive:

Key:

Name:

HKEY_LOCAL_MACHINE

\System\CurrentControlSet\Control\Session Manager\
Subsystems

POSIX

4. Close Registry Editor to continue.

4 Hardening the systems network configuration

4.1 Remove File and Printer Sharing services

By default, Microsoft Windows network interfaces are enabled
with protocols and servicesthat are unnecessary in many settings.
These should be unbound from the interface (if not

6 CERT Training and Education
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uninstalled completely). If your server is intended to provide
these services, you would notdisable them.

1. Right-click on the My NetworkPlaces icon on the desktop,
andclick Properties. This will open theNetwork and Dial-up
Connections

folder.2. Right-click on the Local Area

Connection and click Properties.

3. Clear the box next to File and PrinterSharing for Microsoft
Networks. Ifpresent, uncheck the box next toNetwork Monitor
Driver.

Figure 5: Remove File/Print Sharing

Figure 6: MinimizeNetBIOS services

4.2 Disable NetBIOS name resolution

As part of our defense-in-depth strategy, it is import to
minimize those parts of theenvironment that are normally not
utilized. Since our network will be entirely native modeWindows
2000, NetBIOS name resolution would not normally be utilized. We
will eliminatethe possibility of it being used altogether (NetBIOS
name resolution generates unnecessarytraffic and can divulge
network information).

1. If the Properties window for your Local Area Connectionis not
still open, open it by following Steps 1 and 2 fromthe previous
Section, Removing File and Printer

Sharing.

2. From within the Properties of your Local AreaConnection,
select the Internet Protocol (TCP/IP) item(leave it checked), and
click on the Properties button,then click the Advancedbutton.

3. Next, click on the WINS tab at the top of the window.

4. Uncheck Enable LMHOSTS lookup.

5. Select the radio button Disable NetBIOS over TCP/IP.

6. Click OK to accept these settings. A dialog box will

appear that states This connection has an emptyprimary WINS
address. Do you want to continue? ClickYes.

7. Click OK to confirm all TCP/IP Properties changes.

8. Click OK to confirm all Local Area Connection Properties
changes.

9. Close out of Network and Dialup Connections and return to the
Desktop.

CERT Training and Education 7
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5 Install ClamWin for virus protection

1. Using Windows Explorer, open the installed CD and navigate to
theTools\Windows\ClamWin folder. Double-click the
clamwin-0.35-setup.exeicon.

2. Click Next on the ClamWin Antivirus Setup Wizard welcome
screen.

Figure 7: Install ClamWin Antivirus

3. Accept the license agreement and click Next.

4. Allow all users to use ClamWin and click Next.

Figure 8: Select Installation Options

5. Accept the default installation location and click Next.

Figure 9: Select Installation Destination

6. Accept the default installation options and click Next.

8 CERT Training and Education
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Figure 10: Select Installation Components

7. Click Next at the Select Start Menu Folder screen to
continue.

8. Uncheck the Download Virus Database Files option. You will
take care ofthis later. Click Next.

Figure 11: Select Additional Tasks

9. Click Install, and when ClamWin is finished installing, click
Finish.

5.1 Configuration1. Double-click on the ClamWin ( ) icon in the
taskbar.

2. Select Tools from the menu, and click on Preferences.

Figure 12: Configuration Options

CERT Training and Education 9
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6 Using the NSA W2K Server Security Template

The Windows 2000 system security template you will apply next is
provided by theNSA. The policy template is based on best practices
for locking down security-relevantsettings on this operating system
version. These settings include password policies,filesystem
permissions, auditing configuration, NULL session parameters, and
manyothers. You will add a few custom enhancements to this
consensus security

configuration.

6.1 Installation and configuration

1. Open Windows Explorer and copy the w2k_server.inf file found
in the\Tools\Windows\NSA Templates folder on the Tools CD to

c:\winnt\security\templates

2. Click on the Start button and Select Run. Type mmc into the
box, and clickOK. This launches the Microsoft Management
Console.

3. From within the Microsoft Management Console, click Console
and selectAdd/Remove Snap-In. Click the Add button and then scroll
down and

select the Security Templates and click Add. Select the
SecurityConfiguration and AnalysisSnap-Ins and then click Add.
Click Close andthen click OK.

Now you will edit the w2k_server template to disable some
unnecessaryservices and to rename the local administrator account.
Renaming the accountmakes attempts to brute-force the account more
difficult because both the nameand password must be guessed. Note:
In normal production environments, careshould be taken when
disabling services and thorough testing should beconducted prior to
implementation.

4. Expand Security Templates and C:\WINNT\Security\Templates.
Click onthe w2k_server template and in the right pane, double click
on System

Services folder:

Figure 16: NSA w2k_server security template

CERT Training and Education 11
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You will disable the following services on this Windows 2000 web
server:

Alerter Routing and Remote Access NetMeeting Remote Desktop
Sharing Messenger Internet Connection Sharing Telnet

5. Double-click the Alerter Service and then click the Define
this policy setting

in the template checkbox. The Security dialogue box will pop up
where youwill change the default access controls for this
service.

Note: When configuring system services with security templates,
you mustconfigure the Access Control List for each service. When a
service is explicitlydisabled, its ACL should also be secured by
changing the default ACL fromEveryone Full Control to grant
Administrators and the SYSTEM account FullControland Authenticated
Users Read Access.

6. Select the Everyone group and then click Remove. Now click
the Addbutton and add the users Authenticated Users and System to
the ACL.Also add the Administrators group(not the user
Administrator) to the ACL.Ensure that you apply the appropriate
permissions to each group (see note

above). Click OK twice.

Figure 17: Changing Service ACLs

Figure 18: Editing Startup Mode
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7. Repeat this process for all of the services listed on the
previous page. Yourtemplate should resemble the Figure 19.

Figure 19: Minimized Services

Now you will configure the security template to rename the local
administratoraccount.

8. Click on the Local Policies icon from within the Security
Templates MMCand then double click the Security Options icon in the
right-hand pane.

9. Double-click on the Rename Administrator Account Policy,
check theDefine this policy in the templatecheck box and type
acarnegie in thebox. Click OK.

Figure 20: Renaming the administrator account

10. Right-click on the w2k_server template file and select Save
As. Typew2k_server_edited in the box and click Save.

CERT Training and Education 13
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6.2 Compare existing system policy with edited template.

Figure 21: Security configuration and Analysis MMC

1. From within the MMC, right-click the Security Configuration
and Analysisicon and select Open Database. Type franks.sdb in the
file name boxthen click Open. Make sure the Clear this database
before importingcheckbox is checked.

2. Now select the w2k_server_edited.inf security template file
and clickOpen.

Figure 22: Select w2k_server.inf template file
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3. To analyze the w2k_server_edited template and compare it to
the systemscurrent security policy, right-click the Security
Configuration and Analysisicon and select Analyze Computer Now

Figure 23: Conducting a Computer Analysis4. Click OK at the
Perform Analysis prompt and after the analysis is

complete, expand the Security Configuration and Analysis icon to
take alook at the results by comparing some of the differences
between thedatabase settings (the w2k_server_edited template) and
the currentcomputer settings. Expand as many of the policies as
youd like. Notice thatthe template leaves a number of policy
settings undefined many areenvironment and deployment specific.

Figure 24: Analysis Results

6.3 Apply new security settings

To apply the settings contained in the database to our local
system:

1. Right-click the Security Configuration and Analysis icon and
selectConfigure Computer Now. At the Configure System prompt, click
OK.

2. You may confirm that all of the settings in the
w2k_server_edited templatehave been applied to the system by
running another analysis. Follow the

CERT Training and Education 15
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same procedure as Steps 3 and 4 from the previous Section. The
icons nextto the policies should all now have green check
marks.

3. Close the console and click No when prompted to save.

4. Restart the Franks system to finish applying the settings.
This will alsoterminate your Remote Desktop connection to the
system.

7 Verify the hardening procedure1. From the VTE-Launchpad
desktop, you will use the Winfingerprint tool again to observe

the effects of the hardening process on the system.

2. You should wait 2 3 minutes for Franks to complete its
shutdown and restart fully.

3. Restore the minimized Winfingerprint application window. (If
Winfingerprint isntrunning, restart the application and enter
Franks IP address and the scanning optionsoutlined in Section
1.)

4. Click Scan to repeat the Winfingerprint scan of Franks that
you performed at thebeginning of this lab. The results should look
similar to the following:

Figure 25: Winfingerprint results after hardening

Your hardened system now doesnt honor the tools NULL session
information requests and

exposes a significantly smaller attack surface.

16 CERT Training and Education
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