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Massive Cyber Attacks
 _
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Case Study Questions
 1. Is cyberwarfare a
 serious problem?
 Why or why not?
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Case Study Questions
 2. Assess the people,
 organization, and
 technology factors that
 have created this problem.
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Technology
 People: Careless about security
 Less efficient than the hackers
 Organization US has no clear policy or effective
 law
 Standards are insufficient to
 defend attacks
 American spy agencies are
 prohibited from acting on
 American soil
 Criticism against NSA for its
 surveillance actions after 9-11
 Low cost of technologies needed
 to mount attacks
 Tracing identities of specific
 attackers through cyberspace is
 next to impossible
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Case Study Questions
 3. What solutions have
 been proposed?
 Do you think they will be
 effective? Why or why not?

Page 9
						

Proposed Solution
 Tougher cybersecurity standards and legislation by Congress
 creation of in May 2010 Private Defense Contractors
 “the U.S. attempt to find common ground with other nations to join forces in preventing attacks” (2012)
 Anti-tamper policy by (2008)

Page 10
						

Effectivity
 Cyber security standards and legislation fail to keep pace with the advancement of cyberwarfare tech
 : no direct access to President
 : privacy concern
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4. . Are there other solutions for
 this problem that should be
 pursued?
 What are they?
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NATO Summit Updates Cyber
 Defence Policy
 NATO Heads of State and Government
 endorsed an enhanced NATO Cyber
 Defence Policy at the NATO Summit in
 Wales on 4-5 September 2014.
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• Cyber Counter Intelligence or Offensive
 Cyberwarfare
 • Cooperative Cyber Defence Centre of
 Excellence
 (CCDCoE) by NATO
 • Tallinn Manual on the International Law
 Applicable to Cyber Warfare : April 2013
 • Global Cyber Arms Control: Cyber-war Hotline
 http://en.wikipedia.org/wiki/CCDCOE
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“the best way to protect your glass house … is to buy a stone-sharpening kit.”
 Thank
 You
 _
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