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EvadingClassifiersbyMorphingintheDark
 HungDang,HuangYue,Ee-ChienChangSchoolofComputing
 NationalUniversityofSingapore
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1.Motivations

Page 3
						

EvasionAttack
 • Startingfromamalicioussamplex thatisrejectedbyadetector,theattackerwantstofindax’s.t.1. x’isacceptedbythedetector2. x’retainstheintendedmaliciousproperty
 Detectorx
 x’ Detector
 reject
 accept
 CCS2017 EvadingClssifersbyMorphingintheDark 3 of27

Page 4
						

Examples:MaliciousPDFdetection
 • AttackerwantstosendamaliciousPDFfileasattachment.Theemailserverhasamalwaredetectorin-placed.Attackerwantstoevadethedetector.
 • TogetfeedbackonwhetheraPDFx’ isrejectedoracceptedbythedetector,theattacker cansendanemailwithx’,backtotheattacker.
 • Thedetectorfunctionsasablackbox.Thenumberofaccessestotheblackboxislimited.
 EmailServerwithmalwaredetectorAttacker
 Tagged asreject/accept(malicious/benign)
 MaliciousPDFxasattachment
 CCS2017 EvadingClssifersbyMorphingintheDark 4 of27

Page 5
						

Examples
 • AdversarialExamplesinmachinelearning. E.g.Wearingcarefullycraftedspectaclesoastoconfusefacerecognitionsystem(M.Sharifetal.CCS2016)
 • Sensitivityattacksonimagewatermark– non-machinelearning-based.(Linnartz et.al.IH1998)
 • Malwaredetection– non-imagedomain. E.g.PDFmalware(Xuet.al.,NDSS2016)
 • Manymore….
 [1]M.Sharif,S.Bhagavatula,L.Bauer,M.K.Reiter,AccessorizetoaCrime:RealandStealthyAttacksonState-of-the-ArtFaceRecognition,CCS2016.[2]J.-P.M.G. Linnartz andM.Dijk,AnalysisoftheSensitivityAttackagainstElectronicWatermarksinImages,InformationHiding1998.[3]W.Xu,Y.Qi,andD.Evans.Automaticallyevadingclassifiers,InNDSS2016.
 CCS2017 EvadingClssifersbyMorphingintheDark 5 of27
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Challengesinevasionattacks
 • Difficultyinapplyingalgorithmsoverdifferentdomains– Relianceondomainknowledge,suchasdetector’sarchitectureanddomainrepresentation/metricspacethatfacilitatestransformation(e.g.vectorspaces).
 • Limitedfeedbackfromthedetector – Minimalinformationandnumberofaccesses.However,manyknownattacksassumetheblack-boxdetectorprovidesareal-valuefeedbackonconfidencelevel.
 Goal• Toinvestigateevasionattacksunderagenericsetting(separatingalgorithmicanddomain-specificmechanism)withbinary-outputdetector.
 CCS2017 EvadingClssifersbyMorphingintheDark 6 of27
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II.EvasionintheDark

Page 8
						

Threeblack-boxes
 • Detector.Classifiesasamplexasmalicious(reject)orbenign(accept).
 • Tester:Providesthegroundtruth.
 • Morpher.Facilitatessampletransformation.
 DetectorSamplexReject
 Accept
 TesterSamplexMalicious
 Benign
 MorpherSamplex
 seedr
 x’
 CCS2017 EvadingClssifersbyMorphingintheDark 8 of27

Page 9
						

EvasionbyMorphing
 • Givenamalicioussamplex thatisrejectedbyDetector.Theattackerwantstofindasuccessivelymorphedx’s.t.– x’isacceptedbytheDetector– x’isdeclaredasmaliciousbytheTestermeetingcertaincostrequirementsonthenumberofaccessestotheblack-boxes.
 Detector Reject
 Tester
 x
 Malicious
 Detector Accept
 Tester
 x’
 Malicious
 morpher morpher…
 r1 rt
 CCS2017 EvadingClssifersbyMorphingintheDark
 Startingsample
 Evadingsample
 9 of27
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EvasionbyMorphing
 AcceptedbyDetector
 Startingsample
 Evadingsample
 CCS2017 EvadingClssifersbyMorphingintheDark
 Malicious(Tester)
 10 of27
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Remarks
 • OutputofDetectorandTesterarebinary.
 • QuerytoMorpher consistsofbothx andr.
 MorpherSamplex
 seedr
 x’
 CCS2017 EvadingClssifersbyMorphingintheDark
 AcceptedbyDetector
 Startingsample
 Evadingsample
 Malicious(Tester)
 withInsertedand/ordeletedobjects
 11 of27

Page 12
						

Remarks:Morphinginthedark
 • Theonlymechanismtoobtainothersamplesisthroughmorphing.
 • Theattackermightnotknowtherelationshipbetweenr,x andthemorphedsamplex’.Totheattacker,theMorpher performs“random”morphing.Suchuncertaintycapturesasituationwheretheattackerisunabletoexploitdomainknowledgetomanipulatethesamples.
 • E.g.giventwosamplesx,y,theattackermaynotabletofindamorphedsamplethatisthe“average”ofxandy.
 • Morpher isdeterministic,thusmorphingisrepeatableifsuppliedwiththesameseed.
 MorpherSamplex
 seedr
 x’
 CCS2017 EvadingClssifersbyMorphingintheDark 12 of27

Page 13
						

Recentworkonblack-boxevasion
 • Xuetal.(NDSS2016)gaveanattackonpdfmalwareusingthe3black-boxes.– Real-valueconfidencelevelfeedbackfromDetector.– Domainknowledge:assume“tracereplay”,i.e.asamesequenceofmorphingsteps(trace)couldproducesimilareffectsondifferentsamples(replay).
 CCS2017 EvadingClssifersbyMorphingintheDark
 Morpher Morpher Morpher Morpher x’x
 Morpher Morpher Morpher Morpher y’y
 r1 r2 rt-1 rt
 …
 …
 13 of27
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II.ProposedEvasionAlgorithm

Page 15
						

OvercomingBinaryOutput:Flippingdistances
 Evadingsamples
 Malice-flippingdistance
 Reject-flippingdistance
 Givenapathofsuccessivelymorphedsamples,wecandefine:
 • Malice-flippingdistance: DistancethesamplesfirstswitchfromMalicious toBenign.• Reject-flippingdistance:DistancethesamplesfirstswitchfromReject toAccept.
 Evadingpath
 CCS2017 EvadingClssifersbyMorphingintheDark 15 of27
 Reject-flipping <MaliceFlipping

Page 16
						

Assigningnumericstatetosamples
 • Forasamples,wecanassignthefollowingtobethestateofs:Probability(arandompathstartingfroms isevading)
 Suchreal-valuestatewouldbeusefulinthesearchofevadingsamples.
 • However,itisdifficulttoestimatetheprobability.
 • Alternatively,assignExpectedGaptobethestate.– Intuitively,asmallerGapimpliesthesamplehasahigherchanceofgeneratingaevadingpath.– Canbeestimatedfromafew(orasingle)randompaths.
 Malice-flippingdistance
 Reject-flippingdistance
 Gap≜ Reject-flipping − MaliceFlipping
 Evadingpath
 s
 CCS2017 EvadingClssifersbyMorphingintheDark 16 of27
 GAP
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Searchheuristic:MainIdea
 1. Generateq randompathsfromthecandidate.2. Determinethepathwiththeshortestgap(orothercriteriabased
 onflippingdistances).Chooseasamplealongthispathasthenextcandidate.
 GapStartingsample
 Malicious Accept
 CCS2017 EvadingClssifersbyMorphingintheDark 17 of27
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Searchheuristic:MainIdea
 GapStartingsample
 Evading
 Malicious Accept
 CCS2017 EvadingClssifersbyMorphingintheDark 18 of27

Page 19
						

• ToreducethenumberofqueriestoDetectorandTester– “Batch”binarysearchonmultiplepaths:constantnumberofDetectorqueryperpath.
 Algorithmicimprovement
 GapStartingsample Malicious Accept
 CCS2017 EvadingClssifersbyMorphingintheDark 19 of27
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III.ExperimentationResults

Page 21
						

• PDFRATE: RandomDecisionForest.• Hidost: SVM-based.
 • Trainedwith5,000benignand5,000maliciousPDFfiles,andtestwithanother500malicioussamples.PDFfilesobtainedfromContagioarchive.
 [4]C.SmutzandA.Stavrou.MaliciousPDFdetectionusingmeta-dataandstructuralfeatures.InACSAC2012.[5]N.SrndicandP.Laskov.Detectionofmaliciouspdflesbasedonhierarchicaldocumentstructure.NDSS2013.
 PDFmalwareclassifiers:PDFRATE [4],Hidost [5]
 CCS2017 EvadingClssifersbyMorphingintheDark 21 of27
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Evasionrateon“hardened”classifiers
 CCS2017 EvadingClssifersbyMorphingintheDark
 Hidost
 22 of27
 EvadeHC:Proposedmethod.BiRand: Baselinealgorithmthatperformsbinarysearchesonrandompaths.EvadeGP:Apreviousmethodthathasaccessestothereal-valueconfidencescore.
 • Classifiersarehardenedbyadjustingtherejectionthreshold.
 • Searchlimitedto2500queriestoDetector
 • Interestingly,EvadeHC outperformsEvadeGP whichhasaccessestomoreinfo.Wesuspectthiscoulddueto– EvadeHC makesdecisionbasedonDetectorandTester’s
 feedbacks.EvadeGP onlybasedontheDetector’sfeedbacks.– Reject-flippingdistancescouldbeamoreaccurateindicator
 comparestotheconfidencelevel.

Page 23
						

Evasionrateon“hardened”classifiers
 CCS2017 EvadingClssifersbyMorphingintheDark
 PDFRATE
 23 of27
 EvadeHC:Proposedmethod.BiRand: Baselinealgorithmthatperformsbinarysearchesonrandompaths.EvadeGP:Apreviousmethodthathasaccessestothereal-valueconfidencescore.
 • Classifiersarehardenedbyadjustingtherejectionthreshold.
 • Searchlimitedto2500queriestoDetector
 • Interestingly,EvadeHC outperformsEvadeGP whichhasaccessestomoreinfo.Wesuspectthiscoulddueto– EvadeHC makesdecisionbasedonDetectorandTester’s
 feedbacks.EvadeGP onlybasedontheDetector’sfeedbacks.– Reject-flippingdistancescouldbeamoreaccurateindicator
 comparestotheconfidencelevel.
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Traceofasearch
 CCS2017 EvadingClssifersbyMorphingintheDark
 AverageFlippingdistancesafteronemorphingstep(Hidost)
 24 of27
 Starting Sample
 Mal
 ice-
 flipp
 ing
 dist
 ance

Page 25
						

AnabstractHidden-stateMorpher model
 • Everysamplehasahidden2-valuestate(a,b).– Testerreturns“Malicious”iff (a>0);– Detectorreturns“Reject”iff (b>0).– Wecanviewthetwohiddenvaluescorrespondingto
 theaveragemalicious-flippingandreject-flippingdistances.
 • Morpher outputsarandommorphedsamplewithhiddenvaluesreducedaccordingtoadistribution.
 • TheMorpher is“random”andyetconsistenttopreviousoutput.SimilarlytoRandomOracle.
 • Suchmodelisusefulinanalyzingsearchalgorithm.
 CCS2017 EvadingClssifersbyMorphingintheDark
 AverageFlippingdistancesafteronemorphingstep
 25 of27
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IV.Discussion&Conclusions

Page 27
						

Conclusion
 • Manyevasionattacksheavilyrelyondomainknowledge.Itwouldbeinterestingtoinvestigatetheeffectivenessofevasionattacksinagenericsetting.
 • WeformulateEvasionintheDark. Thismodelgivesarestrictedsettingwheredomainknowledgeareconfinedinthe3black-boxes.Fromtheattacker’spointofview,nootherspecificdomainknowledgearerequiredinevasion.
 • Themodelisusefulforcomplexdomain– aslongasamorpher &testerareavailable,onecancarryoutevasionattack.
 • Wegiveamethod(flippingdistances)toassignmeaningfulreal-valuestatestothesamples,andshowthatevasionispossibleevenwithbinaryblack-boxes.
 • Evasionattackscanbeemployedtoenhancedefense– byfeedingevadingsamplesastrainingsamples.
 CCS2017 EvadingClssifersbyMorphingintheDark 27 of27
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