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 Issues with Corporate Assets
 • Inventory is labor intensive• MDM shows only active devices• Exception handling is an issue• Distributed systems contain info• Cloud services make it worse
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 Issues with Corporate Assets
 You don’t care and loose money,or you care and you loose money…
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 DNA of the ESP
 Employee Service Portal 1.0 is an intelligent connection between your MDM platform and your Active Directory.
 Re-use existing information!
 MDM -> all device informationAD -> your group memberships (role) and authentication
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 DNA of the ESP
 Enable ‘normal users’ to access and understand complex MDM administration portals.
 Manage network complexity.
 Role based access -> see the information you can seePortal access -> move the user portal outside the DMZ
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 DNA of the ESP
 Improve speed and offline capabilities!
 Keep data in local database.
 Find the unique key = user idLink all assets to this used id
 … do more, include non MDM assets (SIM, device in repair,…)
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 DNA of the ESP
 Understand N+1 and approvals.
 Include workflow mechanisms.
 Order process for new devices.Device type per role or function.
 Workflow automation with approval requests.
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 Employee Service Portal 1.0
 • Easy self management portal for employees and IT servicestaff
 • Accurate inventory of activedevices thanks to live connections with UEM(Mobileiron or others uponrequest)
 • Efficient stock managementand resource assignment

Page 9
						

© 2016 mobco© 2019 mobco ® Contact us at [email protected]
 Employee Service Portal 1.0
 • On-Premise, VM appliance
 • Integration with Mobileiron API and Active Directory
 • Simple and intuitive
 • Build for enterprise
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 Typical Users for the portal
 Employee
 Requestsassets
 Manager N+1
 Approvals
 Service Manager
 Stock Management
 SystemAdministrator
 Portal Maintenance
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 User Access rights structure
 Active Directory
 Employee Service
 System
 View Assets
 Approve
 Inventory
 Request
 Admin
 Active Directory membershipdefines your access role forthe portal:
 - employee level- helpdesk engineer- service manager- administrator- …
 (roles can be defined on a per feature – edit/view)
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 User Choice definition
 Active Directory
 Employee Service
 System
 View Assets
 Approve
 Inventory
 Request
 Admin
 Smartphone
 Tablet
 Laptop
 Desktop
 SIM
 Accessories
 AD controls the types of devices for the user.
 Only selected Types are available for the user.
 Number of types is unlimited.
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 User Approval Process
 Active Directory
 Employee Service
 System
 View Assets
 Approve
 Inventory
 Request
 Admin
 Smartphone
 Tablet
 Laptop
 Desktop
 SIM
 Accessories
 Requests are directed to theknown manager read in AD for approval.
 Manager is informedvia email or SMS of thepending approval.
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 Device Assignment
 Active Directory
 Employee Service
 System
 View Assets
 Approve
 Inventory
 Request
 Admin
 Smartphone
 Tablet
 Laptop
 Desktop
 SIM
 Accessories
 Stock assignment by theservice manager, includingautomatic enrollment in UEM. STOCK: iPhone 8 - 123456
 STOCK: iPhone 8 - 789012
 USER: iPhone 6S - 235234
 USER: Samsing S9 - 456345
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 Employee Service Portal
 • Included in Workplace management
 • Extra development possible for integration with existing systems,approval flows, SMS gateways, …
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 Demo
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 Demo script (login via esp.mob.co VPN)
 Employee
 Login:demo_esp_sb
 Manager N+1
 Login: sb
 Service Manager
 SystemAdministrator
 First login as employee
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 Demo scriptGo to the Request Portal andselect the “Add new request”
 Go for a new device,and add a comment.
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 Demo script
 Note your new request is nowpending the manager
 approval.
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 Demo script
 Employee
 Login:demo_esp_sb
 Manager N+1
 Login: sb
 Service Manager
 SystemAdministrator
 Now
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 Demo script
 The pendig approvals for the manager can befound here for approval -> you can approve!
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 Demo script
 A warning page with existing devices pops-up toinform the manager. Continue
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 Demo script
 Employee Manager N+1
 Service Manager
 SystemAdministrator
 NowLogin: admin
 NO LDAP
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 Demo script
 Using this view the services manager can decide what to order or validate stock levels in “assets”.
 When approving the request a device needs to be assigned!
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 Demo script
 In this example we re-assign an existingasset from stock existing user to thisnew request.
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 Demo script
 Now go to Assets andsearch for the user or asset you assigned.
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 Advantages ESP 1.0
 • Easy set-up and connections with Mobileiron and Active Directory
 • Always up to date inventory with new locations such as ‘repair’, ‘stock’ that is out MDM control
 • Flexible asset definition• Read information from all assets linked to one user• Straight-forward workflows
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 Evolution 1.2
 • We encountered some minor bugs and found out not everybody on this planet is using Mobileiron…
 • ESP 1.2 supports Vmware Workspace One
 • Remaining features are exactly the same
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 Evolution 2.0
 • We keep hearing “cloud”
 • We see UEM consolidation and divergence
 • We encounter MTD, SIM management…
 • You have too many portals!
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 Employee Service Portal 2.0Launch 01/09/19
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 Cloud or on-premise
 ADUEM
 ADUEM
 ADUEM
 ADUEM
 Admin console for tennant management and overallconfiguration
 Administration/Configurationfor individual tennant
 Database, workflows, employee portal
 Cloud set-up On-Premise set-up
 mobco
 Customer Administrator
 Connectivity to local components
 CustomerEmployee
 Service AccountsAPI users
 Customer Administrator
 CustomerEmployee
 Service AccountsAPI users
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 Connections for Users
 ESP User API
 requests What groups existin the directory?
 Is this passwordfor this userIDcorrect?
 Does this user belong to group X?
 What interfaces are available? …
 Active DirectoryOn-Prem
 AzureActive
 Directory
 LocalDatabase
 ADConnector
 LocalDatabase
 ADConnector
 ESP
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 Connections for UEM (MDM)
 ESP API
 requests Data per device?All devices? … …
 LocalDatabase
 LocalDatabase
 ESP
 Mobileiron Lookout inTuneSIM…
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 Single Pane of Glass
 Source
 Mobileiron
 SOTI
 JAMF
 inTune
 KNOX M
 Vmware
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 Basic device actions
 Let the user or service desk employee perform basic device tasks.
 Request Repair Lost Device Wipe Device
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 Workflows
 Automate tasks and approval based on triggers, filters and actions:
 - Time based- Content based (reached level, new entry, …)- Define filter level (only for user, community, group)- Action for approval - Action for notification (email, SMS, …)- Action for API towards external system
 Example: when device is in compromised mode detected by MTD, we lock the Active Directory account for that user and send SMS to notify the user.
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 Employee Service Portal 2.0• Easy self service management portal
 • Single portal for IT helpdesk and service management
 • Simultaneous connections with multiple Unified Endpoint Management platforms
 • Accurate inventory synchronization
 • Automated device service actions (lost, repair, wipe, register)
 • Automated ordering for Apple, Samsung and accessories
 • Modular workflow configuration
 • Cloud or on-premise implementation
 Employee
 Requestsassets
 Manager N+1
 Approvals
 Service Manager
 Stock Management
 SystemAdministrator
 Portal Maintenance
 ESP mobco
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 Key take aways
 • Open platform with clear strategy on ‘connectivity’
 • Simple view on the total truth
 • You can start the experience now, check out https://mob.co/workplace (free ESP training)
 • Included in mobco workplace management
 https://mob.co/workplace
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