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 The Economic Aspects of CybersecurityMarch 5, 2018
 Jigar Kadakia, CISPO, Partners HealthCare
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 Agenda• Learning objectives
 • Introduction
 • The appeal of health care
 • Data breach costs
 • Invest in cybersecurity
 • How to allocate cybersecurity budget
 • Economic impact associated with a successful cyber-attack
 • Costs associated with a breach of protected health information (PHI)
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 Learning Objectives• Explain how much an organization should invest in cybersecurity
 how to allocate the cybersecurity budget
 • Outline the economic impact (and potential loss) associated with a successful cyber-attack
 • Illustrate the costs associated with a major breach of protected health information and/or sensitive information
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 What Are The Odds Of…
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 The Appeal of Health Care
 Gateway to Other
 InstitutionsLarger Payout
 $50
 Protected Health
 Information
 VS.
 SSN Credit Card
 1 1
 Less Investment in IT
 Security = Less Secure
 <6% Cybersecurity1
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 What is At Risk?
 Credit card and financial
 information
 Computerized physician
 order entry and Mobile EHR
 EHR, EMR, and
 Cloud solutions
 ERA/EFT and
 Provider payments
 PHI, PII, HIPAA, HITECH
 and other regulatory
 Medical devices
 Business intel and
 Strategic information
 Health insurance
 exchange information
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 Data Breach Costs
 • Specific industries have higher data breach costs.
 • Health care data breach costs average $380 per record, more than 2.5 times the global average across industries.
 Source: https://healthitsecurity.com/news/healthcare-data-breach-costs-highest-for-7th-straight-year
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 How Much Should An Organization Invest In Cybersecurity
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 Don’t Underestimate Your InfoSec Budget
 Source: https://www.forbes.com/sites/tonybradley/2017/08/17/gartner-predicts-information-security-spending-to-reach-93-billion-in-2018/#17c790bf3e7f
 VS.
 What protection their
 budget permits?
 What protection they
 actually need?
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 Knowing Your Risks• There is no exact science to the amount of IT budget that should be
 allocated to cybersecurity, but understanding your risk can help.
 – Align business and technical risks to create accurate budget
 • Define what risks are outside of tolerance the cost should those risks manifest
 – Quantify cybersecurity return on investment (ROI)
 • Cost of solution investment versus the potential cost of security incidents if no action is taken
 https://www.infosecurity-magazine.com/opinions/infosec-budget-barriers/
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 Where To Allocate The InfoSec Budget
 Source: https://www.sas.com/en_us/insights/articles/risk-fraud/a-modern-cybersecurity-strategy-building-a-budget.html
 •Allo
 cation o
 f th
 e
 Cyb
 ers
 ecurity
 Budget
 •Protection and prevention
 Detection and response
 Compliance and audit
 Risk management
 End user training and awareness
 Governance and policies
 Staff training and certifications
 Security program or project management
 Discovery and forensics
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 The Numbers
 Source: https://www.sans.org/reading-room/whitepapers/analyst/security-spending-trends-36697

Page 14
						

14
 Exponential Increase of Human Attack Surface
 • As the world goes digital, humans have moved ahead of machines as the top target for cyber criminals.
 • Human attack surface predicted to reach 6 billion people by 2022
 • And more than 7.5 billion internet users by 2030
 The hackers smell blood now, not silicon.
 7.27.6
 88.5
 2
 3.8
 6
 7.5
 0
 1
 2
 3
 4
 5
 6
 7
 8
 9
 2015 2017 2022 2030
 Popula
 tion (
 Bill
 ion)
 Growth of Internet Users (Billion)
 Human Population Internet Users
 Source: Cybersecurity Ventures
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 Economic Impact Associated With A Successful Cyber-attack
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 Indirect Costs vs. Direct Costs
 • Direct costs refer to what companies spend to minimize the consequences of a data breach and assist victims.
 • Indirect costs include time employees spend on data breach notification efforts or investigations of the incident.
 Direct Costs
 Indirect Costs
 Total Cost
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 Economic Impact Of A Cyber-attack
 Detection/ Escalation Costs
 • Forensic and investigative activities
 • Assessment and audit services
 • Communications to executive management and board of directors
 • Engagement of outside experts (incident management investigation/ response firm)
 Notification Costs
 • IT activities associated with the creation of contact databases
 • Postal expenditures
 • Secondary mail contacts or email bounce-backs
 • Inbound communication set-up
 Post Data Breach Costs
 • Help desk activities
 • Special investigative activities
 • Remediation activities, legal expenditures
 • Identity protection services and regulatory interventions
 • Investment in new security equipment
 • Investment in new cyber security insurance policy
 Source https://www.beckershospitalreview.com/healthcare-information-technology/calculating-the-true-cost-of-a-healthcare-data-breach.html
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 Potential For Loss
 Source: Sponsored by IBM Security and independently conducted by the Ponemon Institute, the 12th annual “Cost of Data Breach Study”
 • Loss of patients and potential customers revenue
 • Loss of strategic partners
 • Loss of staff
 Reputational
 • Cost of remediation
 • Cost of communication
 • Cost of insurance coverage
 Financial
 • OCR fines & penalties
 • State fines & penalties
 • Cost of lawsuits
 Legal/ Regulatory
 • Unplanned workload on security team
 • Loss of productivity for cleanup effect
 Operational
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 Costs Associated With A Breach Of Protected Health Information (PHI)
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 HIPAA Refresher• Health Insurance Portability and
 Accountability Act (HIPAA) provides data privacy and security provisions for safeguarding medical information.
 • Protected health information (PHI) is personally identifiable information used in conjunction with one’s physical or mental health or condition, health care, or one’s payment for that health care.
 • Names
 • Street address, city,
 county, precinct, zip
 code
 • All dates (e.g., birth
 date, discharge date,
 date of death)
 • Telephone numbers
 • Fax numbers
 • Electronic mail
 addresses
 • Social Security numbers
 • Medical record numbers
 • Health plan beneficiary
 numbers
 • Account numbers
 • Certificate/license
 numbers
 • Vehicle identifiers and
 serial numbers including
 license plate numbers
 • Device identifiers and
 serial numbers
 • Web Universal
 Resource Locators
 (URLs)
 • Internet Protocol (IP)
 address numbers
 • Biometric identifiers,
 including finger and
 voice prints
 • Full face photographic
 images
 • Any other unique
 identifying number,
 characteristic, or code
 http://searchhealthit.techtarget.com/definition/HIPAA
 18 HIPAA Identifiers
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 Regulatory Costs of Breached PHI• Health and Human Services Office for Civil Rights (OCR) is responsible
 for enforcing the HIPAA Privacy and Security Rules
 • OCR applies federal fines for noncompliance based on the level of perceived negligence found within the organization at the time of the HIPAA violation
 – Fines range from $100 to $50,000 per record
 – Maximum penalty of $1.5 million per year for each violation
 Source: https://compliancy-group.com/hipaa-fines-directory-year/
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 HIPAA Violation Penalty Tiers
 • Covered entity did not know and could not reasonably have known of the breach.1st Tier
 • Covered entity "knew, or by exercising reasonable diligence would have known" of the violation, though they didn’t act with willful neglect.
 2nd Tier
 • Covered entity "acted with willful neglect" and corrected the problem within a 30-day time period.3rd Tier
 • Covered entity "acted with a willful neglect" and failed to make a timely correction.4th Tier$50k per incident
 up to $1.5 Million
 $10k-$50k per incident
 up to $1.5 Million
 $1k-$50k per incident
 up to $1.5 Million
 $100-$50k per incident
 up to $1.5 Million
 Source: https://compliancy-group.com/hipaa-fines-directory-year/
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 Recommendations
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