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Windows 2000 Infrastructure Directions
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ITSS Windows 2000 Goals
 Create a root Windows 2000 domain providing services to any Windows 2000 domain on campus
 Allow a user to login once, then access services in Windows 2000 domains and Stanford’s Kerberos realm
 Offer centralized administration of Active Directory Provide support for Group Policy-based services, e.g.,
 software distribution Provide a common DNS service for use by Windows
 2000 domains
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DomainController
 Illustrating a Windows 2000 Domain
 Workstations MemberServer
 MemberServer
 DomainController
 win.stanford.edu
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Understanding Active Directory
 It provides a central repository for information in a domain– Each domain has its own directory database
 Information stored there includes:– Account information for the domain’s users
 • Replaces the Windows NT 4 SAM– Group Policy information
 – Eventually, user email address• With Exchange 2000
 – Lots more
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A Domain’s Namespace (Root)
 win.stanford.edu
 OU=DeptA
 users
 . . .
 OU=DeptB
 users
 . . .
 . . .
 OU=Accounts
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OU=DeptB
 OU=users
 OU=DeptA
 CN=li
 CN=smith
 CN=myserver
 CN=dc1
 A Domain’s Namespace (Local)
 OU=computers
 su.win.stanford.edu
 CN=catignani
 CN=ws3CN=ws2
 CN=ws1
 OU=users
 OU=computers
 . . .
 . . .
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Delegating Authority
 Administrative authority can be delegated by the domain admin to other administrators in that domain– It’s done at the OU level– All admin functions can be delegated or just some
 This allows different administrators to have different rights in the same domain– Each has specific abilities in one or more OUs in that domain
 The domain administrator can always take ownership of a delegated OU if necessary
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win.stanford.eduwin.stanford.edu
 law.win.stanford.edulaw.win.stanford.edugsb.win.stanford.edugsb.win.stanford.edu
 A Domain Tree
 Domains with contiguous DNS names can be grouped into a domain tree
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win.stanford.eduwin.stanford.edu
 law.win.stanford.edulaw.win.stanford.edu
 spinoff.company.comspinoff.company.com
 gsb.win.stanford.edugsb.win.stanford.edu
 A Forest of Domains
 Domains with non-contiguous DNS names can be grouped into a forest
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Characteristics of Trees and Forests (1)
 There is two-way trust among all domains in the tree/forest
 All domains in the tree/forest have the same Active Directory schema– Which implies some central Active Directory administration
 of the tree/forest All domains in a tree/forest share a common global
 catalog (GC)– This makes it easy to search throughout the tree/forest
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Characteristics of Trees and Forests (2)
 A user can login from a computer in any domain in the tree/forest– Login names (Universal Principal Names or UPNs) must be
 unique across the tree/forest Administrative power stops at domain boundaries
 – Except for an enterprise admin’s power over Active Directory If a domain is ever going to be part of a tree/forest, it should
 ideally join when it is created– It’s challenging to merge an existing domain into an existing
 tree/forest
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Windows 2000 DomainWindows 2000 Domain
 Migration: Domain to Domain
 Windows NT 4 DomainWindows NT 4 Domain
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Windows 2000 DomainWindows 2000 Domain
 Migration: Converting Domains to OUs
 Windows NT 4 DomainWindows NT 4 Domain Windows NT 4 DomainWindows NT 4 Domain
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Migrating: Converting Domains to a Domain Tree
 Windows NT 4 DomainsWindows NT 4 Domains
 Windows 2000 DomainsWindows 2000 Domains
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Creating a Stanford Forest
 ITSS has created a Windows 2000 domain named win.stanford.edu– This domain can act as the root of a campus-wide forest
 Existing Windows NT 4 domains can join the Stanford forest as:– OUs– Child domains
 The decision to join should ideally be made when an existing domain’s domain controllers are upgraded to Windows 2000
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Why Join The Stanford Forest?
 It reduces your administrative burden– Managing Windows 2000 (especially Active Directory) is much
 more work than managing Windows NT 4 It does not remove your administrative power
 – Admins can still have all rights in their OU or domain It allows single sign-on
 – One account can be used for Windows 2000 and non-Windows 2000 services, e.g., email
 Access to resources in other domains in the central forest is simple
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More Reasons to Join
 Getting your own domain name will be difficult– Windows 2000 domains must have DNS names– Stanford does not give out DNS names below stanford.edu– Stanford will give out DNS names below win.stanford.edu
 for use by child domains in the Stanford forest ITSS will not allow trust relationships with the root
 domain that aren’t part of the Stanford forest– Child domains can trust domains external to the Stanford
 forest
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Joining The Stanford Forest
 Windows NT 4 domains should consider becoming an OU in win.stanford.edu– Benefits:
 • No need to maintain Active Directory• No need to manage domain controllers
 They’re maintained in a high-availability environment• Local admins still maintain administrative control
 Larger Windows NT 4 domains (e.g., GSB) may wish to join as a child domain– All domain controllers are physically secured by ITSS
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An Aside: Sites
 A site is an administratively-defined group of IP subnets– The subnets in a site should all have fast connectivity
 among them Sites can affect:
 – Directory replication– Group Policy– More
 The central Stanford forest will have only one site– All domains in the forest will be in the same site
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OU=DeptA
 Group Policy and GPOs
 win.stanford.edu
 users
 . . .
 GPO 2GPO 1
 Policy Setting A
 Policy Setting B
 Policy Setting C
 Policy Setting D
 Policy Setting E
 Policy Setting X
 Policy Setting Y
 Policy Setting Z
 OU=DeptB
 users
 . . .
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1) Apply Computer 1) Apply Computer Configuration Configuration
 policies at boot timepolicies at boot time
 Applying Group Policy (1)
 Domain Controller
 Group PolicyObject
 Workstations/Member Servers
 Computer ConfigurationComputer Configuration
 User ConfigurationUser Configuration
 2) Apply User 2) Apply User Configuration Configuration
 polices at loginpolices at login
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Applying Group Policy (2)
 Policy settings can be applied to:– A domain– An OU within a domain– A site
 • Affecting all domains and OUs in that site By default, policy settings are inherited
 – They’re applied in the order site, domain, OU– By default, the last setting is applied– Policy settings are not inherited across domain boundaries
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Kinds of Policies (1)
 Registry-based policies– Control what’s on the Start menu:
 • Run? • Shutdown?• Others
 – Can the user edit the local registry?– Can the user run Task Manager?– Much more
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Kinds of Policies (2)
 Folder redirection– Allows redirecting My Documents, Desktop, etc. to a file
 server Scripting control
 – Allows running scripts when:• A user logs in and out• A machine boots or shuts down
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Kinds of Policies (3)
 Security settings – Password policies
 • Length• Required change frequency• More
 – Account lockout policy• How many failed attempts lock the account• How long the lockout lasts
 – Audit policy– Much more
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Kinds of Policies (4)
 Software installation– Allows automatic installation of applications– Two categories:
 • Assigned applications Appear in the Start menu and registry Automatically installed on first use
 • Published applications Don’t appear in the Start menu or registry Can be installed manually using Add/Remove Programs
 tool
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Group Policies in the Stanford Forest (1)
 Local administrators will have control over what Group Policy settings are defined for their domain/OU
 Some Group Policy settings will be applied at the site level, including:– Security settings that match Kerberos realm– Restrict the use of cleartext authentication to IIS and Mac file
 services– Auditing settings
 • Turn auditing on• Keep logs 3 days• Make logs 5MB
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Group Policies in the Stanford Forest (2)
 More site-wide Group Policy settings:– Restrict group membership of key administrator groups– Display warning message at login:
 • “Unauthorized access is not permitted ..."– Assign or publish PC-Stanford and service packs– Define primary DNS suffix as stanford.edu

Page 29
						

Integration With the Stanford Registry
 Information will be automatically copied from the Registry to the root domain of the Stanford forest– Only information needed to make Windows 2000 work
 correctly will be copied
 win.stanford.eduwin.stanford.eduRegistry LDAP DatabaseRegistry LDAP Database
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LDAPActive
 Directory
 Domain Controller
 Key Distribution Center (KDC)
 Kerberos protocol
 Active Directory and Kerberos in Windows 2000
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TicketTicket
 Domain Controller
 KDC
 Illustrating Kerberos
 4) Get ticket for specific service
 5) Present ticket to prove identity
 1) Request TGT at login
 3) Request ticket for specific service
 TGTTGT
 TicketTicket
 TGTTGT
 2) Prove identity, then get TGT
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Kerberos in Windows 2000
 Windows 2000 implements Kerberos as defined by RFC 1510– It still requires some effort to interoperate with MIT
 Kerberos, however Several scenarios are supported, including:
 – Windows 2000 workstations in an MIT Kerberos realm– MIT Kerberos workstations in a Windows 2000 domain– Delegating Windows 2000 login to an MIT Kerberos realm
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Windows 2000 Accounts in the Stanford Forest: Single Sign-On Accounts (1)
 Can be used to login to:– The Stanford Kerberos realm– Any Windows 2000 domain in the Stanford forest
 Can be used to access:– Any non-Windows 2000 Kerberized application, e.g., POP
 email access– Any Windows 2000 application in the Stanford forest using
 Kerberos
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Windows 2000 Accounts in the Stanford Forest: Single Sign-On Accounts (2)
 Added through the centralized Kerberos service– But also represented in the forest’s root domain
 Logging in requires:– SUnet ID– SUnet password
 Password changes require:– Going to a web page, or– Going to Sweet Hall– Ctrl-Alt-Delete WILL NOT change user password.
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Logging Into a Single Sign-On Account
 stanford.edu KDC
 Windows 2000 KDC
 1) User enters [email protected]
 2) Request Win2K TGT
 3) Request stanford.edu Realm TGT
 4) Return stanford.edu Realm
 TGT
 5) Return Win2K TGT and
 stanford.edu Realm TGT
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Windows 2000 Accounts in the Stanford Forest: Local Accounts (1)
 Can be used to login to– Any Windows 2000 domain in the Stanford forest
 Can be used to access:– Any Windows 2000 application in the Stanford forest – Any Windows NT 4 application in the Stanford forest
 Added through the normal Windows 2000 mechanisms– Represented only in the domain in which they’re created
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Windows 2000 Accounts in the Stanford Forest: Local Accounts (2)
 Logging in requires:– Windows 2000 UPN– Windows 2000 password
 Passwords can be changed by a Windows 2000 administrator with appropriate permissions
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Summary
 Add Windows 2000 workstations and member servers when needed
 Avoid upgrading your domain controllers to Windows 2000 for at least the next few months– Until the central Stanford domain is in place
 When you do decide to upgrade your domain controllers, consider:– Joining the Stanford forest as an OU in the root domain, or– Joining the Stanford forest as a child domain
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For More Information
 Questions/comments about the Windows 2000 infrastructure:– [email protected]
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